-’

SILICON LABS

AN1419: Bluetooth® LE Electronic Shelf @
Label

The Bluetooth Special Interest Group released the Electronic
Shelf Label (ESL) profile and service specification at the
beginning of 2023. With the essential additions in the e Preparing the ESL Tags and access
Bluetooth Core Specification version 5.4 (e.g., Periodic point

Advertising with Responses and Encrypted Advertising * Using the ESL _
Data), the ESL specification defines a standardized use of " ol e FOL examplo with an ad-
Bluetooth Low Energy (BLE) in electronic shelf labels.

KEY POINTS

This document introduces the Bluetooth - SoC ESL Tag example project, accom-
panied by an Access Point host application through examples, which describes
the essential features of the BLE ESL. In addition, this document also describes
how the ESL network can be configured, through multiple examples. And finally,
the document also describes the first steps for how to modify the sample applica-
tion, extending it to use an additional, or different, display, and using non-volatile
memory for storing images.
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1 Introduction

Chapter 2 Prerequisites provides all prerequisites needed to build, program, and use the Electronic Shelf Label (ESL) Tags and
access point (AP).

Chapter 3 Documentation describes where the ESL APl documentation and detailed ESL access point documentation can be found.
Chapter 4 Bluetooth ESL provides a detailed introduction to BLE Electronic Shelf Label (ESL) Tags.

Chapter 5 Preparing the ESL Network provides the steps to prepare the ESL access point (Section 5.1 ESL Access Point) and how
to build the Bluetooth — SoC ESL Tag example project and program it to the target device (Section 5.2 ESL Tags).

Chapter 6 The ESL Network describes how to run the ESL network, both in automatic and manual mode. Section 6.2 ESL AP in
Manual Mode focuses on the different states an ESL Tag can be in, and how to do the transitions between these with the access
point implementation. All available commands are introduced, most of them with an example.

And finally, chapter 7 Extending the Bluetooth - SoC ESL Tag Example provides information on how to extend the example code with
an additional display and the relevant configurations and API calls.
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2 Prerequisites

Requirements:
e A computer with:

e Latest version of Simplicity Studio v5
e Python 3 (minimum, version 3.9 preferred), [1]
e The following Python packages:
* cryptography [2]
ctypesgen [3]
intelhex [4]
NumPy [5]
Pillow [6]
grcode [7]

e One EFR BLE radio board to be used with access point

e One or more WSTK + radio board sets as ESL Tag (BRD4182A radio board recommended). The ESL example project uses the
WSTK LCD screen as the ESL display. Supported radio boards are BRD4161A, BRD4168A, and BRD4182A.

For supported radio boards, see Appendix A Supported Radio Boards.
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3 Documentation

Full APl documentation can be found at docs.silabs.com, or alternatively accessed within Simplicity Studio v5. Select the device in
use, browse to the DOCUMENTATION tab in Launcher view, and search for "Silicon Labs Bluetooth API Reference Guide".

The detailed access point documentation is in folder:

<SDK path>/app/bluetooth/example host/bt host esl ap/readme/, file readme.md.
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silabs.com | Building a more connected world.



https://docs.silabs.com/

AN1419: BLE Electronic Shelf Label (ESL)
Bluetooth ESL

4 Bluetooth ESL

41 Periodic Advertising with Responses

This chapter describes the basics of the Bluetooth LE Periodic Advertising with Responses (PAwWR) feature, how it is used in the BLE
ESL application, and basics regarding how to form a PAwWR network in BLE ESL.

4.1.1 Introduction

Advertising in Bluetooth is commonly used between a Peripheral and a Central device for the Peripheral to indicate its aim to connect
with the Central device. As an example, a Bluetooth headset (Peripheral, Advertiser) is advertising Connectable Advertisements and
a mobile phone (Central device, Scanner) scans these advertisements. If an advertisement is received, the Central device establishes
a Bluetooth Connection with the Peripheral device.

Bluetooth also defines "Connectionless" communication mode where a device advertises non-connectable advertisement packets,
which can be received by the scanning device. An example of such an application is, for example, an asset tracking device, which is
broadcasting (Broadcaster) the asset-specific identification information. An Observer device receiving these packets then detects
that the broadcasting device is in proximity of the scanning device and then receives these broadcasted messages.

Bluetooth 5.0 defined a Periodic Advertisement feature. Periodic Advertising allows Non-connectable Advertisements to be sent at a
fixed interval where advertising data can be sent. One or more Observers can then listen and receive these advertisements. Because
the transmissions happen at a fixed interval, the Observer (and Broadcaster) can go to sleep between advertisement events instead
of being in receive mode (Scanning) all the time. Periodic Advertisement could be used for example in a sensor network where sensor
peripherals are advertising the sensor data periodically and a Central device can receive the sensor data without the need to scan
all the time.

PAWwWR is a BLE extension (released in BT Core 5.4) to Periodic Advertising. In Periodic Advertising, the data communication is limited
to be from the Broadcaster to the Observer. In PAWR, the roles of Broadcaster and Observer are swapped. The Central device
becomes a Broadcaster, which advertises periodically by keeping up the PAwR train of packets. The Observer becomes a Peripheral
device synchronized to the periodic advertisement train. Data from the Central device to the Peripheral device can be sent over the
PAwR. The Peripheral device may send data to the Central device by placing the data in the dedicated Response Slot(s). PAWR
makes it possible for thousands of Peripheral devices to synchronize to the Central device's periodic advertisement and allows
exchange data between the Central device and Peripherals without the need to establish a connection.

Peripheral devices keep synchronization to the Central device by receiving the PAWR train transmitted by the Central device. At a
minimum, the PAWR train transmitted by the Central device consists of an empty Advertising physical channel PDU.

The theoretical maximum payload size in PAWR packet is 251 bytes of Advertising Data. As an example, in the Electronic Shelf Label
application (BT SIG defined Profile/Service), the payload is limited to 48 bytes.
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Figure 1. BLE Connection Modes
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4.1.2 Periodic Advertising with Responses Basics

Periodic Advertising with Responses (PAwR) is kind of a Time Division Multiple Access (TDMA) system, where communication be-
tween nodes (single Central device and one or more Peripheral devices) happen in predefined time slots. The fundamental timing
period is the "Periodic Advertising Interval” which is the interval of periodic advertisements sent by the Central device. Each Peripheral
device receives the periodic advertisement once in the Periodic Advertising Interval to keep synchronization to the PAwR ftrain.

Each Periodic Advertising Interval is divided into 1-128 Subevents and each Subevent to 0-255 Response Slots. In theory 128 x 255
= 32,640 Peripheral devices may be mapped to one PAwWR train. The Periodic Advertising Interval can be between 7.5ms to ~82
seconds. The figure below shows the Periodic Advertising Interval divided into Subevents.
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Figure 2. Basics of Periodic Advertising with Responses

In each Subevent, the Central device transmits one Periodic Advertisement to all Peripherals in that particular Subevent. Each
Peripheral has its unique Response Slot where it may send data to the Central device. The allocation of the Response Slots is
application-specific. PAWR itself doesn't specify in any means the content of the data or the protocol for how the data should be
handled by any of the devices.
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4.1.3 PAWR Timing

PAWR introduces several timing parameters to define the different intervals and delays. This allows endless possibilities to define the
best parameters to meet the system/application bandwidth, latency, and energy consumption requirements.
The following timing parameters exist in PAWR:
e Periodic Advertising Interval (7.5ms - 81.91875sec)
¢ Interval of the periodic advertisement train. PAl must be defined so that all the allocated Subevents fit into the PAL.
e Periodic Advertising Subevent Interval (7.5ms - 318.72ms)

e Periodic Advertising Subevent Interval is the duration of one Subevent. All Subevents have the same duration. One Subevent
includes one transmission from the Central device and possible Response Slots from the Peripherals. Periodic Advertising
Subevent Interval must be defined so that all allocated Response Slots and the Periodic Advertising Response Slot Delay
(see next bullet) fit into one Subevent.

e Periodic Advertising Response Slot Delay (1.25ms - 317.5ms)

e Periodic Advertising Response Slot Delay is the duration between the Central device transmission to the first Response Slot.
Periodic Advertising Response Slot Delay must be defined so that the Central device has enough time to transmit its message
and be ready to receive the response in the first Response Slot.

e Response Slot Spacing (0.25ms — 31.875ms)

e Response Slot Spacing is the duration of one Response Slot. All Response Slots have the same duration. One Response
Slot includes one transmission from one Peripheral device to the Central device. Response Slot Spacing must be defined so
that the whole Peripheral response fits into the Response Slot including the T_IFS (Inter Frame Space, min 150us).

Once the timing parameters of the PAWR are defined, the PAwWR train is set up and Peripheral devices are synchronized after which
the timing parameters cannot be (dynamically) changed.
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Figure 3. PAWR Timings

414 PAwR in BLE ESL

In BLE ESL, each ESL Tag belongs to one Subevent, in ESL context, called a Group. A maximum of 255 ESL Tags can be mapped
to one Group (=Subevent). The ESL Service/Profile determines how the Response Slots are allocated for each ESL Tag. Each ESL
doesn’t have its own predefined Response Slot; instead, the Response Slot is determined by the order of commands (TLVs, Tag
Length Value) sent by the Central device (Access Point). More than one ESL Tag can be addressed in one Subevent. The first
addressed command requiring the ESL Tag to respond is responded in the first Response Slot, the second addressed command
responded in the second Response Slot, and so on. If there are multiple commands to one ESL Tag in a single AP message, the
allocated Response Slot is based on the last addressed command. For example, ESL A receives command in 15t and 3 TLV. ESL
B receives command in 2" TLV. The ESL A responds in 3@ Response Slot and ESL B in 2" Response Slot.

The maximum payload size in BLE ESL Service/Profile is 48 bytes. The minimum command size is 2 bytes. Each ESL Payload starts
with Group ID, which is 1 byte. This means that a maximum of 23 ESL Tags can be addressed in one Subevent, meaning that a
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maximum of 23 ESL Tags may have a respond in one Subevent. From the PAWR perspective, there may be more ESL Tags mapped
to one Subevent than there are Response Slots allocated. In other words, a maximum of 23 Response Slots needs to be allocated
to one Subevent because only a maximum of 23 ESL Tags can respond in one Subevent. This is an important factor when determining
the PAwWR parameters for the ESL Tag network. The maximum command size is 17 bytes, meaning a maximum of two commands
fit to one message.

PAwWR communication is not the only radio communication happening between the Access Point (Central device) and Peripheral
devices (ESL Tags). Enough radio time for the Access Point must be reserved for other BLE activities like Scanning and Connection.
This must be taken into account when determining the PAwWR parameters. The Periodic Advertising Interval determines the overall
latency of the system, because each ESL Tag has the opportunity to be accessed once in a Periodic Advertising Interval. On the
other hand, each ESL Tag must listen/receive its dedicated Subevent to keep synchronized to the PAwWR train. The Periodic
Advertising Interval is then a trade of parameter between the system latency and ESL Tag power consumption. A short Periodic
Advertising interval means short latency but higher power consumption and vice versa. Usually, a 1 to 10 second interval is used in
similar types of proprietary ESL networks.

Some examples of how to select the PAwR timing parameters and how to allocate the Subevents are introduced below.
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1000 ESL Tags, 4 Second Periodic Advertising Interval, “Packed”

In this example, 1000 ESL are mapped to minimum time Subevent. 50 Subevents are allocated, meaning 20 ESL Tags are mapped
to one Subevent. Periodic Advertising Subevent Interval is calculated to fit 20 Response Slots. Response Slot Duration is defined to
fit maximum ESL payload, additional protocol overhead and Inter Frame Space (T_IFS = 150us) between the Response Slots.

This mapping approach results to one 2.7 second slot for Connections and Scanning.

The access time for one ESL Tag is the maximum Periodic Advertising Interval, 4 seconds. Accessing individually all ESL Tags in
the network will take 1 to 10 Periodic Advertising Intervals (4 — 10 seconds).

e Number Subevents

e 50
o Number of Response Slots (= ESL Tags per Group)
e 20

e Response Slot Duration

e 1ms
e Periodic Advertising Subevent Interval
e 26.25ms

e 5ms Periodic Advertisement Response Slot Delay
e 20 Response Slots x 1ms = 20ms for Response Slots
e 1.25ms gap between Subevents

e Periodic Advertising Interval
e 4 seconds
e 50 Subevents x 26.25ms = 1.3125 seconds
e 2.6875 seconds reserved for Connection & Scanning
e Single ESL Access Time
e 4 seconds
e Total Time to access 1000 ESLs:
e Minimum command size (2 bytes)
¢ ROUNDUP(20/23)=1
e =>1 Advertising Intervals x 4 sec = 4 seconds
¢ Maximum command size (17 bytes)

¢ ROUNDUP(20/2)=10
e =>10 Advertising Intervals x 4 sec = 40 seconds
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Figure 4. PAWR Timing Example: “Packed”, 1000 ESLs
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1000 ESL Tags, 4 Second Periodic Advertising Interval, “Evenly Distributed”

In this example, 1000 ESL are mapped to evenly along the Periodic Advertising Interval. 50 Subevents are allocated, meaning 20
ESL Tags are mapped to one Subevent. Periodic Advertising Subevent Interval is calculated by dividing the Periodic Advertising
Interval to equal length Subevents. Response Slot Duration is defined to fit maximum ESL payload, additional protocol overhead and
Inter Frame Space (T_IFS = 150us) between the Response Slots.

This mapping approach results to at least 55ms slot for Connections and Scanning every 80ms (Subevent).

The access time for one ESL Tag is the maximum Periodic Advertising Interval, 4 seconds. Accessing individually all ESL Tags in
the network will take 1 to 10 Periodic Advertising Intervals (4 — 10 seconds).

e Number Subevents

e 50
e Number of Response Slots (= ESL Tags per Group)
e 20

e Periodic Advertising Interval
e 4 seconds
e Response Slot Duration
e 1ms
e Periodic Advertising Subevent Interval
e 4000ms /50 =80ms

o 5ms Periodic Advertisement Response Slot Delay
e 20 Response Slots x 1ms = 20ms for Response Slots
e 55-75ms gap between Subevents for Connection & Scanning
e Single ESL Access Time
e 4 seconds
e Total Time to access 1000 ESLs:
¢ Minimum command size (2 bytes)
¢ ROUNDUP(20/23)=1
e =>1 Advertising Intervals x 4 sec = 4 seconds
e Maximum command size (17 bytes)
¢ ROUNDUP(20/2)=10
e =>10 Advertising Intervals x 4 sec = 40 seconds

Periodic Advertising Interval
4 seconds

Subevents x 50

| Periodic Advertising Subevent Interval
80ms

Iieriodic Advertising Response Slot Spacing Connection & Scanning
ms
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Figure 5. PAwWR Timing Example: “Evenly Distributed”, 1000 ESLs
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10000 ESL Tags, 4 Second Periodic Advertising Interval, “Packed”

In this example, 10000 ESL are mapped to the minimum time Subevent. 50 Subevents are allocated, meaning 200 ESL Tags are
mapped to one Subevent. Periodic Advertising Subevent Interval is calculated to fit 23 Response Slots. Response Slot Duration is
defined to fit the maximum ESL payload, additional protocol overhead and Inter Frame Space (T_IFS = 150us) between the Response
Slots.

This mapping approach results to one 2.6 second slot for Connections and Scanning.

The access time for one ESL Tag is maximum the Periodic Advertising Interval, 4 seconds. Accessing individually all ESL Tags in
the network will take 1 to 10 Periodic Advertising Intervals (4 — 10 seconds).

¢ Number Subevents
° 50
¢ Number of Response Slots
e 23 (200 ESL Tags per Group)
¢ Response Slot Duration
e 1ms
e Periodic Advertising Subevent Interval
o 28.75ms

e 5ms Periodic Advertisement Response Slot Delay
e 23 Response Slots x 1ms = 23ms for Response Slots
e 0.75ms gap between Subevents
e Periodic Advertising Interval
e 4 seconds
e 50 Subevents x 28.75ms = 1.4375 seconds
e 2.5625 seconds reserved for Connection & Scanning

e Single ESL Access Time
e 4 seconds
e Total Time to access 10000 ESLs:
e Minimum command size (2 bytes)
e ROUNDUP(200/23)=9
e =>9 Advertising Intervals x 4 sec = 36 seconds
e Maximum command size (17 bytes)

e ROUNDUP(200/2) =100
e =>100 Advertising Intervals x 4 sec = 400 seconds
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Figure 6. PAWR Timing Example: “Packed”, 10000 ESLs
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4.2 Encrypted Advertising Data (EAD)

In addition to PAWR, Bluetooth 5.4 introduced another feature which is essential for the Bluetooth Electronic Shelf Label service:
Encrypted Advertising Data (EAD). The EAD is the first standardized method to use encryption for the advertisement data (also with
responses), making the communication secure in connectionless modes. Prior to Bluetooth 5.4, encryption was only defined for
connection-orientated communication.

The encrypted data will be encapsulated within an Advertising Data structure, as shown in Figure 7 below. Bluetooth uses CCM
algorithm to encrypt and authenticate the data, which includes the ESL specific payload, a 40-bit long Randomizer field (i.e., 5 octets
of random data), and a 32-bit long Message Integrity Check (MIC) field.

Advertising Payload

Llen | ED Tag Encrypted Data

Len ESL Payload

Figure 7. Encrypted Advertising Data Format
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5 Preparing the ESL Network

5.1 ESL Access Point

All the core functionalities of the ESL access point (AP) are implemented as C program, with some additional parts, e.g., the command
line interface, implemented with Python. The host program utilizes BGAPI binary protocol to control an EFR32 based radio in Network
Co-processor (NCP) mode. Thus, the ESL AP requires an EFR32 based BLE device, and a host (PC) running the access point
implementation. For more information about NCP, refer to the application note AN1259: Using the Silicon Labs Bluetooth® Stack
v3.x and Higher in Network Co-Processor Mode [8].

The access point implementation has been documented in readme file, located in:

<SDK>/app/bluetooth/example host/bt host esl ap/readme/

5.1.1 Install Python and Required Packages

Silicon Labs recommends using Python version 3.9, which can be downloaded from www.python.org [1]. In addition to the Python
itself, the access point requires these additional packages: cryptography library [2], ctypesgen (ctypes wrapper generator) [3], intelhex
[4], NumPy [5], Python Imaging Library (Pillow) [6], and grcode, a QR code generator [7]. The required additional packages can be
installed directly with the pip package installer (pip is part of the Python installer if downloaded from python.org).

On Linux / Mac, run the following from command line:
python -m pip install cryptography ctypesgen intelhex numpy pillow grcode

On Windows, the command is a bit different:
py -m pip install cryptography ctypesgen intelhex numpy pillow grcode

In addition to the required packages listed above, one additional recommended Python package is colorlog [9], which color-codes
Python's logging module output. This makes the access point command line interface more readable.

Optionally, all required packages can be installed by using the requirements.txt file:
pip install -r requirements.txt

Note: if Python3 isn’t the default Python version, the commands above might require using the format python3 -m pip install
<package>. For further usage examples, check the pip documentation: pip.pypa.io/en/stable/ [10].

If the pip command is added to the PATH variable, the installed packages can be listed with command pip 1ist, or alternatively
the installed packages can be listed by using the long command version: python -m pip list on Linux/Mac, or py -m pip
list on Windows.

[ N ] -zsh 1
(bt_host_esl_ap) [SiLabs - ESL]% python --version

Python 3.9.18

(bt_host_esl_ap) [SilLabs - ESL]¥ pip list

Package Version

argparse-addons  ©0.12.9

bincopy 17.14.5
cffi 1.15.1
colorlog 6.7.0
cryptography 41.0.3
ctypesgen 1.1.1
humanfriendly 10.0
intelhex 2.3.0
numpy 1.25.2
Pillow 10.0.0
pip 23.2.1
pycparser 2.21
pyelftools 0.30
pypng 0.20220715.0
pyserial 3.5
grcode 7.4.2
setuptools 68.1.2

typing_extensions 4.7.1
(bt_host_esl_ap) [Silabs - ESL]% |

Figure 8. Installed Python Packages

5.1.2 Compiling the Access Point Software

After all the necessary Python packages have been installed, the access point host application can be built. Building the C application
requires make tool, and a C compiler, e.g., GCC. On Windows, these can be installed using MinGW, and on Linux and Mac, using
the package manager.
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At the moment, the only supported build environment on Windows is MinGW-64. The makefiles make sure that the gcc is used with
a proper prefix (x86_64-w64-mingw32-). The recommended build environment on Windows is MSYS2.

1. Download and install MSYS2 [11]: www.msys2.0rg/.

2. Open the Mintty bash. Make sure to start Mingw-w64 64 (mingw64.exe) when launching Mintty. 32-bit versions of MYSYS2 will
not work.

3. Install additional packages:
pacman -S make mingw-w64-x86 64-gcc mingw-w64-x86 64-python mingw-w64-x86 64-python-pip

4. Install ctypesgen with pip:
pip install ctypesgen

To build the project (Mac, Linux, and MSYS2 on Windows):

e Change to the exported project directory:
cd <sdk path>/app/bluetooth/example host/bt host esl ap

¢ Build the project using the make command.

5.1.3 ESL Access Point Hardware

The ESL access point (AP) Python implementation communicates with the ESL tags through a radio interface operating in Network
Co-Processor (NCP) mode. Therefore, the EFR device operating as access point has to be programmed with Bluetooth — NCP ESL
Access Point firmware.

5.1.4 Bootloader for ESL AP

The first step is to build a bootloader for the EFR32 device operating as NCP, or AP, device. Select the device from the Debug
Adapters list, and on the EXAMPLE PROJECTS & DEMOS tab, select the Bootloader - NCP BGAPI UART DFU example project.

r

L N ESL_GA - Simplicity Studio™

{ ff Welcome £D) Recent 338 Tools ®,Install ¥ Preferences B |# Launcher | {} <Simplicity IDE> M- Energy Profiler 4b Network Analyzer {} Simplicity IDE % Debug
B Debug Mapters::-ll = 8

% ¥ O RO-O@ EFR32xG22 2.4 GHz 6 dBm RB, Wireless Pro Kit Mainboard (ID: 000440284688)

> EFR32xG22 2.4 GHz 6 dBm RB (ID:440284888)
> EFR32xG22 2.4 GHz 6 dBm RB (ID:440284750)
> EFR32xG22 2.4 GHz 6 dBm RB (ID:440284848)

OVERVIEW EXAMPLE PROJECTS & DEMOS DOCUMENTATION COMPATIBLE TOOLS

Run a pre-compiled demo or create a new project based on a software example.

2 fauad
Filter on keywords
20 ) Bootloader - NCP BGAPI UART DFU
. Standalone Bootloader using the BGAPI protocol for UART DFU. This is the recommended
PLEE A UART bootloader for the BLE protocol stack
Example Projects . View Project Documentation

Solution Examples ]
@ What are Demo and Example Projects? Bootloader - NCP EZSP SPI
Standalone Bootloader using the EZSP protocol over SPI. This is the recommended SPI
~ Wireless Technology € Clear bootloader for the EmberZNet and Connect protocol stacks CREATE

[] Bluetooth (0) View Project Documentation

[] Bluetooth Mesh (0)

[] Connect (0) Bootloader - NCP UART XMODEM

D RAIL (0) Standalone Bootloader using XMODEM-CRC over UART. The bootloader shows a menu, where
an XMODEM transfer can be started by sending ASCII "1', or the application can be started by

D Zigbee (0) sending ASCII '2'. This is the recommended UART bootloader for the EmberZNet and Connect
protocol stacks

v Device Type €3 Clear ) _ )
View Project Documentation

DMmeductsl L5 4 % 2 =8| ~ MCU © Clear

l Bootloader (3)

+ Canabilitv € Clear

Figure 9. Bootloader — NCP BGAPI UART DFU

Build the Bootloader - NCP BGAPI UART DFU project, and program it to the EFR device to be used as an access point. For more
information on how to build or program devices using Simplicity Studio v5, see the Simplicity Studio® 5 User's Guide on
docs.silab.com.
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More information about the bootloaders can be found in document UG489: Silicon Labs Gecko Bootloader User’s Guide for GSDK
4.0 and Higher [12].

5.1.5 Access Point Firmware

The next step is to build the actual NCP firmware used by the access point. Select the EXAMPLE PROJECTS & DEMOS tab, and
from the Example Projects list, select the Bluetooth — NCP ESL Access Point, and click CREATE.

r
L ICR ] ESL_GA - Simplicity Studio™

i ff Welcome fDRecent §i§ Tools &, install £ Preferences T | Launcher | {} <Simplicity IDE> A Energy Profiler A, Network Analyzer {} Simplicity IDE # Debug
Ft Debug Adapters: 3 =g

“HE N RO-OBE EFR32xG22 2.4 GHz 6 dBm RB, Wireless Pro Kit Mainboard (ID: 000440284688)

> EFR32xG22 2.4 GHz & dBm RB (ID:440284750)
> EFR32xG22 2.4 GHz & dBm RB (ID:440284848)

OVERVIEW EXAMPLE PROJECTS & DEMOS DOCUMENTATION COMPATIBLE TOOLS

Run a pre-compiled demo or create a new project based on a software example.

2 resources found

Filter on keywords
= Bluetooth - NCP ESL Access Point

Network Co-Processor (NCP) target application with additional features to support the

Demos
] Electronic Shelf Label Profile ESL Access Point role. Note: Some BLE features unused by the CREATE

Example Projects . ESL Access Point are removed compared to the NCP target application

View Project Documentation
—

Solution Examples )

0 What are Demo and Example Projects?

Bluetooth - SoC ESL Tag
~ Wireless Technology © Clear This example is an evaluation showcase for a BLE Electronic Shelf Label (ESL) Tag

application. This demao includes image and display capabilities of an ESL Tag, utilizing the CREATE
Bluetooth (2)

memory LCD display on the WSTK board while images are stored in RAM, only.

[J Bluetooth Mesh (0) View Project Documentation

[] Connect (0)

M1 ran rm

Figure 10. Bluetooth — NCP ESL Access Point

Build the firmware and write the image to the target device to be used as the access point.

Successful access point creation can be verified by executing the AP script (app.py) located in folder <SDK
path>/app/bluetooth/example host/bt host esl ap/ via command line:

Linux: python app.py <serial device>
Example: python app.py /dev/ttyACMO

Mac: python app.py <serial device>
Example: python app.py /dev/tty.usbmodem0004402847501

Windows: Py -u app.py <serial device>
Example.: py app.py COM3

Note: It is recommended to run the access point script on Windows with option -u to have the log streams unbuffered.

[ NN ] -zsh TH1
(bt_host_esl_ap) [SiLabs - ESL]% ./app.py /dev/tty.usbmodem@@04402847501

[1] Opened port on posix.

14/Sep 11:24:43.933: LIB - INFO - [CORE] Resetting NCP target... in esl_lib_init() @ 131:esl_lib_core.c

[I] Start encryption

[I1 Communication encrypted

[1] Bluetooth stack booted: v6.1.0-b1357

14/Sep 11:24:44.151: LIB - INFO - [CORE] Bluetooth type @ public address: 8C:F6:81:B8:83:66 in esl_lib_core_on_bt_event() @ 221:esl_lib_cor
e.c

14/Sep 11:24:44.209: AP - INFO - Periodic advertisement started.

14/Sep 11:24:44.223: AP - INFO - Scanning started.

exit

(bt_host_esl_ap) [SilLabs - ESL]% ]

Figure 11. Start the access point with command python app.py <serial device>.
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5.2 ESL Tags

The SDK contains an ESL example project called Bluetooth — SoC ESL Tag, which can be easily compiled and programmed to an
EFR32 based BLE radio board connected to a Wireless Starter Kit (WSTK) main board. The example project utilizes the WSTK’s
onboard LCD, LEDs, and sensors and is therefore targeted for the WSTK and a radio board combination. It is however possible to
compile the Bluetooth — SoC ESL Tag project also to custom hardware, but this will require some additional configuration steps.

5.2.1 Bootloader for ESL Tags

Just as with the ESL access point device, the ESL Tags also require a bootloader to work properly. While the ESL AP needed a
bootloader targeted for an NCP device, the ESL Tags require an Over-The-Air (OTA) DFU capable bootloader: Bootloader — SoC
Bluetooth AppLoader OTA DFU. The example project can be created by selecting a correct device from the Debug Adapters list,
and filtering the Bootloader example projects with keyword "apploader”.

r
L ICR ] ESL_GA - Simplicity Studio™

: ff Welcome fDRecent §i§ Tools &, install ¥ Preferences B |# Launcher | {} <Simplicity IDE> AmEnergy Profiler &, Network Analyzer {} Simplicity IDE g Debug
BH Debug Adapters: 3 =g

% % 3 RO-OEC EFR32xG22 2.4 GHz 6 dBm RB, Wireless Pro Kit Mainboard (ID: 000440284750)

> EFR32xG22 2.4 GHz 6 dBm RB (ID:440284688)
> EFR32xG22 2.4 GHz 6 dBm RB (ID:440284750)

> b CFRA2x022 2.4 OHz 6 dBm RB (Di440264848) OVERVIEW | EXAMPLEPROJECTS &DEMOS | DOCUMENTATION — COMPATIBLE TOOLS

Run a pre-compiled demo or create a new project based on a software example.

1 resources found

Filter on keywords

2nploadet Bootloader - SoC Bluetooth AppLoader OTA DFU
Standalone Bootloader using the Blueteoth AppLoader OTA DFU. This implements in-place
Demos ) . CREATE
application updates using Bluetooth connection.
Example Projects 9o View Project Documentation

Solution Examples )
o What are Demo and Example Projects?
~ Wireless Technology © Clear
[] Bluetooth (0)
[] Bluetooth Mesh (0)

[] Connect (0)

] RAIL(0D)

[ Zigbee (0)

v Device Type © Clear
[ My Products GexXEEm=o| ~ MU D

[] 32-bit MCU (0)

Bootloader (1)

v CapaEihty © Clear

Figure 12. A bootloader required by the ESL tags can be created from an example project "Bootloader — SoC Bluetooth
AppLoader OTA DFU".

Building the bootloader for the tag and writing the image to the target device follows the same steps as with an access point NCP
device.

5.2.2 ESL Tag Firmware

To create the example project, first select the device from the Debug Adapters list, and then select the EXAMPLE PROJECTS &
DEMOS tab. On this view, use the filtering options to show only the Bluetooth Example Projects, and/or use the Filter on keywords
option to search for the ESL Tag example project, Bluetooth — SoC ESL Tag.
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0y ESL_GA - Simplicity Studio™
: f Welcome £ Recent § s M install #¥ Preferences B | Launcher | {} <Simplicity IDE> AmEnergy Profiler &, Network Analyzer {} Simplicity IDE g Debug
Bl Debug Anaplm:3| = 8 . . .

R Y- M=l EFR32xG22 2.4 GHz 6 dBm RB, Wireless Pro Kit Mainboard (ID: 000440284688)

> EFR32xG22 2.4 GHz 6 dBm RB (ID:440284750)
> b EFREZXG22 2.4 Gz 6 dSm RE (D:440284846) OVERVIEW [ EXAMPLE PROJECTS & DEMOS ) DOCUMENTATION ~ COMPATIBLE TOOLS

Run a pre-cofgpiled demo or create a new project bjised on a software example.

2 resources found

Bluetooth - NCP ESL Access Point
Network Co-Processor (NCP) target application with additional features to support the

/ Electronic Shelf Label Profile ESL Access Point role. Note: Some BLE features unused by the CREATE

Example Projects . ESL Access Point are removed compared to the NCP target application

View Project Documentation
Solution Examples ]

o What are Demo and Example Projects?

L ad ol
Sob-EGl=Tay
~ Wireless Technology €3 Clear This example is an evaluation showcase for a BLE Electronic Shelf Label (ESL) Tag

application. This dema includes image and display capabilities of an ESL Tag, utilizing the CREATE

memory LCD display on the WSTK board while images are stored in RAM, only.

View Project Documentation

[] Connect (0)

M1 ran m

Figure 13. Use the "Filter on keywords" search field to search the "Bluetooth - SoC ESL Tag" example project.
Again, as above, build the project and write the image to the target device(s) to be used as an ESL Tag(s).

After programming the ESL Tag target device(s), the WSTK LCD screen should change, indicating that the device is now running the
ESL Tag example project.

SILICON LABS ree

DEBLIG,
]

Figure 14. After programming the built "Bluetooth - SoC ESL Tag" project to the EFR32 BLE radio board, the WSTK’s LCD
screen will indicate the board is now configured to be an ESL tag.

silabs.com | Building a more connected world.




AN1419: BLE Electronic Shelf Label (ESL)
The ESL Network

6 The ESL Network

The ESL tags on the ESL network can be in one of five different states: Unassociated, Configuring, Synchronized, Updating, and
Unsynchronized, as shown in Figure 15. Transitions between states is controlled by the access point, based on the current state of

the ESL tag.
Unassociated
’?9%
connect °o,;9’
e
8 Y
Q
§ Configuring
@
c
=3
sync
Y connect
Synchronized [ | Updating
sync
S
®
) e
Unsynchronized @

Figure 15. ESL tag state diagram [13]

The ESL access point emulator (<SDK path>/app/bluetooth/example host/bt _host esl ap/)can be runon two different
modes: automatic and manual mode.

6.1 ESL AP in Automatic Mode

On automatic mode, the ESL AP starts scanning for ESL tags, and once it finds one, creates a connection to it, reads the GATT
database, writes configuration values (ESL ID and group ID, AP sync key, ESL Response key, Nonce, and current time), uploads
two random images from the <SDK path>/app/bluetooth/example host/bt host esl ap/image/ folder, and then closes
the connection. Figure 16 shows the ESL AP state diagram in automatic mode. Once the ESL tag has been configured and the AP
has closed the connection, the tag will be in the Synchronized state (see Figure 15). At this point, the ESL tag will also show one of
the uploaded, random images on the WSTK LCD screen.

Device found

‘ Connect to device ‘

]

Read GATT values

|

Write configuration
values

v

Upload image(s)

T
h 4

Disconnect

Figure 16. ESL AP Emulator Automatic Mode State Diagram
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The access point mode can be switched from automatic to manual and vice versa: mode manual will switch the AP to manual mode,
and mode auto to automatic mode.

Running the AP in automatic mode will verify that both the AP and ESL tag(s) work as expected. If the image on the ESL tag's LCD
screen has changed, it has been successfully configured by the AP and is now in the Synchronized state.

The application will be introduced in more details in chapters describing the Manual mode operation.

6.2 ESL AP in Manual Mode

To start the AP in manual mode, use option --cmd:
python app.py --cmd <serial device>

The access point can also be started in more verbose mode with switch -1 <level>, e.g.
python app.py /dev/tty.usbmodem0004402847501 -1 DEBUG

In manual mode, the transitions between tag states are controlled with commands shown in Figure 17, and listed in Table 1. The
commands listed next to the states are the ones you can issue on the specific state.

Unassociated
connect
connect unassociate
& £
unassociate @ A4 contig
o . factory_reset
§ Configuring image update
disconnect
sync
connect
Y config
connsct factory_reset
Synchronized [[— " Updating image update
- service reset
p%ng : disconnect —
display image
led
refresh display &
read_sensor é§P
service reset .
- Unsynchronized &

Figure 17. Commands used to control the ESL tag. Commands in bold font correspond to the opcodes listed in Table 1.

Table 1. ESL Opcodes and Corresponding ESL AP Commands

(0] oTeToTe [ Procedure Description AP Command ‘ Notes

Does nothing but
solicits a response

Transitions the ESL
from the Synchronized
state to the
Unassociated state

0x00 Ping ping —

0x01 Unassociate from AP unassociate —

Sets the Service
Needed flag to False

Requests the ESL to
unassociate from the
AP and revert to its
original state

Requests that the ESL
return to the
Synchronized state
once synchronized

0x02 Service Reset service reset —

0x03 Factory Reset factory reset —

Note: Only
update complete for testing

purposes.

0x04 Update Complete
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Requests a response
with sensor data, or an
indication that data is
not yet available

0x10 Read Sensor Data read sensor —

Refreshes the current
displayed image to
0x11 Refresh Display keep the displayed refresh display —
image fresh on the
display

Displays a pre-stored
0x20 Display Image image on an ESL display image —
display

Displays a prestored
image on an ESL
display at a specified
time

Turns on/off an LED

0xB0 LED Control with a color/flashing led —
pattern

Turns on/off an LED
with a color/flashing

pattern at a specified
time

With options
display_image (2) | 'time', 'delay’
or 'absolute’

0x60 Display Timed Image

With options
led (2) 'time', 'delay’
or 'absolute’

OxFO LED Timed Control

Allows vendors to
Ox_F Vendor-specific Tag specify their own N/A —
commands

Optional parameters are listed with [ 1, while positional paramters are listed without parentheses. A | is used to denote “or”
functionality. For example a command mandatory param [ opt param 1 | opt param 2 ] has the command itself
(command), which requires a mandatory parameter (mandatory param). In addition, the command can have optional parameter(s):
either opt _param 1 oropt param 2. The parameters should follow the order as they have been presented on the command help.

In addition to the commands listed in Figure 17, the access point uses a few other commands that are not dependent on the tag
state. These are exit, help, 1ist, mode, sync, scan, script, and set_rssi threshold.

The exit command will terminate the access point application execution.

The help command will list all available commands, and help <topic> will show the detailed help of that specific command,
Figure 18.

eoe Python x®1

(bt_host_esl_ap) [SilLabs - ESL]% python app.py --cmd /dev/tty.usbmodemd@@4402847501

[I] Opened port on posix.

14/Sep 13:49:42.765: LIB - INFO - [CORE] Resetting NCP target... in esl_lib_init() @ 131:esl_lib_core.c
[I] Start encryption

[I] Communication encrypted

[I] Bluetooth stack booted: v6.1.0-b1357

14/Sep 13:49:42.989: LIB - INFO - [CORE] Bluetooth type @ public address: 8C:F6:81:B8:83:66 in esl_lib_core_on_bt_event() @ 221:esl_lib_core.
4

14/Sep 13:49:43.017: AP - INFO - Command line event handler started, system is idle.

14/Sep 13:49:43.018: AP - INFO - Type 'help' for available commands.

help

Documented commands (type help <topic>):

config display_image led refresh_display sync

connect exit list scan unassociate
delete_timed factory_reset mode script update_complete
demo help ping service_reset vendor_opcode
disconnect image_update read_sensor set_rssi_threshold verbosity

help help

usage: help [-h]
List available commands with 'help' or detailed help with 'help <commands'.

optional arguments:
-h, --help Show this help message.

Figure 18. All available commands can be listed with help.

The 1ist command can be used to list all the tags the AP can receive. With option a (or advertising) the AP will list all tags
currently advertising (e.g., the ones in Unassociated state), option s (or synchronized) will list all tags currently on Synchronized
state, and option ¢ (connected) will list all the tags the AP has connected to. In addition to these three most typical states, the
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tags in the Unsynchronized state can be listed with option u (unsynchronized). With additional option -v (--verbose), the AP will
list more information of the listed tag, e.g., the AP Sync Key and the ESL Response Key, Display information, etc.

list [-h] [--verbose] [--group id <u7>] state [state ...]

As described in Section 6.1 ESL AP in Automatic Mode, the mode command can be used to switch between the automatic and
manual mode.

mode [-h] [{auto,manual}]

Command sync is used to start, or stop, sending synchronization packets to the ESL tags on network. The optional parameters can
be used to set the periodic advertisement interval.

sync [-h] [--millis] [--in max <int>] [--in min <int>] [--se count <int>] [--se interval <int>]
[--rs_delay <int>] [--rs spacing <int>] [--rs count <int>] [{start,stop,config}]

See Section 4.1 Periodic Advertising with Responses for more info about selecting appropriate configuration for your needs.

scan command is used to start / stop scanning the ESL tags.

scan [-h] [--active] [{start,stop}]

The script command can be used to record and run scripts containing all possible commands used with the ESL network, making
it easy to automate the access point operation.

The help command also lists a command set rssi threshold, which can be used to filter out ESL tags based on their RSSI
values.

6.2.1 Unassociated State

When an ESL tag is powered, it goes to the Unassociated state, in which the tag will send undirected, connectable advertisement
packets. If the ESL AP has been configured to scan (scan start), all advertising tags heard by the AP can be listed with command
list a.
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eoce Python X1

help scan
usage: scan [-h] [--active] [{start,stop}]

Start or stop scanning for advertising ESL devices.

positional arguments:
{start,stop} Control AP scanning to detect or ignore nearby advertiser ESL devices.

optional arguments:
-h, --help Show this help message.
--active, -a Start active scan instead of default passive type.

Note: You can obtain the current status of the scanning by omitting the choice.

scan start

14/Sep 13:50:06.238: AP - INFO - Scanning started.

14/Sep 13:50:06.265: TAG - INFO - ESL service found at BLE address: 8C:F6:81:B8:82:BE, type @ with RSSI: -24 dBm
14/Sep 13:50:06.289: TAG - INFO - ESL service found at BLE address: 8C:F6:81:B8:83:18, type @ with RSSI: -21 dBm
help list

usage: list [-h] [--verbose] [--group_id <u?7>] state [state ...]

List tag information.

positional arguments:

state
<advertising, a>: List advertising tag information
<blocked, b>: List blocked (advertising) tag information
<connected, c>: List connected tag information
<synchronized, s>: List synchronized tag information

<unsynchronized, u>: List unsynchronized tag information

optional arguments:
-h, --help Show this help message.
--verbose, -v List more detailed information
--group_id <u?>, -g <u7> ESL group ID (optional)

Examples: list a --verbose

list synchronized -v
Note: To reset the list of advertising and blocked lists you may want to issue a <scan start>
command at any time.

list a
BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There are 2 advertising tags overall.
list b
There's no blocked tag at all.
list ¢
There's no connected tag at all.
list s
There's no synchronized tag at all.
list u
I There's no unsynchronized tag at all.
[}

Figure 19. Once the ESL tags have been powered on, they will be in Unassociated state, advertising, as shown by the
list commands.

For the ESL tags to stay in low power mode and still receive commands from the access point, the access point must send synchro-
nization packages (with optional commands) to the tags. Enabling the synchronization packet transmission is controlled with com-
mand sync start. The synchronization configuration can be checked, and modified, with parameter config.
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There's no blocked tag at all.

list ¢
There's no connected tag at all.

list s
There's no synchronized tag at all.

list u

There's no unsynchronized tag at all.
help sync
usage: sync [-h] [--millis] [--in_max <int>] [--in_min <int>] [--se_count <int>] [--se_interval <int>] [--rs_delay <int>] [--rs_spacing <int>]
[--rs_count <int>]
[{start,stop,config}]

Start / stop sending synchronization packets.
positional arguments:
{start,stop,config} Start/stop sending or config periodic synchronization packets

optional arguments:

-h, --help Show this help message.

--millis, -ms Specify timing parameters in milliseconds

--in_max <int>, -max <int> Maximum periodic advertising interval in units of 1.25ms.
--in_min <int>, -min <int> Minimum periodic advertising interval in units of 1.25ms.
--se_count <int>, -sc <int> Number of subevents

--se_interval <int>, -si <int> Subevent interval in units of 1.25ms

--rs_delay <int>, -rd <int> Response slot delay in units of 1.25ms

--rs_spacing <int>, -rs <int> Response slot spacing in units of 0.125ms

--rs_count <int>, -rc <int> Response slot count

Notes: Using the optional '-ms' argument with the 'config' subcommand allows you to specify timing parameters in
milliseconds instead of their natural units, but this may introduce rounding errors. Please also note
that with this option the fractional milliseconds can't be specified precisely.

You can ask for the current status of the PAwR train by omitting the choice.

sync config

14/Sep 13:50:50.243: CLI - INFO - Current sync parameters:
Minimum Periodic Interval: 1541.25 ms (1233)
Maximum Periodic Interval: 1541.25 ms (1233)

Subevent Count: 28

Subevent Interval: 55.0 ms (44)

Response Slot Delay: 37.5 ms (3@)

Response Slot Duration: @.75 ms (6)

Response Slot Count: 23
sync start
14/Sep 13:50:54.485: CLI - INFO - Request Periodic Synchronization Transfer start as follows:
14/Sep 13:50:54.485: CLI - INFO - Current sync parameters:

Minimum Periodic Interval: 1541.25 ms (1233)
Maximum Periodic Interval: 1541.25 ms (1233)

Subevent Count: 28
Subevent Interval: 55.0 ms (44)
Response Slot Delay: 37.5 ms (30)
Response Slot Duration: @.75 ms (6)
Response Slot Count: 23
14/Sep 13:50:54.513: AP - INFO - Periodic advertisement started.

Figure 20. Synchronization packet transmission can be enabled with command sync start.

6.2.2 Configuring State

In the Configuring state, the ESL tag is associated to an ESL network. The Configuring state can be entered only from the
Unassociated state by creating a connection to the advertising ESL tag:

connect <Bluetooth address>
connect 8C:F6:81:B8:82:BE

Once connected, the tag will be listed as connected, but still unassociated to the network.
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14/Sep 13:50:54.485: CLI - INFO - Current sync parameters:

Minimum Periodic Interval: 1541.25 ms (1233)
Maximum Periodic Interval: 1541.25 ms (1233)

Subevent Count: 28
Subevent Interval: 55.0 ms (44)
Response Slot Delay: 37.5 ms (30)
Response Slot Duration: @.75 ms (6)
Response Slot Count: 23
14/Sep 13:50:54.513: AP - INFO - Periodic advertisement started.

help connect
usage: connect [-h] [--group_id <u7>] [--addr_type] [address]

Connect to one or more ESL devices.
positional arguments:
address Bluetooth address (e.g. 'AA:BB:CC:DD:EE:22') in case insensitive format or ESL ID of the tag.

optional arguments:

-h, --help Show this help message.

--group_id <u?>, -g <u?> ESL group ID (optional, default is group @)

--addr_type , -t [address_type]: ESL address type (optional), possible values:
- public: Public device address (default assumption)
- static: Random static device address

Notes: <esl_id> and <group_id> can be used instead of <bt_addr> if ESL is already configured. <address_type>
will be taken into account only if the given <bt_addr> is unknown - otherwise the proper type reported
by the remote device will be used. If the group ID is not given after the ESL ID then the default value
group zero is used. This applies to many commands expecting the group ID as optional parameter.

The 'all' keyword can be used with a special meaning with 'connect' command: it will try to connect to
all advertiser ESLs (within the 'group_id' if it is given or to any advertisers if it isn't) up to the
the maximum number of simultaneous connections supported by the current build of the ESL library and
the attached Network Co-Processor embedded controller.

list a
BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There are 2 advertising tags overall.

list ¢

There's no connected tag at all.
connect 8C:F6:81:B8:82:BE
14/Sep 13:51:18.711: AP - INFO Bonding LTK found for ESL at 8C:F6:81:B8:82:BE, type @
14/Sep 13:51:18.711: AP - INFO - Request connecting to: 8C:F6:81:B8:82:BE, type @ via connectable advertisement
14/Sep 13:51:20.884: TAG - INFO Reading tag information from address 8C:F6:81:B8:82:BE, type @
14/Sep 13:51:20.885: TAG - INFO Registering ESL Tag at BLE address: 8C:F6:81:B8:82:BE, type @
14/Sep 13:51:21.144: TAG - INFO Silabs device found - vendor opcodes are not defined

list a
BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There's one advertising tag overall.
list ¢
BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
I There's one connected tag overall.
[}

Figure 21. After connection creation, the tag is listed as connected but unassociated.

Associating a connected ESL tag to the network happens via configuration by the access point. Configuring happens by writing new
values to the writable characteristics and reading characteristics related to displays, images, sensors, and LEDs. Configuration is
successfully completed after reading and writing the characteristics.

Use command config to write all the values at once (parameter full), or by using each individual item (parameters es1 id,
group 1id, sync_key, response key, nonce, time, absolute).

config [-h] [--full] [--esl id <u8>] [--group id <u7>] [--sync_key] [--response key] [--time |
—-—absolute <u32>] [device]

config --full --esl id 1
It is possible to establish concurrent connections to mutiple tags. In such case, the tag has to be addressed with option [device].
If there are multiple active connections, the previous config command should be give in format

config --full --esl id 1 8C:F6:81:B8:82:BE
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BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There are 2 advertising tags overall.

list ¢
There's no connected tag at all.
connect 8C:F6:81:B8:82:BE

14/Sep 13:51:18.711: AP - INFO - Bonding LTK found for ESL at 8C:F6:81:B8:82:BE, type @

14/Sep 13:51:18.711: AP - INFO - Request connecting to: 8C:F6:81:B8:82:BE, type @ via connectable advertisement
14/Sep 13:51:20.884: TAG - INFO - Reading tag information from address 8C:F6:81:B8:82:BE, type @

14/Sep 13:51:20.885: TAG - INFO - Registering ESL Tag at BLE address: 8C:F6:81:B8:82:BE, type @

14/Sep 13:51:21.144: TAG - INFO - Silabs device found - vendor opcodes are not defined

list a

BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There's one advertising tag overall.
list ¢
BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
There's one connected tag overall.
help config
usage: config [-h] [--full] [--esl_id <u8>] [--group_id <u?>] [--sync_key] [--response_key] [--time | --absolute <u32>] [device]

Configure the writable mandatory GATT characteristics of the ESL tag.
positional arguments:
device Bluetooth address of the target device (e.g. 'AA:BB:CC:DD:EE:22') in case insensitive format or 'all’'

optional arguments:

-h, --help Show this help message.

--full, -f Configure everything in one step. ESL ID and group can be specified to override default values - see notes.
--esl_id <u8>, -i <u8> New ESL ID of the connected tag.

--group_id <u7>, -g <u?> ESL group ID (optional, default is group @)

--sync_key, -sk Set current Access Point Sync Key Material.

--response_key, -rk Generate then set new Response Key Material.

--time, -t Set current Absolute Time of the ESL Access Point.

--absolute <u32>, -a <u32> Set custom Absolute Time epoch value - use with care! Mutually exclusive with the 'time' parameter
Notes: Either the option '--full' or at least one of the other optional parameters shall be given.
The 'all' keyword can be used to configure a number of connected ESLs, but the ESL ID can't be specified
in turn, as this would make the command ambiguous.

However, the same ESL group ID can be specified for multiple connected devices - but use this with care,
as this command doesn't check against existing ESL configurations, so the network may end up broken!

config --full --esl_id 1

14/Sep 13:51:43.794: AP - INFO - New auto ESL Address: 0x0000

14/Sep 13:51:43.795: AP - INFO - Set ESL ID to 1.

14/Sep 13:51:44.003: TAG - INFO - ESL Tag fully provisioned at address 8C:F6:81:B8:82:BE, type @
list a

BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There's one advertising tag overall.
list ¢
BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)
There's one connected tag overall.

Figure 22. Configuring ESL tag

Configuring state is also the state (in addition to Updating state) in which transferring images to the ESL tags is possible.

Transferring images to the connected ESL tag is done with command image update:

image update [-h] [--group id <u7>] [--label <str>] [--cropfit] [--raw | —--display index <u8>]
[--cw | --ccw | --flip] image index imagefile path [[address]]

image update 0 image/apple.png 1
image update 1 image/banana.png 1

This will add two images to the connected ESL tag: a picture of an apple to image index 0, and a picture of a banana to image index
1.

The Bluetooth — SoC ESL Tag example project has been configured to store up to two images. The number of images can be
changed via projects Software Components (for more details, see Section 7.1 Image Storage).
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14/Sep 13:51:43.794: AP - INFO - New auto ESL Address: 0x8000

14/Sep 13:51:43.795: AP - INFO - Set ESL ID to 1.

14/Sep 13:51:44.003: TAG - INFO - ESL Tag fully provisioned at address 8C:F6:81:B8:82:BE, type @

list a

BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There's one advertising tag overall.
list ¢
BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)
There's one connected tag overall.
help image_update
usage: 1image_update [-h] [--group_id <u7>] [--label <str>] [--cropfit] [--raw | --display_index <u8>] [--cw | --cew | --flip]
image_index imagefile_path [[address]]

Update single image on one or more connected Tags.

positional arguments:

image_index Image storage index of the ESL tag to be updated.
imagefile_path Relative or full path to the selected image file. Use quotation marks if the path contains spaces.
[address] Bluetooth address of the target device or ESL ID or 'all' if there are more ESLs connected.

optional arguments:

-h, --help Show this help message.
--group_id <u7>, -g <u7> ESL group ID (optional, default is group @)
--label <str>, -1 <str> Caption to be written over the image. Use quotation marks if it includes spaces or line breaks.
--cropfit, -c Fit the image to the display proportions by cropping.
--raw, -r Upload raw image file without any conversion.
--display_index <u8>, -d <u8> Try auto-conversion image for this display. Mutuall exclusive with '--raw' argument.
--cw, -rr Clockwise (right) rotation.
--cew, -rl Counter clockwise (left) rotation.
--flip, -f Turn the image upside down.
Notes: To use space or backslash in the filename or other special characters, such as line break escape

sequences in the text caption, please enclose these strings in quotes.
The modifiers like rotation, fitting and and labeling are mutually exclusive with raw data input.
If the group is specified along with the keyword “all®, then only connected devices in the group will be affected.

Examples: image_update @ ./image/banana.png --label="Line 1\nLine 2"
Send an image to index @ on the single connected ESL with two lines of label.

image_update 1 "/user/home/path with space/img.jpg" all
Use the 'all' keyword as special address to send the same image to slot 1 on all connected ESLs.

image_update @ image/apple.png 1
14/Sep 13:52:07.744: TAG - INFO
14/Sep 13:52:07.757: TAG - INFO
14/Sep 13:52:07.777: AP - INFO
14/Sep 13:52:08.556: TAG - INFO
image_update 1 image/banana.png 1
14/Sep 13:52:13.093: TAG - INFO - Display type matches object type for address 8C:F6:81:B8:82:BE, type @
14/Sep 13:52:13.094: TAG - INFO Image file opened: image/banana.png

14/Sep 13:52:13.104: AP - INFO Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot 1
14/Sep 13:52:13.818: TAG - INFO Image sent to device at address 8C:F6:81:B8:82:BE, type @

Display type matches object type for address 8C:F6:81:B8:82:BE, type @
Image file opened: image/apple.png

Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot @
Image sent to device at address 8C:F6:81:B8:82:BE, type @

Figure 23. Images can be transferred to ESL tags in Configuring and Updating states with command image update.

Once the ESL tag has been configured, and (optionally) all images are transferred to it, the access point can close the connection
and this way change the tag to Synchronized state.

disconnect [-h] [--group_ id <u7>] [<addr>]
disconnect 1
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--flip, -f Turn the image upside down.

Notes: To use space or backslash in the filename or other special characters, such as line break escape
sequences in the text caption, please enclose these strings in quotes.
The modifiers like rotation, fitting and and labeling are mutually exclusive with raw data input.
If the group is specified along with the keyword “all”, then only connected devices in the group will be affected.

Examples: image_update @ ./image/banana.png --label="Line 1\nLine 2"
Send an image to index @ on the single connected ESL with two lines of label.

image_update 1 "/user/home/path with space/img.jpg" all
Use the 'all' keyword as special address to send the same image to slot 1 on all connected ESLs.

image_update @ image/apple.png 1

14/Sep 13:52:07.744: TAG - INFO Display type matches object type for address 8C:F6:81:B8:82:BE, type @
14/Sep 13:52:07.757: TAG - INFO - Image file opened: image/apple.png

14/Sep 13:52:07.777: AP - INFO Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot @
14/Sep 13:52:08.556: TAG - INFO Image sent to device at address 8C:F6:81:B8:82:BE, type @

image_update 1 image/banana.png 1
14/Sep 13:52:13.093: TAG - INFO
14/Sep 13:52:13.094: TAG - INFO
14/Sep 13:52:13.104: AP - INFO
14/Sep 13:52:13.818: TAG - INFO
help disconnect

usage: disconnect [-h] [--group_id <u7>] [<addr>]

Display type matches object type for address 8C:F6:81:B8:82:BE, type @
Image file opened: image/banana.png

Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot 1
Image sent to device at address 8C:F6:81:B8:82:BE, type @

Initiate the Periodic Advertisement Sync Transfer process if PAWR train is
available then disconnect from an ESL device with the specified address.

positional arguments:

<addr> Bluetooth address (e.g. 'AA:BB:CC:DD:EE:22') in case insensitive format or ESL ID of the tag.
optional arguments:

-h, --help Show this help message.

--group_id <u7>, -g <u?> ESL group ID (optional, default is group @)

Notes: If no address is specified, the default active connection is closed - if only one exists.

To close more existing connections at once, you can use the 'disconnect all' command.

disconnect 1

14/Sep 13:52:30.332: TAG - INFO - Command: 0401 written successfully for 8C:F6:81:B8:82:BE, type @
14/Sep 13:52:34.129: TAG - INFO - Connection to 8C:F6:81:B8:82:BE, type @ closed with reason SL_STATUS_BT_CTRL_REMOTE_USER_TERMINATED
list a

BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There's one advertising tag overall.

list ¢
There's no connected tag at all.
list s
BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)
I There's one synchronized tag overall.
[}

Figure 24. Closing connection to the ESL tag will switch it to Synchronized state.

Now the connect, config, image update, and disconnect steps should be repeated for rest of the ESL tags to be associated
to the network, Figure 25 - Figure 27.

First, connection creation to the second tag.

connect 8C:F6:81:B8:83:18

After connection creation, the second tag is still unassociated to the ESL network. Therefore, the next step is to associate it to the
network by configuring it.

config --full --esl id 2
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image_update 1 "/user/home/path with space/img.jpg" all
Use the 'all' keyword as special address to send the same image to slot 1 on all connected ESLs.

image_update @ image/apple.png 1
14/Sep 13:52:07.744: TAG - INFO
14/Sep 13:52:07.757: TAG - INFO
14/Sep 13:52:07.777: AP - INFO
14/Sep 13:52:08.556: TAG - INFO
image_update 1 image/banana.png 1
14/Sep 13:52:13.093: TAG - INFO
14/Sep 13:52:13.094: TAG - INFO
14/Sep 13:52:13.104: AP - INFO
14/Sep 13:52:13.818: TAG - INFO
help disconnect

usage: disconnect [-h] [--group_id <u7>] [<addr>]

Display type matches object type for address 8C:F6:81:B8:82:BE, type @
Image file opened: image/apple.png

Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot @
Image sent to device at address 8C:F6:81:B8:82:BE, type @

Display type matches object type for address 8C:F6:81:B8:82:BE, type @
Image file opened: image/banana.png

Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot 1
Image sent to device at address 8C:F6:81:B8:82:BE, type @

Initiate the Periodic Advertisement Sync Transfer process if PAWR train is
available then disconnect from an ESL device with the specified address.

positional arguments:

<addr> Bluetooth address (e.g. 'AA:BB:CC:DD:EE:22') in case insensitive format or ESL ID of the tag.
optional arguments:

-h, --help Show this help message.

--group_id <u?>, -g <u7> ESL group ID (optional, default is group @)

Notes: If no address is specified, the default active connection is closed - if only one exists.

To close more existing connections at once, you can use the 'disconnect all' command.

disconnect 1

14/Sep 13:52:30.332: TAG - INFO - Command: 0401 written successfully for 8C:F6:81:B8:82:BE, type @
14/Sep 13:52:34.129: TAG - INFO - Connection to 8C:F6:81:B8:82:BE, type @ closed with reason SL_STATUS_BT_CTRL_REMOTE_USER_TERMINATED
list a

BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated

There's one advertising tag overall.
list ¢

There's no connected tag at all.
list s

BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)

There's one synchronized tag overall.
connect 8C:F6:81:B8:83:18
14/Sep 13:52:53.230: AP - INFO
14/Sep 13:52:54.689: TAG - INFO
14/Sep 13:52:54.690: TAG - INFO
14/Sep 13:52:54.922: TAG - INFO
config --full --esl_id 2
14/Sep 13:53:00.701: AP - INFO
14/Sep 13:53:00.701: AP - INFO
14/Sep 13:53:00.868: TAG - INFO

Request connecting to: 8C:F6:81:B8:83:18, type @ via connectable advertisement
Reading tag information from address 8C:F6:81:B8:83:18, type @

Registering ESL Tag at BLE address: 8C:F6:81:B8:83:18, type @

Silabs device found - vendor opcodes are not defined

New auto ESL Address: 0x@0001
Set ESL ID to 2.
ESL Tag fully provisioned at address 8C:F6:81:B8:83:18, type @

Figure 25. Creating Connection to an ELS Tag

While the second ESL tag is still in the Configuring state, upload images to it.

image update 0 image/bread.png 2
image update 1 image/chicken.png 2
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image_update 1 image/banana.png 1

14/Sep 13:52:13.093: TAG - INFO - Display type matches object type for address 8C:F6:81:B8:82:BE, type @

14/Sep 13:52:13.094: TAG - INFO - Image file opened: image/banana.png

14/Sep 13:52:13.104: AP - INFO - Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot 1

14/Sep 13:52:13.818: TAG - INFO - Image sent to device at address 8C:F6:81:B8:82:BE, type @

help disconnect
usage: disconnect [-h] [--group_id <u?7>] [<addr>]

Initiate the Periodic Advertisement Sync Transfer process if PAwR train is
available then disconnect from an ESL device with the specified address.
positional arguments:
<addr> Bluetooth address (e.g. 'AA:BB:CC:DD:EE:22') in case insensitive format or ESL ID of the tag.
optional arguments:
-h, --help Show this help message.
--group_id <u7>, -g <u7> ESL group ID (optional, default is group @)

Notes: If no address is specified, the default active connection is closed - if only one exists.

To close more existing connections at once, you can use the 'disconnect all' command.

disconnect 1

14/Sep 13:52:30.332: TAG - INFO - Command: 0401 written successfully for 8C:F6:81:B8:82:BE, type @
14/Sep 13:52:34.129: TAG - INFO - Connection to 8C:F6:81:B8:82:BE, type @ closed with reason SL_STATUS_BT_CTRL_REMOTE_USER_TERMINATED
list a

BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated

There's one advertising tag overall.
list ¢

There's no connected tag at all.
list s

BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)

There's one synchronized tag overall.
connect 8C:F6:81:B8:83:18
14/Sep 13:52:53.230: AP - INFO
14/Sep 13:52:54.689: TAG - INFO
14/Sep 13:52:54.69@0: TAG - INFO
14/Sep 13:52:54.922: TAG - INFO
config --full --esl_id 2
14/Sep 13:53:00.701: AP - INFO
14/Sep 13:53:00.701: AP - INFO
14/Sep 13:53:00.868: TAG - INFO
image_update @ image/bread.png 2
14/Sep 13:53:15.238: TAG - INFO
14/Sep 13:53:15.239: TAG - INFO
14/Sep 13:53:15.248: AP - INFO
14/Sep 13:53:15.853: TAG - INFO
image_update 1 image/chicken.png 2
14/Sep 13:53:21.336: TAG - INFO - Display type matches object type for address 8C:F6:81:B8:83:18, type @
14/Sep 13:53:21.337: TAG - INFO Image file opened: image/chicken.png
14/Sep 13:53:21.347: AP - INFO Image update started for tag at 8C:F6:81:B8:83:18, type @ to image slot 1
14/Sep 13:53:22.000: TAG - INFO Image sent to device at address 8C:F6:81:B8:83:18, type @

Request connecting to: 8C:F6:81:B8:83:18, type @ via connectable advertisement
Reading tag information from address 8C:F6:81:B8:83:18, type @

Registering ESL Tag at BLE address: 8C:F6:81:B8:83:18, type @

Silabs device found - vendor opcodes are not defined

New auto ESL Address: 0x0001
Set ESL ID to 2.
ESL Tag fully provisioned at address 8C:F6:81:B8:83:18, type @

Display type matches object type for address 8C:F6:81:B8:83:18, type @
Image file opened: image/bread.png

Image update started for tag at 8C:F6:81:B8:83:18, type @ to image slot @
Image sent to device at address 8C:F6:81:B8:83:18, type @

Figure 26. image_update command will transfer images to connected ESL tag.

Once the ESL tag has been associated to the network by configuring it, and it now has all necessary images to be shown on the
onboard display, the connection to it can be closed and the tag will switch to the Synchronized state.

disconnect 2
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positional arguments:
<addr> Bluetooth address (e.g. 'AA:BB:CC:DD:EE:22') in case insensitive format or ESL ID of the tag.

optional arguments:
-h, --help Show this help message.
--group_id <u7>, -g <u?> ESL group ID (optional, default is group @)

Notes: If no address is specified, the default active connection is closed - if only one exists.

To close more existing connections at once, you can use the 'disconnect all' command.

disconnect 1

14/Sep 13:52:30.332: TAG - INFO - Command: 0401 written successfully for 8C:F6:81:B8:82:BE, type @
14/Sep 13:52:34.129: TAG - INFO - Connection to 8C:F6:81:B8:82:BE, type @ closed with reason SL_STATUS_BT_CTRL_REMOTE_USER_TERMINATED
list a

BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated

There's one advertising tag overall.
list ¢

There's no connected tag at all.
list s

BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)

There's one synchronized tag overall.
connect 8C:F6:81:B8:83:18
14/Sep 13:52:53.230: AP - INFO Request connecting to: 8C:F6:81:B8:83:18, type @ via connectable advertisement
14/Sep 13:52:54.689: TAG - INFO Reading tag information from address 8C:F6:81:B8:83:18, type @
14/Sep 13:52:54.690: TAG - INFO - Registering ESL Tag at BLE address: 8C:F6:81:B8:83:18, type @
14/Sep 13:52:54.922: TAG - INFO Silabs device found - vendor opcodes are not defined
config --full --esl_id 2
14/Sep 13:53:00.701: AP - INFO
14/Sep 13:53:00.701: AP - INFO
14/Sep 13:53:00.868: TAG - INFO
image_update @ image/bread.png 2
14/Sep 13:53:15.238: TAG - INFO - Display type matches object type for address 8C:F6:81:B8:83:18, type @
14/Sep 13:53:15.239: TAG - INFO Image file opened: image/bread.png
14/Sep 13:53:15.248: AP - INFO Image update started for tag at 8C:F6:81:B8:83:18, type @ to image slot @
14/Sep 13:53:15.853: TAG - INFO Image sent to device at address 8C:F6:81:B8:83:18, type @
image_update 1 image/chicken.png 2
14/Sep 13:53:21.336: TAG - INFO
14/Sep 13:53:21.337: TAG - INFO
14/Sep 13:53:21.347: AP - INFO
14/Sep 13:53:22.000: TAG - INFO
disconnect 2

New auto ESL Address: 0x0001
Set ESL ID to 2.
ESL Tag fully provisioned at address 8C:F6:81:B8:83:18, type @

Display type matches object type for address 8C:F6:81:B8:83:18, type @
Image file opened: image/chicken.png

Image update started for tag at 8C:F6:81:B8:83:18, type @ to image slot 1
Image sent to device at address 8C:F6:81:B8:83:18, type @

14/Sep 13:53:30.086: TAG - INFO - Command: 0402 written successfully for 8C:F6:81:B8:83:18, type @
14/Sep 13:53:33.468: TAG - INFO - Connection to 8C:F6:81:B8:83:18, type @ closed with reason SL_STATUS_BT_CTRL_REMOTE_USER_TERMINATED
list a

There's no advertising tag at all.
list ¢

There's no connected tag at all.
list s

BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (@x0001)

BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (0x0002)
I There are 2 synchronized tags overall.

[}

Figure 27. After configuring the second ESL tag (uploading images) and disconnecting from it, also the second ESL tag
will transition to Synchronized state. 1ist command with verbose (v) option will give more information about the tag,
also shown after closing the connection.

6.2.3 Synchronized State

In Synchronized state, the ESL tag is in low-power, low-bandwidth communications mode, receiving the synchronization packages
(periodic advertisements) from the AP. The communication model is based on PAwWR, which enables synchronization and sending
small amount of data from the AP to thousands of ESL tags, while also providing a possibility for the tags to respond to the received
messages, if directly addressed.

The synchronized state is considered as the "main" state, in which the tag will spend most of its time. In this state, an access point
can request the tag to display an image on the display(s), control the LEDs, and read sensor data from the tag. In addition, transition
to the Updating state is controlled by the access point while the tag is in the Synchronized state.

Displaying Images
In the Synchronized state, the access point can send control commands to the ESL tag, e.g., to display an image:

display image [-h] [--group id <u7>] [--time <hh:mm:ss> | --absolute <u32>] [--delay <u32>]
[--date <YYYY-MM-DD>] esl id image index display index

Command

display image 1 0 O

will display an apple on the WSTK LCD screen (screen index 0) on ESL tag 1, and command
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display image --delay 3000 2 0 O

will change the image on the WSTK LCD to bread on ESL tag 2 after 3000 ms.

The display_ image command can also be used to display image on all ESL tags belonging to some group:
display image all 1 0 0

Now all ESL tags in group 0 (default) will display image from index 1, on WSTK LCD (display index 0). Thus, the ESL tag 1 will display
a picture of a banana, and ESL tag 2 will display a picture of a chicken.

ece Python 1
14/Sep 13:53:15.239: TAG - INFO - Image file opened: image/bread.png

14/Sep 13:53:15.248: AP - INFO - Image update started for tag at 8C:F6:81:B8:83:18, type @ to image slot @

14/Sep 13:53:15.853: TAG - INFO - Image sent to device at address 8C:F6:81:B8:83:18, type @

image_update 1 image/chicken.png 2
14/Sep 13:53:21.336: TAG - INFO
14/Sep 13:53:21.337: TAG - INFO
14/Sep 13:53:21.347: AP - INFO
14/Sep 13:53:22.000: TAG - INFO
disconnect 2

14/Sep 13:53:30.086: TAG - INFO
14/Sep 13:53:33.468: TAG - INFO

Display type matches object type for address 8C:F6:81:B8:83:18, type @
Image file opened: image/chicken.png

Image update started for tag at 8C:F6:81:B8:83:18, type @ to image slot 1
Image sent to device at address 8C:F6:81:B8:83:18, type @

Command: @402 written successfully for 8C:F6:81:B8:83:18, type @
Connection to 8C:F6:81:B8:83:18, type @ closed with reason SL_STATUS_BT_CTRL_REMOTE_USER_TERMINATED

list a

There's no advertising tag at all.
list ¢

There's no connected tag at all.
list s

BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)
BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (@x0002)
There are 2 synchronized tags overall.
help display_image
usage: display_image [-h] [--group_id <u?>] [--time <hh:mm:ss> | --absolute <u32>] [--delay <u32>] [--date <YYYY-MM-DD>]
esl_id image_index display_index

Display tag image.

positional arguments:

esl_id ESL ID or all
image_index Image index to update.
display_index Display index
optional arguments:
-h, --help Show this help message.
--group_id <u7>, -g <u?> ESL group ID (optional, default is group @)
--time <hh:mm:ss>, -t <hh:mm:ss> Execution time of the command in hour:min:sec format. (optional) Note: If <--delay> is specified then
it is also added to the calculated value as an additional delay.
--absolute <u32>, -a <u32> Execution time of the command in ESL Absolute Time epoch value. Mutually exclusive with timed delay.
--delay <u32>, -dy <u32> Delay in milliseconds (optional)

--date <YYYY-MM-DD>, -d <YYYY-MM-DD> Execution date of the command in IS0-8601 format (optional to time, only).

Note: Timed display commands with a delay shorter than the actual periodic advertisement interval may be
rejected on receive by Implausible Absolute Time (@x@C) ESL error response.

display_image 1 @ @
14/Sep 13:54:02.587: AP - INFO - Reply in slot @ from ESL ID 1 in group 9.
14/Sep 13:54:02.588: RSP - INFO - Display State Response received

Display state: Display_Index: @ Image_Index: @ (@x110000)
display_image --delay 3000 2 @ @

14/Sep 13:54:07.629: AP - INFO - Delayed display image command issued at absolute time 267874
14/Sep 13:54:08.749: AP - INFO - Reply in slot @ from ESL ID 2 in group @.
14/Sep 13:54:08.749: RSP - INFO - Display State Response received

Display state: Display_Index: @ Image_Index: @ (0x110000)
display_image --group_id @ all 1 @
14/Sep 13:54:14.402: AP - WARNING - All tags in group @ will be addressed!

Figure 28. Access point can command tags in synchronized state via Periodic Advertising with Responses (PAwWR), e.g. to
display an image on the connected display(s).

The Synchronized state also supports refreshing the (current image on) display:
refresh display [-h] [--group id <u7>] esl id display index
LEDs

The Synchronized state can also be used to control the LED(s) on the ESL tag:

led [-h] [--group id <u7>] [--default] [--pattern <bits>] [--on period <int[0,3]>]
[--off period <int[0,3]>] [--brightness <int[0,3]>] [--color <int[0,3]>] [--repeats <ulb>
| —=-duration <ulb5>] [--index <u8>] [--time <hh:mm:ss> | --absolute <u32>]
[--date YYYY-MM-DD] [--delay <u32>] {on,off,flash} esl id

For example, command
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led --index 1 on 1
will turn on the LED1 on the WSTK used as ESL tag 1.

As shown by the help led output, the LED can be programmed to flash different patterns in addition to just turning it ON/OFF. For
example, command

led --pattern 10101000111011101110001010100000 --on period 75 --off period 75 --brightness 3
--repeats 3 --index 0 flash 2

will flash the LED1 as configured with parameter pattern.

Note: The Bluetooth - SoC ESL Tag example project has only one LED configured (index 0), which controls the LED1 on the WSTK.

eoce Python X1
display_image --delay 3000 2 @ @

14/Sep 13:54:07.629: AP - INFO - Delayed display image command issued at absolute time 267874

14/Sep 13:54:08.749: AP - INFO - Reply in slot @ from ESL ID 2 in group @.

14/Sep 13:54:08.749: RSP - INFO - Display State Response received

Display state: Display_Index: @ Image_Index: @ (0x110000)

display_image --group_id @ all 1 @

14/Sep 13:54:14.402: AP - WARNING - All tags in group @ will be addressed!

help led

usage: led [-h] [--group_id <u?7>] [--default] [--pattern <bits>] [--on_period <int[@,3]>] [--off_period <int[@,3]>] [--brightness <int[@,3]>]
[--color <int[@,3]>] [--repeats <ul5> | --duration <ul5>] [--index <u8>] [--time <hh:mm:ss> | --absolute <u32>] [--date YYYY-MM-DD]
[--delay <u32>]
{on,off,flash} esl_id

Turn on / off or flash an LED utilizing the LED control command.

positional arguments:

{on,off,flash} Turn LED on/off or flash the LED
esl_id ESL ID or all
optional arguments:

-h, --help Show this help message.

--group_id <u7>, -g <u?> ESL group ID (optional, default is group @)

--default, -d Restore the default flashing pattern built-in with AP

--pattern <bits>, -p <bits> A string containing either 'l's or '@'s, max length: 4@

--on_period <int[@,3]>, -on <int[@,3]> Integer value from 1 to 255, meaning 'delay *2ms' for on state bits of the pattern. '0' is
prohibited

--off_period <int[@,3]>, -of <int[@,3]> Integer value from 1 to 255, meaning 'delay *2ms' for off state bits of the pattern. '@' is
prohibited

--brightness <int[@,3]>, -b <int[0,3]> 1Integer value, 4 step brightness from @ to 3

--color <int[@,3]>, -c <int[@,3]> Red, green and blue values - only applies to LED with sRGB type

--repeats <ulS>, -r <ulS> How many times the pattern shall be repeated. Mutually exclusive with 'duration=' param. Value set
[1-32767]

--duration <ul5>, -dn <ulS> How many seconds the pattern shall be repeated. Mutually exclusive with 'repeats=' param. Value set
[1-32767]

--index <u8>, -i <u8> Index of the LED (optional, @ by default)

--time <hh:mm:ss>, -t <hh:mm:ss> Execution time of the command in hour:min:sec format. Note: If <delay_ms> is specified then it is
also added to the calculated value as an additional delay

--absolute <u32>, -a <u32> Execution time of the command in ESL Absolute Time epoch value. Mutually exclusive with timed delay.

--date YYYY-MM-DD, -dt YYYY-MM-DD Execution date of the command in IS0-86@01 format (optional to time, only).

--delay <u32>, -dy <u32> Delay in milliseconds

Notes: Almost all of the optional led control parameters are "sticky", meaning that the last values are
preserved by the AP internally and will be re-used next time, if the given parameter is omitted in the
argument list. This doesn't apply on the delay, time and absolute parameters, though.

led --index @ on 1
14/Sep 13:54:30.328: AP - INFO - Reply in slot @ from ESL ID 1 in group @.
14/Sep 13:54:30.328: RSP - INFO - Led State Response received
LED State: LED_Index: @ (@x@100)
led --pattern 10101000111011101110001010100000 --on_period 75 --off_period 75 --brightness 3 --repeats 3 --index @ flash 2

14/Sep 13:54:39.575: AP - INFO - Reply in slot @ from ESL ID 2 in group @.
14/Sep 13:54:39.575: RSP - INFO - Led State Response received
LED State: LED_Index: @ (@x@100)
| [}

Figure 29. An ESL tag can have multiple LEDs, and the LEDs support multiple configurations, flashing patterns, etc.
Sensors

List of sensors supported by an ESL tag can be checked with command 1ist --verbose s:
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eoce Python X1

argument list. This doesn't apply on the delay, time and absolute parameters, though.

led --index @ on 1
14/Sep 13:54:30.328: AP - INFO - Reply in slot @ from ESL ID 1 in group 9.
14/Sep 13:54:30.328: RSP - INFO - Led State Response received
LED State: LED_Index: @ (@0x0100)
led --pattern 10101000111011101110001010100000 --on_period 75 --off_period 75 --brightness 3 --repeats 3 --index @ flash 2
14/Sep 13:54:39.575: AP - INFO - Reply in slot @ from ESL ID 2 in group @.
14/Sep 13:54:39.575: RSP - INFO - Led State Response received
LED State: LED_Index: @ (0x0100)
list --verbose s

BLE Address: 8C:F6:81:B8:82:BE, type 0

ESL Address: 1 (0x0001)

ESL ID: 1

Group ID: ]

AP sync key: *kk (Set)

Response key: Rk (Set)

Absolute Time: Last time set to 121039

Display: [0] width: 128 height: 128 type: 1
Max image index: 1

Sensors: [@] Present input voltage

[1] Present device operating temperature

[2] Device firmware version

[3] Date of manufacture

[4] Device operating temperature range specification
[5] Silabs readout counter

[6] Present ambient temperature

[7] Silabs button

LED Info: [@] Colored, current color: RGB(023)

PnP Info: Vendor: Silicon Labs Product_ID: ©x351 Product_version: 0xa@®@
Last status: Synchronized (@x0002) received at 14/Sep 13:54:30.328
BLE Address: 8C:F6:81:B8:83:18, type 0

ESL Address: 2 (0x0002)

ESL ID: 2

Group ID: ]

AP sync key: ***% (Set)

Response key: *kk (Set)

Absolute Time: Last time set to 197946

Display: [0] width: 128 height: 128 type: 1

Max image index: 1

Sensors: [0] Present input voltage

[1] Present device operating temperature

[2] Device firmware version

[3] Date of manufacture

[4] Device operating temperature range specification
[5] Silabs readout counter

[6] Present ambient temperature

[7] Silabs button

LED Info: [@] Colored, current color: RGB(023)
PnP Info: Vendor: Silicon Labs Product_ID: ©x351 Product_version: 0xa@®@
Last status: Synchronized (@x8002) received at 14/Sep 13:54:39.575

There are 2 synchronized tags overall.

Figure 30. Sensors supported by the ESL tag can be listed with command 1ist --verbose s.

Reading data from the sensors is done with command read sensor, with parameters ESL ID and the sensor index:

read sensor [-h] [--group id <u7>] esl id sensor index

The sensors are listed with indexes on descending order with 1ist --verbose s, thus reading the current input voltage of an ESL
tag 1 is achieved with command read sensor 1 0.
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Display: [0] width: 128 height: 128 type: 1
Max image index: 1
Sensors: [@] Present input voltage
[1] Present device operating temperature
[2] Device firmware version
[3] Date of manufacture
[4] Device operating temperature range specification
[5] Silabs readout counter
[6] Present ambient temperature
[7] Silabs button
LED Info: [@] Colored, current color: RGB(023)
PnP Info: Vendor: Silicon Labs Product_ID: @x351 Product_version: @xa@@
Last status: Synchronized (@x@002) received at 14/Sep 13:54:39.575
There are 2 synchronized tags overall.
help read_sensor
usage: read_sensor [-h] [--group_id <u7>] esl_id sensor_index
Read sensor information.
positional arguments:
esl_id ESL ID
sensor_index Sensor index.
optional arguments:
-h, --help Show this help message.
--group_id <u?>, -g <u7> ESL group ID (optional, default is group @)
read_sensor 1 @
14/Sep 13:55:24.275: AP - INFO - Reply in slot @ from ESL ID 1 in group @.
14/Sep 13:55:24.276: SEN - INFO - Sensor data received: 0x2e00d200
Sensor type: Present input voltage
3.28125
read_sensor 1 1
14/Sep 13:55:28.895: AP - INFO - Reply in slot @ from ESL ID 1 in group 9.
14/Sep 13:55:28.896: SEN - INFO - Sensor data received: @x2e@126@c
Sensor type: Present device operating temperature
31.1
read_sensor 1 2
14/Sep 13:55:33.527: AP - INFO - Reply in slot @ from ESL ID 1 in group @.
14/Sep 13:55:33.527: SEN - INFO - Sensor data received: 0x8e0230312e30302e3030
Sensor type: Device firmware version
01.00.00
read_sensor 1 3
14/Sep 13:55:38.147: AP - INFO - Reply in slot @ from ESL ID 1 in group @.
14/Sep 13:55:38.148: SEN - INFO - Sensor data received: 0x3e@3db4a0@
Sensor type: Date of manufacture
20 June, 2022
read_sensor 1 4
14/Sep 13:55:42.766: AP - INFO - Reply in slot @ from ESL ID 1 in group 9.
14/Sep 13:55:42.766: SEN - INFO - Sensor data received: 0x4e040000581b
Sensor type: Device operating temperature range specification
. [0.0, 70.0]
[}

Figure 31. Different sensors can be read with command read _sensor <esl _id> <sensor_index> [g=<group_id>].
Since the tags (to be read) are in Synchronized state, the read command will be sent via periodic advertisement, and the

sensor value will be part of the response.

6.2.4 Updating State

To transfer larger data amounts to the ESL tag (e.g. new images), the ESL tag has to transition from the Synchronized state to the

Updating state. This occurs by creating a connection to the tag.

connect 2

Once the connection is created, the access point can transfer new images to the ESL tags currently in the Updating state:

image update 0 image/croissant.png 2
image update 1 image/donut.png 2

silabs.com | Building a more connected world.

Rev. 0.3 | 34




AN1419: BLE Electronic Shelf Label (ESL)
The ESL Network

eoce Python X1

sensor_index Sensor index.

optional arguments:
-h, --help Show this help message.
--group_id <u7>, -g <u?> ESL group ID (optional, default is group @)

read_sensor 1 @

14/Sep 13:55:24.
14/Sep 13:55:24.

275:
276:

AP

INFO

SEN - INFO

Reply in slot @ from ESL ID 1 in group @.

Sensor data received: 0x2e00d200

Sensor type: Present input voltage
3.28125
read_sensor 1 1
14/Sep 13:55:28.895: AP - INFO - Reply in slot @ from ESL ID 1 in group 9.
14/Sep 13:55:28.896: SEN - INFO - Sensor data received: 0x2e@126@c
Sensor type: Present device operating temperature
31.1
read_sensor 1 2
14/Sep 13:55:33.527: AP - INFO - Reply in slot @ from ESL ID 1 in group @.
14/Sep 13:55:33.527: SEN - INFO - Sensor data received: 0x8e0230312e30302e3030
Sensor type: Device firmware version
01.00.00
read_sensor 1 3
14/Sep 13:55:38.147: AP - INFO - Reply in slot @ from ESL ID 1 in group @.
14/Sep 13:55:38.148: SEN - INFO - Sensor data received: @x3e®3db4a@@
Sensor type: Date of manufacture
20 June, 2022
read_sensor 1 4
14/Sep 13:55:42.766: AP - INFO - Reply in slot @ from ESL ID 1 in group @.
14/Sep 13:55:42.766: SEN - INFO - Sensor data received: 0x4e040000581b
Sensor type: Device operating temperature range specification

[0.0, 70.0]

connect 2
14/Sep 13:55:53.112: AP - INFO - Bonding LTK found for ESL at 8C:F6:81:B8:83:18, type @
14/Sep 13:55:53.113: AP - INFO - Request connecting to: 8C:F6:81:B8:83:18, type @ over PAWR
14/Sep 13:55:55.525: TAG - INFO - Tag info already available, skipping discovery for 8C:F6:81:B8:83:18, type @
14/Sep 13:55:55.525: TAG - INFO - Already known Tag at BLE address: 8C:F6:81:B8:83:18, type @
list a

There's no advertising tag at all.
list ¢

BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (0x0002)

There's one connected tag overall.
list s

BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)
There's one synchronized tag overall.
image_update @ image/croissant.png 2
14/Sep 13:56:20.374: TAG - INFO
14/Sep 13:56:20.375: TAG - INFO
14/Sep 13:56:20.384: AP - INFO
14/Sep 13:56:21.508: TAG - INFO
image_update 1 image/donut.png 2
14/Sep 13:56:25.559: TAG - INFO - Display type matches object type for address 8C:F6:81:B8:83:18, type @
14/Sep 13:56:25.559: TAG - INFO Image file opened: image/donut.png
14/Sep 13:56:25.568: AP - INFO Image update started for tag at 8C:F6:81:B8:83:18, type @ to image slot 1
14/Sep 13:56:26.771: TAG - INFO Image sent to device at address 8C:F6:81:B8:83:18, type @

Display type matches object type for address 8C:F6:81:B8:83:18, type @
Image file opened: image/croissant.png

Image update started for tag at 8C:F6:81:B8:83:18, type @ to image slot @
Image sent to device at address 8C:F6:81:B8:83:18, type @

Figure 32. Creating a connection to an ESL tag in Synchronized state will switch the tag into Updating state.

And once the data transfer is done, the tag can be switched back to the Synchronized state by the AP closing the connection to:

disconnect 2

Even though the images on indexes 0 and 1 were updated, the image on the screen hasn’t been changed. The new images just
uploaded to the tag can be now displayed on the WSTK LCD screen. Command

display image 2 0 O

will display a picture of a croissant on the WSTK LCD screen (screen index 0).
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31.1
read_sensor 1 2
14/Sep 13:55:33.527: AP - INFO - Reply in slot @ from ESL ID 1 in group @.
14/Sep 13:55:33.527: SEN - INFO - Sensor data received: 0x8e0230312e30302e3030
Sensor type: Device firmware version
01.00.00
read_sensor 1 3
14/Sep 13:55:38.147: AP - INFO - Reply in slot @ from ESL ID 1 in group @.
14/Sep 13:55:38.148: SEN - INFO - Sensor data received: @x3e®3db4a@@
Sensor type: Date of manufacture
20 June, 2022
read_sensor 1 4
14/Sep 13:55:42.766: AP - INFO - Reply in slot @ from ESL ID 1 in group 9.
14/Sep 13:55:42.766: SEN - INFO - Sensor data received: 0x4e040000581b
Sensor type: Device operating temperature range specification
[0.0, 70.0]
connect 2
14/Sep 13:55:53.112: AP - INFO - Bonding LTK found for ESL at 8C:F6:81:B8:83:18, type @
14/Sep 13:55:53.113: AP - INFO - Request connecting to: 8C:F6:81:B8:83:18, type @ over PAWR
14/Sep 13:55:55.525: TAG - INFO - Tag info already available, skipping discovery for 8C:F6:81:B8:83:18, type @
14/Sep 13:55:55.525: TAG - INFO - Already known Tag at BLE address: 8C:F6:81:B8:83:18, type @
list a
There's no advertising tag at all.
list ¢
BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (0x0002)
There's one connected tag overall.
list s
BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)
There's one synchronized tag overall.
image_update @ image/croissant.png 2
14/Sep 13:56:20.374: TAG - INFO - Display type matches object type for address 8C:F6:81:B8:83:18, type @
14/Sep 13:56:20.375: TAG - INFO - Image file opened: image/croissant.png
14/Sep 13:56:20.384: AP - INFO - Image update started for tag at 8C:F6:81:B8:83:18, type @ to image slot @
14/Sep 13:56:21.508: TAG - INFO - Image sent to device at address 8C:F6:81:B8:83:18, type @
image_update 1 image/donut.png 2
14/Sep 13:56:25.559: TAG - INFO - Display type matches object type for address 8C:F6:81:B8:83:18, type @
14/Sep 13:56:25.559: TAG - INFO - Image file opened: image/donut.png
14/Sep 13:56:25.568: AP - INFO - Image update started for tag at 8C:F6:81:B8:83:18, type @ to image slot 1
14/Sep 13:56:26.771: TAG - INFO - Image sent to device at address 8C:F6:81:B8:83:18, type @
disconnect 2
14/Sep 13:56:35.930: TAG - INFO - Command: @402 written successfully for 8C:F6:81:B8:83:18, type @
14/Sep 13:56:36.022: TAG - INFO - Connection to 8C:F6:81:B8:83:18, type @ closed with reason SL_STATUS_BT_CTRL_REMOTE_USER_TERMINATED
list a
There's no advertising tag at all.
list ¢
There's no connected tag at all.
list s
BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)
BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (0x0002)
There are 2 synchronized tags overall.
display_image 2 @ @
14/Sep 13:56:53.663: AP - INFO - Reply in slot @ from ESL ID 2 in group @.
14/Sep 13:56:53.664: RSP - INFO - Display State Response received
I Display state: Display_Index: @ Image_Index: @ (0x110000)
[}

Figure 33. After uploading new images to an ESL tag (in Updating state), the AP will close the connection to the tag,
switching it back to synchronized state. Now the access point can again send commands to the tag via periodic advertise-
ments.

The Updating state is also the state from which the ESL tags can be unassociated from the AP / network, or to do a factory reset.

To do the factory reset, first create a connection to switch the tag into Updating state:

connect 1
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14/Sep 13:55:42.766: SEN - INFO - Sensor data received: 0x4e040000581b

Sensor type: Device operating temperature range specification

[0.0, 70.0]

connect 2
14/Sep 13:55:53.112: AP - INFO - Bonding LTK found for ESL at 8C:F6:81:B8:83:18, type @
14/Sep 13:55:53.113: AP - INFO - Request connecting to: 8C:F6:81:B8:83:18, type @ over PAWR
14/Sep 13:55:55.525: TAG - INFO - Tag info already available, skipping discovery for 8C:F6:81:B8:83:18, type @
14/Sep 13:55:55.525: TAG - INFO - Already known Tag at BLE address: 8C:F6:81:B8:83:18, type @
list a

There's no advertising tag at all.
list ¢

BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (0x0002)

There's one connected tag overall.
list s

BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)
There's one synchronized tag overall.
image_update @ image/croissant.png 2
14/Sep 13:56:20.374: TAG - INFO
14/Sep 13:56:20.375: TAG - INFO
14/Sep 13:56:20.384: AP - INFO
14/Sep 13:56:21.508: TAG - INFO
image_update 1 image/donut.png 2
14/Sep 13:56:25.559: TAG - INFO
14/Sep 13:56:25.559: TAG - INFO
14/Sep 13:56:25.568: AP - INFO
14/Sep 13:56:26.771: TAG - INFO
disconnect 2
14/Sep 13:56:35.930: TAG - INFO - Command: 0402 written successfully for 8C:F6:81:B8:83:18, type @
14/Sep 13:56:36.022: TAG - INFO Connection to 8C:F6:81:B8:83:18, type @ closed with reason SL_STATUS_BT_CTRL_REMOTE_USER_TERMINATED

Display type matches object type for address 8C:F6:81:B8:83:18, type @
Image file opened: image/croissant.png

Image update started for tag at 8C:F6:81:B8:83:18, type @ to image slot @
Image sent to device at address 8C:F6:81:B8:83:18, type @

Display type matches object type for address 8C:F6:81:B8:83:18, type @
Image file opened: image/donut.png

Image update started for tag at 8C:F6:81:B8:83:18, type @ to image slot 1
Image sent to device at address 8C:F6:81:B8:83:18, type @

list a

There's no advertising tag at all.
list ¢

There's no connected tag at all.
list s

BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (@x0001)
BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (0x0002)
There are 2 synchronized tags overall.

display_image 2 @ @

14/Sep 13:56:53.663: AP - INFO - Reply in slot @ from ESL ID 2 in group @.
14/Sep 13:56:53.664: RSP - INFO - Display State Response received
Display state: Display_Index: @ Image_Index: @ (0x110000)
connect 1
14/Sep 13:57:04.900: AP - INFO - Bonding LTK found for ESL at 8C:F6:81:B8:82:BE, type @
14/Sep 13:57:04.901: AP - INFO - Request connecting to: 8C:F6:81:B8:82:BE, type @ over PAWR
14/Sep 13:57:07.591: TAG - INFO - Tag info already available, skipping discovery for 8C:F6:81:B8:82:BE, type @
14/Sep 13:57:07.591: TAG - INFO - Already known Tag at BLE address: 8C:F6:81:B8:82:BE, type @
list a
There's no advertising tag at all.
list ¢
BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)
There's one connected tag overall.
list s
BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (0x0002)
I There's one synchronized tag overall.
[}

Figure 34. To do a factory reset, the ESL tag has to be in Updating state. Therefore AP has to set the ESL tag first to ad-
vertise, and create connection to it.

Once the connection is created (i.e. the ESL tag is in Updating mode), use command
factory reset [-h] [--group id <u7>] [--pawr] address
to reset the ESL tag:

factory reset 1

After issuing the command, the ESL tag clears all the images from its memory, clears all settings, and returns to the Unassociated
state. Verify this by listing all advertising tags, as seen in Figure 35. Also, the image on the LCD screen is back to the one shown in
Figure 14.
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14/Sep 13:56:35.930: TAG - INFO - Command: 0402 written successfully for 8C:F6:81:B8:83:18, type @
14/Sep 13:56:36.022: TAG - INFO - Connection to 8C:F6:81:B8:83:18, type @ closed with reason SL_STATUS_BT_CTRL_REMOTE_USER_TERMINATED
list a
There's no advertising tag at all.
list ¢
There's no connected tag at all.
list s

BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)
BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (@x0002)
There are 2 synchronized tags overall.

display_image 2 @ @

14/Sep 13:56:53.663: AP - INFO - Reply in slot @ from ESL ID 2 in group @.
14/Sep 13:56:53.664: RSP - INFO - Display State Response received

Display state: Display_Index: @ Image_Index: @ (@x110000)
connect 1
14/Sep 13:57:04.900: AP - INFO - Bonding LTK found for ESL at 8C:F6:81:B8:82:BE, type @
14/Sep 13:57:04.901: AP - INFO - Request connecting to: 8C:F6:81:B8:82:BE, type @ over PAWR
14/Sep 13:57:07.591: TAG - INFO - Tag info already available, skipping discovery for 8C:F6:81:B8:82:BE, type @
14/Sep 13:57:07.591: TAG - INFO - Already known Tag at BLE address: 8C:F6:81:B8:82:BE, type @
list a

There's no advertising tag at all.
list ¢

BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)

There's one connected tag overall.
list s

BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (0x0002)
There's one synchronized tag overall.

help factory_reset

usage: factory_reset [-h] [--group_id <u?>] [--pawr] address

Execute factory reset on tag.
positional arguments:
address Bluetooth address (e.g. 'AA:BB:CC:DD:EE:22') in case insensitive format or ESL ID of the tag.

optional arguments:

-h, --help Show this help message.
--group_id <u7>, -g <u?> ESL group ID (optional, default is group @)
--pawr, -p Force command through PAWR sync train even if the addressed ESL is currently connected

Note: the keyword 'all' can be used as a substitute for the ESL broadcast address (@xff)

factory_reset 1

14/Sep 13:57:33.500: AP - INFO - Delete bonding for blocked tag at address 8C:F6:81:B8:82:BE, type @
14/Sep 13:57:33.650: TAG - INFO - ESL service found at BLE address: 8C:F6:81:B8:82:BE, type @ with RSSI: -25 dBm
list a

BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
There's one advertising tag overall.

list ¢
There's no connected tag at all.
list s
BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (0x0002)
I There's one synchronized tag overall.
[}

Figure 35. Once the connection is created (i.e. the ESL tag is in Updating state), a factory reset can be commanded. After
factory reset, the tag will be in Unassociated state, sending (undirected, connectable) advertising packages.

ESL tags can also be unassociated from the AP / network, with command unassociate:

unassociate [-h] [--group id <u7>] address

As shown in Figure 17, tags can be unassociated either from the Synchronized state, or from the Updating state. As an example, use
the latter method. To set the ESL tag 2 to the Unassociate state, first create a connection to it (i.e., set the tag to the Updating state):

connect 2
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Display state: Display_Index: @ Image_Index: @ (@x110000)
connect 1
14/Sep 13:57:04.900: AP - INFO - Bonding LTK found for ESL at 8C:F6:81:B8:82:BE, type @
14/Sep 13:57:04.901: AP - INFO - Request connecting to: 8C:F6:81:B8:82:BE, type @ over PAWR
14/Sep 13:57:07.591: TAG - INFO - Tag info already available, skipping discovery for 8C:F6:81:B8:82:BE, type @
14/Sep 13:57:07.591: TAG - INFO - Already known Tag at BLE address: 8C:F6:81:B8:82:BE, type @
list a
There's no advertising tag at all.
list ¢
BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)
There's one connected tag overall.
list s

BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (0x0002)
There's one synchronized tag overall.

help factory_reset

usage: factory_reset [-h] [--group_id <u?>] [--pawr] address

Execute factory reset on tag.

positional arguments:
address Bluetooth address (e.g. 'AA:BB:CC:DD:EE:22') in case insensitive format or ESL ID of the tag.

optional arguments:

-h, --help Show this help message.
--group_id <u?>, -g <u?> ESL group ID (optional, default is group @)
--pawr, -p Force command through PAWR sync train even if the addressed ESL is currently connected

Note: the keyword 'all' can be used as a substitute for the ESL broadcast address (@xff)

factory_reset 1

14/Sep 13:57:33.500: AP - INFO - Delete bonding for blocked tag at address 8C:F6:81:B8:82:BE, type @
14/Sep 13:57:33.650: TAG - INFO - ESL service found at BLE address: 8C:F6:81:B8:82:BE, type @ with RSSI: -25 dBm
list a

BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
There's one advertising tag overall.

list ¢
There's no connected tag at all.
list s
BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (0x0002)
There's one synchronized tag overall.
connect 2
14/Sep 13:57:55.729: AP - INFO - Bonding LTK found for ESL at 8C:F6:81:B8:83:18, type @
14/Sep 13:57:55.729: AP - INFO - Request connecting to: 8C:F6:81:B8:83:18, type @ over PAWR
14/Sep 13:57:58.848: TAG - INFO - Tag info already available, skipping discovery for 8C:F6:81:B8:83:18, type @
14/Sep 13:57:58.848: TAG - INFO - Already known Tag at BLE address: 8C:F6:81:B8:83:18, type @
list a
BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
There's one advertising tag overall.
list ¢
BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (0x0002)
There's one connected tag overall.
list s
I There's no synchronized tag at all.
[}

Figure 36. In order to unassociate a tag from the ESL network, the tag has to be either in Synchronized state, or in Updat-
ing state.

Once the tag is in the Updating state (i.e. the access point has created connection to the tag), the unassociate command can be
issued:

unassociate 2

After the unassociate command, the ESL tag is in the Unassociated state, advertising, as shown in Figure 37. As with
factory reset command, unassociate will also clear the images and LED states. But this is however controlled by the
application; user has an option to keep the images and LED states, if needed, with slight modifications to the application.
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factory_reset 1

14/Sep 13:57:33.500: AP - INFO - Delete bonding for blocked tag at address 8C:F6:81:B8:82:BE, type @
14/Sep 13:57:33.650: TAG - INFO - ESL service found at BLE address: 8C:F6:81:B8:82:BE, type @ with RSSI: -25 dBm
list a

BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated

There's one advertising tag overall.
list ¢

There's no connected tag at all.
list s

BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (0x0002)

There's one synchronized tag overall.
connect 2
14/Sep 13:57:55.729: AP - INFO - Bonding LTK found for ESL at 8C:F6:81:B8:83:18, type @
14/Sep 13:57:55.729: AP - INFO - Request connecting to: 8C:F6:81:B8:83:18, type @ over PAWR
14/Sep 13:57:58.848: TAG - INFO - Tag info already available, skipping discovery for 8C:F6:81:B8:83:18, type @
14/Sep 13:57:58.848: TAG - INFO - Already known Tag at BLE address: 8C:F6:81:B8:83:18, type @
list a

BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated

There's one advertising tag overall.
list ¢

BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (@x0002)

There's one connected tag overall.
list s

There's no synchronized tag at all.
help unassociate
usage: unassociate [-h] [--group_id <u7>] address

Unassociate ESL(s) from AP.
positional arguments:
address Bluetooth address (e.g. 'AA:BB:CC:DD:EE:22') in case insensitive format or ESL ID of the tag.
optional arguments:
-h, --help Show this help message.
--group_id <u7>, -g <u?> ESL group ID (optional, default is group @)

Note: the keyword 'all' can be used as a substitute for the ESL broadcast address (@xff)

unassociate 2

14/Sep 13:58:22.203: TAG - INFO - Command: 0102 written successfully for 8C:F6:81:B8:83:18, type @
14/Sep 13:58:22.293: RSP - INFO - Basic State Response received
Basic state: No Basic State flag is set (0x100000)
14/Sep 13:58:22.293: AP - INFO - Delete bonding for blocked tag at address 8C:F6:81:B8:83:18, type @
14/Sep 13:58:22.393: TAG - INFO - ESL service found at BLE address: 8C:F6:81:B8:83:18, type @ with RSSI: -20 dBm
list a

BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There are 2 advertising tags overall.

list ¢
There's no connected tag at all.
list s
I There's no synchronized tag at all.
[}

Figure 37. ESL tags can also be set to Unassociated state without factory reset, with command unassociate <ESL ID>.
This will set the ESL tag to unassociated state, but the tag will not clear the images, or e.g. the LED states.

Creating a connection to device 8C:F6:81:B8:82:BE (factory reset) will set the device to the Configuring state, Figure 38.

connect 8C:F6:81:B8:82:BE
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14/Sep 13:57:55.729: AP - INFO - Bonding LTK found for ESL at 8C:F6:81:B8:83:18, type @

14/Sep 13:57:55.729: AP - INFO - Request connecting to: 8C:F6:81:B8:83:18, type @ over PAWR

14/Sep 13:57:58.848: TAG - INFO - Tag info already available, skipping discovery for 8C:F6:81:B8:83:18, type @

14/Sep 13:57:58.848: TAG - INFO - Already known Tag at BLE address: 8C:F6:81:B8:83:18, type @

list a

BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
There's one advertising tag overall.
list ¢
BLE Address: 8C:F6:81:B8:83:18, type @, ESL ID 2 in group @ (@x0002)
There's one connected tag overall.
list s
There's no synchronized tag at all.
help unassociate
usage: unassociate [-h] [--group_id <u7>] address

Unassociate ESL(s) from AP.
positional arguments:
address Bluetooth address (e.g. 'AA:BB:CC:DD:EE:22') in case insensitive format or ESL ID of the tag.
optional arguments:
-h, --help Show this help message.
--group_id <u7>, -g <u?> ESL group ID (optional, default is group @)

Note: the keyword 'all' can be used as a substitute for the ESL broadcast address (@xff)

unassociate 2

14/Sep 13:58:22.203: TAG - INFO - Command: 0102 written successfully for 8C:F6:81:B8:83:18, type @
14/Sep 13:58:22.293: RSP - INFO - Basic State Response received
Basic state: No Basic State flag is set (0x100000)
14/Sep 13:58:22.293: AP - INFO - Delete bonding for blocked tag at address 8C:F6:81:B8:83:18, type @
14/Sep 13:58:22.393: TAG - INFO - ESL service found at BLE address: 8C:F6:81:B8:83:18, type @ with RSSI: -20 dBm
list a

BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There are 2 advertising tags overall.

list ¢
There's no connected tag at all.

list s
There's no synchronized tag at all.

connect 8C:F6:81:B8:82:BE

14/Sep 13:58:49.877: AP - INFO - Request connecting to: 8C:F6:81:B8:82:BE, type @ via connectable advertisement
14/Sep 13:58:52.765: TAG - INFO - Reading tag information from address 8C:F6:81:B8:82:BE, type @

14/Sep 13:58:52.769: TAG - INFO - Registering ESL Tag at BLE address: 8C:F6:81:B8:82:BE, type @

14/Sep 13:58:53.122: TAG - INFO - Silabs device found - vendor opcodes are not defined

list a

BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There's one advertising tag overall.

list ¢
BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
There's one connected tag overall.
list s
I There's no synchronized tag at all.
[}

Figure 38. Creating a connection to the ESL tag reset earlier (factory_reset) will set the device to Configuring state.

Since the ESL tag memory was erased by the factory reset, the access point must be configured again, and optionally new images
have to be transferred to the tag:

config --full --esl id 1
image update 0 image/hamburger.png 1
image update 1 image/pineapple.png 1

silabs.com | Building a more connected world. Rev. 0.3 |41




AN1419: BLE Electronic Shelf Label (ESL)
The ESL Network

eoce Python X1

Unassociate ESL(s) from AP.
positional arguments:
address Bluetooth address (e.g. 'AA:BB:CC:DD:EE:22') in case insensitive format or ESL ID of the tag.
optional arguments:
-h, --help Show this help message.
--group_id <u7>, -g <u?> ESL group ID (optional, default is group @)

Note: the keyword 'all' can be used as a substitute for the ESL broadcast address (@xff)

unassociate 2

14/Sep 13:58:22.203: TAG - INFO - Command: 0102 written successfully for 8C:F6:81:B8:83:18, type @
14/Sep 13:58:22.293: RSP - INFO - Basic State Response received
Basic state: No Basic State flag is set (0x100000)
14/Sep 13:58:22.293: AP - INFO - Delete bonding for blocked tag at address 8C:F6:81:B8:83:18, type @
14/Sep 13:58:22.393: TAG - INFO - ESL service found at BLE address: 8C:F6:81:B8:83:18, type @ with RSSI: -20 dBm
list a

BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There are 2 advertising tags overall.

list ¢
There's no connected tag at all.

list s
There's no synchronized tag at all.

connect 8C:F6:81:B8:82:BE

14/Sep 13:58:49.877: AP - INFO - Request connecting to: 8C:F6:81:B8:82:BE, type @ via connectable advertisement
14/Sep 13:58:52.765: TAG - INFO - Reading tag information from address 8C:F6:81:B8:82:BE, type @

14/Sep 13:58:52.769: TAG - INFO - Registering ESL Tag at BLE address: 8C:F6:81:B8:82:BE, type @

14/Sep 13:58:53.122: TAG - INFO - Silabs device found - vendor opcodes are not defined

list a

BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There's one advertising tag overall.

list ¢
BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
There's one connected tag overall.

list s
There's no synchronized tag at all.

config --full --esl_id 1

14/Sep 13:59:12.602: AP - INFO - New auto ESL Address: 0x0000
14/Sep 13:59:12.603: AP - INFO - Set ESL ID to 1.
14/Sep 13:59:12.873: TAG - INFO - ESL Tag fully provisioned at address 8C:F6:81:B8:82:BE, type @

image_update @ image/hamburger.png 1
14/Sep 13:59:17.037: TAG - INFO
14/Sep 13:59:17.038: TAG - INFO
14/Sep 13:59:17.047: AP - INFO
14/Sep 13:59:17.967: TAG - INFO
image_update 1 image/pineapple.png 1
14/Sep 13:59:21.064: TAG - INFO - Display type matches object type for address 8C:F6:81:B8:82:BE, type @
14/Sep 13:59:21.065: TAG - INFO Image file opened: image/pineapple.png

14/Sep 13:59:21.974: AP - INFO Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot 1
14/Sep 13:59:21.992: TAG - INFO Image sent to device at address 8C:F6:81:B8:82:BE, type @

Display type matches object type for address 8C:F6:81:B8:82:BE, type @
Image file opened: image/hamburger.png

Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot @
Image sent to device at address 8C:F6:81:B8:82:BE, type @

Figure 39. After creating the connection, the tag is still considered as Unassociated, and it requires writing the configura-
tion. Once configuration is written, images can be uploaded to the tag.

Closing the connection to the tag will switch the tag to the Synchronized state, and the tag is again ready to receive commands from
the AP via periodic advertisements, Figure 40.

disconnect 1
display image 1 0 O
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14/Sep 13:58:22.293: RSP - INFO - Basic State Response received
Basic state: No Basic State flag is set (0x100000)
14/Sep 13:58:22.293: AP - INFO - Delete bonding for blocked tag at address 8C:F6:81:B8:83:18, type @
14/Sep 13:58:22.393: TAG - INFO - ESL service found at BLE address: 8C:F6:81:B8:83:18, type @ with RSSI: -20 dBm
list a

BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There are 2 advertising tags overall.

list ¢
There's no connected tag at all.

list s
There's no synchronized tag at all.

connect 8C:F6:81:B8:82:BE

14/Sep 13:58:49.877: AP - INFO - Request connecting to: 8C:F6:81:B8:82:BE, type @ via connectable advertisement
14/Sep 13:58:52.765: TAG - INFO - Reading tag information from address 8C:F6:81:B8:82:BE, type @

14/Sep 13:58:52.769: TAG - INFO - Registering ESL Tag at BLE address: 8C:F6:81:B8:82:BE, type @

14/Sep 13:58:53.122: TAG - INFO - Silabs device found - vendor opcodes are not defined

list a

BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There's one advertising tag overall.

list ¢
BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
There's one connected tag overall.

list s
There's no synchronized tag at all.

config --full --esl_id 1

14/Sep 13:59:12.602: AP - INFO - New auto ESL Address: 0x0000
14/Sep 13:59:12.603: AP - INFO - Set ESL ID to 1.
14/Sep 13:59:12.873: TAG - INFO - ESL Tag fully provisioned at address 8C:F6:81:B8:82:BE, type @

image_update @ image/hamburger.png 1
14/Sep 13:59:17.037: TAG - INFO

Display type matches object type for address 8C:F6:81:B8:82:BE, type @

14/Sep 13:59:17.038: TAG - INFO - Image file opened: image/hamburger.png
14/Sep 13:59:17.047: AP - INFO - Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot @
14/Sep 13:59:17.967: TAG - INFO - Image sent to device at address 8C:F6:81:B8:82:BE, type @

image_update 1 image/pineapple.png 1
14/Sep 13:59:21.064: TAG - INFO

Display type matches object type for address 8C:F6:81:B8:82:BE, type @

14/Sep 13:59:21.065: TAG - INFO - Image file opened: image/pineapple.png

14/Sep 13:59:21.074: AP - INFO - Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot 1

14/Sep 13:59:21.992: TAG - INFO - Image sent to device at address 8C:F6:81:B8:82:BE, type @

disconnect 1

14/Sep 13:59:32.338: TAG - INFO - Command: @4@1 written successfully for 8C:F6:81:B8:82:BE, type @

14/Sep 13:59:35.13@0: TAG - INFO - Connection to 8C:F6:81:B8:82:BE, type @ closed with reason SL_STATUS_BT_CTRL_REMOTE_USER_TERMINATED
list a

BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There's one advertising tag overall.
list ¢
There's no connected tag at all.
list s
BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)
There's one synchronized tag overall.
display_image 1 @ @

14/Sep 13:59:57.072: AP - INFO - Reply in slot @ from ESL ID 1 in group @.
14/Sep 13:59:57.073: RSP - INFO - Display State Response received
Display state: Display_Index: @ Image_Index: @ (0x110000)
| [}

Figure 40. After creating connection to the ESL tag previously reset, the tag will be in Configuring state, and requires to
be configured. After reading/writing the GATT characteristics, the AP can transfer images to the tag, and after closing
connection, the tag will be in Synchronized mode.

At this point the ESL tag 1 (8C:F6:81:B8:82:BE) is now in Synchronized state, displaying an image of a hamburger on the WSTK
LCD display.

The second ESL tag (8C:F6:81:B8:83:18)is still in Unassociated state, advertising.

The ESL tag can be associated to the AP / network by creating a connection to it (the tag will be in Configuring state), and then
closing the connection, after which the tag will be in Synchronized mode. (Figure 41):

connect 8C:F6:81:B8:83:18
config --full --esl id 2
image update 0 image/pizza.png 2
image update 1 image/steak.png 2
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There's one advertising tag overall.
list ¢
BLE Address: 8C:F6:81:B8:82:BE, type @, Unassociated
There's one connected tag overall.
list s
There's no synchronized tag at all.
config --full --esl_id 1
14/Sep 13:59:12.602: AP - INFO - New auto ESL Address: 0x0000
14/Sep 13:59:12.603: AP - INFO - Set ESL ID to 1.
14/Sep 13:59:12.873: TAG - INFO - ESL Tag fully provisioned at address 8C:F6:81:B8:82:BE, type @
image_update @ image/hamburger.png 1
14/Sep 13:59:17.037: TAG - INFO - Display type matches object type for address 8C:F6:81:B8:82:BE, type @
14/Sep 13:59:17.038: TAG - INFO - Image file opened: image/hamburger.png
14/Sep 13:59:17.047: AP - INFO - Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot @
14/Sep 13:59:17.967: TAG - INFO - Image sent to device at address 8C:F6:81:B8:82:BE, type @
image_update 1 image/pineapple.png 1
14/Sep 13:59:21.064: TAG - INFO - Display type matches object type for address 8C:F6:81:B8:82:BE, type @
14/Sep 13:59:21.065: TAG - INFO - Image file opened: image/pineapple.png
14/Sep 13:59:21.974: AP - INFO - Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot 1
14/Sep 13:59:21.992: TAG - INFO - Image sent to device at address 8C:F6:81:B8:82:BE, type @
disconnect 1
14/Sep 13:59:32.338: TAG - INFO - Command: @4@1 written successfully for 8C:F6:81:B8:82:BE, type @
14/Sep 13:59:35.130: TAG - INFO - Connection to 8C:F6:81:B8:82:BE, type @ closed with reason SL_STATUS_BT_CTRL_REMOTE_USER_TERMINATED
list a
BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated
There's one advertising tag overall.
list ¢
There's no connected tag at all.
list s
BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)
There's one synchronized tag overall.
display_image 1 @ @
14/Sep 13:59:57.072: AP - INFO - Reply in slot @ from ESL ID 1 in group .
14/Sep 13:59:57.073: RSP - INFO - Display State Response received
Display state: Display_Index: @ Image_Index: @ (0x110000)
connect 8C:F6:81:B8:83:18
14/Sep 14:00:19.171: AP - INFO - Request connecting to: 8C:F6:81:B8:83:18, type @ via connectable advertisement
14/Sep 14:00:21.917: TAG - INFO - Reading tag information from address 8C:F6:81:B8:83:18, type @
14/Sep 14:00:21.917: TAG - INFO - Registering ESL Tag at BLE address: 8C:F6:81:B8:83:18, type @
14/Sep 14:00:22.361: TAG - INFO - Silabs device found - vendor opcodes are not defined
config --full --esl_id 2
14/Sep 14:00:25.380: AP - INFO - New auto ESL Address: 0x0001
14/Sep 14:00:25.381: AP - INFO - Set ESL ID to 2.
14/Sep 14:00:25.719: TAG - INFO - ESL Tag fully provisioned at address 8C:F6:81:B8:83:18, type @
image_update @ image/pizza.png 2
14/Sep 14:00:30.062: TAG - INFO - Display type matches object type for address 8C:F6:81:B8:83:18, type @
14/Sep 14:00:30.063: TAG - INFO - Image file opened: image/pizza.png
14/Sep 14:00:30.072: AP - INFO - Image update started for tag at 8C:F6:81:B8:83:18, type @ to image slot @
14/Sep 14:00:31.124: TAG - INFO - Image sent to device at address 8C:F6:81:B8:83:18, type @
image_update 1 image/steak.png 2
14/Sep 14:00:35.328: TAG - INFO - Display type matches object type for address 8C:F6:81:B8:83:18, type @
14/Sep 14:00:35.328: TAG - INFO - Image file opened: image/steak.png
14/Sep 14:00:35.337: AP - INFO - Image update started for tag at 8C:F6:81:B8:83:18, type @ to image slot 1
14/Sep 14:00:36.335: TAG - INFO - Image sent to device at address 8C:F6:81:B8:83:18, type @
[}

Figure 41. Creating a connection to the ESL tag previously unassociated from the AP will set the tag to a Configuring
state. The tag requires the AP to configure it in order to associate the tag to the network, but since the tag was unassoci-
ated from the network earlier instead of factory reset, all the images uploaded to the tag are still preserved.

Once the tag is configured, it can be switched to the Synchronized state by closing the connection. After this, the access point can
again send commands to the tag via Periodic Advertising with Responses.

disconnect 2
display image 2

00
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eoce Python X1
14/Sep 13:59:17.037: TAG - INFO - Display type matches object type for address 8C:F6:81:B8:82:BE, type @
14/Sep 13:59:17.038: TAG - INFO - Image file opened: image/hamburger.png
14/Sep 13:59:17.047: AP - INFO - Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot @
14/Sep 13:59:17.967: TAG - INFO - Image sent to device at address 8C:F6:81:B8:82:BE, type @
image_update 1 image/pineapple.png 1
14/Sep 13:59:21.064: TAG - INFO - Display type matches object type for address 8C:F6:81:B8:82:BE, type @
14/Sep 13:59:21.065: TAG - INFO - Image file opened: image/pineapple.png
14/Sep 13:59:21.074: AP - INFO - Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot 1
14/Sep 13:59:21.992: TAG - INFO - Image sent to device at address 8C:F6:81:B8:82:BE, type @
disconnect 1
14/Sep 13:59:32.338: TAG - INFO - Command: 0401 written successfully for 8C:F6:81:B8:82:BE, type @
14/Sep 13:59:35.13@0: TAG - INFO - Connection to 8C:F6:81:B8:82:BE, type @ closed with reason SL_STATUS_BT_CTRL_REMOTE_USER_TERMINATED
list a

BLE Address: 8C:F6:81:B8:83:18, type @, Unassociated

There's one advertising tag overall.
list ¢

There's no connected tag at all.
list s

BLE Address: 8C:F6:81:B8:82:BE, type @, ESL ID 1 in group @ (0x0001)

There's one synchronized tag overall.
display_image 1 @ @
14/Sep 13:59:57.072: AP - INFO - Reply in slot @ from ESL ID 1 in group @.
14/Sep 13:59:57.073: RSP - INFO - Display State Response received

Display state: Display_Index: @ Image_Index: @ (0x110000)
connect 8C:F6:81:B8:83:18
14/Sep 14:00:19.171: AP - INFO - Request connecting to: 8C:F6:81:B8:83:18, type @ via connectable advertisement
14/Sep 14:00:21.917: TAG - INFO - Reading tag information from address 8C:F6:81:B8:83:18, type @
14/Sep 14:00:21.917: TAG - INFO - Registering ESL Tag at BLE address: 8C:F6:81:B8:83:18, type @
14/Sep 14:00:22.361: TAG - INFO - Silabs device found - vendor opcodes are not defined
config --full --esl_id 2
14/Sep 14:00:25.380: AP - INFO - New auto ESL Address: 0x0001
14/Sep 14:00:25.381: AP - INFO - Set ESL ID to 2.
14/Sep 14:00:25.719: TAG - INFO - ESL Tag fully provisioned at address 8C:F6:81:B8:83:18, type @
image_update @ image/pizza.png 2
14/Sep 14:00:30.062: TAG - INFO - Display type matches object type for address 8C:F6:81:B8:83:18, type @
14/Sep 14:00:30.063: TAG - INFO - Image file opened: image/pizza.png
14/Sep 14:00:30.072: AP - INFO - Image update started for tag at 8C:F6:81:B8:83:18, type @ to image slot @
14/Sep 14:00:31.124: TAG - INFO - Image sent to device at address 8C:F6:81:B8:83:18, type @
image_update 1 image/steak.png 2
14/Sep 14:00:35.328: TAG - INFO - Display type matches object type for address 8C:F6:81:B8:83:18, type @
14/Sep 14:00:35.328: TAG - INFO - Image file opened: image/steak.png
14/Sep 14:00:35.337: AP - INFO - Image update started for tag at 8C:F6:81:B8:83:18, type @ to image slot 1
14/Sep 14:00:36.335: TAG - INFO - Image sent to device at address 8C:F6:81:B8:83:18, type @
disconnect 2
14/Sep 14:00:50.523: TAG - INFO - Command: 0402 written successfully for 8C:F6:81:B8:83:18, type @
14/Sep 14:00:53.686: TAG - INFO - Connection to 8C:F6:81:B8:83:18, type @ closed with reason SL_STATUS_BT_CTRL_REMOTE_USER_TERMINATED
display_image 2 1 @
14/Sep 14:00:57.185: AP - INFO - Reply in slot @ from ESL ID 2 in group @.
14/Sep 14:00:57.185: RSP - INFO - Display State Response received

Display state: Display_Index: @ Image_Index: 1 (@x110001)
display_image 2 @ @
14/Sep 14:01:07.973: AP - INFO - Reply in slot @ from ESL ID 2 in group @.
14/Sep 14:01:07.974: RSP - INFO - Display State Response received
I Display state: Display_Index: @ Image_Index: @ (0x110000)

[}

Figure 42. Since the tag 8C:F6:81:B8:83:18 was unassociated from the network instead of factory reset, all the images
stored to it were preserved, and therefore the tag can display the images after associating to a network.
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7 Extending the Bluetooth - SoC ESL Tag Example

The Bluetooth — SoC ESL Tag example project can be further extended, with some of the changes being only a configuration
change, but the current API also supports a more extensive customization, e.g., adding additional displays.

The ESL API documentation can be found from docs.silabs.com.

71 Image Storage

Out of the box, the Bluetooth — SoC ESL Tag example project can store two separate images to be displayed on the WSTK LCD.
The number of images can be configured via SOFTWARE COMPONENTS: Select Bluetooth > Application > GATT Services >
ESL Tag RAM Image (Figure 43), and then click Configure. This will open the option for increasing the number of images, and
allocating more memory for them, Figure 44.

v Qi Lel= R C# % yWelcome D Recent i Tools & install ¥ Preferences [  # Launcher {}<Simplicity IDE> HmEnergy Profiler &, Network Analyzer |{} Simplicity IDE | % Debug
I3 Project Explorer X = O | ok ESL_TAG_bt_soc_esl_tag.slcp )-(| =0

& g
) 8% Y 'E'_ ¢ ESL_TAG_bt_soc_esl_tag SOFTWARE COMPONENTS
LJ ESL_AP_bootloader-uart-bgapi -

LT ESL_AP_bt_ncp_es|_ap
L] ESL_TAG_bootloader-apploader

Search keywords, component...
[ES ES1_TAG_bt_soc_asl_tag [GNU AR Y Filter components by £ Configurable [ | @ Installed [ ] 2 Installed byyou [ ] |BBSDK Extensions || K Quality ~ el O

<

> ¥ Binaries
> jllincludes
> [=autogen
¥ Bluetooth
> Econfig ESL Tag RAM Image L configure
> [=gecko_sdk_4.3.0
> [=GNU ARM v10.3.1 - Default ¥ Application
> [=image
> [dappe ¥ GATT Profiles
> [H app.h .
> [ maine @ ESL Tag core o Description
> [d] sl_gatt_service_device_informat Extends the Bluetooth Electronic shelf Label design with image handling capabilities
create_bl_files_lzma.bat v GATT Services and its corresponding characteristics, including OTS image transfer service with the

create_bl_files_lzma.sh

limited feature set reguired by the ESL Profile and Service sSpecifications. Best fit
create_bl_files.bat

[ create_bl_files.sh @ ESL Tag Display o for tiny, monochrome displays.
ﬂESL,T;G:bl,soc,asl,tag.s\r:p This compecnent utilizes the static RAM on the target MCU.
=/ ESL_TAG_bt_soc_esl_tag.slps @ ESL Tag LED &
5 readme.md Quality
ESL Tag NVM Image o3 PRODUCTION
(@ ESL Tag RAM Image o3
© ESL Tag Sensor & .
Dependencies v

v Miscellaneous esl_tag_ram_image requires 1 components

ESL Tag User Defined Display Driver

» Bluetooth
& ESL Tag WSTK LCD driver
Dependents
v Test 0 components require esl_tag_ram_image
- CLI Test Harness for ESL Tag application No Dependent Component

Figure 43. The number of images can be configured via Bluetooth software component: Bluetooth > Application > GATT
Services > ESL Tag RAM Image.

[ O ] ESL_GA - ESL_TAG_bt_soc_esl_tag/.uceditor/.ESL_TAG_bt_soc_esl_tag.esl_tag_ram_image.cedit - Simplicity Studio™

e @iy o coF o Welcome fDRecent HETools 8,install ¥ Preferences [ & Launcher {}<Simplicity IDE> A Energy Profiler &, Network Analyzer mi}n::u:

[f5 Project Explorer X | = O || ESL_TAG_bt_soc_esl_tagsicp | I} ESL Tag RAM Image % | - O
BE 7@ §

T3 ESL_AR_hootloader-uart-hgapi ESL Tag RAM |mage <[> view Source Files ~ X
TJ ESL_AP_bt_ncp_esl_ap

1J ESL_TAG_boctloader-apploader

~ ESESL_TAG_bt_soc_esl_tag [GNU AR
¥ Binaries
[lincludes . X
o autogen ESL Tag Image configuration
(= config
(= gecko_sdk_4.3.0 Image objects Image pool size
(z=-GNU ARM v10.3.1 - Default

~ ~
(=image 3 6144
[l app.c v v
5] app.h
[¢] main.c

[ sl_gatt_service_device_informat

Figure 44. The number of images can be configured via Bluetooth software component: Bluetooth > Application > GATT
Services > ESL Tag RAM Image. The Image pool size should be configured accordingly.

The next step is to add the new, additional image storages to the image registry. This happens by calling a function
esl image add(), e.g. on app.c, function esl core boot event():

silabs.com | Building a more connected world. Rev. 0.3 | 46



https://docs.silabs.com/

AN1419: BLE Electronic Shelf Label (ESL)
Extending the Bluetooth - SoC ESL Tag Example

o0e
dpr Qv il
I Project Explorer X
B 7§
] ESL_AP_bootloader-uart-bgapi
LJ ESL_AP_bt_ncp_esl_ap

ESL_GA - ESL_TAG_bt_soc_esl_tag/app.c - Simplicity Studio™
=4l fy Welcome D Recent 338 Tools W, install ¥% Preferences [ %7 Launcher {}<Simplicity IDE> M Energy Profiler &, Network Analyzer |{} Simplicity IDE | 4 Debug
[€ appc X =8

i
= B || &k ESL_TAG_bt_scc_esl_tag.slcp

315
316= void esl_core_boot_event(void)
317 {

318 sl_status_t sc;

[J ESL_TAG_bootioader-apploader g‘ig sl_button_state_t button_state;
v SN A
bEﬁl‘ms_m‘mc‘asng [GNL AR 321 // suppress the compiler warning if none of the optional ESL characteristics are present
» 35 Binaries 322 (void)sc;
> [ Includes 323 #if defined(gattdb_esl_image_info) && defined(SL_CATALOG_DMD_MEMLCD_PRESENT)
> [=autogen 324 // Please don't forget to adjust max. image pool size if resolution increases!
> = config 325  sc = esl_image_add(SL_MEMLCD_DISPLAY_WIDTH,
> @ gecka sk 230 326 SL_MEMLCD_DISPLAY_HEIGHT,
= N 327 SL_MEMLCD_DISPLAY_BPP);
7 (5 GNU ARM v10.3.1 - Default 328 s1_bt_esl _assert(sc == SL_STATUS_0K);
> (=image 329 sc = esl_image_add(SL_MEMLCD_DISPLAY WIDTH,
5 8 appc 330 SL_MEMLCD_DISPLAY_HEIGHT,
> [ apph 331 SL_MEMLCD_DISPLAY_BFP);
. 332 sl bt esl assert(sc == SL_STATUS OK);
> [ mainc e —
> [€ sl_gatt_service_device_infermatll 334 sc = esl_image_add(SL_MEMLCD_DISPLAY_WIDTH,
create_bl_files_lzma.bat 335 SL_MEMLCD_DISPLAY_HEIGHT,
create_bl_files_lzma.sh 336 SL_MEMLCD_DISPLAY_BFP);
create_bl_files. bat 33;! s1_bt_esl_assert(sc == SL_STATUS_OK);
[Bcreate_bl_files.sh 339  #endif // gattdb_esl_image_info
LLESL TAG bt soc_esl_taa.skp 348

Figure 45. For each image, storage configured through Bluetooth > Application > GATT Services > ESL Tag RAM Image
must be added to an image registry with function es1_image_add (). The third image is added on lines 334 - 337.

The function parameters are the width and height of the image, and number of bits representing a single pixel of the image.

The images can also be saved to tag’s non-volatile memory (NVM). Since the RAM and NVM options are mutually exclusive, the
software component Bluetooth > Application > GATT Services > ESL Tag RAM Image must be uninstalled first. Next, install the
Bluetooth > Application > GATT Services > ESL Tag NVM Image component, and optionally change the number of images
configuration by clicking the Configure button. In addition, configure the storage space on NVM3 with the Services > NVM3 > NVM3
Default Config software component.

7.2  Additional Displays

The Bluetooth — SoC ESL Tag example can be extended to support multiple displays, e.g. an electronic paper display (EPD). The
example provides an API to add, or register, a new or additional display(s), and a template for the functions in which the display
specific driver code should be placed to or called from.

To add an additional display, install the Bluetooth > Application > Miscellaneous > ESL Tag User Defined Display Driver software
package, Figure 46.

[ ] [ ] ESL_GA - ESL_TAG_bt_soc_es|_tag/ESL_TAG_bt_soc_esl_tag.slcp - Simplicity Studio™
R R o oF GO [# {8 fy Welcome #DRecent $8Tools ®,install ¥ Preferences i F§ a7 Launcher {}<Simplicity IDE> MEnergy Profiler &, Network Analyzer | {} Simplicity IDE | 4§ Debug
[i5 Project Explorer X = B || ESL_TAG_bt_soc_esl_tag.slcp X | [€] app.c = O

BE% Y@ §
1] ESL_AP_bootloader-uart-bgapi
[ ESL_AP_bt_ncp_esl_ap
3 ESL_TAG_bootloader-apploader
~ [ZLESL_TAG_bt_soc_esl_tag [GNU AR
¥ Binaries
[l Includes
(= autogen

ESL_TAG_bt_soc_esl_tag SOFTWARE COMPONENTS

Y Filter components by #X Configurable [] @ Installed [ | & Installedbyyou [  (B3SDK Extensions

- Search keywords, component
R Quality ~ =

(= config

(= gecko_sdk_4.3.0

(2 GNU ARM v10.3.1 - Default

(= image

[€ app.c

B app.h

[€] esl_tag_user_display_driver.c

(8 main.c

[ sl_gatt_service_device_informat
¢ create_bl_files_lzma.bat

create_bl_files_lzma.sh
 create_bl_files.bat

(@ create_bl_files.sh

ESL_TAG_bt_soc_es|_tag.slcp

L_TAG_bt_soc_es|_tag.slps

2 readme.md

B pebu... % | 5= outline = A

v Bluetooth
¥ Application

¥ GATT Profiles
@ ESL Tag core

v GATT Services
@ ESL Tag Display
@ ESL Tag LED

ESL Tag NVM Image

@ ESL Tag RAM Image
@ ESL Tag Sensor

¥ Miscellaneous

- < T - B < B <

@ ESL Tag User Defined Display Driver

@ ESL Tag WSTK LCD driver

v Test

CLI Test Harness for ESL Tag application

I ESL Tag User Defined Display Driver

Description
This component provides skeleton code for a user defined display driver - to be
filled in with actual low level driver code for driving any arbitrary ESL Tag

display type. See the Doxygen comments in the header file on usage.

Quality
PRODUCTION

Dependencies v

esl_tag_user_display_driver requires 1 components

Bluetooth

Dependents

0 components require esl_tag_user_display_driver

Figure 46. To extend the Bluetooth — SoC ESL Tag example project with an additional display (e.g. electronic paper dis-
play, EPD), install the Bluetooth > Application > Miscellaneous > ESL Tag User Defined Display Driver component. This
will include a file esl_tag_user_display_driver.c to the project, including the templates for the required functions.
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In addition, in the Bluetooth > Application > GATT Services > ESL Tag Display configuration, increase the Display instances to two
(in case of one additional display), Figure 47.

It is also possible to replace the WSTK display with another one. In this case, the ESL Tag User Defined Display Driver should be
installed, and the ESL Tag WSTK LCD driver uninstalled.

Also, the configuration for the interface (e.g., SPI or 12C) used by the external display and possible GPIO configuration are required.
But being display specific, these won’t be covered in this application note. For further information about the interfaces and GPIO
configuration, see docs.silabs.com.

[ ] [ ] ESL_GA - ESL_TAG_bt_soc_esl_tag/.uceditor|.ESL_TAG_bt_soc_esl_tag.esl_tag_display.cedit - Simplicity Studio™

T Por iy ook G [# 58 fy Welcome #D Recent 5§ Tools W install % Preferences [ 7 Launcher {} <Simplicity IDE> A-Energy Profiler 3, Network Analyzer mﬁ;mcu:

¥ Project Explorer X = O ||« ESL_TAG_bt_soc_esl_tag.slcp |¢] app.c B3 ESL Tag Display X = O
BS Y@ ¢

(7 ESL_AP_bootloader-uart-bgapi ESL Tag Display <[> view Source Files X
LJ ESL_AP_bt_ncp_es|_ap

L] ESL_TAG_bootloader-apploader

(S ESL_TAG_bt_soc_esl_tag (GNU AR

> 4 Binaries

[ Includes . ) )
(= autogen I ESL Tag Display configuration
(&= config

(= gecko_sdk_4.3.0 Display instances

(2= GNU ARM v10.3.1 - Default

(= image ~ g

[€] app.c v

(1] ape.n

] esl_tag_user_display_driver.c

[) main.c

<

Figure 47. The number of display instances can be increased for the second display in Bluetooth > Application > GATT
Services > ESL Tag Display software component. This is optional, if the display on WSTK is removed (ESL Tag WSTK
LCD driver) or replaced with another one.

To create the display instance, and add it to the display registry, use the APl calls es1 display create () (line 325 in Figure 48),
and esl display_add() (line 329 in Figure 48). The es1 display create () requires four parameters: the width and height
of the display in pixels, the display type defined in Bluetooth SIG Assigned numbers, and a pointerto a esl _display info p type
display info, line 322 in Figure 48.

The esl display add () requires three parameters: the es1 display info p, and a function pointers to display initialization
function and display write function. The prototypes for the functions esl user display init(), Figure 49, and
esl user display write(), Figure 51, are implemented in esl tag user display driver.c.

Note: If using the functions provided in esl tag user display driver.c, include the header file
esl tag user display driver.hinapp.c (#include "esl tag user display driver.h").

In addition, a separate storage for images is also needed (line 345 in Figure 48).

[ ] [ ] ESL_GA - ESL_TAG_bt_soc_esl_tag/app.c - Simplicity Studio™
R I e L ] ¥ooF G 485 fy Welcome #D Recent BB Tools W, install 8 Preferences [ a7 Launcher {}<Simplicity IDE> A Energy Profiler &, Network Analyzer |{} Simplicity IDE | 4% Debug
[ Project Explorer X = O || ESL_TAG_bt_soc_esl_tag.slcp [€] appe X =0

& G 8 315
~ BERY @ § 316= void esl_core_boot_event(void)
LJ ESL_AP_boctloader-uart-bgapi 317 {
LJ ESL_AP_bt_ncp_es|_ap 318 sl_status_t sc;
[ ESL_TAG_bootloader-appl 0 = = - =
v =3 G A
bEgl‘m?_m‘SDc‘asng [GRL) AR 321 // Display info for the 2nd display (Electronic Paper Display)
> ﬁ Binaries -
> [l Includes 323
> [=autogen 324 /f 2nd display - create
> G contig 325 sc = esl_display_create(EPD_DISPLAY_WIDTH, EPD_DISPLAY HEIGHT, ®8x@1, &info);
1 ﬂ —_ | TaT] i Hh’\-
> [Zgecko_sdk_4.3.0 227
? [ GNU ARM v10.3.1 - Default 328 // 2nd display - register / add
¥ (= image 329 sc = esl_display_add(info, esl_user_display_init, esl_user_display_write);
> [Bappe Lt asl S S SLATIS O
> [@apph 331 ]
N 332 // suppress the compiler warning if none of the optional ESL characteristics are present
> [ esl_tag_user_display_driver.c 333 (void)sc;
>[4 main.c 334 #if defined(gattdb_esl image_info) & defined(SL_CATALOG_DMD_MEMLCD_PRESENT)}
> @s\_gan_sewrca_davicE_A'nformal 335 // Please don't forget to adjust max. image pool size if resolution increases!
+ create_bl_files_tzma bat 336 sc = esl_image_add(SL_MEMLCD_DISPLAY_WIDTH,
. " 337 SL_MEMLCD_DISPLAY_HEIGHT,
create_bl_files_zma.sh 338 SL_MEMLCD_DISPLAY BFP);
- create_bl_files.bat 339 s1_bt_esl_assert(sc == SL_STATUS_OK);
[ create_bl_files.sh 340 sc = esl_image_add(SL_MEMLCD_DISPLAY_WIDTH,
oL ESL_TAG_bt_soc_esl_tag.slep 341 SL_MEMLCD_DISPLAY_HEIGHT,
L_TAG_bt_scc_esl_tag.sips 342 SL_MEMLCD_DISPLAY_BPP);
—1AG_bt_soc_esL| 2 Ll il Py
5l readme.md 308
345 sc = esl_image_add(EPD_DISPLAY_WIDTH,
346 EPD_DISPLAY_HEIGHT,
347 EPD_DISPLAY_BPP);
ia Ll il PO 1
349
350 #endif // gattdb_esl_image_info
351

352 #ifdef SL_CATALOG_ESL_TAG_PD_EPD_DRIVER_PRESENT
353 #if PD_EPD_DISPLAY_COLOR_TYPE == PD_EPD_SPECTRA
354 const uint8_t bpp = PD_EPD_THREE_COLOR_BPP;

355 #else

356 comst uint8_t bpp = PD_EPD_MONOCHROME BPP;

357 #endif

358 sc = esl_image_add ( PD_EPI

Figure 48. In additon to software components configuration, the display instance has to be created with function
esl display create(), line 325, and it also has to be added to the display registry with es1_display add(), line 329.
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In this example, also the third image configuration on line 345 differs from the previous one; now the third image is being

used with the electronic paper display (EPD), while the first two are being displayed on the WSTK LCD.

The optional es1 user display init () is called at startup and intended for code required to initialize the display on power-
on situation.

A R Lir Gl o v [ 4 Welcome FDRecent 558 Tools B, Install % Preferences i [ &7 Launcher {} <Simplicity IDE> M-Energy Profiler , Network Analyzer | {} Simplicity IDE | %§ Debug
[{5 Project Explorer X I = B | &k ESL_TAG_bt_soc_esl_tag.slcp ‘ (€] app.c [@ esl_tag_user_display_driver.c X I = g8
& 2 ; st
B 5 ‘1? @ g 78=sl_status_t esl_user_display_init(int param_count, ...}
L0 ESL_AP_bootloader-uart-bgapi 79 {
LI ESL_AP_bt_ncp_esl_ap 8e TIEEELREEETLETRS LRSS LERTL LI IR LI A LT LR ETEATELTEEL LI P LRI ELf i ET
- 81 // Please note that implementing this function can be omitted if unnecessary
DCESL'TAGJ,MHOMW appla.adar 82 / - in that particular case just pass a NULL pir to the esl_display_create()
¥ bEﬁL_TAC_U;t_su:_asl_tag [GNU AR 83 // call in the appropriate parameter
* 3% Binaries N i
> ilincludes 85
> (= autogen 86 // Declaring pointer to the argument list
> = config 87 va_list ptr;
as // Default status is SL_STATUS_FAIL, set to SL_STATUS_OK once the display
? (=rgecko_sdk_4.3.0 89 // has been initialized successfully.
? (= GNU ARM v10.3.1 - Default 99 sl_status_t status = SL_STATUS_FALL;
> (= image 91 // Variable for ya parameter
> [gappc ;g uint8_t index; // 2nd parameter
> |8l app.h _ ) 94 // User display init: Invalid parameters!
’ %95‘-‘39-"”'-‘1'59'“-""“'—= 95  sl_bt_esl_assert{param_count == ESL_DISPLAY_INIT_FUNC_PARAMETERS_COUNT);
> main.c 96
> @sI_gatt_sarvi:a_dawca-infnrman 97 I Inltl?llllnq argument ;u the list pointer
o . 98 va_start(ptr, param_count);
te_bl_fil .bat
cmata'b"f!lauzm : 99 // Extract the index value (the only extra parameter)
create_bl_files_lzma.s! 100 index = (uint8_t)va_argl(ptr, int);
create_bl_files.bat 101 va_end(ptr);
create_bl_files.sh 102

M ESL_TAG_bt_soc_es|_tag.slcp 183 FIELEEEEEELELLE LT LR LD R DRI IR EE LTI IA IR D EEE LI LA I L IAI T
2 ESL_TAG_bt_soc_esl_tag.slps 104 // Put your additienal display driver init code here! '
‘:z‘ - - 105 // This is called once, during the invocation of esl_display_create(). I
5] readme.md 106 // Temporary blocking functions are allowed to be called from here yet not /,’
187 // recommended.

108 // If the display needs pre-initialization - especially if it takes longer /,’
109 // time to finish (e.g. internal boot of the display or a clock to become //
110 // stable) - then it 1s highly recommended to take those pre-steps in the //
111 // callback called app_init(), instead - and take only the post-init steps //

112 ,’/ nere, if there's any. //
113 Do not forget to set result = SL_STATUS_OK after successful init

114 ///////I////If'//flf'//f////‘/’////'///I/'f'//If’f'//‘I!//‘/‘///////I////I!///‘I!///////‘//
115

116 return status;

17 }

Figure 49. Template for the display i lization function

The only mandatory function to be implemented is the es1 _user display write (). This function is called when the access point
requests the ESL tag to display an image on the external display.

The image data can be accessed with an API call es1 _image get data (). The function requires four parameters: the index of
the image to be fetched, pointer to an offset variable containing the number of bytes already read (if read in chunks), size of the buffer
used, and pointer to the buffer:

[ N ] 4 ESL_GA - ESL_TAG_bt_soc_esl_tag] ko_sdk_4.3.0/, bl h/ |_tag_corefincfes|_tag_image_core.h - Simplicity Studio™
R A g LcF G * i Welcome #D) Recent ools ¥, Install XgPreferences [ P Launcher {}<Simplicity IDE> AEnergy Profiler b, Network Analyzer |{} Simplicity IDE | 4§ Debug
¥ Project Explorer X I = B || ESL_TAG_bt_soc_esl_tag.slcp ‘ [l app.c | [€] esl_tag_user_display_driver.c I [B esl_tag_image_core.h X I =8
ES Y@ | 6o/ o
1] ESL_AP_bootloader-uart-bgapi 62 * Getter for an ESL Tag image raw data chunk
63 *
gESL_AP_bt_n:p_as\_ap 64 x am[in] uint8_t image_index Index of the image to get raw data chunk of
ESL_TAG_bootloader-apploader 65 [out] uintl6_t =offset Size of data already read out
v (S ESL_TAG_bt_soc_es_tag [GNU AR 66 ox [in] uintl6_t buf_size Actual size of the target buffer
> a;;'Elmarias 67 *x am[out] uint8_t xtarget_buf Buffer address to copy the image chunk into
> [l Includes 68 x @note To get full image data this function needs to be called repeatedly
> Cautogen 69  * until the offset value increases - offset in caller has to be
70 x persistent during the process, and usually its value must be set to 0,
2 [z=config 71 * initially
> [=gecko_sdk_4.3.0 72 * @return sl_status_t
> [=GNU ARM v10.3.1 - Default 73
> (= image 74 sl_status_t esl_image_get_data(uint8_t image_index, uintl6_t= offset,
75 uintlé_t buf_size, uint8_t *target buf)'
> [ app.e 76
=

Figure 50. Prototype of the es1_image get _data() function
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% ESL_GA - ESL_TAG_bt_soc_esl_tag/esl_tag_user_display_driver.c - Simplicity Studio™

- v L= e [ 8 fy Welcome #D Recent B Tools W, install %% Preferences [ a7 Launcher {}<Simplicity IDE> A Energy Profiler &, Network Analyzer |{} Simplicity IDE | 4% Debug
Lt. Project Explorer X I =8 .H. ESL_TAG_bt_scc_esl_tag.slcp |@ app.c I@ esl_tag_user_display_driverc X I = B8
BESYE § 377 sl_status_t esl_user_display_write(int param_count, ...)
L ESL_AP_boctloader-uart-bgapi 38
] ESL_AP_bt_ncp_es|_ap 39 // Please note that implementing this function is mandatory.
[ ESL_TAG_bootloader-apploader 40 ) _ _
© [ESESL_TAG_bt_soc_ssl_tag [GNU AR :; Cg ]Dj;larmqut:%nter to the argument list

> 3% Binaries 43 // Default status is SL_STATUS_IN_PROGRESS, set to SL_STATUS_OK once the
> [l Includes 44 // display data has been written successfully.
> (3 autogen 45 sl status t status = SL_STATUS_IN_PROGRESS;
> (= contig 46 // Variables for va parameters

a7 uint8_t display_index; // 2nd parameter
? ([zgecko_sdk_4.3.0 48 uint8_t image_index; /4 3rd parameter
> [2GNU ARM v10.3.1 - Default 49
> [=image 50 // User display write: Invalid parameters!
> [dappe 51 s1_bt_esl_assert(param_count == ESL_DISPLAY_WRITE_FUNC_PARAMETERS_COUNT);

52
> [apoh N 53 // Initializing argument to the list pointer
> [g] esl_tag_user_display_driver.c 54 va_start(ptr, param_count);
> [£ mainec 55
> [ sl_gatt_service_device_informat 56 // Accessing variables (after each call to va_arg our ptr points to next one)

57 display_index = (uint8_t)va_arg(ptr, int);

+ create_bl_fil bat =
create ls_fzma.ha 58 image_index = (uintB_t)va_arg(ptr, int);

B3 create_t o

“ create_| 60 // end argument list traversal

[ create_bl_files.sh 61 va_end(ptr};

M, ESL_TAG_bt_soc_es|_tag.slcp 62

=) ESL_TAG_bt_soc_esl_tag.sips 63 ///I///f////f‘////‘l///l///N‘////‘////‘I///h’//N‘////‘////‘////‘I!//I!//I/////////‘I!
= - I 64 // Put your additional display driver write code here!

= readme.md 65 77

This is called by ESL display core on appropriate reguest coming from //
66 // the ESL Access Point the ESL Tag is synchronized to. I
67 // Please do not call any long term blocking functiens from here! I
68 /f If the write goes slowly on your display, and especially, if it needs I
69 // a seguence of multiple transactions which takes long time, then please //
70 // do the scheduling only from here. I/
71 // Do not forget to set result = SL STATUS_OK after successful operation, //

72 // including the scheduling onl it's the

73 ///I!//////I/////‘I///I///I/////////‘I/I/I///I///I/////‘////‘I!III!//I/////‘////‘I/
74

75 return status;

76 }

Figure 51. Template for the display write function

[ NN ) Python XH1
disconnect
30/May 15:14:@5.551: LIB - INFO - [API] Requested: Write Control Point @ esl_lib.c:379 in esl_lib_write_control_point
30/May 15:14:@5.658: AP - INFO - Command written successfully
30/May 15:14:@5.658: LIB - INFO - [API] Requested: Initiate PAST @ esl_lib.c:603 in esl_lib_initiate_past

[TAG] BLE Address: 8C:F6:81:B8:82:BE

[TAG] ESL Adress: 1 (9x0001)

[TAG] ESL ID: 1

[TAG] Group ID: @

[TAG] AP sync key: *EE® (Set)

[TAG] Response key: *rEx (Set)

SEL LU JZ4011
[@] width: 128 height: 128 type: 1
[1] width: 64 height: 128 type: 1

Display:

[TAG] Max image index: Z
[TAG] Sensors: [@] Present input voltage
[1] Present device operating temperature
[2] Device firmware wversion
[3] Date of manufacture
[4] Device operating temperature range specification
[5] Silabs readout counter
[6] Present ambient temperature
[7] Silabs button

[TAG] LED Info: [@] Colored, current color: RGB(@Z3)
[TAG] PnP Info: Vendor: Silabs Product_ID: @x351 Product_version: ©0xa@@
[TAG] Last status: Synchronized (@x@002)

Figure 52. After modifications shown in Figure 46 - Figure 51, the tag will have two displays. The added, second display is
now listed with index 1.

silabs.com | Building a more connected world. Rev. 0.3 | 50




AN1419: BLE Electronic Shelf Label (ESL)
Demo

8 Demo

The access point can also be controlled with a EFR Connect mobile application. This requires some additional steps when preparing
the ESL tag hardware.

First, build the Bootloader — SoC Bluetooth AppLoader OTA DFU and Bluetooth - SoC ESL Tag projects normally, as described
in chapter 5.2 ESL Tags. Program the bootloader into the ESL tag with Simplicity Studio (or optionally with Simplicity Commander).
The compiled application binary will be programmed to the ESL tag by using a separate software called qrcode generator.py,
which is in the same folder as the access point (<SDK path>/app/bluetooth/example host/bt host esl ap).

Note: The PATH environment variable must include the path to Simplicity Commander executable, since the grcode_generator.py
will use the Simplicity Commander to program the modified application binary to the ESL tag(s).

The grcode_generator.py will create a QR code to be used to identify the ESL tag and merge it to the original application binary.
Once merged, the grcode_generator.py calls Simplicity Commander and programs the ESL tag.

To program the ESL tag, use the qrcode_generator.py and provide the target device and original .hex file as parameters:

grcode generator.py -s <Serial No> <Path to hex>

e.g.
./grcode_generator.py -s 440284846 bt soc_esl tag.hex

L NN ] -zsh x®1

(bt_host_esl_ap) [SiLabs - ESL]¥ ls * . hex
bt_soc_esl_tag.hex

(bt_host_esl_ap) [SiLabs - ESL]¥% ./qrcode_generator.py -s 440284846 bt_soc_esl_tag.hex
UID: 8c:f6:81:b8:82:be

Generated QR code size: 111x111

Scaling it to: 128x128

Size of original picture data: 2048

Start address: @x44364

Created new hex file: merged.hex

Parsing file merged.hex. ..

Writing 237568 bytes starting at address 0x00012000
Comparing range @0x00012000 - 0x@0031FFF (128 KB)
Comparing range 0x00032000 - 0x0004BFFF (104 KB)
Programming range 0x00012000 - 0x00013FFF (8 KB)
Programming range ©x00014000 - @x00015FFF (8 KB)
Programming range 0x00016000 - @x00017FFF (8 KB)
Programming range 0x00018000 - @x00@19FFF (8 KB)
Programming range 0x0001A000 - 0x@@@1BFFF (8 KB)
Programming range @x0001C000 - @x0001DFFF (8 KB)
Programming range @x0001EQ00 - @x0001FFFF (8 KB)
Programming range 0x00020000 - @0x00021FFF (8 KB)
Programming range 0x00022000 - 0x0@023FFF (8 KB)
Programming range 0x00024000 - 0x00025FFF (8 KB)
Programming range @x00026000 - 0x00027FFF (8 KB)
Programming range 0x00028000 - @0x00029FFF (8 KB)
Programming range 0x0002A000 - @x00@2BFFF (8 KB)
Programming range 0x0002C000 - 0x@@02DFFF (8 KB)
Programming range @x0002EQ00 - @x0002FFFF (8 KB)
Programming range @x00030000 - @x00031FFF (8 KB)
Programming range 0x00032000 - @x00@33FFF (8 KB)
Programming range 0x00034000 - 0x@@@35FFF (8 KB)
Programming range 0x00036000 - 0x00037FFF (8 KB)
Programming range @x00038000 - @x00039FFF (8 KB)
Programming range 0x0003A000 - @x00@3BFFF (8 KB)
Programming range 0x0003C000 - 0x@@@3DFFF (8 KB)
Programming range 0x0003E000 - 0x0@@3FFFF (8 KB)
Programming range @x00040000 - 0x00041FFF (8 KB)
Programming range 0x00042000 - @x00043FFF (8 KB)
Programming range 0x00044000 - 0x00@45FFF (8 KB)
Programming range 0x00046000 - 0x00047FFF (8 KB)
Programming range @x00048000 - 0x00049FFF (8 KB)
Programming range 0x0004A000 - @x0004BFFF (8 KB)
Flashing completed successfully!

DONE

(bt_host_esl_ap) [SiLabs - ESL]%¥ ls *.hex
bt_soc_esl_tag.hex merged. hex
(bt_host_esl_ap) [Silabs - ESL]% [l

Figure 53. Programming ELS Tag with image prepared for a demo
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Once the grcode_generator.py has programmed the merged binary to the ESL tag (indicated with line "Flashing completed success-
fully!), the ESL tag will boot and display a QR code on the WSTK LCD display.

Wireless Gecko
2.4 GHz
6 dBm

EFR32xG22

SILICON LABS rese

.
GND P8 F10PL2 PLA GNDPIS

Figure 54. ESL Tag prepared for a demo

In order to use the demo functionality, also the access point has to be started in demo mode (with command line options --demo -
u), or the demo mode can also be enabled via running access point with command demo on.

(bt_host_esl_ap) [SilLabs - ESL]% python app.py --demo -u /dev/tty.usbmodem@@04402847501
14/Sep 15:06:12.657: AP - WARNING - Starting with NCP encryption disabled!
[I] Opened port on posix.

14/Sep 15:06:12.667: LIB - INFO - [CORE] Resetting NCP target... in esl_lib_init() @ 131:esl_lib_core.c

[I] Bluetooth stack booted: v6.1.0-b1357

14/Sep 15:06:12.836: LIB - INFO - [CORE] Bluetooth type @ public address: 8C:F6:81:B8:83:66 in esl_lib_core_on_bt_event() @ 221:esl_lib_core.
c

14/Sep 15:06:12.858: AP - INFO - Command line event handler started, system is idle.

14/Sep 15:06:12.858: AP - INFO - Type 'help' for available commands.

14/Sep 15:06:13.013: AP - INFO - Periodic advertisement started.

14/Sep 15:06:13.825: AP - INFO - Scanning started.

14/Sep 15:06:13.100: TAG - INFO - ESL service found at BLE address: 8(C:F6:81:B8:82:BE, type @ with RSSI: -25 dBm

Figure 55. Running ESL access point demo

When the access point is used in demo mode, it advertises its existence. Now the user can connect to the access point with EFR
Connect mobile application. Select the Demo tab, and then the ESL Demo application.
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Figure 56. ESL Demo in EFR Connect mobile application

Enabling the Demo feature on the ESL access point will make the access point to advertise, and now the EFR Connect mobile
application can create a connection to the access point.
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Figure 57. ESL access point visible in EFR Connect mobile application

Successful connection creation will also be indicated by the access point, as show in Figure 57.

Python a1

(bt_host_esl_ap) [Silabs - ESL]% python app.py --demo -u /dev/tty.usbmodem@0@4402847501

14/Sep 15:06:12.657: AP - WARNING - Starting with NCP encryption disabled!

[I1 Opened port on posix.

14/Sep 15:06:12.667: LIB - INFO - [CORE] Resetting NCP target... in esl_lib_init() @ 131:esl_lib_core.c

[I] Bluetooth stack booted: v6.1.0-b1357

14/Sep 15:06:12.836: LIB - INFO [CORE] Bluetooth type @ public address: 8C:F6:81:B8:83:66 in esl_lib_core_on_bt_event() @ 221:esl_lib_core.
[4

14/Sep 15:06:12.858: AP - INFO
14/Sep 15:06:12.858: AP - INFO
14/Sep 15:06:13.013: AP - INFO
14/Sep 15:06:13.025: AP - INFO Scanning started.

14/Sep 15:06:13.10@: TAG - INFO ESL service found at BLE address: 8C:F6:81:B8:82:BE, type @ with RSSI: -25 dBm
14/Sep 15:07:00.569: AP - INFO - AP control status connected

14/Sep 15:07:01.423: AP - INFO AP control status subscribed

Command line event handler started, system is idle.
Type 'help' for available commands.
Periodic advertisement started.

Figure 58. EFR Connect mobile application connected to the ESL access point

The ESL tags can now be associated to the ESL network by reading the QR code displayed on the WSTK LCD screen with the EFR
Connect mobile app. Click the QR code symbol (upper left corner on Figure 58), and read the ESL Tag's QR code.
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Figure 59. EFR Connect ready to scan ESL Tag QR codes

Once the QR has been read, the mobile app will command the access point to connect to the ESL tag in quesition, and the tag will
be in configuring state, Figure 60.

(bt_host_esl_ap) [Silabs - ESL]% python app.py --demo -u /dev/tty.usbmodem@@@4402847501

14/Sep 15:06:12.657: AP - WARNING - Starting with NCP encryption disabled!

[I1 Opened port on posix.

14/Sep 15:06:12.667: LIB - INFO - [CORE] Resetting NCP target... in esl_lib_init() @ 131:esl_lib_core.c

[I] Bluetooth stack booted: v6.1.0-b1357

14/Sep 15:06:12.836: LIB - INFO [CORE] Bluetooth type @ public address: 8C:F6:81:B8:83:66 in esl_lib_core_on_bt_event() @ 221:esl_lib_core.
[4

14/Sep 15:06:12.858: AP - INFO - Command line event handler started, system is idle.
14/Sep 15:06:12.858: AP - INFO - Type 'help' for available commands.

14/Sep 15:06:13.013: AP - INFO - Periodic advertisement started.

14/Sep 15:06:13.025: AP - INFO - Scanning started.

14/Sep 15:06:13.100: TAG - INFO ESL service found at BLE address: 8C:F6:81:B8:82:BE, type @ with RSSI: -25 dBm
14/Sep 15:07:00.569: AP - INFO - AP control status connected

14/Sep 15:07:01.423: INFO AP control status subscribed

14/Sep 15:07:21.001: AP INFO Command arrived from controller: connect 8c:f6:81:b8:82:be

14/Sep 15:07:21.085: AP - INFO Bonding LTK found for ESL at 8C:F6:81:B8:82:BE, type @

14/Sep 15:07:21.006: AP INFO Request connecting to: 8C:F6:81:B8:82:BE, type @ via connectable advertisement
14/Sep 15:07:26.196: TAG - INFO Reading tag information from address 8C:F6:81:B8:82:BE, type @

14/Sep 15:07:26.197: TAG - INFO Registering ESL Tag at BLE address: 8C:F6:81:B8:82:BE, type @

14/Sep 15:07:26.663: TAG - INFO Silabs device found - vendor opcodes are not defined

>
3
[ |
[

Figure 60. ESL access point after connecting ESL tag via EFR Connect mobile application

On this state, the mobile app will ask if the tag should be configured, Figure 61. If the Configre option is selected, the access point
will assing an ESL ID and group for the tag, and read and write all the other necessary configuration parameters, Figure 62.
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Figure 61. ESL tag connected, ready to be configured

The ESL access point command line interface will also show that the ESL tag has now been configured.

O Python a1

(bt_host_esl_ap) [Silabs - ESL]% python app.py --demo -u /dev/tty.usbmodem@0@4402847501

14/Sep 15:06:12.657: AP - WARNING - Starting with NCP encryption disabled!

[I1 Opened port on posix.

14/Sep 15:06:12.667: LIB - INFO - [CORE] Resetting NCP target... in esl_lib_init() @ 131:esl_lib_core.c

[I] Bluetooth stack booted: v6.1.0-b1357

14/Sep 15:06:12.836: LIB - INFO [CORE] Bluetooth type @ public address: 8C:F6:81:B8:83:66 in esl_lib_core_on_bt_event() @ 221:esl_lib_core.
[4

14/Sep 15:06:12.858: AP - INFO - Command line event handler started, system is idle.
14/Sep 15:06:12.858: AP - INFO - Type 'help' for available commands.

14/Sep 15:06:13.013: AP - INFO - Periodic advertisement started.

14/Sep 15:06:13.025: AP - INFO - Scanning started.

14/Sep 15:06:13.10@: TAG - INFO ESL service found at BLE address: 8C:F6:81:B8:82:BE, type @ with RSSI: -25 dBm
14/Sep 15:07:00.569: AP - INFO - AP control status connected

14/Sep 15:07:01.423: AP - INFO AP control status subscribed

14/Sep 15:07:21.001: AP - INFO Command arrived from controller: connect 8c:f6:81:b8:82:be

14/Sep 15:07:21.085: AP - INFO Bonding LTK found for ESL at 8C:F6:81:B8:82:BE, type @

14/Sep 15:07:21.006: AP - INFO Request connecting to: 8C:F6:81:B8:82:BE, type @ via connectable advertisement
14/Sep 15:07:26.196: TAG - INFO Reading tag information from address 8C:F6:81:B8:82:BE, type @

14/Sep 15:07:26.197: TAG - INFO Registering ESL Tag at BLE address: B8C:F6:81:B8:82:BE, type @

14/Sep 15:07:26.663: TAG - INFO Silabs device found - vendor opcodes are not defined

14/Sep 15:07:37.591: AP - INFO Command arrived from controller: config full

14/Sep 15:07:37.591: AP - INFO New auto ESL Address: 0x0000

14/Sep 15:@7:37.965: TAG - INFO ESL Tag fully provisioned at address 8C:F6:81:B8:82:BE, type @

Figure 62. ESL Tag configured

In addition. the EFR Connect mobile app will also offer an opportunity to upload an image from the mobile to the ESL tag, Figure 63
and Figure 64, and optionally to display the image automatically on the tag.

silabs.com | Building a more connected world. Rev. 0.3 | 56




AN1419: BLE Electronic Shelf Label (ESL)
Demo

BN 61%

Upload a new image

Select a slot on the ESL Access Point to
which you wish to upload the new image.
Choosing an occupied slot will result in
overwriting the stored image with the new
one.

Notes: The recommended image size is below
100KB

The presented images info may be outdated if you
controlled the ESL Access Point outside of this
app (e.g. through the Command Line Interface)

Image to upload:

=J
Display the image after uploading

Cancel Upload

Figure 63. Uploading images to ESL tag via EFR Connect mobile application

(bt_host_esl_ap) [Silabs - ESL]% python app.py --demo -u /dev/tty.usbmodem@0@4402847501

14/Sep 15:06:12.657: AP - WARNING - Starting with NCP encryption disabled!

[I1 Opened port on posix.

14/Sep 15:06:12.667: LIB - INFO - [CORE] Resetting NCP target... in esl_lib_init() @ 131:esl_lib_core.c

[I] Bluetooth stack booted: v6.1.0-b1357

14/Sep 15:06:12.836: LIB - INFO [CORE] Bluetooth type @ public address: 8C:F6:81:B8:83:66 in esl_lib_core_on_bt_event() @ 221:esl_lib_core.
[4

14/Sep 15:06:12.858: AP - INFO - Command line event handler started, system is idle.
14/Sep 15:06:12.858: AP - INFO - Type 'help' for available commands.

14/Sep 15:06:13.013: AP - INFO - Periodic advertisement started.

14/Sep 15:06:13.025: AP - INFO - Scanning started.

14/Sep 15:06:13.10@: TAG - INFO ESL service found at BLE address: 8C:F6:81:B8:82:BE, type @ with RSSI: -25 dBm
14/Sep 15:07:00.569: AP - INFO - AP control status connected

14/Sep 15:07:01.423: AP - INFO AP control status subscribed

14/Sep 15:07:21.001: AP - INFO Command arrived from controller: connect 8c:f6:81:b8:82:be

14/Sep 15:07:21.085: AP - INFO Bonding LTK found for ESL at 8C:F6:81:B8:82:BE, type @

14/Sep 15:07:21.006: AP - INFO Request connecting to: 8C:F6:81:B8:82:BE, type @ via connectable advertisement
14/Sep 15:07:26.196: TAG - INFO Reading tag information from address 8C:F6:81:B8:82:BE, type @

14/Sep 15:07:26.197: TAG - INFO Registering ESL Tag at BLE address: B8C:F6:81:B8:82:BE, type @

14/Sep 15:07:26.663: TAG - INFO Silabs device found - vendor opcodes are not defined

14/Sep 15:07:37.591: AP - INFO Command arrived from controller: config full

14/Sep 15:07:37.591: AP - INFO New auto ESL Address: 0x0000

14/Sep 15:@7:37.965: TAG - INFO ESL Tag fully provisioned at address 8C:F6:81:B8:82:BE, type @

14/Sep 15:08:09.586: AP - INFO - Command arrived from controller: image_update @ image.png

14/Sep 15:08:09.587: AP - INFO Image update command arrived from controller with the following parameters: index @, filename image.png
14/Sep 15:08:14.852: TAG - INFO Display type matches object type for address 8C:F6:81:B8:82:BE, type @

14/Sep 15:08:14.866: AP - INFO Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot @
14/Sep 15:08:14.915: TAG - INFO Image sent to device at address 8C:F6:81:B8:82:BE, type @

14/Sep 15:08:15.002: AP - INFO Command arrived from controller: disconnect

14/Sep 15:08:15.067: TAG - INFO Command: 0400 written successfully for 8C:F6:81:B8:82:BE, type @

14/Sep 15:08:18.873: TAG - INFO Connection to 8C:F6:81:B8:82:BE, type @ closed with reason SL_STATUS_BT_CTRL_REMOTE_USER_TERMINATED
14/Sep 15:08:18.967: AP - INFO Command arrived from controller: display_image @ @ @

14/Sep 15:08:18.969: AP - INFO Display image command arrived from controller

14/Sep 15:08:19.435: AP - INFO - Reply in slot @ from ESL ID @ in group @.

14/Sep 15:08:19.435: RSP - INFO - Display State Response received

D Display state: Display_Index: @ Image_Index: @ (@x110000)

Figure 64. Image uploaded to the ESL tag

silabs.com | Building a more connected world. Rev. 0.3 | 57




AN1419: BLE Electronic Shelf Label (ESL)
Demo

Once the connection to the ESL tag has been closed, the tag can be controlled via EFR Connect mobile application. For example,
the LED(s) can be turned on, as shown in Figure 65. This will also be indicated on the access point command line interface, Figure
66.

1508 B @ BN P61%a

€<  ESL Network c

Group control

er =
Configured tags

8C:F6:81:B8:82:BE c
ESL Tag ID: 0

5 = o ¥

@] 11

Figure 65. Controlling the ESL tag via EFR Connect mobile application
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@00 Python %1
(bt_host_esl_ap) [SilLabs - ESL]% python app.py --demo -u /dev/tty.usbmodem@004402847501
14/Sep 15:06:12.657: AP - WARNING - Starting with NCP encryption disabled!
[I] Opened port on posix.
14/Sep 15:06:12.667: LIB - INFO - [CORE] Resetting NCP target... in esl_lib_init() @ 131:esl_lib_core.c
[I] Bluetooth stack booted: v6.1.@-b1357
14/Sep 15:06:12.836: LIB - INFO - [CORE] Bluetooth type @ public address: 8C:F6:81:B8:83:66 in esl_lib_core_on_bt_event() @ 221:esl_lib_core.

c

14/Sep 15:06:12.858: AP INFO
14/Sep 15:06:12.858: AP - INFO
14/Sep 15:06:13.013: AP INFO
14/Sep 15:06:13.025: AP INFO
14/Sep 15:06:13.100: TAG - INFO

Command line event handler started, system is idle.

Type 'help' for available commands.

Periodic advertisement started.

Scanning started.

ESL service found at BLE address: 8C:F6:81:B8:82:BE, type @ with RSSI: -25 dBm

14/Sep 15:07:00.569: AP - INFO - AP control status connected

14/Sep 15:07:01.423: AP - INFO - AP control status subscribed

14/Sep 15:07:21.001: AP - INFO - Command arrived from controller: connect 8c:f6:81:b8:82:be

14/Sep 15:07:21.005: AP - INFO - Bonding LTK found for ESL at 8C:F6:81:B8:82:BE, type @

14/Sep 15:07:21.006: AP - INFO - Request connecting to: 8C:F6:81:B8:82:BE, type @ via connectable advertisement

14/Sep 15:07:26.196: TAG - INFO
14/Sep 15:07:26.197: TAG - INFO
14/Sep 15:07:26.663: TAG - INFO
14/Sep 15:07:37.591: AP - INFO
14/Sep 15:07:37.591: AP - INFO
14/Sep 15:07:37.965: TAG - INFO
14/Sep 15:08:09.586: AP - INFO
14/Sep 15:08:09.587: AP - INFO
14/Sep 15:08:14.052: TAG - INFO
14/Sep 15:08:14.066: AP - INFO
14/Sep 15:08:14.915: TAG - INFO
14/Sep 15:08:15.002: AP - INFO
14/Sep 15:08:15.067: TAG - INFO
14/Sep 15:08:18.873: TAG - INFO
14/Sep 15:08:18.967: AP - INFO
14/Sep 15:08:18.969: AP - INFO

Reading tag information from address 8C:F6:81:B8:82:BE, type @
Registering ESL Tag at BLE address: 8C:F6:81:B8:82:BE, type @
Silabs device found - vendor opcodes are not defined
Command arrived from controller: config full
New auto ESL Address: 0x0000
ESL Tag fully provisioned at address 8C:F6:81:B8:82:BE, type @
Command arrived from controller: image_update @ image.png
Image update command arrived from controller with the following parameters: index @, filename image.png
Display type matches object type for address 8C:F6:81:B8:82:BE, type @
Image update started for tag at 8C:F6:81:B8:82:BE, type @ to image slot @
Image sent to device at address 8C:F6:81:B8:82:BE, type @
Command arrived from controller: disconnect
Command: 0400 written successfully for 8C:F6:81:B8:82:BE, type @
Connection to 8C:F6:81:B8:82:BE, type @ closed with reason SL_STATUS_BT_CTRL_REMOTE_USER_TERMINATED
Command arrived from controller: display_image @ @ @
Display image command arrived from controller
14/Sep 15:08:19.435: AP - INFO Reply in slot @ from ESL ID @ in group @.
14/Sep 15:08:19.435: RSP - INFO Display State Response received
Display state: Display_Index: @ Image_Index: @ (0x110000)

14/Sep 15:08:33.872: AP - INFO - Command arrived from controller: led on @
14/Sep 15:08:34.851: AP - INFO - Reply in slot @ from ESL ID @ in group @.
14/Sep 15:08:34.851: RSP - INFO - Led State Response received

LED State: LED_Index: @ (@x0100)

0

Figure 66. LED state change when controlled via EFR Connect mobile application
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A. Supported Radio Boards

Bluetooth ESL Tag Boards

BRD4176A BRD4187A BRD4308C
BRD4180A BRD4187B BRD4308D
BRD4180B BRD4187C BRD4311A
BRD4181A BRD4188A BRD4311B
BRD4181B BRD4188B BRD4312A
BRD4181C BRD4195A BRD4316A
BRD4182A BRD4196A BRD4317A
BRD4185A BRD4197A BRD4318A
BRD4186A BRD4198A BRD4402A
BRD4186B BRD4308A

BRD4186C BRD4308B

Bluetooth ESL Access Point Boards

BRD4108A BRD4191A BRD4318A
BRD4182A BRD4310A BRD4319A
BRD4183A BRD4311A BRD4330A
BRD4183B BRD4311B BRD4331A
BRD4183C BRD4312A BRD4337A
BRD4184A BRD4314A BRD4402A
BRD4184B BRD4316A BRD4403A
BRD4185A BRD4317A
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