Tech Talks LIVE Schedule — Presentation will begin shortly

Silicon Labs LIVE:

Wireless Connectivity

Tech Talks

i D . -
eI ate Please take the poll while waiting and be entered to
Building a Proper Mesh Test Environment: How This Was Solved in Boston Thursday, July 2 receive a Mesh Starter kit.
Come to your Senses with our Magnetic Sensor Thursday, July 9
Exploring features of the BLE Security Manager Thursday, July 23
New Bluetooth Mesh Light & Sensor Models Thursday, July 30 '
Simplicity Studio v5 Introduction Thursday, August 6 ‘ ‘s’ -
P Y y & n b SITIN S e )
Long Range Connectivity using Proprietary RF Solution Thursday, August 13 —
Wake Bluetooth from Deep Sleep using an RF Signal Thursday, August 20

Find Past Recorded Sessions at:
https://www.silabs.com/support/training



https://www.silabs.com/support/training
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Building a Proper Mesh Test Environment:
How This Was Solved in Boston
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Agenda

= Why?

" Hardware
= Wireless Starter Kit
= Radio boards
= Packet Trace Interface

= Software
= SDKs
= Tools

" Demo

" Documentation




Silicon Labs Boston Office Test Network
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Why?

= Application Testing = Small Network
= Hardware Testing = Table top prototyping
= 3-6 nodes

= Compliance Testing Medium Network
= Medium Networ

= Typical In Home sized network
= 10-30 nodes

= Large Network
= Network algorithm testing
= Protocol testing

= Certification Testing

= |ndustrial/Commercial
= 100 - 300 nodes



Hardware



Development Hardware

Radio pin access headers for
prototyping

Radio card header for
Integrate J-Link debugger (\ easy swapping
Connect via USB or Ethernet
Virtual Com Port support
Packet Trace Antat

Energy Profiler

Expansion header for

Ultra-low power 128x128 pixel prototyping

memory LCD, buttons and LEDs

------
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USB Power or

> ARM Coresight 19-pin
Battery Power 8 P

debug/trace header

Advanced Energy Monitoring (AEM)
USB Serial Port
Packet Trace Port



EFR32 Radio Board
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EFR32MG12
SMA Connector (2.4GHz)
UFL Connecter (Sub-GHz)

Printed Inverted-F antenna
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Prototyping test setup

= \WWSTKs connected to USB

and ethernet

USB Power

Ethernet
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WSTKs + Radio Boards

Wireless Gecko
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Parts list

= Hex Standoff 1-3/4” Nylon #4-40
= Hex Nut %” Nylon #4-40
= Machine Screw Pan Phillips #4-40

alil



https://www.digikey.com/product-detail/en/keystone-electronics/4812/36-4812-ND/255349
https://www.digikey.com/products/en%3Fkeywords=36-9605-nd
https://www.digikey.com/products/en%3Fkeywords=36-9900-nd

SQA Testing Drawer

WSTKs + Radio Boards

Splitter

USB Power H

WSTKs

Radio Boards

USB Hub

Ethernet Switch

Attenuator Cable Splitter ‘ Ethernet H

S
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SQA Testing Drawer
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Parts list
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= Connector from chip to SMA cables

= SMA cables

= SMA connects to power splitter

= Attenuators —inline SMA (20 dBm example)

" Terminators on unused power splitter ports (to prevent RF bleeding)

By default the output of the matching network is connected to the printed
Inverted-F antenna by a series component.



https://www.digikey.com/product-detail/en/taoglas-limited/CAB-011/931-1098-ND/2332725
https://www.digikey.com/product-detail/en/cinch-connectivity-solutions-johnson/415-0033-024/J4124-ND/457111
https://www.minicircuits.com/WebStore/dashboard.html%3Fmodel=ZN4PD-272-S%252B
https://www.digikey.com/product-detail/en/cinch-connectivity-solutions-midwest-microwave/ATT-0290-20-SMA-02/652-1008-ND/3821436
https://www.digikey.com/products/en%3Fkeywords=WM9473-ND

Silicon Labs Office Test Network

= 500+ node test network for QA and performance testing
= Ability to configure various network topologies
= Consists of device clusters spaced over entire office

= Controlled over Ethernet backchannel
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Where’s my sniffer?

e e, Ty
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Packet Trace Interface (PTI)

= Direct feedback from baseband radio
= Raw TX and RX packet

= Timestamp, RSSI, channel, protocol,
etc.

® Implemented in hardware and radio
sequencer

= Dedicated UART/SPI interface

= Zero overhead to Cortex code

= Captured and timestamped by
Wireless Starter Kit (WSTK)
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5. Network — 1. Radio
Analyzer receives or
decodes and

transmits a
packet

visualizes the
packet

2. Frame
é}. PC reads controller
binary debug writes packet
packet from to PTI pin
WSTK
3. WSTK
captures and
timestamps

packet



Direct capture with PTI vs Sniffer

Gateway Node 1




Software



A Common Platform

o)
) Proprietary

€3 Bluetooth OPENTHREAD 7 zigbee FLEX SDK (1

released by Google

Customer Application Customer Application Customer Application

Application Customer Application

Network /
Transport Customer
Proprietary
Stack
Link Bluetooth Link Layer IEEE 802.15.4 MAC IEEE 802.15.4 MAC IEE,E bl
like MAC
Phvsical Bluetooth PHY I[EEE 802.15.4 PHY I[EEE 802.15.4 PHY Proprietary PHY
y (2.4 GHz) (2.4 GHz) (2.4 GHz) (2.4 GHz or Sub-GHz)
RAIL RAIL RAIL RAIL
Platform
Common Bootloader Common Bootloader Common Bootloader Common Bootloader
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Network Analyzer

Network-wide view of all packet activity

. .
== Network Analyzer - Live capture streamStack version: Connect stack, Default profile - Simplicity Studio ™ . C I t t k t ff t t
Fle et Fiters Window Hep orrelates network trattic Into events
[C-HRCcHBRAFR /P IP@iILviveecryovi@e T l|[SlRdald ®AAQEB=.8+5  TZL» =50

:=4 ‘ 1 Launcher {} Simplicity IDE %% Debug %, Network Analyzer

- Devicen2 5] = 8 = Custom decoding and filtering options

a *Live & ‘
SEAXRB-OR
+ & J-Link Silicon Labs (4400¢| | 0 saved fifters..| AND |
> < J-Link Silicon Labs (4400¢

= Log files accelerate Silicon Labs support

Time:1.278362s Real time:N/A Nodes:1 Event:EFR Tx packet Event Detail
PLAALETS

- . » IEEE 802.15.4 [10 bytes]
~ Connect Network Frame [5 bytes] .
Uses unique Packet Trace Port feature
Frame type: Data frame (0)
Endpoint ID: 0x00
Destination address: OXFFFF
Source address: 0x0000

Transactions  total:1 shown:1

Time Dur.. Summary NWK Src NWKD.. P#

I 1278362 0.001 Sensor/Sink: Advertise 0000 FFFF 1

M# E# Status

~ Connect Demo Decoder

Protocol Id: Sensor/Sink (OxCOOF)
Sensor Sink Command Id: Advertise (0x01)

Events total:3 shown:3 Decoders: Connect stack, Default profile

Time

0.0007...

0.0056...
C 1.2783..

Type

Packet
Packet
Packet

Summary

Beacon Request
Beacon

Sensor/Sink: Advertise

MAC ...

0000
0000

MAC ...
FFFF

FFFF
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Status

Hex Dump [35 bytes]
41 88 4C FF 01
00 00 FF FF 00
01 72 SF 16 FE
00 00 00 50 BS
01 00 00

FF
oo
FF
FD

<% Serial 0 <& Serial 1 2z Admin <% Debug
CULHVIO_Ls  I0-DLU UASIUNSU iU, 9. SUUU UKECAA
<string> A string. eg: 'foo" or {0A 1B 2C}

* Zero or more of the previous type
advertise —

counter <uint8_t> —

® | No translation ~ | Lineter | @ |No translation

<% Serial 0 =& Serial 1

& J-Link Silicon Labs (440080496) & J-Link Silicon Labs (440080497) ‘

~ | Line terminator: | CR-LF (DOS, 0S/2, MS

2% Admin <% Debug

start-energy-scan <uint8_t> <uint8_t> -

= 2-wire interface
= Qutputs every packet TX/RX with link quality

= Can be used to output application debug
statements

Advanced system-wide network debug and support




Stack Software

= Plugins for Zigbee

Throughput

Manufacturing Library CLI

Plugin: <> Throughput

Stack Diagnostics -
ality: @ Test Tool
Debug Extended Library = 2eceer

This plugin provides support both for generating traffic when doing coexistence testing, and for measuring network throughput. A
Packets are sent periodically on a CLI-programmable interval unless the packets-in-flight limit is exceeded.

Plugin: 4> Manufacturing Library CLI

= docs.silabs.com " Qualit: [ sample Code
Description:
] A pp F ramewor k C Ll The CLI for running manufacturing library commands. A

Plugin: <> Stack Diagnostics
Quality: @ Debug Tool
Description:
CLI commands for printing various information about the stack, such as the child table, neighbor table, and routing table. A

Plugin: 49> Debug Extended Library
Quality: ¥ Production Ready
Description:

This library provides extended debug support for the stack to send messages to the backchannel, which can be captured by Insight A
Desktop and displayed. The features are: (1) API Call Trace Output, (2) Debug Error Output, (3) Debug Printf Output.
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https://docs.silabs.com/zigbee/latest/af/group-cli

loT Utility Scripts

= Command-Line PTI Capture Utility (supported)
= GitHub pti capture

= Knowledge Base Article: Command-Line PTI Capture Utility

= Network testing Python Scripts (for fun)

24


https://github.com/SiliconLabs/IoT_Utility_Scripts/tree/master/pti_capture
https://www.silabs.com/community/wireless/zigbee-and-thread/knowledge-base.entry.html/2020/04/20/command-line_pticaptureutility-7IKO
https://www.dropbox.com/sh/hmj80bo8ihsj9n6/AADIS7shSn2rMK43ZDxBfJ3oa%3Fdl=0

Network Capture Live Demo



Prototyping test setup
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Documentation

= earn more at www.silabs.com/mesh-peformance
or check out the following application notes:

= AN1137: Bluetooth Mesh Network Performance

= AN1138: Zigbee Mesh Network Performance

= AN1141: Thread Mesh Network Performance

= AN1142: Mesh Network Performance Comparison

m FFR32MG12 2.4 GHz 10 dBm Radio Board BRD4162A Reference Manual

» UG104: Testing and Debugging Applications for the Silicon Labs EM35x and EFR32MG Platforms
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http://www.silabs.com/mesh-peformance
https://www.silabs.com/documents/public/application-notes/an1137-bluetooth-mesh-network-performance.pdf
https://www.silabs.com/documents/login/application-notes/an1138-zigbee-mesh-network-performance.pdf
https://www.silabs.com/documents/login/application-notes/an1141-thread-mesh-network-performance.pdf
https://www.silabs.com/documents/public/application-notes/an1142-mesh-network-performance-comparison.pdf
https://www.silabs.com/documents/public/reference-manuals/brd4162a-rm.pdf
https://www.silabs.com/documents/public/user-guides/ug104-test-debug-apps.pdf

Summary

= Exercise products in expected conditions

» Test for your use case
= PTl is our friend

= Silicon Labs offers hardware, software stack, and tools to get you up and running quickly

» Tested in real environments
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BG22 Virtual Workshop

Hands-on Virtual Bluetooth Workshop

= "¢ Develop a Secure loT Device
-=~ ona Thunderboard Kit

Learn how to develop and deploy more powerful, efficient, and secure loT products with your own
BG22 Thunderboard — free for all registrants!

New Session Open for July 28t — 30th
10:00AM -11:30 AM CST-T, W, Th

Register today! https://www.silabs.com/about-us/events/virtual-bluetooth-workshop
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https://www.silabs.com/about-us/events/virtual-bluetooth-workshop

Works with

SILICON L ABS

SEPTEMBER 9-10, 2020 | VIRTUAL

workswith.silabs.com

TWO DAYS OF TECHNICAL TRAINING
FROM BEGINNER TO ADVANCED
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Questions?

WWW.SILABS.COM



