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1 About this Document

This document provides the following information:

1. The RS9116W Module's Evaluation Kit (EVK)

2. Evaluating RS9116W EVK in WiSeConnect mode with Host MCU as STM32 NUCLEO-F411RE
3. RS9116W Interface pin configurations (for SPI, UART, and Power Save) with STM32

4. STM32 projects execution on the KEIL and STM32CubelDE

Note: STM32 NUCLEO-F411RE will be referred to as STM32 or STM32 NUCLEO in further documentation
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2 Getting Started with STM32 and RS9116W EVK

2.1 RS9116W Evaluation Kit Contents

The RS9116 Module Evaluation Kit comes with the following components:
1. RS9116 I/O Baseboard

RS9116 Wireless Daughter Card

Micro A/B-type USB cable

SDIO Connector*

SPI Connector

a r wDwn

Note: The SDIO host interface is currently not supported

1) Single Band EVK:

The below image is for the RS9116 connectivity Single Band ( 2.4Ghz) Evaluation kit. This contains the SDIO adaptor
cable, SPI cable, 10 baseboard, and Wireless daughter card.

SDIO Adapter Cable

h s Cable

2 Micro A/B-type USB Cable

RS9116 Connectivity
Single Band (2.4 GHz) Evaluation Kit

nelink™ vigeConnect

SIS
 JUIIaIE

i

Wireless Daughter Card 10 Base Board

Figure 1: Single band Evaluation Kit Contents

2) Dual Band EVK:

The below image is for the RS9116 connectivity Dual Band ( 2.4/5 GHz) Evaluation kit. This contains the SDIO
adaptor cable, SPI cable, 10 baseboard, and Wireless daughter card.
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~

SDIO Adapter Cable

h SPI Cable

2 Micro A/B-type USB Cable

RS9116 Connectivity
Dual Band (2.4/5 GHz) Evaluation Kit

n-Link™ wiseConnect

] &

SIUSIS
» FUIIADE

il

o .

Wireless Daughter Card 10 Base Board

Figure 2: Dual Band Evaluation Kit Contents

It is highly recommended to use the Micro A/B type USB cable that comes with the kit. If a longer cable is
needed, ensure to use a USB-IF certified cable which can supply a peak current of at least 500mA.

Note:
For WiSeConnect, the user needs only the Micro A/B-type USB cable and the SPI connector.
For n-link, the user needs only the Micro A/B-type USB cable.

Latest EVK user guide, firmware, and reference projects can be downloaded from our website:
https://docs.silabs.com/rs9116/

2.2 RS9116W EVK Overview

2.2.1 The RS9116 WiSeConnect

The RS9116 WiSeConnect module family is based on Silicon Labs RS9116 ultra-low-power, single spatial stream,
dual-band 802.11n + BT 5/BLE Convergence SoC. The RS9116 Module Evaluation Kit (EVK) is a platform for
evaluating the RS9116 modules with multiple Host Processors/MCUs over interfaces like SDIO*, USB, USB-CDC, SPI
and UART.

The EVK includes sample driver, supplicant, applications to test the following:
e Wireless Functionality for Wi-Fi, BT/BLE

e Wireless co-existence

e Security modes

e Throughputs

e Power Consumption

e Firmware Upgrade

Solution Highlights

o Offers WLAN, and Bluetooth protocols along with Wi-Fi Direct™, WPA/WPA2-PSK, WPA/WPA2-Enterprise (EAP-
TLS, EAP-FAST, EAP-TTLS, PEAP-MS-CHAP-V2, LEAP).
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e Provides a feature-rich networking stack embedded in the device, thus providing a fully-integrated solution for
embedded wireless applications.

e Can be interfaced to 8/16/32-bit host processors through SPI, SDIO*, UART, USB and USB-CDC interfaces.

e Integrates a multi-threaded MAC processor with integrated analog peripherals and support for digital peripherals,
baseband digital signal processor, analog front-end, crystal oscillator, calibration OTP memory, dual-band RF
transceiver, dual-band high-power amplifiers, baluns, diplexers, diversity switch and Quad-SPI Flash thus
providing a fully-integrated solution for embedded wireless applications.

e Operates in industrial (-40°C to +85°C) temperature range.
e Choice of several module packages (with and without antenna) options depending on system requirements.

e Co-existence of multiple wireless protocols managed by an internal protocol arbitration manager.

2.2.2 Hardware Details

This section describes RS9116 EVK's various components and headers.

The OneBox-Embedded software for the WiSeConnect modules supports UART, SPI, USB and USB-CDC interfaces
to connect to the Host MCU.

As shown in the image below, the RS9116 EVK has four USB connectors for the Power, USB, USB-CDC and UART
connections. The UART signals of the module are converted to USB using an onboard circuit. The board also has
SDIO*/SPI Header.

Current
Measurement

3.3/1.8V
JTAG/TRACE GPIOs

1

3v3 1Vv8 i
J7 JTAG / TRACE RESET WAKE SW USER SW

© SEEY @)
) TRI LED

S'1A%Y preog JaIBNEQ WAI LD
SWUUSIS l@

D ncomnt 'Y
)‘SIGﬂﬂLS
Base Board Rev1.4 °
K- gcie
OFF ISP ON

RS9116
Daughter RS9116 SDIO/SPI ISP SWITCH
Card SoC
Power USB-CDC
USB USB UART

2.2.3 Supported Interfaces

The board is designed to configure the EVK module to use the interface on which the power supply is detected. The
SDIO* and SPI interfaces require a power supply to be provided to the EVK module over the POWER port using a
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USB cable. Hence, for these interfaces on the EVK module, it is required that the USB Power connection will be
provided first, followed by the SDIO* or SPI connection.

Follow the below steps to use the EVK module with different interfaces:
1. USB, UART, USB-CDC Modes

a. Connect the Micro A/B-type USB cable between a USB port of a PC/Laptop and the micro-USB port
labeled USB, UART or USB-CDC on the EVK.

2. SPI Mode

a. Connect the Micro A/B-type USB cable between a USB port of a PC/Laptop and the micro-USB port
labeled POWER on the EVK.

b. Connect the 10-pin header of the SPI Adaptor Cable to the EVK. Connect the other wires of this
connector to the SPI signals of a Host MCU platform. The details of the SPI header are given in
RS9116W SPI headers on the EVK.

3. SDIO Mode*

a. Connect the Micro A/B-type USB cable between a USB port of a PC/Laptop and the micro-USB port
labeled POWER on the EVK.

b. SDIO* adaptor cable connector has two ends. Connect the one end 10-pin header of the SDIO* Adaptor
Cable to the EVK module. And Connect the other end of the connector to the SDIO* signals of the Host
MCU platform. The details of the 10-pin Header are given in the following sections.

4. ISP Switch
ISP switch shall be used for In-system programming firmware downloading utility.
Make sure the ISP switch is in the OFF state. If it is ON state you will not get the boot loader messages.

There is a 2-pin inline jumper available for measuring the current being sourced by the module during different stages
of operation. This is labeled as "MEASUREMENT" on the baseboard. The user may connect a power meter or an
ammeter to this jumper to measure the current.

*The SDIO host interface is currently not supported.

Note
If the baseboard Rev is 1.1 or below, then follow the below procedure:

1. For SDIO*/SPI, insert the USB into the Power port first before the SDIO*/SPI connector is connected to the
Host platform.

2. For USB and USB-CDC, please connect the USB port to the Host platform first before connecting the USB for
the Power port.

2.3 RS9116W Hardware Requirements

RS9116W EVK
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STM32 NUCLEO-F411RE board
(not included in EVK Kit)

Click here for Specifications

SPI Cable

Two Micro A/B-type USB Cables
(One Micro A/B-type USB cable to connect between PC and STM32 board)

( Second cable connect between PC and EVK power port)

Access point (2.4GHz)
802.11 b/g/n compliant Wi-Fi AP

For STM32CubelDE: Integrated development environment
[’U PC with 64 bit Windows OS (x86 arch). Cube IDE works only on 64-bit systems.

_— 1L /5 / For Keil IDE:
icrosoft® T
Windows“’ PC with 64 bit Windows OS (x86 arch).

Note

All the user documents, firmware release packages, certifications of the module and other materials related to
the RS9116 based Modules are available on the website https://docs.silabs.com/rs9116.

2.4 RS9116W Software Requirements

Requirement for STM32CubelDE

1. STM32CubelDE v1.0.2

2. Java Platform SE binary (x86 only)
Requirement for Keil IDE

1. Keil uVision5v5.24.2.0

Other Third-Party Software

1. iperf

2. Python 2.7.0

3. STMCubeMX

silabs.com | Building a more connected world.

PRELIMINARY | Subject to change.



https://www.st.com/en/evaluation-tools/nucleo-f411re.html
https://docs.silabs.com/rs9116/RS9116W_Guide_for_SAPI_Application_Examples_vX.X.pdf

UG454: RS9116W with STM32 User's Guide
SILICON LABS Version 1.2

2.5 RS9116W SPI headers on the EVK

2.5.1 Header Pin Orientations

o
GND

REDPING

w i

OFF ISP ON

2‘ SI6NALS

ise Board Rev1.4

PWR SAVE GPIOs

WAKE SW

(ONONONONGO)
BOOOO

=
w
[72]
w
o

tle
HOST INTERFACES

A3 L0

SIS lg

IUkdqY

S'1A9Y pieog Jalubneq

E:?
-+
POWER o

e

® 0

Figure 3: SPI header Pin Orientations

® NC

e SPI_INTR

e SPI_MISO

e SPI_MOSI
10

2.5.2 Pin Description
Table 1: SPI Header Pins

Pin Pin Name Direction Description
Number

1 NC - This pin must be left open.
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Pin Pin Name Direction Description
Number

2 SPI_CS Input  SPI slave select from the host (active low)

3 GND - Ground

4 VDD - Supply voltage

5 SPI_CLK Input Serial clock input from the host. The clock can be up to 80 MHz

6 GND - Ground

7 SPI_MOSI Input SPI data input

8 SPI_MISO Output SPI data output

9 SPI_INTR Output Active high-level triggered interrupt, used in SPI mode. The interrupt is raised by the

EVB to indicate there is data to be read by the Host.
10 NC - No Connection
Note

Signal Integrity Guidelines for SPI/SDIO interface: Glitches in the SPI/SDIO clock can potentially take the
SPI/SDIO interface out of synchronization. The quality and integrity of the clock line need to be maintained. In
case a cable is used for the board to board connection, the following steps are recommended (please note that
this is not an exhaustive list of guidelines and depending on individual cases additional steps may be needed.):

1. Minimize the length of the SPI/SDIO bus cable to as small as possible, preferably to within an inch or two.

2. Increase the number of ground connections between the EVB and the Host processor PCB.

2.6 Interfacing the STM32 NUCLEO with RS9116W EVK

2.6.1 Steps for Interfacing via SPI Interface.
1. Connect the RS9116W EVK to the STM32 NUCLEO board using the 10-pin SPI header connector.

2. Connect the STM32 with Mini USB cable to the Windows PC.
With this connection, STM32 is powered-up and also power-up the 9116EVK via SPI connected.

3. ltis also recommended to power-up the RS9116 EVK by connecting the USB cable between the PC and POWER
interface of the 9116 EVK.

Now the STM32 NUCLEO board is operational to execute projects using STM32CubelDE or Keil IDE on the
Windows PC.
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N

-

Windows
|

SPI Cable

STM Mini USB Cable

Micro A/B-type USB Cable

Figure 4: STM32 NUCLEO Board with RS9116W EVK

2.6.2 Steps for Interfacing via UART Interface
1. Connect the RS9116W EVK to the STM32 NUCLEO board using the GPIO peripheral card.

2. Connect the STM32 with Mini USB cable to the Windows PC.
With this connection, STM32 is powered-up and also power-up the 9116EVK via the UART connected.

3. ltis also recommended to power-up the RS9116 EVK by connecting the USB cable between the PC and POWER
interface of the 9116 EVK.

Pin Interfacing details - RS9116 EVK to STM32

2.6.3 10-pin SPI Header Connection Details
Table 2: SPI Connections

RS9116 EVK STM32 Nucleo .
SPI J4 Header Pin # CN10 Header Pin # Function
2 17 cs
3 9 GND
4 7 Vele
> 11 CLK
! 15 MOSI
8 13 MISO
? 21 INT

2.6.4 UART Connection Details
With GPIO peripheral Card on RS9116W EVK and with RS9116W Module
Table 3: UART Connections
RS9116 EVK
STM32 Nucleo

GPIOs peripheral RS9116 Module ] Function
) CN10 Header Pin #
J1 Header Pin #

11 GPIO_8 21 X
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RS9116 EVK
) STM32 Nucleo ]
GPIOs peripheral RS9116 Module ] Function
) CN10 Header Pin #
J1 Header Pin #
13 GPIO_9 33 RX

GND GND GND GND

2.6.5 GPIO Connection Details for ULP Power Save
Table 4: ULP Power Save Connections

RS9116 PWR SAVE STM32 Nucleo

GPIOs - - .
unction ommen
peripheral J9 Header Cngiﬂiader
Pin
UULP_2 2 GPIO
UULP_O 4 GPIO RS9116 EVK Rev 1.4 Base Board + Rev 1.5 Daughter Board
and above version
UULP_3 RS9116 EVK Below Rev 1.4 Base Board + Rev 1.5 Daughter
Board
2.6.6 GPIO Connection Details For LP Power Save
Table 5: LP Power Save Connections
RS9116 PWR SAVE GPIOs STM32 Nucleo
peripheral CN10 Header Function Comment
J9 Header Pin Pin #
UULP_5 2 GPIO
UULP_O 4 GPIO RS9116 EVK Rev 1.4 Base Board + Rev 1.5 Daughter
Board and above version
UULP_3 RS9116 EVK Below Rev 1.4 Base Board + Rev 1.5

Daughter Board

2.6.7 For Host MCU-based Reset
Table 6: MCU-based Reset

RS9116 PWR SAVE GPIOs STM32 Nucleo )
] ] } Function Comment
peripheral J9 Header Pin CN10 Header Pin #
RST_PS 6 RESET Reset from the host via GPIO

2.7 Getting Started with Keil IDE

2.7.1 Introduction to Keil

Keil MDK is the software development environment for a wide range of Arm Cortex-M based microcontroller devices.
It includes the pVision IDE and debugger, ARM C/C++ compiler, and essential middleware components. KEIL IDE
supports Windows OS only.
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2.7.2 Steps for Executing STM32 Reference Projects on the Keil IDE

1. Connect the setup environment of RS9116 EVK and STM32 NUCLEO with the PC
a. Make sure SPI cable connected between RS9116 EVK and STM32 board
b. Connect the STM32 board power port to the PC (via USB cable)
c. It is recommended to connect the POWER port of RS9116 EVK to the PC (via USB cable)

2. Download and Install KEIL IDE from the below link.
https://www.keil.com/demo/eval/arm.htm#DOWNLOAD
Please note the above downloaded Keil IDE is for Evaluation purposes only and the usage is limited to 32KB
program sizes. This Keil Evaluation version is not sufficient to compile and build STM32 projects.
So Please get the licensed version of the KEIL IDE to execute STM32 Reference projects and Examples in the
package.

3. Navigate to the below Release package link for accessing Keil projects.
RS9116.NBO.WC.GENR.OSI.x.x.x.xx\host\platforms\STM32\Reference_Projects\Keil_Baremetal\Projects\SPI
Open any project folder (in the SPI folder) as per the user requirement and double-click the ".uVision5 Project"
and then it will be redirected to KEIL IDE for viewing the project source.

Note: Keil_Baremetal projects are non-OS based projects.
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4. Please follow Steps 5 to 13 for settings project configuration for any Keil project.
Please follow Steps 14- 16 for Compile/building the project and then debug on the STM32 target.

5. Click on the 'Options for Target icon'. after a click, one popup window will open. and then click on the 'Device' icon
and select the device STM32F411RE. Only need to select device STM32F411RE if earlier not included in the
project.
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6. Then click on the 'Target' icon. Update the Xtal frequency according to requirements. by default it is 25MHz. Also,

verify the Read/Write Memory Area section.
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7. Then click on the 'Output' icon. Enter the Executable name and then select the 'Create Executable:' option as

shown below Image.
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8. Then click on the 'Listing' icon. Select the 'Assembler Listing' option and also select the 'Linker Listing' section as

shown below Image.
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9. Then click on the 'User' icon and set as per the below image.
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10. Then click on the 'C/C++' icon. Refer to the Preprocessor symbols, Update the pre-defined Macros provided in the
'Define’ section if needed. It's depending on the application requirement.
For Ex: If anyone working with SPI communication then needs to enable 'RSI_SPI_INTERFACE', for WIFI needs
to enable 'RSI_WLAN_ENABLE' etc.
Optimization settings:
If the user doesn't have a valid Keil license but has an Evaluation copy then KEIL might produce a Code size limit
error while building STM32 projects/examples.
With the Evaluation version, the user can try with optimization level (level 2/3) to avoid the Code size limit
error. Still, the optimization level will not ensure the proper building of the STM32 projects. The final
recommendation is to get a valid Keil license.
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11. Then click on the 'Linker' icon and verify it as per the below image.
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12. Then click on the Debug icon, and select the 'ST-Link Debugger' for debugging.
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Then click on the Settings. the 'Cortex-M Target Driver setup’ window will open. In this window, 'Debug Adapter'
sub-section, select 'Unit' as 'ST-LINK/V2-1".
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Then

click on the 'Trace' icon and verify the below display setting in the image.
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click on the 'Flash Download' icon and verify the setting as per the below image.
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Then click on the 'Pack’ icon and verify the setting as per the below image. and then click on 'OK'.
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13. Then click on the 'Utilities' icon and verify the setting as per the below image. and then click on 'OK'.
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14. In the Project workspace, click on the Build icon to build the project. Refer to the highlighted part in the

screenshot.

The project compiles and builds without errors then moves to the next step. In case of build errors, then correct

them and rebuild the project.

KA C:\RS9116.NBO.WC.GENR.0S1.2.0.

File Edit View Project Flash Debug Perpherals Tools SVCS Window Help

& da a - " EiE

@ cTRY_REGION

Projects\Keil_ _upgr

o[ Ee-

£

stm32_nudleo Configura v AN | dy B

¢ @

_upgrade.uv - ] x

VArlQ-lec o @@\

Project L ]

% Project: Firmware_upgradat T
43 stm32_nucleo Configur
© &3 Application/MDK-2
© &3 Application/User
® @l Drivers/STM32Fdox
5 i Drivers/CMSIS
# (3 common
¥ (3 driver
@ 0 spi
& examples 12
1) rsi.wlup_app.c
53 hal
® (3 nwk
# (3 wian
# [ bt ble

# 3 Rom

% 3 Include
¢ omsis

ST | |

Bee. [@e OF 0, <

Build Output

ULINK2/ME Cortex Debugger

L13CY AP, NUM SCRL OVR RAW

Note:

While building the project, Incase if the user observes the below template of the error then the issue is there with a
longer project path. To avoid this error during the building, please keep the Release package content in the

silabs.com | Building a more connected world.

PRELIMINARY | Subject to change.

shorter path.

20 | Page




UG454: RS9116W with STM32 User's Guide
SILICON LABS Version 1.2

uVision X

Loading PDSC Debug Description failed for

"\, STMicroelectronics STM32F411RETx

Disabling usage of PDSC Debug Description.
See Build Output for details.

15. User need to press the RESET button on the RS9116 EVK before getting into the project debugging in the
Keil
Debug the code by using the 'Debug' icon or press Ctrl+F5 in the Keil IDE. Refer to the highlighted part in the
screenshot.
After clicking on the Debug icon,
if the user using Evaluation KEIL IDE then an EVALUATION MODE popup appears. then Click OK.
if the user using License version KEIL IDE then the EVALUATION MODE popup disappears.

Note: If user finds "rsi_device_init() failed error on the Log window, that means RESET is not pressed before
entering debug state.

I C:\RS9116.N80.WC.GENR.051.2.0. Projects\Keil_| . :_upgrade.uv

File Edit View Project Flash Debug Peripherals Tools SVCS Window Help

Sd@ a “«olm £ = @ crw recion vasr[@]ecoa- @A
S (2 @ - 5| B stmsnudeo Comoual®] | B E & D @
Project L ]

% Project: Firmware_upgradat

@ (3 bt ble
4 3 Rom

& (3 Include
¢ omsis

»

«
@ [@e. Or. 10,
Build Output s g

ULINK2/ME Cortex Debugger L3t AP NUM SCRL OVR R

16. User needs to press the RESET button on the RS9116 EVK before getting into the Project Free-run in the
Keil
Free-Run the application using the 'Run' icon as shown in the highlighted part in the below screenshot or press
F5.
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i c:\Rs9116 NBO WC GENR.OSI.2.0.0, Projects\Keil_| . upgrade.uv - a ®
File Edit View Project Flash Debug Peripherals Tools SVCS Window Help
=y =Y - L = iE @ cTrY_REGION VERe Q- e & &-|B-| N
9.5 BErrRY ¢ | DRERELRA-O-53-0-0- 8- %

Registers ® [ Disassembly

driver_init(global_buf, GLOBAL_BUFF_LEN);
tus > GLOBAL_BUFF_LEN))

23988 295

8 [ Call Stack « Locals ap

Name Location/Value
0x08001DDC

@ status <netin scope>

Type
intf)
aute - int

@ main

ASSIGN BreakDisable BreakEnable Breakiill BreakList BreakSet BreakAccess COVERAGE COVIOFILE & Call Stack = Locals | [

ST.Link Debugger 11:0.00239980 sec L:285 C:2 AP NUM SCRL OVR R/W

17. Please follow Steps 3 to 16 for executing any new project on the STM32 target. Need to press the RESET button
on the RS9116 EVK before debugging/running any project on the STM32.

Note

In case of debugging errors, check if your setup is connected correctly, and verify configurations.

2.8 Getting Started with STM32CubelDE

Introduction to STM32CubelDE:

STM32CubelDE is an advanced C/C++ development platform with peripheral configuration, code generation, code
compilation, and debug features for STM32 microcontrollers and microprocessors. It is supported on multiple OS such
as Windows, Linux and iOS for Mac (64-bit versions only). The execution steps provided below are for Windows OS.

2.8.1 Please follow the below Steps for executing STM32 reference projects on STM32CubelDE

1. Setup-up the environment of connecting the RS9116 EVK and STM32NUCLEO to the PC
a. Ensure EVK and STM32 board are connected via the SPI cable.
b. Connect the power port of the STM32 board to the PC via USB cable.
c. It is recommended to connect the POWER port of RS9116 EVK to the PC (via USB cable).

2. Download and Install STM32Cube IDE from the link: https://www.st.com/en/development-tools/stm32cubeide.html

Note

Make sure to download the IDE for the latest version of Windows OS. (Ex:-STM32CubelDE-Win for
windows in the above-mentioned Link).

3. Open the STM32CubelDE tool and give any user choice path for the Workspace and click on Launch, as below.
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[l STM32CubelDE Launcher X

Select a directory as workspace

STM32CubelDE uses the workspace directory to store its preferences and development artifacts.

Workspace: | [@SIE]sE v Browse...

[ ] Use this as the default and do not ask again

» Recent Workspaces

4. After launching, the user can see the below information center window "Welcome to STM32CubelDE". Close this
information center tab at the top left of the window.

e T SOUTCE RETAToT TAigaTe STaTen Project Rum VmOowW T

' @ information Conter T T
#® stM3zcubelDE Home

Welcome to STM32CubelDE

Start a project

B3 B

Start new STM32 Import SW /TS
project promet

Quick links

‘ Read STM32CubelDE Documentation ‘

Support & Community

[ Getting Started with STM32CubelDE }

Youtube ST
‘ @ Explore What's New in STM32CubelDE ‘

n L Type here to search

5. Navigate to File— Open projects from the File system (Import project from File system popup appears).
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ESTM32_Cube - Power_save/platforms/Drivers/CMSIS/Device/ST/STM32F4xx/Incl
File Edit Source Refactor Navigate Search Project Run Window Help

New Alt+Shift+N > | ‘.ts; v e - % v B
Open File...
% Y =0 |
i Open Projects from File System... il stm32f
Recent Files > 238 #d
239
Close Ctrl+W 240 #d
Close All Ctrl+Shift+W 241
Save Ctrl+S 242 #d

[mj Save As... giz
Save All Ctrl+Shift+S 2456 /%
Revert 246
Move... 247
Rename... F2 248

2249 #i

& | Refresh F5

& Refres _ o )50 4
Convert Line Delimiters To > 2951 #e

& Print... Ctrl+P 252

21 Import... ggi 4}*1

5 Export...

— 255 #e
Properties Alt+Enter 256
Switch Workspace > 257 #e
Restart 2589 /%
Exi 259
xit 260

261
2620 /M
263
264

6. Click on the 'Directory' and select the desired STM32Cube project from the below link
RS9116.NB0.WC.GENR.OSI.x.x.x.xx\host\platforms\STM32\Reference_Projects\Cube_Baremetal\Projects\SPI
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m Import Projects from File System or Archive [} X
Import Projects from File System or Archive @

This wizard analyzes the content of your folder or archive file to find projects and import them in the IDE.

Import source: || ~ ‘ Directory... Archive...
type filter text ‘ Select All
Folder Import as Deselect All

0 of 0 selected

[JHide already open projects
[ ] Close newly imported projects upon completion
Use installed project configurators to:
Search for nested projects
Detect and configure project natures

Working sets

[ Add project to working sets New...

Working sets Select...

Show other specialized import wizards

® < Back Next > Finish Cancel

Select Any Reference project as shown below (For ex: 'Power_save' project is selected).
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m Browse for Folder
€« v 1

Organize - New folder

Power_save A Name

23 Dropbox (Silicon L .settings

% This PC
-3 3D Objects
m Desktop
= Documents
4 Downloads
J Music
= Pictures
& Videos
5 0SDisk (C:)
! New Volume (D:)
~ NODE_F411RE (F

=x Vikastur (\silabs. ¢

« Projects > SPI » Power_save

v O  Search Power_save P

Date modified Type

9/21/2020 12:17 PM File folde]

Folder: | Power_save

Select Folder Cancel

Click 'Finish' then the STM32Cube IDE sub-screen appears.

m Import Projects from File System or Archive

Import Projects from File System or Archive

X
This wizard analyzes the content of your folder or archive file to find projects and import them in the IDE. [/—/

Import source: | C:\Users\vikastur\Desktop\Silabs\RS9116.NBO.WC.GENR.0S1.2.0.0.0016\RS9116.NBO.WC.GENR.t - Archive...

| type filter text

| Select All

Folder
Power_save

[[] Close newly imported projects upon completion

Use installed project configurators to:

Search for nested projects
Detect and configure project natures

Working sets
[ Add project to working sets

Import as

Eclipse project

< Back

Deselect All

1 of 1 selected

[JHide already open projects

New...

Select...

Show other specialized import wizards

Next > Finish Cancel

Then the "Power_save" project appears in the project explorer as below.
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ESTM32_Cube - STM32CubelDE
File Edit Source Refactor Navigate Search Project Run Window Help
Iml B yRvmNdig ey fv@rievO~
5 Project Explorer 2 g ¥ =0
v L Power_save
4 Binaries
mi'Includes
(= Debug
v pexamples
v [ power_save_standby_associated
ln| rsi_wlan_config.h
L¢l rsi_wlan_connected_sleep_app.c
| @ Makefile
= README.txt
Ep platforms
EHsapis
[IIPower save.ioc
= Power_save.launch
|id STM32F411RETX_FLASH.Id
i STM32F411RETX_RAM.Id

7. Right-click on the project (Power_save) and Build the project.
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mSTNBZ_Cube - STM32CubelDE

File Edit Source Refactor Navigate Search Project Run Window
0y~ B R v N va [y E ity
5 Project Explorer B8 ¥

v mpc\lllal’ [l LV F=Y
New >

Th e

Go Into

Open in New Window

Show In Alt+Shift+W >
=| Copy Ctrl+C

Paste Ctrl+V

X Delete Delete
Source >

ml

<

H& &

Move...

[

Rename... F2

[T

L E

Import...

Export...

Build Project

Clean Project

2| Refresh F5
Close Project

Close Unrelated Project

Build Configurations >
Build Targets >
Index >

Show in Remote Systems view
© Run As >
%5 Debug As >
Profile As >
Team >
Compare With >

After a successful building, please move onto the next step of project debugging.

8. Before entering the debug state for every project, User need to press the RESET button on the RS9116 EVK for
successful execution.

Note: If user finds "rsi_device_init() failed error on the Log window, that means RESET is not pressed before
entering debug state.

9. Debugging the selected project for the first time, User need to select the debug file as below
a. Right-click on Project->Debug As->Debug configurations.
b. Double click on "STM32 Cortex-M C/C++ Application".
c. You will see a "Project_name.elf" file. (Ex: power_save.elf). Please refer to the following captures.
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Note

It may or may not show the ".elf' file, if the ".elf file is not generated click on project_name debug which
generated after above Step 9-b

Note: User can find the below error while launching the debugger of any project first time, so please follow the
Step-9 for avoiding the below error.

[l Problem Occurred = [} X

| 'Launching Power_save' has encountered a problem.

Error in final launch sequence:

Image loading was requested but file was not specified or
not found.

10. Click on the ".elf' file or Project_name (if .elf' not displayed) and click debug.
Please make sure all the configurations are the same as Below.

E Debug Configurations O X

Create, manage, and run configurations ﬁ\(

tFeEX BEH -
[E1C/C++ Application o
[E1C/C++ Attach to Application Effes Ayl
[e]c/C++ Postmortem Debugger

Name: Power_save

[] Main %+ Debugger ¥ Startup % Source [£] Common

= Debug\Power_save elf Search Project... Browse...
©|C/C++ Remote Application . '
= . Project:
[€]GDB Hardware Debugging .
& Launch Group Power_save Browse...
¥ Launch Group (Deprecated) Build (if required) before launching
v [ STM32 Cortex-M C/C++ Applicat -
Elrower save Build Configuration: Select Automatically i
() Enable auto build () Disable auto build
(®) Use workspace settings Configure Workspace Settings...
< >
Filter matched 9 of 9 items Revert Apply

@ Close
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E Debug Configurations [m} X

Create, manage, and run configurations ﬁ\_

@ g =) o R w
BeEX B3 Name: | Power_save

type filter text

[5] Main %% Debugger # Startup %~ Source £l Common
[E1¢C/C++ Application

_ GDB Connection Settings a)
[E1C/C++ Attach to Application
1C/C++ Postmortem Debugger @ Autostart local GDB server Host name or IP address localhost
[E1C/C++ Remote Application (O Connect to remote GDB server Port number 61234
pp
[€1GDB Hardware Debugging
# Launch Group Debug probe ST-LINK (ST-LINK GDB server)
¥ Launch Group (Deprecated) GDB Server Command Line Options
v [L STM32 Cortex-M C/C++ Applici Interface
P
E ower_save © SWD O JTAG
[JsT-LNK S/N Scan

Frequency (kHz):  Auto
Access port: 0 - Cortex-M4 -

Reset behaviour

Type: Connect under reset Halt all cores
v
< >
Filter matched 9 of 9 items Revert Apply
@ Close

11. For the First time debugging with New STM32 or Old STM32 boards which are never used before with SPI, it

gives a debug error and also displays a popup to upgrade drivers with reference to STM32Cube IDE. Please
Upgrade them and restart Debugging.

Please refer to the captures for better understanding.

When asks for 'ST-Link firmware detected', Click on 'OK'.

ST-LINK Firmware Upgrade X

Old ST-LINK fimware detected.
Do you want to upgrade it?

Yes No

An 'ST-Link Upgrade' pop-up appears, Click on Device connect.
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JST—Link Upgrade X

Device Connect

Current Firmware:
Version:
Type:

Uparade to Firmware:

After Clicking on Device Connect, Device gets noticed and Version and type appear.
Click on Yes, the driver starts upgrading.

d‘ST-Link Upgrade X

®

Current Firmware:
Version: V2.]J30.M19

Type: STM32 Debug+Mass storage +VCP
I-—' s

Upgrade to Firmware: STM32 Debug+Mass storage+VCP V2.135.M26

Once ST-Link driver done Upgrading, a pop up appears as "Upgrade is Successful", Click on 'OK".
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45Tiini< Upgrade X

SILICON LABS

ST-LinkUpgrade X

Current Firmware:
Version: V2.J30.M19

Type: STM32 Debug +Mas| 0| Upgrade is successful.

OK
Upgrade to Firmware: CP V2.]35.M26

After Successful Upgradation, one pop-up window appears which displays "Cannot enter Debug Mode" (Debug
error).

Debugger - Cortex-M Error X

e}Cannot enter Debug Mode

Now click on 'OK' and Re-insert STM and EVK, Now restart the Debug session again.

12. For the second time or later to build the project use directly Build option as shown below,
mSTMSZ,Cube - STM32CubelDE

File Edit Source Refactor Navigate Search Project Run Window Help

Hm ¢ B R @ NG Eg-S - @F i O Q@Y viFETiL OOy [0

&5 Project Explorer‘BuiId 'Debug' for project '‘Power_save' ' B Y =0

v [lPower_save
¥ Binaries
! Includes
(z=Debug
v pexamples
(& power_save_standby_associated
@ platforms
(i sapis
[ Power_save.ioc
=1 Power_save.launch
|3 STM32F411RETX_FLASH.Id
|1 STM32F411RETX_RAM.Id

13. Also Debug the code as shown below, (No need to select the Debug file again as mentioned in the Step9)
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ESTMBZ_Cube - STM32CubelDE
File Edit Source Refactor Navigate Search Project Run Window Help

- Qv N @gravdvGriEvOrQvi®y~ vR vy OO vyD v (O
It Project Explorer =% ¥ Debug
v [ZPower_save

# Binaries

a) Includes

(= Debug

v (examples
(% power_save_standby_associated
(e platforms

14. While the project is debugging, a 'perspective’ popup window will appear. Click on 'Switch'.

E Confirm Perspective Switch X

This kind of launch is configured to cpen the Debug perspective when it suspends.

This Debug perspective is designed to support application debugging. It incorporates
views for displaying the debug stack, variables and breakpoint management.

Do you want to switch to this perspective now?

[ ] Remember my decision

Switch Mo

15. After completion of Debug procedures, click on Run(F8).

Note
e In case of debugging errors, check if your Setup is Connected correctly, and verify configurations.
e This document is valid only on WINDOWS OS and for STM32F411RE.

¢ In case of failure in running the application, please try the following solutions.
a) Reset the module properly each time after or before debugging, but compulsorily before running.
b) After multiple iterations of debugging, building or editing the project, cleaning the project is
recommended.
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3 STM32 Reference Projects

This section provides a list of:
1. STM32 reference projects and examples provided in RS9116W release package,

2. Steps for executing Examples using 'Master Application'

CAUTION

Long Keil/STMCube project directory paths can result in build failures with “No such file or directory” error
message. The maximum length of a file path on Microsoft Windows is 260 characters.

Recommended to keep the RS9116W release package in the shorter directory paths of the PC drives.

CAUTION

By default, SPI interface with DMA is enabled for all reference projects under SPI projects. SPI_DMA only
works on NUCLEO F411RE boards.

For older STM32 boards need to disable 'DMA_ENABLED' macro in the project. Please add #define
DMA_ENABLED 0 in main project source file.

3.1 STM32 Reference Projects and Example Details

RS9116 package contains STM32 based reference projects and examples that can be executed on Keil IDE and
STM32Cube IDE.

Nature of projects are divided into two parts.

1. Baremetal projects are non-OS based

2. FreeRTOS projects are FreeRTOS based

3.1.1 1. Reference projects details
RS9116W release package provided STM32 reference projects in the below path.
"RS9116.SW.1610.x.x.x.xx\host\platforms\STM32\Reference_Projects”

The below figure describes the structure of the reference project in the release package.
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| hostiplatforms\STM32 |
Reference Projects
¥ ¥ y
Cube_Baremetal Cube_Freertos Keil_Baremetal Keil_Freertos
h 2 h 4 Y
‘ Core ‘ ‘ Projects ‘ | Core | | Projects | | Core | ‘ Projects | ‘ Core | | Projects |
SPI SPI [ vart | [ s | [ vart | [ sm ]
h 4
Y r 1. AWS_loT
1. eap ‘ 2. BT_Alone 1. matt _client
" 1. sample_project ! - mqtt_client
g' glrmware_u pgrade 2. wlan_https_bt_spp_ble_dual_role 3. eap y 2. sample_project
" owe‘rfsave_ t 3. wlan_https_bt_spp_ble_provisioning udp_clien 4. Firmware_upgrade udp_client 3. wlan_https_bt_spp_ble_dual_role
- Sample_projec 4. wlan_throughput_bt_spp_ble_dual_role 0. Power_save 4. wian_htips_bt_spp_ble_provisioning
5. Wian_ble 6. sample_project 5. wian_throughput_bt_spp_ble_dual_role|
7. Throughput
8. wian_sta_ble_bridge
9. wlan_sta_ble_provisioning

Figure 5: Examples List

3.1.2 2.Reference Examples Details

In addition to reference project above, the RS9116W release package is also provided many WiFi, BT, BLE
examples in the below path.

RS9116.NBO.WC.GENR.OSI.x.x.x.xx\host\sapis\examples\

Please refer to the Getting Started with Keil IDE and Getting Started with STM32CubelDE for executing the these
examples.

3.2 Steps for Executing STM32 Examples using Master Application (Sample Project)

This section describes steps to be followed for executing example (provided in the package) using Mater application.
Examples path: RS9116.NB0.WC.GENR.OSI.x.x.x.xx\host\sapis\examples\
Master Application path: RS9116.NBO.WC.GENR.OSI.x.x.x.xx\host\sapis\examples\master_application\

The master application provided in the package is not RTOS compatible by default. If the user wants to use this
application with FreeRTOS, the application needs to be modified.

3.2.1 Steps for Keil IDE:

3.2.1.1 1.Keil_Baremetal Projects (non-OS type)
Please follow the below steps for executing sample project.

1. Sample project is provided for compiling and building Wlan, BT, BLE examples in the release package.
Open "sample_project.uvprojx" located in the below folder
"RS9116.NB0.WC.GENR.OSI.x.x.x.xx\host\platforms\STM32\Reference Projects\Keil Baremetal\Projects\SPI\sa

mple_project".
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File Edit View Project Flash Debug Peripherals Tools
L.
[EANA > R 59 sample_project v A\
broject 0 x |

= "% Project: sample_project
-l %4 sample_project
# #d Application/MDK-ARM
# #d Application/User
+ sed Drivers/STM32F4xx_HAL_Driver
Drivers/CMSIS

common

+
+

+ driver

CERE

example

] main.c

B rsi_ble_app.c
B rsi_wlan_app.c
emb_mqtt

hal

intf_spi

include

nwk

PRRRRRRRE

@
o)
<
A
wv

2. By default this project maps to sample example code located in folder
"RS9116.NBO.WC.GENR.OSI.x.x.x.xx\host\sapis\examples\master application".
To test specific examples from the "RS9116.NB0.WC.GENR.OSI.x.x.x.xx\host\sapis\examples\ Navigate to the
master_application folder (shown in the below fig) and delete the existing code, copy and paste the specific
example code into the master_application folder.

P 10T > RS9116.NBO.WC.GENR.OSl.x.x.x.xxxx *» host » sapis *» examples * master_application

~

[1 Name Date modified Type Size

& main 9/21/2020 10:03 PM C File 6 KB

| Makefile 9/9/2020 5:14 PM File 1KB
& rsi_ble_app 9/9/2020 5:14 PM C File 31KB
& rsi_ble_config 9/9/2020 5:14 PM H File 7 KB
& rsi_bt_config 9/9/2020 5:14 PM H File 4 KB
& rsi_wlan_app 9/9/2020 5:14 PM C File 11 KB
& rsi_wlan_config 9/9/2020 5:14 PM H File 25 KB

Ex: Below screenshot shows the example code copied from
"RS9116.NB0.WC.GENR.OSI.x.x.x.xx\host\sapis\examples\wlan\access_point\" to
"RS9116.NB0.WC.GENR.OSI.x.x.x.xxxx\host\sapis\examples\master application
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~

> 10T » RS9116.NBO.WC.GENR.OSl.x.x.x.xxxx * host » sapis » examples * master_application

(] Name Date modified Type Size
| Makefile 9/22/2020 11:54 AM File 1KB
& README 9/22/2020 11:54 AM TXT File 1KB
& rsi_ap_start 9/22/2020 11:54 AM C File 10 KB
& rsi_wlan_config 9/22/2020 11:54 AM H File 24 KB

Note:

e sample_project compiles successfully only if all the header files rsi_wlan_config.h, rsi_bt_config.h and

rsi_ble_config.h are present in "master_application" folder.
For all examples, please ensure rsi_wlan_config.h, rsi_bt config.h and rsi_ble_config.h files in the
master_application for building the sample project.

Any example folder doesn't contain all three configuration header files, in that case please use the
default configuration headers files present in the "master_application" folder

(or)

Remove the corresponding protocol macros in Keil project settings (Ex: As the above example code
doesn't have rsi_ble_config.h and rsi_bt_config.h, so remove RSI_BLE_ENABLE, RSI_BT_ENABLE)

B C:\IOT\RS9116.NBO.WC.GENR C xxx00\host\platfor M32\Reference_Projects\Keil_Baremetal\Projects\SP\sample_project\sample_project.uvprojx -
File Edit View Projet Flash Debug Peripherals Tools SVCS Window Help

5 dP| ¥ 2

Project L
& ‘1% Project: sample_project
= #3 sample_project
# fd Application/MDK-ARM
[# jd Application/User
@ g Drivers/STM32F4xx_HAL Driver
@ gl Drivers/CMSIS
# 3 common
® (3 driver
= 5 example
i main.c
i) rsi_ble_app.c
il rsi_wlan_app.c
# (3 emb_mqtt
® 3 hal
# 3 intf_spi
® [ include
® 3 nwk
® 3 puf
® 3 rom
@ 3 wian
® (3 bt ble
& amsis

\ PR R EEE V| @ conneded

BEe-a R sample_project v ,(\‘ R vl )

Options for Target ‘sample_project’

Device | Target | Output | Lising | User  C/C++ | Asm | Linker | Debug | Uiites |

r~ Preprocessor Symbols
Define: I,RSI_WLAN_ENABLE.RSI_PUF_ENABLERSI_BLE_ENAH_ERSI_BT_ENABLE RSI_DEBUG_PRINTS

Language / Code Generation

™ Execute-only Code
Optimization: [Level 2(02) _v]
™ Optimize for Time

I™ Spit Load and Store Mutiple
[V One ELF Section per Function

I~ Stict ANSIC

™ Enum Container always int

™ Plain Charis Signed

I~ Read-Only Posttion Independent
™ Read-Wrte Postion Independent

Wamings: |All Wamings od
I~ Thumb Mod

™ No Auto Includes
I~ €99 Mode
I~ GNU extensions

h::‘; |.\ \..\Core\lnc:.\..\..\..\. \Drivers/STM32F ox_HAL_Driver/Inc:..\..\..\..\.\Drivers/STM32F&xx_H. _]

Misc
Conta <%
—cpu Cortex-M4 fp sp -D__MICROLIB g 02 —apcs=interwork —spit_sections -1 .././. /Core/Inc 1 A
/. /1. /Drivers/STM32F&xx_HAL_Driver/inc -

Compiler
control
sting

3. Next, go to Keil project workspace and remove the already existing files from the examples folder
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KA CAIOT\RS9116.NBO.WC.GENR.OS1.x. x x oucx\hastiplatforms\STM32\Reference_Projects\Keil_Baremetal\Projects\SPI\sample_project\sample_project uvprojx - pVision
jFil( Edit View Project Flash Debug Peripherals Tools SVCS Window Help

NBHA@ ¥ LBR|90c|e= | PRAR E iz ;| @ connedea @Ba"|@.-|a:-0.-|ﬁ-|\‘
'ffﬁgy@a’iﬁ.‘ﬂlumple_pwjed A‘|ﬁ%‘?g

=% Project: sample_project
= 45 sample_project
@ &d Application/MDK-ARM
@ &d Application/User
[ g Drivers/STM32F4xx_HAL _Driver
@ gd Drivers/CMSIS
@ (3 commen

3 driver
& & example
4] main.c .
ﬂ si_ble_ag .f\ Options for File ‘main.c... Alt+F7
Al ,,.'_wl.n_| Remove File ‘main.c’
#L embmatt | B panage Project ftems...
& g ':llf . Open main.c
zﬁ ! N s:' (% Rebuild all target files
include o
@0 nwk (%] Build Target 7
3 puf Translate main.c
4 rom 7
B2 wian Show Inchate Fie Depandencis
3 bt_ble
¢ omsis

Add new files (only '.c") from the master_application and compile the project

CAIOT\RS9116.NBO.WC.GENR.OSLx.x.x.xxxx\host\platforms\STM32\Reference_Projects\Keil_Baremetal\Projects\SPl\sample_project\sample_project.uvprojx - |
File Edit View Project Flash Debug Peripherals Tools SVCS Window Help

NS H@| % B9 0| =™ RM M| EE/EK| B omeded ER* Q- e od
2 9'!:31|%| sample_project EAIﬁ%O‘)Q

¥~
o

a-% Project: sample_project
£ &3 sample_project
{1 Application/MDK-ARM
& &l Application/User Lookin: [ | | master_applcation R =

@ sl Drivers/STM32F4xx_HAL_Driver S .
@ &3 Drivers/CMSIS [ Name Date medified

.08 common L rsi_ap_start 8/22/2030 11:54 AM
[ driver
|5 example
[ emb_mgtt
& 3 hal
@ 3 intf_spi
@ 3 include Fiename:  |rsi_ap_start
=Ll nwk
3 puf
® 3 rom
3 wlan
[ bt_ble
& omsis

K2 Add Files to Group 'example’

5

Files of type:  |C Source file (".c)
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4. Repeat the Stepsl to 4 for compile/building any example with the sample project.
2. Keil_FreeRTOS Projects (OS type)

Sample project is provided (in the below path) for compiling and building Wlan, BT, BLE examples in the release
package. Please refer examples which are OS based.

Please follow the below steps for executing sample project.

1. The release package doesn't include FreeRTOS source. So users has to follow steps in the section FreeRTOS
Porting for the STM32 for generating the FreeRTOS source.

The generated FreeRTOS source shall be placed under
"RS9116.NB0.WC.GENR.OSI.x.x.x.xxxx\host\platforms\STM32\Reference Projects\Keil Freertos\"

2. After the above Stepl, Please follow the Keil_Baremetal Stepsl to 4 (from the above section) for compiling and
building the sample_project.uvprojx' located in

"RS9116.NB0.WC.GENR.OSI.x.x.x.xxxx\host\platforms\STM32\Reference Projects\Keil Freertos\Projects\SPI\sa
mple_project”
Note: The sample project will get compiled only if the FreeRTOS code is placed as per the Stepl.

STMS32 projects for following examples are already provided at
'RS9116.NBO.WC.GENR.OSI.x.x.x.xxxx\host\platforms\STM32\Reference
Projects\Keil_Baremetal\Projects\SPI'. Efforts to create STM32 projects for these examples using
'master_application' can be saved.

e AWS loT
e BT _Alone
e eap

e Firmware_upgrade

e Power_save

e Throughput

e wlan_sta ble bridge

e wlan_sta_ble_provisioning

Below examples needs more source files support from the nwk folder (located in \host\sapis\nwk\applications)
for the successful compilation of the sample project.

User need to ensure the supporting source files present in the Sample project in the Keil project work space.

For Example: Cloud example needs supporting source files present in the
"host\sapis\nwk\applications\aws_sdk" for successful compilation.

S.No Examples Nwk folder files need to add for successful
execution($\host\sapis\nwk\applications)

1 cloud Files present in the complete AWS-SDK folder

2 mqtt_client Files present in the complete mqtt_Client folder and rsi_mqtt_client.c
present in the application folder

3 Sntp_client rsi_sntp_client.c ($\host\sapis\nwk\applications)

4 smtp_client rsi_smtp_client.c ($\host\sapis\nwk\applications)

5 DNS_Client rsi_dns.c ($\host\sapis\nwk\applications)

6 web_socket rsi_web_socker.c

7 wireless_firmware_upgrade rsi_ota_fw_up.c
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8 http_Client/http_client_post_data rsi_http_client.c

9 multicast rsi_multicast.c

10 ftp_client rsi_ftp.c

11  emb_mqtt rsi_emb_mqtt.c

12 dhcp_dns_fqdn rsi_dhcp_dns_fqgdn.c
13 otap rsi_firmware_upgrade.c
14  dhcp_user_class rsi_dhcp_user_class.c
15 Raw data rsi_raw_data.c

3.2.2 Steps for STMCube IDE

3.2.2.1 1.Cube_Baremetal Projects (non-OS type)
Please follow the below steps for executing sample project.

1. Double-click on ".project" located in the below folder using CubelDE.
"RS9116.NB0.WC.GENR.OSI.x.x.x.xxxx\host\platforms\STM32\Reference Projects\Cube Baremetal\Projects\SP
\sample project"

10T » RS9116.NBO.WC.GENR.OSl.x.x.x00x » host » platforms » STM32 » Reference_Projects » Cube_Baremetal > Projects » SPI » sample_project

O Name Date modified Type Size
_settings 9/22/2020 11:54 AM File folder
< .cproject 9/22/2020 11:54 AM CPROJECT File 30 KB
<) .mxproject 9/22/2020 11:54 AM MXPROJECT File 8 KB
ML project 9/22/2020 11:54 AM PROJECT File 4KB
[ sample_project [[ sTM32CubelDE Launcher X

<) STM32F411RETX_FLASH

7 STM32F411RETX_RAM Select a directory as workspace

STM32CubelDE uses the workspace directory to store its preferences and development artifacts.

Workspace b0t test v Browse...

[ Use this as the default and do not ask again

» Recent Workspaces

2. By default this project maps to dummy example code located in
"RS9116.NB0.WC.GENR.OSI.x.x.x.xxxx\host\sapis\examples\master_application"
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10T _test - STM32CubelDE

File Edit Source Refactor Navigate Search Project Run Window Help

miig B-R-RE @O R iIGI@Y v IE T v v v
25 Project Explorer 2% BEg Y =0
v [Hsample_project

! Includes

v pexamples
v [mmaster_application
[g] main.c
[¢] rsi_ble_app.c
[1] rsi_ble_config.h
[1] rsi_bt_config.h
[¢] rsi_wlan_app.c
[1] rsi_wlan_config.h
| &Makefile
¢y platforms
Cpsapis
[ sample_project.ioc
[T STM32F411RETX_FLASH.Id
[T STM32F411RETX_RAM.Id

3. To test specific example, navigate to folder
"RS9116.NB0.WC.GENR.OSI.x.x.x.xxxx\host\sapis\examples\master application"

P 10T > RS9116.NBO.WC.GENR.OSl.x.x.x.xxxx *» host » sapis *» examples * master_application

~

[] Name Date modified Type Size

& main 9/21/2020 10:03 PM C File 6 KB

| Makefile 9/9/2020 5:14 PM File 1KB
& rsi_ble_app 9/9/2020 5:14 PM C File 31KB
& rsi_ble_config 9/9/2020 5:14 PM H File 7 KB
& rsi_bt_config 9/9/2020 5:14 PM H File 4 KB
& rsi_wlan_app 9/9/2020 5:14 PM C File 11 KB
& rsi_wlan_config 9/9/2020 5:14 PM H File 25 KB

4. Delete the existing code, copy and paste the specific example code into the master_application folder.
Ex: Below screenshot shows the example code copied from
"RS9116.NB0.WC.GENR.OSI.x.x.x.xxxx\host\sapis\examples\wlan\access point\" to
"RS9116.NB0.WC.GENR.OSI.x.x.x.xxxx\host\sapis\examples\master_application
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D Name

~

> 10T » RS9116.NBO.WC.GENR.OSl.x.x.x.xxxx * host » sapis » examples * master_application

Date modified Type Size
Makefile 9/22/2020 11:54 AM File 1KB
& README 9/22/2020 11:54 AM TXT File 1KB
& rsi_ap_start 9/22/2020 11:54 AM C File 10 KB
& rsi_wlan_config 9/22/2020 11:54 AM H File 24 KB

Note:

o sample_project compiles successfully only if all the header files rsi_wlan_config.h, rsi_bt_config.h and
rsi_ble_config.h are present in "master_application" folder.
For all examples, please ensure rsi_wlan_config.h, rsi_bt config.h and rsi_ble_config.h files in the
master_application for building the sample project.

o Any example folder doesn't contain all three configuration header files, in that case please use the
default configuration headers files present in the "master_application" folder
(or)
Remove the corresponding protocol macros in STM32CubelDE project settings. To change the project
settings, right click on project— properties — C/C++ Build — settings — Tool Settings — MCU
GCC Compiler — Preprocessor. As above example code doesn't have rsi_ble_config.h and
rsi_bt_config.h, so remove RSI_BLE_ENABLE, RSI_BT_ENABLE. Refer below screenshot for
reference.

(=

ource Refactor Mavigate Search Project Bun.

. %
- S-KR-SA--F-a] [Drroperties for sample_project o Sk Ace

& Project Explarer
~ [msample_project
i Includes
v Goeamples
v (gmaster_spplicatian
& rsi_ap_start.c
[ rsi_wlan_config.h
5 Makefile
README txt
(o platforms

type filter text
Resaurce
Builders
~ C/C++ Build
Build Variables
Ervironment
Logging
Settings
C/C++ General
CMSIS-5VD Settings

Settings

Configuration: Debug [ Active ]

# Toolchain Version ® Tool Settings # Build Steps

{5 MCU Settings
(5 MCU Post build outputs
¥ B MCU GECC Assembler

Define symbols (-0)

RSI_DEBUG_PRINTS
RSI_SPI_HIGH_SPEED_EMABLE

Project References
Run/Debug Settings

G sapis
M sample_projectioc

@ STM32F411RETX_FLASH.Id
# STM32FA11RETX_RAM Id

= General
& Debugging
 Preprocessor
Finclude paths
i Miscellaneous
¥ % MCU GCC Compiler
5 General

RSI_SPI_INTERFACE

Build Artifact s Binary Parsers @ Error Parsers

* Manage Configurations.

i
#

STM32_PROJECTS
RSI_PUF_ENABLE

£ Outline

hera is no active editor that provide

B i USE_HAL_DRIVER

e L STM32F4114E

{5 Preprocessar kg

B include paths

& Optimization

% Wamings Undefine symbals (-] P

S Miscellaneous
~ % MCU GCC Linker
= General
( Libraries

3 Miscellaneous

[[] Do not search system directories (-nostding)

Free Used
[ Preprocess only (-E}
Restore Defaults Apply
@ Apply and Close Cancel

5. Save the settings and compile the project.
6. Repeat the same steps to compile different examples using this project.
2. Cube_FreeRTOS Projects (OS type)

Sample project is provided for compiling and building Wlan, BT, BLE examples in the release package. Please refer
examples which are OS based.

Please follow the below steps for executing the sample project.

1. The release package doesn't include FreeRTOS source for CubelDE. So users has to follow steps in the section
FreeRTOS Porting for the STM32 for generating the FreeRTOS source for CubelDE specific.

silabs.com | Building a more connected world. 42 | Page

PRELIMINARY | Subject to change.




UG454: RS9116W with STM32 User's Guide

SILICON LABS Version 1.2

The generated FreeRTOS source shall be placed under
"RS9116.NB0.WC.GENR.OSI.x.x.x.xxxx\host\platforms\STM32\Reference Projects\Cube Freertos\"

2. After the above Stepl, Please follow the Cube_Baremetal Steps1 to 4 (from the above section) for compiling
and building the sample_project located in

"RS9116.NB0.WC.GENR.OSI.x.x.x.xxxx\host\platforms\STM32\Reference Projects\Cube Freertos\Projects\SPI\s

ample_project"”
Note: The sample project will get compiled only if the FreeRTOS code is placed as per the Stepl.

Note:

Follow same steps to compile the sample_project located in
"RS9116.NB0.WC.GENR.OSI.x.x.x.xxxx\host\platforms\STM32\Reference_Projects\Cube_Freertos\Projects\SP

\sample_project"

This project will get compiled only if the FreeRTOS package is present. To port the FreeRTOS package, refer
FreeRTOS Porting for STM32 section.

Note:

Debug prints are enabled by default in all the reference projects for Keil and Cube IDE.

In order to view the debug prints:

e Select the following Serial port settings: Baud rate - 115200, Data - 8 bit, Parity - none, Stop - 1 bit, Flow control -
none
o Below is an example of debug prints for the wlan_station_ble_bridge reference project using Teraterm:

LY
-

£d| Tera Term: New connection

OTCPHP Inyhost.example.com|
History
Telnet
SSH SSH?
Other

22

UNSPEC

® Serial : |COM3: Intel(R) Active Management Tec -

COM3: Intel(R) Active Management Technology - SO
COM42: S_'I'Microelect[onics STLink Virtual COM Por
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S COM5:115200baud - Tera Term VT — Oa >
File Edit Setup Control Window Help

Device Initialization Success

Wireless Initialization Success

WLAN App Initialization Success

UWLAN AP Connect Success
IP Config Success
Socket Create Success
Bind Success

Connect to Server Socket Success

e To disable the debug prints, remove the Macro RSI_DEBUG_PRINTS from the project settings as below:

E Options for Target 'Power_save’ X
Device | Target | Output | Listing | User ~ C/C++ ]F\sm | Linker | Debug | Utiliies |

Preprocessor Symbols

Define: [-E.RSI_SAMPLE_HAL SINBI:IEMEAINIE RS|_WLAN_ENABLE RSI_SPI_HIGH_SPEED_ENABLE

Undefine: [

Language / Code Generation

[~ Execute-only Code [~ Strict ANSIC Wamings: |All Wamings -
Optimization: |Level 0(00) ~ [ Enum Container always int I
I~ Optimize for Time [ Plain Charis Signed ™ No Auto Includes
I~ Splt Load and Store Multiple [~ ReadOnly Position Independent [~ C99 Mode
lv One ELF Section per Function | Read-Write Position Independent [™ GNU extensions
Include | A \CoretIne;. A\ .\ \Drivers/STM32Fdx_HAL_Driver/inc;. \.\\..\..\Drivers/STM32F dxx_H J
Paths
Misc
Controls |—C 99 —reduce_paths
Compiler |-¢ —cpu Cortex-M4fp sp -D__MICROLIB g 00 —apcs=interwork —split_sections -| ../../. /Core/Inc -1~ A
control |../././ /. /Drivers/STM32F4x_HAL_Driver/Inc -I
string v

0K | Cancel Defaults Help

3.3 Reference Projects for Keil Baremetal

To run all the reference projects with Cube IDE, follow the section : Getting Started with Keil IDE in this document.

3.3.1 Examplel: Throughput Application
Overview

Throughput is the rate of production or the rate at which something can be processed. When used in the context of
communication networks, such as Ethernet or packet radio, throughput or network throughput is the rate of successful
message delivery over a communication channel. This application will demonstrate the throughput measurement.

Example Setup
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The WiSeConnect parts require that the host processor should be connected to the WiSeConnect either using SPI,
UART, or USB host interface. The host processor firmware needs to properly initialize the selected host interface. The
Silabs Wireless SAPI framework provides necessary HAL APIs to enable a variety of host processors.

Note:

For this application refer to - "RS9116.NB0.WC.GENR.OSI.x.x.xx\host\platforms\STM32\Reference
Projects\Keil_Baremetal\Projects\SPI\Throughput"

WiSeConnect based Setup Requirements

e Windows PC with KEIL IDE

¢ Windows PC with Host interface(SPI/ UART/ USB-CDC/ USB) in case of WiSeConnect
e Silabs module connected through SPI with STM32 board

¢ Windows PC with application program like iperf

o Wireless Access point

Windows PC/Laptop
with iperf
192.168.10.100

\ = | Ethernet
TCP Server ...
..
v ’ Wireless Access Point
192.168.10.1
TCP Data.
.. .. TCP Client ((()))
- 0
Fa M R 3
L 8 & - —T

|| —>» JTAG/CMSIS-DAP
[

Windows/Linux PC Configured in STA mode

with IDE
RS9116 Module 192.168.10.101

Connected to it

RS9116W Module

Figure 6: Module Configured in TCP Client Mode
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Windows PC/Laptop
with iperf
192.168.10.100

Ethernet

|

TCP Client

Windows/Linux PC
with IDE
RS9116W Module
Connected to it

TCPData . ["* TCP server

JTAG/CMSIS-DAP

Y

Wireless Access Point
192.168.10.1

RS9116W Module
Configured in STA mode
192.168.10.101

Figure 7: Module Configured in TCP Server Mode

windows PC/Laptop
with iperf
192.168.10.100

Windows/Linux PC
with IDE
RS9116 Module
Connected to it

Ethernet
Y.
v Wireless Access Point
. 192.168.10.1
UDP Data.. .
UDP Client
———> JTAG/CMSIS-DAP

RS9116W Module
Configured in STA mode
192.168.10.101

Figure 8: Module Configured in UDP Client Mode
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Windows PC/Laptop
with iperf
192.168.10.100

Ethernet

|

UDP Client

Windows/Linux PC
with IDE
RS9116W Module
Connected to it

UDP’D@‘?‘..__. ., ™ UDP server

JTAG/CMSIS-DAP

Y

Wireless Access Point
192.168.10.1

RS9116W Module
Configured in STA mode
192.168.10.101

Figure 9: Module Configured in UDP Server Mode

windows PC/Laptop
with iperf
192.168.10.100

Windows/Linux PC
with IDE
RS9116 Module
Connected to it

Ethernet
Y.
v Wireless Access Point
. 192.168.10.1
SSLDdta.. .
SSL Client
———> JTAG/CMSIS-DAP

RS9116W Module
Configured in STA mode
192.168.10.101

Figure 10: Module Configured in SSL Client Mode
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Windows PC/Laptop
with iperf

192.168.10.100 /7 \ 2 —
1 Ethernet J
SsLClient .. -
Wireless Access Point
192.168.101
SSL Data.__._.'*-.,_*"a SSL Server
e ) o |
}—-
L1 —>» JTAG/CMSIS-DAP

—/==

Windows/Linux PC Configured in STA mode

with IDE
RS9116W Module 19216810101

Connected to it

RS9116W Module

Figure 11: Module Configured in SSL Server Mode

Description:

This application can be used to configure the Silicon Labs module in UDP client/server or TCP client/server SSL
client/server. To measure throughput, the following configuration can be applied.

To measure TCP Tx throughput, the module should be configured as a TCP client.
To measure TCP Rx throughput, the module should be configured as a TCP server.
To measure UDP Tx throughput, the module should be configured as a UDP client.
To measure UDP Rx throughput, the module should be configured as a UDP server.

To measure SSL Tx throughput, the module should be configured as an SSL client.

I N

To measure SSL Rx throughput, the module should be configured as an SSL server.

Configuration and Steps for Execution
Configuring the Application:

1. Open
Project RS9116.NB0.WC.GENR.OSI.x.x.xx\host\platforms\STM32\Reference_Projects\Keil _Baremetal\Proje
cts\SPI\Throughput\ and then double click on Throughput ( uVision5 Project).

Then
open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan\throughput_app\rsi_throughput_app.c fi
le and update/modify the following macros:
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File Edit View Projet Flassn Debug Perpherals Tools SVCS Window Help
==y @ 9 = L - #i| @ oma disable CJRe Qe @B X
& E e~ % Trrougnput VR AT Y@
Project B8 ) msithroughput appc v x
% Project: Throughput 44 fdefine TX_RX_RATIC_ERABLE ~
= &3 Throughput 45
# (8 Application/MDK-ARM ’f’ ' efe
© [l Application/User :5 M
® [ Drivers/STM32Fdxx_HAL Drin 18
5 [ Drivers/CMSIS 50
51
% [ common
52 fifdef RSI_M4_INTERFACE
& O driver ==
53
= 5 examples 54
4 ) rsi_throughput_app.c 55 | #endif
02 hal s6
57
@ L intf_spi =
% [ include 59 faet
& L3 nwk &0
® &3 rom = Sean ai cnanns
. &2
# (3 wlan
€3
& omsis P ecurity type
€5 faerine SECURITY_TYPE  RSI_WPA2
6
&7 Password
€8 fdefine PSK
(1]
70 DHCP mode 1- Enable O- Disa
71 #define DHCP_MODE
o | | ‘ )
& Projec] @ books | ) DyTemp. | ¢ ’
luild Output (9]
rted: Project: Throughput
v date € (build 750)°, folder: 'C:\Keil VS\ARM\ARMCC\Bin'

rrox(s), 0 Warning(s).

ST-Link Debugger L73C28 CAP| NUM| SCRL OVR RAW

SSID refers to the name of the Access point.

#define SSID "SILABS_AP"

CHANNEL _NO refers to the channel in which the device should scan. If it is 0, the device will scan all channels.

#define CHANNEL NO 0

Note

Valid values for CHANNEL_NO in the 2.4GHz band are 1 to 11 and the 5GHZ band is 36 to 48 and 149 to 165.
In this example default configured band is 2.4GHz.

So, if the user wants to use a 5GHz band then the user has to set RSI_BAND macro to 5GHz band in (Example
folder $) rsi_wlan_config.h file.

SECURITY_TYPE refers to the type of security. The access point supports Open, WPA, WPA2 securities.
The valid configuration is:

RSI_OPEN - For OPEN security mode

RSI_WPA - For WPA security mode

RSI_WPA2 - For WPA2 security mode

#define SECURITY TYPE RSI OPEN

PSK refers to the secret key if the Access point is to be configured in WPA/WPA2 security modes.

#define PSK "<psk>"

Enable / Disable DHCP mode
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1-Enables DHCP mode (gets the IP from DHCP server)
0-Disables DHCP mode

#define DHCP_MODE 1

To configure static IP address
The IP address to be configured to the device should be in a long format and in little-endian byte order.
Example: To configure "192.168.10.1" as IP address, update the macro DEVICE_IP as 0x010AA8CO.

#define DEVICE IP 0X010AA8CO

The IP address of the gateway should also be in long format and in little-endian byte order
Example: To configure "192.168.10.1" as Gateway, update the macro GATEWAY as 0x010AA8CO

#define GATEWAY 0x010AA8CO

The IP address of the network mask should also be in long format and in little-endian byte order
Example: To configure "255.255.255.0" as network mask, update the macro NETMASK as OxOOFFFFFF

#define NETMASK O0xO0FFFFFF

2. To establish UDP/TCP connection and transfer/receive data to the remote socket configure the below macros
Internal device port number

#define PORT NUM <Local port>

Port number of the remote server

#define SERVER PORT 5001

The IP address of the remote server

#define SERVER_IP ADDRESS 0x640AA8CO

Application memory length which is required by the driver

#define GLOBAL BUFF LEN 8000

The application can use receive buffer size of 1400

#define BUFF SIZE 1400

Note
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To measure SSL Tx/Rx throughput, BUFF_SIZE should be configured as 1370 bytes.

The application can select throughput type as UDP Tx, UDP Rx, TCP Tx, TCP Rx, SSL Tx, SSL Rx. The following is a
macro need to use.

#define THROUGHPUT TYPE UDP_ TX

Following is macro used for throughput type selection

#define UDP_TX
#define UDP_RX
#define TCP_TX
#define TCP_RX
#define SSL TX
#define SSL RX

g w N O

Note
In AP mode, configure the same IP address for both DEVICE_IP and GATEWAY macros.

3. Open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan\throughput_app\rsi_wlan_config.h file
and update/modify the following macros:

#define CONCURRENT MODE DISABLE

#define RSI_FEATURE BIT MAP (FEAT SECURITY OPEN | FEAT AGGREGATION )
#define RSI_TCP IP BYPASS DISABLE

#define RSI_TCP IP FEATURE BIT MAP (TCP_IP FEAT DHCPV4 CLIENT |

TCP_IP FEAT SSL | TCP IP FEAT EXTENSION VALID)

#define RSI_CUSTOM FEATURE BIT MAP (FEAT CUSTOM FEAT EXTENTION VALID |
CUSTOM_FEAT SOC_CLK CONFIG_160MHZ)

#define RSI_EXT CUSTOM FEATURE BIT MAP EXT FEAT 256K MODE

#define RSI_EXT TCPIP FEATURE BITMAP EXT TCP_IP WINDOW DIV

#define RSI BAND RST_BAND 2P4GHZ

3.3.1.1 Executing the Application

1. Connect the Silabs module through SPI to the STM32 board with the provided SPI header.

2. Configure the macros in the files rsi_wlan_config.h as mentioned above in Configuring the Application
3. To measure throughput, the following configuration can be applied.

Note
To Install the iperf software click on the link: https://iperf.fr/iperf-download.php

Please note that for this example, we have used iperf version 2.0.9.

4) Make sure that the iperf is running before running the project. (Except Throughput UDP RX and TCP RX which
should be running after running the project ).

a) To measure UDP Tx throughput, the module should be configured as a UDP client. Open UDP server at the
remote port
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iperf.exe —-s -u -p <SERVER PORT> -i 1

b) To measure UDP Rx throughput, the module should be configured as a UDP server. Open UDP client at the
remote port

iperf.exe —c <Module IP> -u -p <Module Port> -i 1 -b <Bandwidth>

¢) To measure TCP Tx throughput, the module should be configured as a TCP client. Open the TCP server at the
remote port.

iperf.exe —-s -p <SERVER PORT> -i 1

d) To measure TCP Rx throughput, the module should be configured as a TCP server. Open TCP client at the
remote port.

iperf.exe -c <Module IP> -p <module PORT> -i 1 -t 100

To get the Silabs module IP, first run the program so that the module connects to the access point and then find the
Silabs module IP through ip_buff in the code, and re-run the application by using that IP to run command in iperf.

e) To measure SSL Tx throughput, the module should be configured as an SSL client. Open the SSL server at a
remote port.

Open ssl.exe s_server -accept<SERVER PORT> -cert <server certificate file path> -key
<server key file path> -tls<tls version>

f) To measure SSL Rx throughput, the module should be configured as an SSL server. Open SSL client at a remote
port.

For running SSL Rx throughput, User has to run the below mentioned script, which is present in the Path :
/release/host/sapis/examples/utilities/scripts

python SSL Server throughput d.py <module PORT>

5. Build the project and flash the binary into the STM32 board.

6. After the program gets executed, the device would be connected to an Access point having the configuration the
same as that of in the application and get.

7. The device which is configured as UDP / TCP server/client will connect to iperf server/client and sends/receives
data continuously. It will print the throughput per second.

Note
Note: If M4 frequency needs to Switch higher clock then follow the below steps.
stepl : Call switch_m4_frequency() api after device initilization.

step2: Update systics to higher clock as ; SysTick_Config(SystemCoreClock /1000).

silabs.com | Building a more connected world. 52 | Page

PRELIMINARY | Subject to change.




UG454: RS9116W with STM32 User's Guide
SILICON LABS Version 1.2

3.3.2 Example2: Wireless Firmware Upgradation
Overview

The Wireless Firmware upgrade application demonstrates how the WiSeConnect device would be created as an
Access point and allow stations to connect to update the firmware through the webpage.

Sequence of Events

This Application explains user how to:

e Silabs Device acts as an Access point

o Allows stations to connect to it to update the firmware through a webpage.

e A PC having a WiFi card can be used as a Wireless station.

e Silabs device creates a network and acts as a router between the connected stations
e Upgrade the received Firmware into the device.

Example Setup

The WiSeConnect parts require that the host processor is connected to the WiSeConnect using either SPI, UART, or
USB host interface. The host processor firmware needs to properly initialize the selected host interface. The Silabs
Wireless SAPI framework provides necessary HAL APIs to enable a variety of host processors.

WiSeConnect based Setup Requirements
e Windows PC with Keil IDE
e Silabs module connected through SPI with STM32 board

In PC open webpage by typing
the Gateway IP address of the
module.

Host Interface

RS9116 Module

Configured in AP mode
. 192.168.10.101

Figure 12: Setup Diagram for Wireless Firmware Upgrade

Configuration and Steps for Execution
Configuring the Application

1. Open
Project RS9116.NB0.WC.GENR.OSI.x.x.xx\host\platforms\STM32\Reference_Projects\Keil _Baremetal\Proje
cts\SPI\Firmware_upgrade\ and then double click on Firmware_upgrade (uVision5 Project).

Then
open RS9116.NBO.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan\wireless_fimware_upgradation\rsi_wfup
_app.c file and update/maodify following macros:
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SSID refers to the name of the Access point.

#define SSID "SILABS AP"

CHANNEL _NO refers to the channel in which the device should scan. If it is 0, the device will scan all channels.

#define CHANNEL NO 11

Note

Valid values for CHANNEL_NO in the 2.4GHz band are 1 to 11 and the 5GHZ band is 36 to 48 and 149 to
165. In this example default configured band is 2.4GHz. So, if the user wants to use a 5GHz band then the
user has to set RSI_BAND macro to 5GHz band in (Example folder $) rsi_wlan_config.h file.

SECURITY_TYPE refers to the type of security. The access point supports Open, WPA, WPA2 securities

The valid configuration is:RSI_OPEN - For OPEN security modeRSI_WPA - For WPA security modeRSI_WPA2
- For WPA2 security mode.

#define SECURITY TYPE RSI OPEN
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ENCRYPTION_TYPE refers to the type of Encryption method. The access point supports Open, TKIP, CCMP
methods.

The valid configuration is:RSI_CCMP - For CCMP encryptionRSI_TKIP - For TKIP encryptionRSI_NONE - For
open encryption

#define ENCRYPTION TYPE <encryption type>

PSK refers to the secret key if the Access point to be configured in WPA/WPA2 security modes.

#define PSK \\<psk>n

BEACON_INTERVAL refers to the time delay between two consecutive beacons in milliseconds. Allowed values
are integers from 100 to 1000 which are multiples of 100.

#define BEACON INTERVAL 100

DTIM_INTERVAL refers to the DTIM interval of the Access Point. Allowed values are from 1 to 255.

#define DTIM INTERVAL 4

FLAGS:

#define FLAGS WEB_PAGE ASSOCIATED TO JSON

2. To configure the IP address
The IP address to be configured to the device should be in a long format and in little-endian byte order.
Example: To configure “192.168.10.1” as IP address, update the macro DEVICE_IP as 0x010AA8CO.

#define DEVICE IP 0X010AA8CO

The IP address of the gateway should also be in long format and in little-endian byte order

Example: To configure “192.168.10.1” as Gateway, update the macro GATEWAY as 0x010AA8CO

#define GATEWAY 0x010AA8CO

The IP address of the network mask should also be in long format and in little-endian byte order
Example: To configure “255.255.255.0” as a network mask, update the macro NETMASK as OxOOFFFFFF

silabs.com | Building a more connected world. 55 | Page

PRELIMINARY | Subject to change.




UG454: RS9116W with STM32 User's Guide

SILICON LABS

Version 1.2

#define NETMASK

0xO00FFFFFF

3. Open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan\wireless_fimware_upgradation\rsi_wla

n_config.h file and update/modify following macros:

#define
#define
#define

CONCURRENT MODE
RSI_FEATURE BIT MAP

RST_TCP_IP BYPASS

#define RSI_TCP_IP FEATURE BIT MAP
|TCP_IP_FEAT HTTP SERVER)

#define RSI_CUSTOM FEATURE BIT MAP
FEAT CUSTOM FEAT EXTENTION VALID
#define RSI_EXT CUSTOM FEATURE BIT MAP
#define RSI_BAND

RSI_DISABLE

FEAT SECURITY OPEN
RSI_DISABLE

(TCP_IP FEAT DHCPV4 SERVER

EXT FEAT 256K MODE
RSI BAND 2P4GHZ

Firmware Version check: Before firmware up-gradation check the Firmware Version of the Silabs Device by
running the project once, you could see the firmware version through fw_version in the code. In this figure left

hand corner ( fw_version = 1.1.2) is displayed.
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Executing the Application

1. Connect the Silabs module through SPI to the STM32 board with the provided SPI header.

Configure the macros in the files rsi_wfup_app.c and rsi_wlan_config.h as per above Configuring the Application.

2
3. Build the project and flash the binary into the STM32 board.
4

After the program gets executed, the Silabs device will act as an Access point and starts beaconing.
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5. After the Silabs module act as an access point connect with the Wi-Fi station(PC) and open the Webpage by
typing the Gateway IP address of the module. ( Example: 192.168.10.1 this Gateway IP is write in a new tab and
press Enter. After, open the webpage, it shows two-parameters like Configuration and Administration.

6. Click on Administration:-- In this part just browse the .rps file in which you want to update the firmware in your
module. then click on the Update button. Next press Ctrl+shift+k to show the firmware package.
After an update the firmware successfully it displays "Upgradation successfully".
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File name: RS9116.NBO,WC.GENR.OSI1.21.5p v
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7. After Firmware up-gradation, the Device needs to be a reboot to get effective of the new firmware file. After the
first reboot, the device will take a few minutes(~2 min) to load the new firmware.8. Check the updated Firmware
version using fw_version.
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3.3.3 Example3: WLAN Station BLE Bridge
Overview

The COEX application demonstrates how information can be exchanged seamlessly using two wireless protocols
(WLAN and BLE) running in the same. In this COEX application, the Silabs BTLE device connects with a remote
BTLE device (Smart Phone) and the Silabs Wi-Fi interface connects with an Access Point in station mode and does
data transfer in BTLE and Wi-Fi interfaces.

The COEX application has WLAN and BLE tasks and acts as an interface between remote Smartphone BTLE device
and remote PC which is connected to the Access point. Smartphone interacts with the BLE task, while remote PC
interacts with the WLAN task. When Smartphone connects and sends a message to the Silabs device, the BLE task
accepts and sends to the WLAN task, which in turn sends to the remote PC which is connected to Access Point.
Similarly, when a remote PC sends a message to the Silabs device, the message will be sent to smartphones via the
BLE task.

Thus messages can be seamlessly transferred between PC and Smartphone.

Sequence of Events
WLAN Task
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This Application explains user how to:

e Create a Silabs device as Station

e Connect Silabs station to the remote Access point

e Receive TCP data sent by the connected station and forward to BT task
e Send data received by BT task to the connected station using TCP over SSL client protocol.
BLE Task

This Application explains user how to:

e Create chat service

e Configure Silabs device in advertise mode

e Connect from Smartphone to Silabs device

¢ Receive data sent by Smartphone and forward to WLAN task

e Send data received by WLAN task and send to Smartphone
Application Setup

The WiSeConnect parts require that the host processor is connected to the WiSeConnect using either SPI, UART, or
USB host interface. The host processor firmware needs to properly initialize the selected host interface. The Silabs
Wireless SAPI framework provides necessary HAL APls to enable a variety of host processors.

WiSeConnect based Setup Requirements

e Windows PC with KEIL IDE

e Windows PC with Host interface(UART/ USB-CDC/ SPI/ USB) in case of WiSeConnect
e Silabs module connected through SPI with STM32 board

e Wireless Access point

e Windows PC with SSL server application (OpenSSL)

e BTLE supported smartphones with GATT client applications.

Note

Install the BLE scanner for the GATT client application.
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Figure 13: Setup to Demonstrate WLAN Station BLE Bridge Application

Configuration and Steps for Execution

Configuring the Application
Configuring the WLAN task

1. Open Project
RS9116.NB0.WC.GENR.OSI.x.x.xx\host\platforms\STM32\Reference_Projects\Keil _Baremetal\Projects\SPI\
wlan_sta_ble_bridge\ and then double click on wlan_sta_ble_bridge ( uVision5 Project).

Then
open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan_ble\wlan_station_ble_bridge\rsi_wlan_a
pp.c file and update/modify the following macros:
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SSID refers to the name of the Access point.

#define SSID "SILABS AP"

SECURITY_TYPE refers to the type of security. In this application, STA supports Open, WPA-PSK, WPA2-PSK
securities.
The valid configuration is:
RSI_OPEN - For OPEN security mode
RSI_WPA - For WPA security mode
RSI_WPA2 - For WPA2 security mode

#define SECURITY TYPE RSI OPEN

PSK refers to the secret key if the Access point configured in WPA-PSK/WPA2-PSK security modes.

#define PSK "<psk>"

To Load certificate :

#define LOAD CERTIFICATE 1

If LOAD_CERTIFICATE set to 1, the application will load the certificate which is included using
rsi_wlan_set_certificate API.
By default, the application loading the "cacert.pem" certificate if LOAD_CERTIFICATE enables. In order to load a
different certificate, the user has to follow the following steps:

o rsi_wlan_set_certificate APl expects the certificate in the form of a linear array. So, convert the .pem
certificate into linear array form using python script provided in the release package "certificate script.py"

Ex: If the certificate is wifi-user.pem. Give the command in the following way: python certificate_script.py ca-
cert.pem
The script will generate wifiuser.pem in which one linear array named cacert contains the certificate.

o After the conversion of the certificate, update the rsi_ssl_client.c source file by including the certificate file
and by providing the required parameters to rsi_wlan_set_certificate API.

Note

Once the certificate loads into the device, it will write into the device flash. So, users need not load the
certificate for every boot up unless the certificate change.

So define LOAD_CERTIFICATE as 0, if the certificate is already present in the Device.
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Note

All the certificates are given in the release package certificates path is
RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\utilities\certificates.

DEVICE_PORT port refers SSL client port number

#define DEVICE PORT 5001

SERVER_PORT port refers remote SSL server port number

#define SERVER_PORT 5001

SERVER_IP_ADDRESS refers remote peer IP address to connect with the SSL server socket.

The IP address should be in a long format and in little-endian byte order.

Example: To configure "192.168.10.100" as IP address, update the macro SERVER_IP_ADDRESS as
0x640AA8CO.

#define SERVER IP ADDRESS 0x640AA8CO

To configure IP address:
DHCP_MODE refers to whether the IP address configured through DHCP or STATIC

#define DHCP_MODE 1

Note

If the user wants to configure the STA IP address through DHCP then set DHCP_MODE to 1 and skip
configuring the following DEVICE_IP, GATEWAY, and NETMASK macros.

(Or)

If the user wants to configure the STA IP address through STATIC then set DHCP_MODE macro to "0"
and configure following DEVICE_IP, GATEWAY, and NETMASK macros.

The IP address to be configured to the device in STA mode should be in a long format and in little-endian byte
order.
Example: To configure "192.168.10.10" as IP address, update the macro DEVICE_IP as 0xOAOAABCO.

#define DEVICE IP 0XOAOAABCO

The IP address of the gateway should also be in long format and in little-endian byte order
Example: To configure "192.168.10.1" as Gateway, update the macro GATEWAY as 0x010AA8CO

#define GATEWAY 0x010AA8CO
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The IP address of the network mask should also be in long format and in little-endian byte order
Example: To configure "255.255.255.0" as network mask, update the macro NETMASK as OxOOFFFFFF

#define

NETMASK

0xO00FFFFEFF

2. ‘Open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan_ble\wlan_station_ble_bridge\rsi_wlan_
config.h file and update/modify the following macros:

#define
#define
#define
#define

#define
#define
#define

CONCURRENT MODE
RSI_FEATURE BIT MAP
RSI_TCP IP BYPASS
RSI_TCP IP FEATURE BIT MAP

RSI CUSTOM FEATURE BIT MAP
RST_EXT CUSTOM FEATURE BIT MAP
RSI_EXT TCPIP FEATURE BITMAP

RST_DISABLE
FEAT SECURITY OPEN

RST DISABLE

(TCP_IP FEAT DHCPV4 CLIENT |

TCP_IP TOTAL SOCKETS 1 | TCP IP FEAT SSL | TCP_IP FEAT EXTENSION VALID)

FEAT CUSTOM FEAT EXTENTION VALID
EXT FEAT 384K MODE
EXT DYNAMIC COEX_ MEMORY

#define RSI_BAND RSI BAND 2P4GHZ

Configuring the BLE Application

1. Open
RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan_ble\wlan_station_ble_bridge\rsi_ble_app.c
file and update/modify following macros.

File Edit View Projedt Flash Debug Peripherals Tools SVCS Window Help
Sdoa a - " E = 3 oma_enasLe JEAer QA-lec s @ B[N
& E e F| wanstaviebigge VK| BB S V@
Project EY -] _) st ble app.c -
4% Project: wlan_sta_ble_bridge 3% Pinclude "rai_common apis.h®
£ &3 wian_sta_ble_bridge 35 CJfifdes RSI_M4_INTERFACE
@ Wl Application/MDK-ARM s
37
@ i Application/User = ory length fo
# &l Drivers/STM32Fdux_HAL 38 fde 5T GLOBAL BUFF
@ @l Drivers/CMSIS 40 - - B
® 3 commen 41 ues
s X x2
A diver 43 & wuIp %2802
= example P
4] main.c 45
5 ] si_ble_app.c 46 _BLE_NEW_ ._uuIp
3B i 47 e RSI_BLE_ATTRIBUIE_1_UUID
fLSppL 48 fine RSI_BLE_ATTRIBUTIE_2_UUID
@ 0 hal 35 - -
© 3 intf_spi 50 max data length
& B8 inchide 51 #define RSI_BLE MAX DATA_LEN
5 k =
— 53 -al device name
& rom 54 & RSI_BLE_APP_DEVICE_NAME
3 wian 55
o e :f  PROPERTY_READ
@ cuss 58 PROPERTY WRITE
58 PROPERTY_NOTIFY
€0
€1
€2 E
63  fae SI_BLE_DISCONN |
€4 #define RSI_BLE GATT WRITE_EVEN
€5
[ or commands used in application
1 I— | &7 ty £ n rsi )_cmd_ v
Bro. [@ OFu. D7 < >
«a
RO-data=608 RW-data=5136 ZI-data=17664
"wlan_sta_ble_] 32hex.axf™ - 0 Error(s), O Warning(s).
Build Time Elapsed 14 v
ULINKZ/ME Cortex Debugger Lcl CAP NUM SCRL OVR RAW

RSI_BLE_NEW_SERVICE_UUID refers to the attribute value of the newly created service.

#define RSI BLE NEW SERVICE UUID 0xAABB

RSI_BLE_ATTRIBUTE_1_UUID refers to the attribute type of the first attribute under this service
(RSI_BLE_NEW_SERVICE_UUID).
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#define RSI_BLE ATTRIBUTE 1 UUID 0x1AAl

RSI_ BLE_ATTRIBUTE_2_ UUID refers to the attribute type of the second attribute under this service
(RSI_BLE_NEW_SERVICE_UUID).

#define RSI _BLE ATTRIBUTE 2 UUID 0x1BB1

RSI_BLE_MAX_DATA_LEN refers to the Maximum length of the attribute data.

#define RSI_BLE MAX DATA LEN 20

RSI_BLE_APP_DEVICE_NAME refers to the name of the Silabs device to appear during scanning by remote
devices.

#define RSI_BLE APP DEVICE NAME "WLAN BLE SIMPLE CHAT"

The following are the non-configurable macros in the application.
RSI_BLE_CHAR_SERV_UUID refers to the attribute type of the characteristics to be added in a service.

#define RSI_BLE CHAR SERV_UUID 0x2803

RSI_BLE_CLIENT_CHAR_UUID refers to the attribute type of the client characteristics descriptor to be added in
a service.

#define RSI _BLE CLIENT CHAR UUID 0x2902

RSI_BLE_ATT_PROPERTY_READ is used to set the READ property to an attribute value.

#define RSI_BLE ATT PROPERTY READ 0x02

RSI_ BLE _ATT_PROPERTY_WRITE is used to set the WRITE property to an attribute value.

#define RSI BLE ATT PROPERTY WRITE 0x08
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RSI_BLE_ATT_PROPERTY_NOTIFY is used to set the NOTIFY property to an attribute value.

#define RSI BLE ATT PROPERTY NOTIFY 0x10

BT_GLOBAL_BUFF_LEN refers to the number of bytes required by the application and the driver.

#define BT GLOBAL BUFF LEN 10000

Exécuting the Application
1. Connect the Silabs module through SPI to the STM32 board with the provided SPI header.

2. Find the Openssl Window32/64 bit installation link :
https://slproweb.com/products/Win320penSSL.html

Note
Application was tested in Win320penSSL_Light-1 1 1d and Win640penSSL_Light-1 1 1d.

3. After installing the software of Openssl, copy all certificates from this path (
RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\utilities\certificates ) to paste on this path ( C:\OpenSSL-
Winxx\bin ).

4. Navigate to the installed Openssl Application folder, follow this path : C:\OpenSSL-Winx.x\bin and open the
command prompt by the typing cmd in root path of the directory then after run SSL server by giving following

command:
——— . . ¢
@\/'[ . cmd
cmd
Organize ¥ | Search for "cmd”
»{ Favorites
Bl Desktop PEM 16-01-2020 15:10 File folder
& Downloads %] 4758ccadll 03-05-2016 17:44 Application extens... 14 KB
| Recent Places %) aep.dll 03-05-2016 17:44 Application extens... 12 KB
%) atalla.dll 03-05-2016 17:44 Application extens... 11 KB
4 Libraries | CApl 03-05-2016 06:46 PL File 6 KB
<] Documents %/ capi.dll 03-05-2016 17:44 Application extens... 24 KB
J" Music %) chil.dll 03-05-2016 17:44 Application extens... 16 KB
k| Pictures %] cswift.dll 03-05-2016 17:44 Application extens... 14 KB
B videos % gmp.dll 03-05-2016 17:44 Application extens... 6 KB
%] gost.dll 03-05-2016 17:44 Application extens... 58 KB
1M Computer %] libeay32.dll 03-05-2016 17:43 Application extens... 1,233 KB
5_‘-’ Local Disk (C:) %] msverl20.dil 05-10-2013 02:38 Application extens... 949 KB
s Local Disk (D:) %] nuron.dll 03-05-2016 17:44 Application extens... 9KB
|| openssl.cfg 03-05-2016 06:44 CFG File 11 KB
€l Network [ openssl 03-05-201617:44  Application 434 KB
N cpu243 |%| padlock.dll 03-05-2016 17:44 Application extens... 11 KB
& Cpu2s1 || privatekey.key 23-12-2019 20:07 KEY File 7KB
1M CPU266 %) ssleay32.dll 03-05-2016 17:44 Application extens... 267 KB
1M CPu2s4 %) sureware.dll 03-05-2016 17:44 Application extens... 16 KB
N Cpu337 %, ubsec.dll 03-05-2016 17:44 Application extens... 13KB
M CpU3s4
& Cpu3s7
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openssl.exe s_server -accept<SERVER_PORT> —cert <server_certificate_file_path> -key
<server_key_file_path> -tls<tls_version>

(OR)
Directly click on the Openssl application. (refer to figure below)

@ ) » Computer » Local Disk (C:) » OpenSSL-Win32 » bin »

Organize v [=) Open New folder
{ Favorites Marye Catemodined Type o
B Desktop PEM 16-01-2020 15:1
& Downloads %] 4758cca.dll 3-05-2016 17:44 pplication extens 14 KB

Recent Places %] aep.dll 03-05-2016 17:44 2
%) atalla.dll 03-05-2016 17:44 plication extens
@ Libraries CApl 03-05-2016 06:46 PL File
<] Documents %| capi.dll 1 A t 4
@' Music %| chil.dll 1 A
&= Pictures %, cswift.dll > 17:44 Applicat 14 }
B videos % gmp.dil 1
“%| gost.dil

/™ Computer %) libeay32.dll 3-05-2016 17:43
& Local Disk (C) %] msverl20.dll 5-10-2013 02:38
ca Local Disk (D:) %] nuron.dll 03-05-2016 17:44 B

openssl.cfg 3-05-2016 06:44 CFG File

€l Network 7 openssl 3-05-2016 17:44 - at 434 KB
1M CPU243 %| padlock.dll 5- 17:44 Application exte
& Cpu2s1 privatekey.key 1 1
M CPU266 (%) ssleay32.dll 1617:44 Apy
' Cpu2s4 %] sureware.dll 5-2016 17:44
' CPU337 %| ubsec.dll 5-2016 17:44
M CPU3S4
/™ CPU357
M CPU393
M coLann

s_server -accept<SERVER_PORT> —cert <server_certificate_file_path> -key <server_key file path> -
tis<tls_version>

Example: s_server —accept 5001 —cert server-cert.pem -key server-key.pem —tls1

=

BN Administrator: C:\Windows\system32\cmd.exe - openssl.exe s_server -accept 5001 -cert server-cert.... | = || & \@

C:\Users\CPU-248\Desktop\Opensslibhin>openssl.exe s_server —-accept 5881 -cert ser
ver—cert.pem —key server—-key.pem —tlsi

Loading ’'screen’ into random state — done

Using default temp DH parameters

llsing default temp ECDH parameters

ACCEPT
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5. After the program gets executed, Silabs BLE is in Advertising state and WLAN connects to Access Point and
establishes SSL connectivity with SSL server opened on Windows PC1. Please refer the given below image for
connection establishment at windows PC1.

BY Administrator: C\Windows\system32\cmd.exe - openssl.exe s_server -accept 5001 -cert server-cert.... = ||-@ |@

C:\Users\CPU-248\Desktop:Opensslibin>openssl.exe s_server —accept 5881 —-cert ser
ver—cert.pem —key server—key.pem —tlsi
Loading ’'screen’ into random state — done
Using default temp DH parameters
Using default temp ECDH parameters
NCCEPT
had gethosthyaddr

BEGIN SSL SESSION PARAMETERS
MHUCAQECAgMBBAIANQQghXEA?mzU5ua?¥1hKn3o0 /1 K2Cf cmtUGOpUBS +Bc jUJ1NwE
MB1940ijrLud4ivwlcFL/c+/d0T8Sis46ze6FAsVBrdUubm@BNkQqSOHFnS IviKpuB
26 EGAgREDkA20gQCAhugpAY EBAEAAAA=

END SSL SESSION PARAMETERS

Shared ciphers:AES256-SHA:AES128-SHA
CIPHER is AES256-SHA

6. Open BLE scanner App in the Smartphone and scan for the Silabs device.

7. In the App, the Silabs device will appear with the name configured in the macro RSI_BLE_APP_SIMPLE_CHAT
(Ex: "WLAN_BLE_SIMPLE_CHAT") or sometimes observed as an internal name "SimpleBLEPeripheral.
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BLE Scanner Q

History Favorites

Glucose

65:03:99:58:80:C5 CONNECT
NOT BONDED

BlueZ

00:1A:7D:DA:71:17 CONNECT

NOT BONDED

SimpleBLEPerip

heral CONNECT
00:23:A7:84:C3:40

NOT BONDED

8. Initiate the BLE connection from the App to the Silabs device.
9. After a successful connection, the BLE scanner displays the supported services of the Silabs device.
10. Select the attribute service which is added RSI_ BLE_NEW_SERVICE_UUID

(Ex: 0XAABB) and enable Notification for attribute UUID RSI_BLE_ATTRIBUTE_2_UUID (Ex: O0x1BB1) to receive
data sent by Wi-Fi STA.
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<{ SimpleBLEPerip... DISCONNECT

Status: CONNECTED
NOT BONDED

J oU

PRIMARY SERVICE
CUSTOM SERVICE

0000AABB-0000-1000-8000-00805F9B34F
B
PRIMARY SERVICE

CUSTOM CHARACTERISTIC @

UuID:
00001AA1-0000-1000-8000-00805F9B34FB
Properties: WRITE

Write Type: WRITE REQUEST

CUSTOM CHARACTERISTIC @

UuID:
00001BB1-0000-1000-8000-00805F9B34FB
Properties: READ,NOTIFY

Value: Hello from WiFi STA

Hex:
0x48656C6C6F2066726F6D2057694669205
354410D

11. Now from the SSL server (windows PC1), send a message (Ex: "Hello from WiFi STA") to the Silabs
device. Silabs device forwards the received message from the SSL server to a remote BTLE device which is
connected to the Silabs BTLE device over BTLE protocol. Users can observe the message notification on attribute
UUID RSI_BLE_ATTRIBUTE_2_UUID (Ex: 0x1BB1) in the BTLE scanner app.

silabs.com | Building a more connected world. 69 | Page

PRELIMINARY | Subject to change.




UG454: RS9116W with STM32 User's Guide
SILICON LABS Version 1.2

B Administrator: C:\Windows\system32\cmd.exe - openssl.exe s_server -accept 5001 -cert server-cert.... | = || & \@

C:\Users\CPU-248\Desktop\Openss1l\bin>openssl.exe s_server —accept 5801 -cert -
ver—cert.pem —key server—key.pem —tlsl

Loading ’screen’ into random state — done

Using default temp DH parameters

Using default temp ECDH parameters

ACCEPT

had gethosthyaddr

————— BEGIN SSL SESSION PARAMETERS —————

MHUCAQECAgMBBA I ANQQghXA?mzU5ua?81hKn30 /1 K2Cf cmtUGOpUBE +B¢c jUJ1NwE
MB1940ijrLu4ivlcFL/c+/d0T8Sis46zeb6FAsVUArdUubmBBNKkQgSOHFnSIviKpu@ =
26 EGAgREDkA20gQCAhwgpAYEBAEAAAA=

77777 END SSL SESSION PARAMETERS————-

Sharedndpleess0FS256—-SHAAES128—-SHA

OYrHER is AES256-5HAW
tHello from WiFi STA

A

Status: CONNECTED
NOT BONDED
UX108U

PRIMARY SERVICE
CUSTOM SERVICE

0000AABB-0000-1000-8000-00805F9B34F
B
PRIMARY SERVICE

CUSTOM CHARACTERISTIC

uuID:
00001AA1-0000-1000-8000-00805F9B34FB
Properties: WRITE

Write Type: WRITE REQUEST

CUSTOM CHARACTERISTIC @

ULUP~
00001BB1-0000-1000-8000-DQ805F9B34FB
Properties: READ,NOTIFY

Value: Hello from WiFi STA

Hex:
0x48656C6C6F2066726F6D2057694669205
354410D

D 0 o

Note
rsi_wlan_app_send_to_btle() function defined in rsi_ble_app.c to send message from WLAN task to BTLE task

silabs.com | Building a more connected world. 70 | Page

PRELIMINARY | Subject to change.




UG454: RS9116W with STM32 User's Guide
SILICON LABS Version 1.2

12. Now send a message (Ex: "Hello from bt slave") from GATT client (from smartphone BLE scanner app) using
attribute RSI_BLE_ATTRIBUTE_1_UUID (Ex: Ox1AA1) to Silabs device. Silabs device forwards the received
message from BTLE remote device to the SSL server over Wi-Fi protocol. Users can observe the message on the
UDP socket application.

< SimpleBLEPerip... DISCONNECT

Status: CONNECTED
NOT BONDED

0x1801
PRIMARY SERVICE

CUSTOM SERVICE

0000AABB-0000-1000-8000-00805F9B34F
B
PRIMARY SERVICE

CUSTOM CHARACTERISTIC @

UulID:
00001AA1-0000-1000-8000-00805F9B34FB
Properties: WRITE

Write Type: WRITE REQUEST

CUSTOM CHARACTERISTIC 0 m

uuID:
00001BB1-0000-1000-8000-00805F9B34FB
Properties: READ,NOTIFY

Descriptors:
Client Characteristic Configuration Q
UUID: 0x2902

-
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Text

Hello from bt slave

L d

Cancel

EX Administrator: C:\Windows\system32\cmd.exe - openssl.exe s_server -accept 5001 -cert server-cert.... [l -= |@

C:\Users\CPU-248\Desktop\Openss1\bin>openssl.exe s_server —-accept 5001 -cert ser
ver—cert.pem —key server—key.pem —tlsi
Loading ’'screen’ into random state — done
Using default temp DH parameters
Using default temp ECDH parameters
ACCEPT
bhad gethosthyaddr

BEGIN SSL SESSION PARAMETERS
MHUCAQECAgMBBAIANQQghXA?nzU5ua?¥1hkn30 /I K2Cf cmtUGOpUBf +B¢ jUJ1NuwE
MB194081i jrLu4iwlcFL/c+/d0T8Sis46ze6FAsUBrdUubmBBNkQgSOHFnS IviKpuB
26 EGAgRXDkA209gQCAhwgpAYEBAEAAAA =

END SSL SESSION PARAMETERS
Sharedesdiphees:0FS256-SHA:AES128-SHA
3 AES256—5MA
Hello from WiFi STA
Hello from bt slave

silabs.com | Building a more connected world. 72 | Page
PRELIMINARY | Subject to change.




UG454: RS9116W with STM32 User's Guide
SILICON LABS Version 1.2

Note

rsi_bt app_send_to_wlan() function defined in rsi_wlan_app.c to send message from BTLE task to WLAN task.

3.3.4 Example4: WLAN Station BLE Provisioning
Overview
This application explains how to get the WLAN connection functionality using BLE provisioning.
In this application,
e Silicon Labs Module starts advertising and with BLE Provisioning the Access Point details are fetched
e Silicon Labs device is configured as a WiFi station and connects to an Access Point.
Sequence of Events
WLAN Task
This Application explains user how to:
+ Create Silabs device in Station mode
» Connect Silabs station to the remote Access point
BLE Task
This Application explains user how to:
« Configure Silabs device in advertise mode
» Connect from Smartphone
Application Setup

The WiSeConnect parts require that the host processor is connected to the WiSeConnect using either SPI, UART, or
USB host interface. The host processor firmware needs to properly initialize the selected host interface. The Silabs
Wireless SAPI framework provides necessary HAL APIs to enable a variety of host processors.

WiSeConnect based Setup Requirements
» Windows PC with KEIL IDE
* Windows PC with Host interface(UART/ USB-CDC/ SPI/ USB) in case of WiSeConnect
+ Silabs module connected through SPI with STM32 board
» Wireless Access point

* BTLE supported smartphones

Note
Install the Redpine Connect application in Android smartphones.
Find the Redpine_Connect_v1.1.apk file from this path: RS9116.NB0O.WC.GENR.OSI.x.x.xx\utils\.
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Block Diagram

Wireless Access Point
with Internet
O mm
Mobile client
- . J/ *
|| < > Host < N Silabs

Interface Module
— ey,
e\

HOST /MCU Configured in
STA mode

Figure 14: WLAN Station BLE Provisioning Setup Diagram

Configuring the Application
Configuration and Steps for Execution

Configuring the WLAN task

1. Open
Project RS9116.NB0.WC.GENR.OSI.x.x.xx\host\platforms\STM32\Reference_Projects\Keil _Baremetal\Proje
cts\SPI\wlan_sta_ble_provisioning and then double click on wlan_sta_ble_provisioning (uVision5 Project).
Then
open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan_ble\wlan_station_ble_provisioning\rsi_
wlan_app.c file and update/modify following macros:
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File Edt View FProjet Flash Debug Peripherals Tools SVCS Window Help
A= N- @9 - " E £ "] VEaAe Q-|e S @@\
NEARCR $2 | wian_sta_ble_provisionie[v] A | b B @ P @

Project L]

15 Project: wlan_sta_ble_provi:
=1 &3 wian_sta_ble_provisioni
i &3 Application/MDK-2

@ &3 Application/User
5 @ Drivers/STM32Fdxx,
% @l Drivers/CMSIS
% 1 commen
7 [ driver
@ intf_spi
5 3 exmple
@ [ main.c
5 ) rsi_ble_app.c
@ ] rsi_wlan_app.c
@ 3 hal
@ ok
# [ wian
@ 3 bt ble
@ (3 Rom
7 [ Include
& omss

ck size
K_STACK SIZE 500
. »

e [@e. OF. (0,7 < >
Build Output «a
Linking...

Program Size: Code=35820 RO-data=¢0f RW-data=132 ZI-daca=23780
"wlan_sta_ble_provisi \STM32hex.axf" - 0 Error(s), 0 Warning(s).
Build Time Elapsed: 00:00:21

ST-Link Debugger 138 C:1 CAP NUM SCRL OVR R

To configure the IP address

Memory length for driver

#define GLOBAL BUFF LEN 15000

Memory length for the send buffer

#define BUF_ SIZE 1400

The following parameters are configured if OS is used. WLAN task priority is given and this should be of low priority

#define RSI WLAN TASK PRIORITY 1

Driver task priority is given and this should be of the highest priority

#define RSI_DRIVER TASK PRIORITY 1

WLAN Task stack size is configured by this macro

#define RSI_WLAN TASK STACK SIZE 500

Driver Task stack size is configured by this macro

#define RSI DRIVER TASK STACK SIZE 500

2. Open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan_ble\wlan_station_ble_provisioning\rsi_w
lan_config.h file and update/modify the following macros:
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#define CONCURRENT MODE RSI_DISABLE
#define RSI_FEATURE_BIT_MAP FEAT_SECURITY_OPEN
#define RSI TCP_IP BYPASS RSI DISABLE

#define

#define
#define
#define
#define

RSI TCP IP FEATURE BIT MAP

RSI_CUSTOM FEATURE BIT MAP

RSI_EXT CUSTOM FEATURE BIT MAP
RSI_EXT TCPIP FEATURE BITMAP
RSI_BAND

(TCP_IP FEAT DHCPV4 CLIENT

TCP_IP FEAT SSL | TCP_IP FEAT DNS_CLIENT | TCP_IP FEAT EXTENSION VALID)

FEAT CUSTOM FEAT EXTENTION VALID

EXT FEAT 384K _MODE
EXT DYNAMIC COEX MEMORY
RSI_BAND 2P4GHZ

Note

rsi_wlan_config.h file is already set with the desired configuration in respective example folders user need not
change for each example.

Configuring the BLE Application:

Open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan_ble\wlan_station_ble_provisioning\rsi_ble
app.c file and update/modify following macros:

SVCS  Window  Help

File Edit View Projed Flash Debug Peripherals Tools

“wlan_sta_ble_provisioning/\STM3Zhex.axf®
Build Time Elapsed: 00:00:24

- 0 Errox(s), O Warning(s).

=" a9 - " £ iE B omaEHARLE Vaw @-|le o a-l|- N
& (5 d e $1 | wian_sta ble_provisionit ] 4| db B @ P @
Project + g3 _] rsi_ble_app.c v x
15 Project: wian_sta _ble_provi | Y
&5 wian_sta_ble_provisioni 44 application defines
i @ Application/MDK-2| :i
% &3 Application/User =
¥ & Drivers/STM32F0x_ 48
¥ &l Drivers/CMSIS 49 uin
+ (d common 50
4 51
3 (3 diver -
o intf spi 53 #de
5 & example 54
© [ maine 55
5€
@ [ rsi_ble_app.c 57
o 1) siwian_app.c s8 = RSITBLE ATTRIBUTE_2_UUID
3 hal $9 #define RSI_BLE_ATTRIBUTE_3_UUID
# d nwk 0
L . €1 max daca lenge
— wan 62 & RSI_BLE_MAX DATA_LEN
4 (3 btble &
% 3 Rom &4 al device n
G Include &5 & RSI_BLE_AFP_DEVICE_NAME BLE_CONFIGURATOI
& cumsis = . .
€8 FROPERTY_READ 0x02
€9 RS TT_FROPERTY_WRITE 0x08
70 RS TT_PROPERTY NOTIFY  0x10
7
72
73
74 0x00
75 0
4] | | 76 v
e [@e. [Or. Dyre.| | < >
Build Output + 8
linking. .. ~
Brogram Size: Code=35764 RO-data=£08 RW-data=132 ZI-data=23780

ULINK2/ME Cortex Debugger 1:43 G CAP. NUM SCRL OVR R/W

RSI_BLE_CHAR_SERV_UUID refers to the attribute type of the characteristics to be added in a service.

#define RSI BLE CHAR SERV UUID

0x2803

RSI_BLE_CLIENT_CHAR_UUID refers to the attribute type of the client characteristics descriptor to be added in a

service.

#define RSI_BLE CLIENT CHAR UUID

0x2902

RSI_BLE_NEW_SERVICE_UUID refers to the attribute value of the newly created service.

#define RSI BLE NEW SERVICE UUID

0xAABB
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RSI_BLE_ATTRIBUTE_1_UUID refers to the attribute type of the first attribute under this service
(RSI_BLE_NEW_SERVICE_UUID).

#define RSI BLE ATTRIBUTE 1 UUID 0x1AAl

RSI_BLE_ATTRIBUTE_2_UUID refers to the attribute type of the second attribute under this service
(RSI_BLE_NEW_SERVICE_UUID).

#define RSI _BLE ATTRIBUTE 2 UUID 0x1BB1

RSI_BLE_ATTRIBUTE_3_UUID refers to the attribute type of the third attribute under this service
(RSI_BLE_NEW_SERVICE_UUID).

#define RSI BLE ATTRIBUTE 3 UUID 0x1lcCl

RSI_BLE_MAX DATA_LEN refers to the Maximum length of the attribute data.

#define RSI BLE MAX DATA LEN 20

RSI_BLE_APP_DEVICE_NAME refers to the name of the Silabs device to appear during scanning by remote
devices.

#define RSI BLE APP DEVICE NAME "REDPINE BLE CONFIGURATOR"

The following are the non-configurable macros in the application.
RSI_BLE_ATT_PROPERTY_READ is used to set the READ property to an attribute value.

#define RSI BLE ATT PROPERTY READ 0x02

RSI_BLE_ATT_PROPERTY_WRITE is used to set the WRITE property to an attribute value.

#define RSI BLE ATT PROPERTY WRITE 0x08

RSI_BLE_ATT_PROPERTY_NOTIFY is used to set the NOTIFY property to an attribute value.

#define RSI BLE ATT PROPERTY NOTIFY 0x10

BT_GLOBAL_BUFF_LEN refers to the number of bytes required by the application and the driver.
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#define BT GLOBAL BUFF_LEN 15000

Executing the Application

1. Connect the Silabs module through SPI to the STM32 board with the provided SPI header.
2. After executing the program, Silabs device is in Advertising state

3. Open a Redpine connect App in the Smartphone.
4

Click on BLE Provisioning, after a click on that "An app wants to turn on Bluetooth" type of pop-up display click on
"Yes" and then do the Scan.

achl 2.2k/s 19:33 % 300 @ 514G 8% M

Redpine Connect

T

BLE Provisioning About

acfill 0.3K/s

An app wants to turn on Bluetooth.

Yes No
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4l 0.9k/s @ 19:28 300 @ 4G g% M

Redpine Connect STOP SCAN

Bluetooth enabled!!

4. In the App, the Silabs module device will appear with the name configured in the
macro REDPINE_BLE_CONFIGURATOR.

5. Initiate the BLE connection from the App to the Silabs device.
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achil oxis© B 17:17 % ¢ © %146 66%

Redpine Connect STOP SCAN

REDPINE_BLE_CONFIGURATOR
88:DA:1A:B2:C1:DB
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4Gl okis®© @ 17:18 %0 © 114G 66% W

REDPINE_BLE_CONFIGURATOR

Device got connected!!

6. Once the device gets connected, a list of available Access Points to get displayed on the screen.

silabs.com | Building a more connected world.

PRELIMINARY | Subject to change.

achill okis®© B 17:20 3 30 © 114G 66% (WM

Checking whether device got
/ connected to AP.
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4ciill 0K/s @ B () o 12:39 3 300¢ © 5i4G s8%

REDPINE_BLE_CONFIGURATOR

Firmware version : 1.2.23

oy o
@ EVI:::«;/YASREE ®
/,::\\ l\:vaprlt\I;ikaA @
/,—’:\\ er\jir;ya4ﬂoor ®

7. Connect to any Access Point.

achil 2ox/sE B o) - 12:39 300 @ G

CONNECT
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aghill 0k/s@ B () - 1239 0@ 5

CONNECT

aciill 01K/sE B @) -+ 12:39 300 © 544G 59% (1

} Connecting to AP.
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achill 32K/ @ B ) -+ 12:39 310 © %i4G 59%

REDPINE_BLE_CONFIGURATOR

Firmware version : 1:2:23
kanha
=\ WPA2
e’ 88:daa78:07:24 @
192.168.43.230
7 ~ B
/’-\\ HAYYASREE ‘
® WPA2
i
//’:‘\\ k.aftltllkk2.4 .
° WPA2
//’\\\ Ananya 4 floor &
° WPA2
AP Connection is successful

3.3.5 Example5: WLAN Standby Associated Power Save
Overview

The application demonstrates the process of configuring the device in power save profile mode 2 after successful
connection with the Access point in station mode and provides the steps to send UDP data from the RS9116W device
to remote peer in the configured power save mode.

In this application, RS911W EVK connects to Access Point, configures to Power save profile mode2 and transfers
data using UDP.

Sequence of Events

This Application explains user how to:

e Enable Silabs device in station mode.

e Connect the Silabs device station to the Access point.

e Configure device in Power Save profile mode 2.

If needed, data transfer is possible in power save mode 2 in the following steps:

e Open the UDP client socket in the Silabs device.

e Send UDP data from the Silabs device to the remote peer.

¢ Analyze power save profile while it is in an Associated state and while data transfer.
Example Setup

The RS9116W device requires the host processor to be connected to it using either SPI or UART or USB interface.
The host processor firmware needs to properly initialize the selected host interface. The Silicon Wireless SAPI
framework provides necessary HAL APIs to enable a variety of host processors.

WiSeConnect based Setup Requirements

¢ Windows PC with Host interface(UART/ USB-CDC/ SPI/ USB) in case of WiSeConnect
e Silabs EVK or module

o Wireless Access point

e Windows PC2 with UDP server application (iperf)

e Agilent power analyzer
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= USB Cable

Figure 15: Setup Diagram

Wireless Access

point
Ethernet
Window Laptop % "o
with Iperf L

Host Interface
(Ex:STM32)

UART

35911§W EVK Power Analyzer
Configured in STA mode
192.168.10.101

of Standby Associated Power Save Example

HOST

Figure 16: Setup Diagram
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Configuration and Steps for Execution

Configuring the Application

1. Open
Project RS9116.NB0.WC.GENR.OSI.x.x.xx\host\platforms\STM32\Reference_Projects\Keil_Baremetal\Proje
cts\SPI\Power_save and then double click on Powersave (uVision5 Project).

Then open
RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan\power_save_standby associated\rsi_wlan_conn
ected_sleep_app.c file and update/modify the following macros:

File Edit View Project Flash Debug Peripherals Tools SVCS Window Help
=2~ N ] - L E iE e ] JAe a-|le @ @-|B- N
e ¥% | power_sove MR AR evd
Project =8

5 Project: Powersave

= 43 Power_save
i &1 Application/MDK-ARM

ode 1- Enable 0
DHCP_MODE
6 [ rsi_wlan_connected_sleep_app.c 48

! If DHCP mode is disabled given IP statically
50 []#if ! (DHCE_MODE)

ne SERVER_PORT

ULINK2/ME Cortex Debugger L37 G AP NUM SCRL OVR RW

SSID refers to the name of the Access point.

#define SSID "SILABS_AP"

SECURITY_TYPE refers to the type of security. In this application, STA supports Open, WPA-PSK, WPA2-PSK
securities.

Valid configurations are:

RSI_OPEN - For OPEN security mode

RSI_WPA - For WPA security mode

RSI_WPA2 - For WPA2 security mode

#define SECURITY TYPE RSI OPEN

PSK refers to the secret key if the Access point is configured in WPA-PSK/WPA2-PSK security modes.

#define PSK "<psk>"

SERVER_PORT refers to the remote UDP server port number which is opened in Windows PC2.
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#define SERVER PORT <remote port>

SERVER_IP_ADDRESS refers to the remote peer IP address to connect with the UDP server socket.
The IP address should be in a long format and in little-endian byte order.
Example: To configure "192.168.10.100" as IP address, update the macro DEVICE_IP as 0x640AA8CO.

#define SERVER IP ADDRESS 0x640AA8CO

NUMEBR_OF_PACKETS refers to the number of packets to be sent from the device to the remote UDP server.

#define NUMBER OF PACKETS <no of packets>

GLOBAL_BUFF_LEN refers to the application memory length which is required by the driver.

#define GLOBAL BUFF_ LEN 15000

DHCP_MODE refers to the mode of configuring the IP address, which is whether through DHCP or STATIC.

#define DHCP_MODE 1

Note

If the user wants to configure the STA IP address through DHCP then set DHCP_MODE to 1 and skip
configuring the following DEVICE_IP, GATEWAY and NETMASK macros.

(Or)

If the user wants to configure the STA IP address through STATIC then set DHCP_MODE macro to "0" and
configure following DEVICE_IP, GATEWAY and NETMASK macros.

The IP address which is to be configured to the device in STA mode should be in a long format and in little-endian
byte order.

Example: To configure "192.168.10.10" as IP address, update the macro DEVICE_IP as 0OxOAOAAB8CO.

#define DEVICE IP 0XOAOAABCO

The IP address of the gateway should also be in long format and in little-endian byte order
Example: To configure "192.168.10.1" as Gateway, update the macro GATEWAY as 0x010AA8CO

#define GATEWAY 0x010AA8CO

The IP address of the network mask should also be in long format and in little-endian byte order
Example: To configure "255.255.255.0" as network mask, update the macro NETMASK as 0xOOFFFFFF
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#define NETMASK O0xO0FFFFFF

/I' Power Save Profile Mode

In this application, the default power save mode configuration is set to low power mode 2 (RSI_SLEEP_MODE_2)
with maximum power save (RSI_MAX_PSP) and with a message-based handshake.

PSP_TYPE refers power save profile type. The WiSeConnect device supports following power save profile types in
BTLE mode,

RSI_MAX_PSP (0): In this mode, the WiSeConnect device will be in Maximum power save mode i.e, Device will wake
up for every DTIM beacon and do data Tx and Rx.

#define PSP MODE RSI SLEEP MODE 2
#define PSP TYPE RSI MAX PSP
2. Open

RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan\power_save_standby_associated\rsi_wlan_confi
g.h file and update/modify the following macros:

#define CONCURRENT MODE RSI DISABLE

#define RSI_FEATURE BIT MAP (FEAT SECURITY OPEN | FEAT AGGREGATION |
FEAT ULP_GPIO BASED HANDSHAKE)

#define RSI_TCP_IP BYPASS RSI DISABLE

#define RSI_TCP_IP FEATURE BIT MAP (TCP_IP FEAT DHCPV4 CLIENT |

TCP_IP FEAT EXTENSION VALID)

#define RSI_CUSTOM FEATURE BIT MAP FEAT CUSTOM FEAT EXTENTION VALID
#define RSI_EXT CUSTOM FEATURE BIT MAP EXT FEAT LOW POWER MODE |

EXT FEAT BYPASS CLK ON UULP GPIO 3

Note: The above macro is for silicon version 1.4, if the silicon version is 1.3,then define
the macro as:

#define RSI _EXT CUSTOM FEATURE BIT MAP (EXT FEAT LOW_POWER MODE |

EXT FEAT XTAL CLK ENABLE)

#define RSI_EXT TCPIP FEATURE BITMAP CONFIG_FEAT EXTENTION VALID
#define RSI_CONFIG FEATURE BITMAP RSI_FEAT SLEEP GPIO SEL BITMAP
#define RSI BAND RST_BAND 2PA4GHZ

#define RSI_HAND SHAKE TYPE GPIO BASED

#define RSI_SELECT LP OR ULP MODE RSI_ULP _WITH RAM RET

#define PLL_MODE
#define RF_TYPE
#define WIRELESS MODE
#define ENABLE PPP
#define AFE TYPE
#define FEATUREiENABLES (RSIiFEATiFRAMEiPREAMBLEiDUTY7CYCLE |
RSI_FEAT FRAME LP CHAIN |RSI_FEAT FRAME IN PACKET DUTY CYCLE)

O O O

3.
Open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan\power_save_standby_associated\rsi_wlan
_config.h file and update/modify the following macros for WMM_PS :
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//! set wmm enable or disable

#define RSI _WMM PS ENABLE RSI ENABLE
//V 0 -TX BASED 1- PERIDIC

#define RSi WMM PS TYPE 0

//! set wmm wake up interval

#define RSI_WMM PS WAKE INTERVAL 20

//! set wmm UAPSD bitmap

#define RSI _WMM PS UAPSD BITMAP 15

Note

1. psp_type is only valid in psp_mode 1 and 2.
2. psp_type UAPSD is applicable only if RSI_WMM_PS_ENABLE is enabled in rsi_wlan_config.h file

Executing the Application

Switch on the power meter, go to settings and select measurement as the Current Measure.

Connect power probes of the power meter to the Silabs device J19 pins.

Connect the Silabs module through SPI to the STM32 board with the provided SPI header.

Give power to the Silabs device on the power interface.

Update Access point settings with DTIM count as 1/3/10 and beacon interval as 100.

Compile and run the application on PC/Laptop.

After a successful connection with the access point then module enters into a connected sleep mode.

Note down power measurement as shown below for DTIM count 1,3,10.

© ©® N o g A~ w DN

For example, below is the power measurement capture for DTIM 3.

1500

Markers & Measurements (<) : Ranges.  AUTOSCALE Ly @ | &

Marker 1 Marker 2
00:00:00.205936 00 3 00:00:00.508403
Charge / Energy

7nAh

Avg Min Avg
16.726 pA 41719 yA 13.08 pA

500 ms/ ~ Duration:  000:00:05 Period:  1.00352 ms ] Min/Max File: datalogdata384.dlg .. Trigger Data Log Run Button ~

10. In case, if you want to do data transfer in the connected sleep mode, enable the Macro
ENABLE_DATA_TRANSFER_DEMO in project settings as below:
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E Options for Target ‘Power_save’ *

Device | Target | Output | Listing | User  C/C++ | Asm | Linker | Debug | Utittes |

Preprocessor Symbols
Define: IACE.RSI_SAMPLE_HAL.RSI_WLAN_ENABLE ENABLE DATA TRANSFER DEMO I3 Mg lc{ I
Undefine: |
— Language / Code Generation
™ Execute-only Code [ Strict ANSIC Wamings: |A1I Wamings VI
Optimization: |Level 0 (00) = | ™ Enum Container always int T Thumb Mod
I~ Optimize for Time ™ Plain Charis Signed ™ No Auto Includes
I~ Splt Load and Store Multiple [~ Read-Only Position Independent [~ C99 Mode
¥ One ELF Section per Function [ Read-Write Posttion Independent ™ GNU extensions

Include [\ \. \Core\Inc:..\.\\.\.\Drivers/STM3ZF 4x_HAL Driver/Inc:..\..\.\..\.\Drivers/STM32Fxx_H. El

Paths
Misc
c s |—C99 —reduce_paths
Compiler |-¢ —cpu Cortex-M4 fp.sp -D__MICROLIB g 00 -apcs=interwork —splt_sections - ../.././Core/Inc 1 A
control |../././. /. /Drivers/STM32F4x_HAL_Driver/Inc -|
string v

oK | [ Cancel | [ Defauts

11. Open UDP server application using iperf in Windows PC2 which is connected to the access point through LAN.

12. Download the iperf application from the link below:
https://iperf.fr/iperf-download.php#windows
And give this command: iperf_demo.exe —s -u -p <SERVER_PORT> -i 1
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dministrato iperf_c s-u-p5001 -i1

C:wUserssCPU-248~Desktop~iperf >iperf _demo.exe —s —u —p 58081 —-i 1

Server listening on UDP port 5881
Receiving 1478 bhyte datagrams
UDF buffer szize: 8.00 KByte <defaultl

13. After the program gets executed, Silabs Device will scan and connect to the access point and get an IP address.

14. After a successful connection, the device goes into configured power save mode 2 and sends a configured
number of (NUMBER_OF_PACKETS) UDP packets to a remote peer which is connected to the access point
through LAN. Please refer to the below image for the reception of UDP data on the UDP server.

Administrator: C -s-u-p 5001 -il

UDF buffer zize: 8.8 HByte <(defaultl

[1224]1 local 192.168.08.180 port 5801 connected with 192.168.8.181 port 3860606
[ ID] Interval Transfer Bandwidth Jitter Lost~Total Datagram
[1224]1 @.8— 1.8 sec 1.48 KBuytes 12.1 Khitsrszec 22.684 ms —1529289828-12146

444 (—1.3e+B02x>
1.8- sec 236 Bytes 7.49 Kbitsszec 25.487 ms -39/ B {—1.5%>
1.8- sec 3? datagrams received out—of-—order
2.8- sec 1.81 KBytes 8.26 Kbhitsrssec 26.136 ms -—-43/ A (1.5
2.8- zec 43 datagramsz received out—of —order
3.8- ZEC 268 Bytez V.68 Kbhitsrszec 22_.394 m=z —40- B —1.5%>
3.8- zec 480 datagramz received out—of —order
4_8- sec 1.83 KBytes 15.8 Khitsrzec 11.129 me V8- A (1.5«
sec 78 datagramsz received out—of —order
sec 1.57 KBytes 12.9 Kbitsrssec 17.382 ms -677 B (1.5
sec 67 datagrams received out—of —order
sec 1.66 KBytes 13.6 Khitsrssec 18.634 m= Y1~ B (1.5»
sec 71 datagrams received out—of-—order
sec 1.88 KBytes 15.4 Kbits~ssec 14.382 ms -8B~/ B (1.5
sec 80 datagrams received out—of-—order
SEeC 268 Bytesz V.68 Khits-sszec 24.326 msz —40/ B —1.5%>
zec 48 datagramsz received out—of —order
s zec 1.52 KBuytes 12.5 Khitsrszsec 18_888B m= -65~ B (1.5
?.8-18.8 zec 65 datagramz received out—of —order
1A.8-11.8 zec 1.81 KBytez 8.26 Khitsszsec 16.728 ms —43- A (1.5«
18.8-11.8 sec 43 datagramz received out—of —order
11.8-12.8 sec 1.18 KBuytes 9%.82 Khitsrssec 23.615 ms —-477 B (1.5
11.8-12.8 sec 47 datagramsz received out—of —order
12.8-13.8 sec 1.24 KBytes 18.2 Khitsrssec 16.136 ms -53~ B (-1.5x
12.8-13.8 sec 53 datagrams received out—of—order

50 0 50 50 =] = T T LF LA L LD BB
DNNNRRAROOREERRRE@E

b=
T
=%
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3.3.6 Example6: Enterprise Ping Client (eap)
Overview

This application demonstrates how to configure the device in Enterprise Client, and to connect with Enterprise
Secured AP, and check data traffic in Enterprise Security Mode. In this application, the device connects to Enterprise
Secured AP using EAP-TLS/TTLS/PEAP/FAST method. After connecting successfully, the application pings to the
AP.

EAP Overview

In wireless communications using EAP, a user requests connection to a WLAN through an AP, which then requests
the identity of the user, and transmits that identity to an authentication server such as RADIUS. The server asks the
AP for proof of identity, which the AP gets from the user. The AP then sends back the proof of identity to the server to
complete the authentication.

PING Overview

Ping is used diagnostically to ensure that a host computer that the user is trying to reach is actually operating. Ping
works by sending an Internet Control Message Protocol (ICMP) Echo Request to a specific interface on the network
and waiting for a reply. Ping can be used for troubleshooting, and to test connectivity and determine response time.

RS9116W Module . . Windows PC
Configured as Wireless Access Point athentication server

. . 192.168.10.1
Enterprise Client 192.168.10.100

—

————» Associatonreq ——— >
€&— Associationresp €——

EE— EAPOL Start ~——

EAP request

¢ identity
EAP
N EAP response > » response/ldentity — 3
identity over RADIUS

EAP request over ¢
RADIUS

A

D EAP request

A

EAP response over >
RADIUS

Y
Y

—> EAP response

EAP successand <€«——t
encryption over
RADIUS

A

€«—  EAP success <

«— EAP key B

Figure 17: EAPOL-Keys Exchange

Note:

Ensure the LAN connection is removed from your PC. Remove any proxy server settings as well.

TP-link setup :
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When working with the EAP-Ping example, LAN cable is connected between the TP-LINK modem and CPU.

1. After the connection, using the command prompt gives "ipconfig" command to know the IP and gateway address
of the Radius server. The below image is for reference purposes.

;M Command Prompt m L@l_J

Linlserssrojaripoconf ig

lindows IP Configuration

‘thernet adapter Local Area Connection:

Connection—specific DNS Suffix

IPv4 Address. . . . . . . -
Subnet Mask . . . . . . -
Default Gateway . . . . -

unnel adapter isatap.{l1EFACC48-586E—4F6E-B18AD-2E572ETD3F52%:

192.168.9.2
255.2556.255.8
192 _168.9.1

Media State . . - Media disconnected

GDHHECtan_upﬂclflﬂ DNS Sufflx . ;

zsUserssrojaripconfig

lindows IP Configuration

2. Connect the Access Point to PC over Ethernet and open the Access Point page in the browser by typing the IP
address of the AP's Default Gateway address and configure it.

3. Navigate to the Wireless Security section and enable the “WPA/WPA2 — Enterprise” option, as shown in the figure
below. The image below is for a TP-Link Access Point.

TL-WRI4ON +

€ 3192168501 a8 AP BE R

1650M Wireless Lite N Router
~ Madel No. TL-WR74ON | TL-WRT40ND

s
" Quick Setup Wireless Security Help
ass You can select one of the foliowing security options:
Network bl
Disable Security © Disse Securty - The wieless seaxiy fncion can be enabled o
e
- Wireless Settings offollowing apbons o enable
R oy = ® WPAWPA2 - Personal - 4 on pre-shared passphrase
2 y X = — © WPAWPA2 - Enterprise e on Radius Server
| = wetess wac ratorig Version:  Automatic(Recommended) ~ Szt o goelinsissly
Wireless Advanced Escrypios: Auomatc(Recommended) Each securtty option has its own setbngs as described follows,
Statistics Pt WPAWPAZ - Personal
You can entes haracters between 8 and 63 or Hexadeamal characters between 8 and 64,
e — b e it & s . . B s Version - You can select one of following versions,
rding Group Key Update Period: 0 Seconds (Keep it default f you are not sure, minimum is 30, 0 means no update)
e * Automatic - ect WPA-Personal or Pﬂ) Persoﬂal automatically based
rity on the wirel s
= ® WPAPersonal -
Parental Control & WPAWPA2 - Enterprise ® WPA2-Personal ’
Access Control
Version: Automatic v Encryption - You can select either Automatic, of TKIP or AES.
Advanced Routing . rr—cn
Encryption: sl = Password - Yo ter ASCH or Hexadecimal characters. For Hexadecimal. the
O Rads ServeriP: | 19216850100 length shouid jeen 8 and 64 characters; for ASCH, the length should be
1P & MAC Binding between 8 and cters
o Radius Port: 1812 65535, 0 stands for default port 1812)
Dynamic DNS Growe Key Update Period - Specky e aroup key ipdate ntaral i saconds, The
Radius Password: 12345678 alue can be elther 0 or atleast 30. Enter 0 1o disable the update
System Tools
Group Key Update Period: 0 (In second, minimunm Is 30, 0 means no update) WPAWPA2 - Enterprise
Version - You can select one of following versions,
WEP ® Automatic - Select WPA or WPA2 automatically based on the wireless
(o stabon ty 3 st
Type: pen System  ~ - WORV
WEP Key Format: Hexadecmal  ~ © WPA2 - WPAversion 2
Key Selected WEP Key (Password) Encryption - You can select either Automatic, or TKIP or AES.
Key 1 Radius Server IP - Enter the P address of the Radius Server
Key2 Radius Port - Enter the port that radius senice used
Key3 Radius Password - Enter the password for the Ra ver
Key4 Group Key Update Period - Specty the group ke interval in seconds. The
value can be sither 0 or at least 30. Enter 0 to disable the update
WEP
Type - You can select one of following types,
@ locks like you haven't started Firefox in 8 while. Do you want to clesn it up for s fresh, like-new experience? And by the way, welcome back! Reset Firefox.. |

4. Enter the IP address of the Radius Server in the field labeled, “Radius Server IP”. In the above figure, it is
192.168.50.100.
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5. Enter the Radius Password as “12345678”. This is the same as that entered in the 'clients.conf file of the Radius
Server.

Radius server setup :
Description :
The figure below shows the setup for Wi-Fi Client in Enterprise Security Mode.

UART
Interface
Ethernet
@ == »> Interface
RS9116 - l
. Laptop/PC
PC (P) WiSeConnect Access Point (SI)J r?J%/ning
Module (A) (B) Radius
"Test AP” Server
A
I
|
Laptop (C)

Figure 18: Setup for Wi-Fi Client in Enterprise Security Mode

Radius server Set-up guide :
The WiSeConnect module supports four Enterprise Security modes:

1. EAP-TLS

2. EAP-TTLS
3. EAP-PEAP
4. EAP-FAST

Radius Server Configuration
The configuration explained below is for Windows OS, a similar process may be followed for other OS.

1. Free Radius Server installation link:
https://freeradius.org/
http://xperiencetech.com/download/radius-free-download.asp

Note
The application was tested in FreeRADIUS-server-2.2.3-x86.

Once installed, go to the C:\FreeRADIUS\etc\raddb folder and make the following modifications.

3. Open the 'clients.conf' file and add the following lines at the end of the file.

client 192.168.50.1/24 {
secret = 12345678
shortname = private-network-1

}

4. The IP address in the above lines (192.168.50.1) is the IP address of the Access Point in this example setup. The
“12345678” input is the key to be entered in the Access Point’s radius server configuration page to authenticate it
with the Radius Server.
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5. Open the ‘eap.conf file and make the following changes:

a. Change the input for the “default_eap_type” field under the “eap” section to “tls”, as shown in the figure
below.

% eap.conf (C:\FreeRADIUS.net\etc\raddb) - GVIM = =

File Edit Tools Syntax Buffers Window Help
AURE (9@ nRBRRBISSATHA? 2

Whatever you do, do NOT set "Auth-Type := EAP'. The server
is smart enough to figure this out on its own. The most
common side effect of setting 'Auth-Type := EAP" is that the
users then cannot use ANY other authentication method.

$Id: eap.conf,u 1.4 2004/04/15 18:34:41 aland Exp $

H I IR

eap (
Invoke the default supported EAP type when
EAP-Identity response is received.

The incoming EAP messages DO NOT specify which EAP
type they will be using, so it MUST be set here.

#
#
#
#
#
#
# For now, only one default EAP type may be used at a time.
#
# If the EAP-Type attribute is set by another module,

# then that EAP type takes precedence over the

# default type configured here.

#

d

efault_eap_type = tls

# A list is maintained to correlate EAP-Response

# packets with EAP-Request packets. After a

# configurable length of time, entries in the list
# expire, and are deleted.

#

1 change; before #1 1 seconds ago 1.1 Top

"

b. Change the inputs for “private_key file”, “certificate_file” and “CA_file” fields under the “tIs” section to
“${certdir}/wifi-user.pem”, as shown in the figure below.
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##t AHYOHE who has a certificate signed by them can
#t authenticate via EAP-TLS* This is likely not what you want.
tls {

#

#t These is used to simplify later configurations.

#

certdir = ${db_dir}/certs

cadir = ${db_dir}/certs

private key password = wifi
private_key_file = ${certdir}/Mifi-user_pem

#iprivate_key file = §{certdir}/server-key.pem

If Private key & Certificate are located in
the same file, then private_key file &
certificate_file must contain the same file
name .

If CA_file (below) is not used, then the
certificate_file below MUST include not
only the server certificate, but ALSO all
of the CA certificates used to sign the
server certificate.

certificate_file = ${certdir}/wifi-user_pemn

HEssEFEEEEE

#icertificate_file = ${certdir}/server_pem
Trusted Root CA list

ALL of the CA's in this list will be trusted
to issue client certificates for authentication.

In general, you should use self-signed
certificates for 882.1x (EAP) authentication.
In that case, this CA file should contain
=one* CA certificate.

This parameter is used only for EAP-TLS,

when you issue client certificates. If you do
not use client certificates, and you do not want
to permit EAP-TLS authentication, then delete
this configuration item.

#CA_file = ${cadir}/RootCA.pen

CA_file = ${cadir}/wifi-user.pem

HEEEEEEEEEEESESR

run OpenSSL to create the DH file First:

#
#t For DH cipher suites to work, you have to
#

c. Uncomment the “fragment_size” and “include_length” lines under the “tls” section, as shown in the figure

below.
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% eap.conf + (C:\FreeRADIUS.net\etc\raddb) - GVIM - O

File Edit Tools Syntax Buffers Window Help

AERE (e i RRRISESATHO(?

This can never exceed the size of a RADIUS -~
packet (4096 bytes), and is preferably half

that, to accomodate other attributes in

RADIUS packet. On most APs the MAX packet

length is configured between 1508 - 1600

In these cases, fragment size should be
1024 or less.

=h 3= I I I T I= T 3=

ragment_size = 1024

include_length is a flag which is
by default set to yes If set to
yes, Total Length of the message is
included in EUERY packet we send.
If set to no, Total Length of the
message is included ONLY in the
First packet of a fragment series.

3= 3 I I I I I I

include_length = yes
Check the Certificate Revocation List

1) Copy CA certificates and CRLs to same directory.
2) Execute 'c_rehash <CA certs&CRLs Directory>’.
‘c_rehash' is OpenSSL's command.
3) Add ‘CA_path=<CA certs&CRLs directory>’
to radiusd.conf's tls section.
4) uncomment the line below. v
139,2-16 55%

E- -

6. Open the users file and add the lines shown in the figure below starting with “user1”. This adds a user with
username “user1” and password “test123”.

% users.conf + (C:\FreeRADIUS.net\etc\raddb) - GVIM = =
File Edit Tools Syntax Buffers Window Help
ARRE | e@ i BRRRAISSA|ITRC? 2
H Framed-Compression = Uan-Jacobsen-TCP-IP A
#
# This is an entry for a user with a space in their name.
# Note the double quotes surrounding the name.
#
#"John Doe™ Auth-Type := Local, User-Password == "hello”
# Reply-Message = "Hello, %u"
“user1” Cleartext-Password := "test123"
Reply-Message = "Hello, %(User-Name}”
#
# Dial user back and telnet to the default host for that port
#
#HDeg Auth-Type := Local, User-Password == "geS55ged”
# Service-Type = Callback-Login-User,
# Login-IP-Host = 0.0.0.0,
# Callback-Number = "9,5551212",
# Login-Service = Telnet,
i Login-TCP-Port = Telnet
#
# Another complete entry. After the user “"dialbk” has logged in, the
# connection will be broken and the user will be dialed back after which v
116,38-45 50%
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7. Copy the ‘wifi-user.pem; file from RS9116.NB0.WC.GENR.OSI.x.x.x\host\sapis\example\utilities\certificates folder
to C:\FreeRADIUS\etc\raddb\certs folder.

Click on the windows key and just search for Start RADIUS Server and click on it.

Then Radius server has started successfully you will see a print at the end which says, “Ready to process
requests".

Note:

The radius server has to run before the application is executed. You will observe some transactions when the
modaule is trying to connect to the radius server. Restart the Radius server when you execute the application
every time.

Sequence of Events

This Application explains user how to:

e Configure the device as an Enterprise client.

e Connect with Enterprise secured AP using EAP-TLS/TTLS/PEAP/FAST method.

e Establish TCP connection from connected Silabs device to TCP server opened on the remote peer.
e Send TCP data from the device to the remote peer.

Example Setup

The WiSeConnect parts require that the host processor should be connected to the WiSeConnect either using SPI,
UART, or USB host interface. The host processor firmware needs to properly initialize the selected host interface. The
Silabs Wireless SAPI framework provides necessary HAL APIs to enable a variety of host processors.

WiSeConnect based Setup Requirements

e Windows PC with Keil IDE

e Windows PC with Host interface (UART/ USB-CDC/ SPI/ USB) in case of WiSeConnect
e Silabs module SPI connection with STM32 board

e Windows PC2 with AAA Radius Server or Free Radius server

e  TP-link router module connect with CPU through a LAN cable

e Wireless Access point

e TCP server application running on Windows PC2 (This example uses iperf for windows )
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Windows PC

Authentication Server
192.168.10.100

Wireless Access Point
192.168.10.1

/",'\

ﬁ

Ping Request
Ping Reply

- 4[ Host Interface

RS9116W Module
Configured as enterprise client
192.168.10.101

Figure 19: Setup for Wi-Fi Client in Enterprise Security Mode

Configuration and Steps for Execution

Configuring the Application
1. Open

Project RS9116.NB0.WC.GENR.OSI.x.x.xx\host\platforms\STM32\Reference_Projects\Keil_Baremetal\Proje
cts\SP\eap\ and then double click on eap ( uVision5 Project).
Then open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan\eap\rsi_eap_connectivity.c file and

update/modify following macros:
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File Edit View Project Flash Debug Peripherals Tools 5VCS  Window Help
Sda &9 - o} £ £ Jiz | @ DMa disable LERe Q-e S a-|B- N
€ e 5| e MR AR Y@
Project s g _] rsi_eap_connectivityc* v x
3 Project eap 17 Driver include file to refer driver APIs
5l eap 18 ¢
% [ Application/MDK-ARM 13
% 3 Application/User i‘j .
@ 3 Drivers/STM32F4x:_HAL_D 22 #incl
# ( Drivers/CMSIS 23
# d common 24 RE
@ dnver =
26
=3 examples 27
@ ) rsi_eap_connectivity.c 28 #in
s 23 hal = .
& E3 intf_spi 2? el SeERE mmmemes o
# (d Include 32
§ 2 nwk 33 #inclu
@ rom 34
36 #define 55ID
¢ cmsis 37
38 ! Security tvp
40
42 #define DHCP_MODE 1
43
44 If DHCP mode is disabled given IP statically
4S5 []#if ! (DHCP_MODE)
46
47
48
49 I 1
NS [ 50 v
B eroj.. @eoors (1 e < >
Build Output L=
Program Size: Code=38268 RO-data=1232 RW-data=€620 ZI-data=20932 A
FromELF: creating hex f. e
“eap\eap.axf® - 0 Error 0 Warning(s).
ULINK2/ME Cortex Debugger 1:38 C:18 CAP_HUM SCRL OVR R/W
SSID refers to the name of the Access point.
#define SSID "SILABS AP"

SECURITY_TYPE refers to the type of security. In this application, STA supports WPA-EAP, WPA2-EAP
securities.
The valid configuration is:
RSI_WPA_EAP - For WPA-EAP security mode
RSI_WPA2_EAP - For WPA2-EAP security mode

#define SECURITY TYPE RSI WPA2 EAP

PSK refers to the secret key if the Access point configured in WPA-PSK/WPA2-PSK security modes.

#define PSK "123456789"

To Load certificate
LOAD_CERTIFICATE refers to whether a certificate to load into the module or not.

#define LOAD CERTIFICATE 1

Note
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If LOAD_CERTIFICATE set to 1, the application will load the certificate which is included using

rsi_wlan_set_certificate API.
By default, the application is loading the "wifiuser.pem" certificate when LOAD_CERTIFICATE enables. In

order to load a different certificate, the user has to do the following steps:

e rsi_wlan_set_certificate API expects the certificate in the form of a linear array. So, convert the pem
certificate into linear array form using python script provided in the release package

Ex: If the certificate is wifi-user.pem. Give the command in the following way :

python certificate_script.py wifi-user.pem
The script will generate wifiuser.pem in which one linear array named wifiuser contains the certificate.

e After the conversion of the certificate, update rsi_eap_connectivity.c source file by including the
certificate file and by providing the required parameters to rsi_wlan_set_certificate API.

e Once the certificate loads into the device, it will write into the device flash. So, users need not load the
certificate for every boot up unless the certificate change.

So define LOAD_CERTIFICATE as 0, if the certificate is already present in the device.

USER_IDENTITY refers to user ID which is configured in the user configuration file of the radius server. In this
example, user identity is "userl1"”.

#define USER IDENTITY "\"userl\""

PASSWORD refers to the password which is configured in the user configuration file of the Radius Server for that
User Identity.
In this example, the password is "test123"

#define PASSWORD "\"testl123\""

DEVICE_PORT port refers TCP client port number

#define DEVICE PORT 5001

SERVER_PORT port refers TCP server port number

#define SERVER PORT 5001

Server IP address. Should be in reverse long format E.g: 0x640AA8C0 == 192.168.10.100
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#define SERVER IP ADDRESS 0x640AA8CO

NUMBER_OF_PACKETS refers to how many numbers of pings to send from the device.

#define NUMBER_OF PACKETS 1000

Application memory length which is required by the driver

#define GLOBAL BUFF LEN 1500

To configure IP address in STA mode

DHCP_MODE refers to whether the IP address configured through DHCP or STATIC in STA mode

#define DHCP_MODE 1

Note

If the user wants to configure the STA IP address through DHCP then skip configuring the following
DEVICE_IP, GATEWAY, and NETMASK macros.

(Or)

If the user wants to configure the STA IP address through STATIC then set DHCP_MODE macro to "0"
and configure following DEVICE_IP, GATEWAY, and NETMASK macros.

The IP address to be configured to the device in STA mode should be in a long format and in little-endian byte
order.
Example: To configure "192.168.0.10" as IP address, update the macro DEVICE_IP as OxOAO0AS8CO.

#define DEVICE IP 0X0A00A8CO

The IP address of the gateway should also be in a long format and in little-endian byte order.
Example: To configure "192.168.0.1" as Gateway, update the macro GATEWAY as 0x0100A8C0O

#define GATEWAY 0x0100A8CO
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The IP address of the network mask should also be in a long format and in little-endian byte order.
Example: To configure "255.255.255.0" as network mask, update the macro NETMASK as OxOOFFFFFF

#define NETMASK 0xO0FFFFFF

| Configure the following macro to initiate ping with the remote peer IP address of the remote peer (AP IP
address).

Example: To configure "192.168.10.1" as REMOTE_IP, update the macro REMOTE_IP as 0x010AA8CO.

#define REMOTE IP 0x010AA8CO

PING_SIZE refers to the size of the ping packet.

#define PING SIZE 100

User can connect to access point through PMK To Enable keep 1 else 0

#define CONNECT WITH PMK 0

Note
If CONNECT_WITH_PMK is enabled, SECURITY_TYPE is set to RSI_ WPA2_PMK.

2. Open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan\eap\rsi_wlan_config.h file and
update/modify the following macros:

#define CONCURRENT MODE RSI DISABLE

#define RSI_FEATURE BIT MAP ( FEAT SECURITY PSK )
#define RSI_TCP IP BYPASS RSI_DISABLE

#define RSI_TCP_IP FEATURE BIT MAP ( TCP_IP FEAT DHCPV4 CLIENT |

TCP_IP_FEAT ICMP )

#define RSI CUSTOM FEATURE BIT MAP 0

#define RSI_BAND RSI_BAND 2P4GHZ
/* ping response timeout in seconds */

#define RSI_PING REQ TIMEOUT 1

/* If want to Jjoin with BSSID of AP, then enable this feature and add BSSID of AP in the
rsi station ping.c file*/
#define RSI JOIN FEAT BIT MAP RSI JOIN FEAT BSSID BASED

Executing the Application
1. Connect the WiSeConnect device (Silabs module + STM32 Board ) to the Windows PC running Keil IDE.

2. Configure the Access point in WPA-EAP/WPA2-EAP mode to connect the Silabs device in enterprise secured
mode.

3. Run Radius server in Windows PC2 which is connected to AP through LAN by providing required certificate and
credentials.
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< Start RADIUS Server - C:\FreeRADIUS\sbin\StartServer.cmd = = d

:32:54 2015 : Debug: port =

:32:54 2015 : Debug: }

:32:54 2015 : Debug: listen {

:32:54 2015 : Debug: type = “acct”
:32:54 2015 : Debug: ipaddr = x

:32:94 2015 : Debug: port = @

:32:54 2015 : Debug: }

:32:54 2015 : Debug: listen {

:32:54 2015 : Debug: type = “auth”

:32:54 2015 : Debug: ipaddr = 127.0.0.1

:32:54 2015 : Debug: port = 18120

:32:94 2015 : Debug:

:32:54 2015 : Debug: ... adding new socket proxy address x port 54

:32:54 2015 : Debug: Listening on authentication address = port 181

:32:54 2015 : Debug: Listening on acceounting address x port 1813
:32:54 2015 : Debug: Listening on authentication address 127.0.0.1
server inner-tunnel

:32:54 2015 : Debug: Listening on proxy address = port 1814

:32:54 2015 : Info: Ready to process requests.

4. After the program gets executed, the Silabs device would be connected to the access point which is in enterprise
security having the configuration the same as that of in the application and get IP.

5. After a successful connection with the Access Point, the device starts sending ping requests to the given
REMOTE_IP with configured PING_SIZE to check the availability of the target device.

6. The device sends the number of ping packets configured in NUMBER_OF_ PACKETS.

7. Inthe rsi_eap_connectivity.c file, rsi_wlan_ping_async API returns success status, which means that the ping
request packet is successfully sent into the medium. When the actual ping response comes from the remote node,
it is known from the status parameter of the callback function (rsi_ping_response_handler) registered in the Ping
API.

8. The following figure shows the Packet_count is continuously incremented, which means the ping request packet is
successfully sent into the medium. Place a breakpoint at rsi_delay_ms(1000), and add the packet_count variable
to watch the window and monitor the packet count.
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B S MVE) U T LG YT I LV R L L 3 VY I G T U LU N A T L T g e T R P e——— =
File Edit View Project Flash Debug Peripherals Tools SVCS  Window  Help
NS E @] 2 @] || m 15 1| @ concurrenmone [+] 3 @ |[@) @ © & &
B ween > [EE @-8- D W
Registers n Disassembly n
Register | Value | 132: rsi_delay ms(1000); -
= Core 193:

...... RO 00000001 194: do{ N
0x0800473E F44FT7674 MOV r&, #0x3ES8 [
0x08004742 3CO08 SUES r4,r4, #0x08

181: while (packet count < NUMBER OF PACKETS) i
] T ’ [ »
|j rsi_eap_connectivity.c |j rsi_wlan_sta_config.h d startup_stm32f411xe.s |j stm32f4:0¢_hal.c v X
1820 { A
183
184 status = rsi wlan ping async (0, (uint& t *)&remote ip addr, size, rsi j
185 if (status != R3I_SUCCESS)
186 {
187 return status:
188 }
185 -
130 ping_rsp received = 07
131 packet_count++;
[fr 192 || rsi_delay ms(1000);:
193
194 [  dof
Thread 1EE rsi_wireless_driver task(): |
Privileged 196 twhile (!ping rsp received):
MSP o |
548075186 198 3}
54.80751860 199 |
200 | return 0;
201 |}
202 -
203 wolid main loop(void)
204 -4 ais
205 while (1)
206 { 3
207 FEELEEEELESEEEEAETEiiey
208 /7' Lpplication code ///
209 FEELEEEELESEEEEAETEiiey
210
211 //! event loop
212 rsi_wireless driver_task():
213
214 }
——— 295 |1 -
[El Project | = Registers 4 LI} | '
Command a Watch 1 a
“ | Name Value Type
B5 \‘\unnamed\../../../../../examples/wlan/eap/rsi eap co -
BS \\unnamed\../../../../. .fexamplesfwlanfeap!rsi:eap:c ¢ packet_count _ i
E5 \\unnamed\../../../../../exanples/wlan/eap/rsi_eap c <Enter expression>
| 1 ] v
>
JASSIGN BreakDisable BreakEnable BreakKill BreakList | QECaII Stack = Locals | Watch1
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Flle  Edit  View Project  Flash  Uebug  Fenpherals  lools SV Window  Help
NEda| s 3 | | & | m /= I | % cONCURRENT_MODE Eﬂﬁ||0 O@ﬁ||%
s Bl we el | EEGEEEE e R R
Registers o @ Disassembly n @
Register | Value | 192: rsi_delay ms(1000); -
T o 193:
S =i 3
R1 300000000 0x0800473E F44F767TA MOV r&6, #0x3E8 | 4
R2 B0002E5C 0x08004742 .3(_:08 SUEBS I4,I4,#0x?8
R3 520002040 }?} v:r:ule (packet_count < NUMBER OF PRCEKETS) i
R4 2000001C « : L
R5 Q00000000
RE <000003ES Jw _] rsi_wlan_sta_config.h _] startup_stm32f411xe.s v X
R7 00000064 182 H { -
R8 Q00000000 183
RS 00000000 184 status = rsi_wlan ping async(0, (uintg&_t *)&remote ip addr, size, rsi
R10 00000000 185 if (status != RSI_SUCCESS)
R11 Q00000000 186 {
R12 00000000 187 return status;
R13 (SF) 020005308 188 }
R14 (LR} 080058 1F 189 |
R15(PC) (0800475E 190 ping_Isp_Ieceived = 0:
+-xPSR 0x01000000 191 packet_count++;
+- Banked [1) 132 | rsi_delay ms (1000);
] System 193
= Intemal 194 dof
Made Thread 195 rsi wireless driver task();
Privilege Privileged 136 twhile (!ping_rsp_received);
Stack MSP 197 |
States 217176252 198 3
Sec 2171762520 199 |
- FPU 200 | return 0;
201 }
202 -
203 wvoid main loop(void)
204 { F
205 while {1}
206 ¢ 3
207 FEELEEEELESEEEEFEEiiily
208 //'" Bpplication code /// M
209 FEELEEEELESEEEEFEEiiily
210
211 f/1 event loop
212 rzi_wireless_driver_task():
213
214 }
e 215 |3 i
=] Project | = Registers < | L1 J '
Command 1 [B] watch1 1B
| MName Value Type
E5 ‘“\unnamedh../../ ../ ../../exanples/wlan/eap/r=i eap co -
B5 \\unnamed\../../../../. ./exa.mpleS/wlan/eap/ISi:eap:co:_ ¥ packet_count _ int
E5 “\unnamedh../../ ../ ../ . .!exa.mp1ewalam’eap!rsi_eap_co:lil <Enter expression>
< 1 | 3
>
I —

3.3.7 Example7: BT_Alone
Overview

This application demonstrates how to configure the device in Master mode and establish an SPP profile connection
with a remote slave device and data exchange between two devices using the SPP profile.

In this Application, the Silicon Labs module configured in Master mode and initiates a basic connection with the
remote slave device. After a successful basic connection, the Application waits to accept the SPP profile level
connection from a remote device. Once SPP connection success, the Application will wait for data to receive from the
connected remote device. If the remote device sends data to the Silicon Labs module, the module receives the data
and sends back the same data to the remote device using the SPP profile.

Sequence of Events

This Application explains user how to:

e Configure the Silicon Labs module to act as Master
e Connect the Silicon Labs module with the Slave

e Accept SPP level connection from the Smartphone
e Loopback the received messaged

Application Setup
WiSeConnect based Setup Requirements
Windows / Linux PC with Host interface(UART/ USB-CDC/ SPI/ USB) in case of WiSeConnect
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Silicon Labs Module

Host Interface

RS9116W EVK
Configured in BT SPP mode

HOST

SmartPhone
with SPP Pro App

Figure 20: Setup Diagram for BT SPP Master Example

Configuration and Execution of the Application

Configuring the Application

1.

Open Project
RS9116.NB0.WC.GENR.OSI.x.x.xx\host\platforms\STM32\Reference_Projects\Keil _Baremetal\Projects\SPI\
BT_Alone and then double click on wlan_sta_ble_bridge ( uVision5 Project).

Then open
RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\bt\spp_master_slave\rsi_spp_master_slave.c file
and update/modify the following macros:

SPP_MODE refers to the type of module mode, whether it's master/slave.

#define SPP_MODE SPP_MASTER

PIN_CODE refers to four bytes string required for the pairing process.

#define PIN CODE "4321"

REMOTE_BD_ADDR refers to the Remote device BD address to connect.

Provide the Smartphone BD address,

#define REMOTE BD ADDR "00:1B:DC:07:2C:FO"

Note:
In the smartphone, the User Can check the BD address of the Bluetooth device by searching for the "Pair
new device"
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€ Pair new device

Device name

Figure 21: Bluetooth Address

The following are the non-configurable macros in the application.
BT_GLOBAL_BUFF_LEN refers to the number of bytes required by the application and the driver

#define BT GLOBAL BUFF LEN 15000

2. Open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\bt\rsi_wlan_config.h file and update/modify
the following macros:

#define CONCURRENT MODE RSI_DISABLE
#define RSI FEATURE BIT MAP FEAT SECURITY OPEN

#define RSI_TCP_IP BYPASS RST DISABLE

#define RSI_TCP_IP FEATURE BIT MAP TCP_IP FEAT DHCPV4 CLIENT
#define RSI_CUSTOM FEATURE BIT MAP FEAT CUSTOM FEAT EXTENTION VALID
#define RSI_EXT CUSTOM FEATURE BIT MAP EXT FEAT 384K MODE

#define RSI_BAND RST BAND 2P4GHZ

Role Switch Configuration

Following 3 API's used to get the role, to set the role and to know the status of the role switch

//To know the role of the device
rsi bt get local device role((int8 t *)str conn bd addr, &device state);

//To set the device role to either Master or Slave. (set role = 0 -->Master, set role = 1 --

>Slave)
rsi bt set local device role((int8 t *)str conn bd addr, set role, &device state);

//To know the status of the Switch Role
role change (uintl6é t resp status, rsi bt event role change t *role change statusl);

The status of the role_change function should return success for successful role switch, otherwise, fail.
Executing the Application

1. Power on Bluetooth in the smartphone and put it in visible mode to all Bluetooth devices(Can be done through
"Bluetooth SPP Manager" app. As shown in the below image
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Set Device Discoverable

Search D gove History

Share History
Settings

Help

Device List

2. Tap the "Set Device Discoverable". By tapping the mode as per the app the module will be discoverable for
60Seconds.

e your
r Bluetooth

3. After the program gets executed, the Silicon Labs module initiates a basic connection with the remote device
(Smartphone). The user has to provide PIN_CODE at the remote device for successful connectivity. Please find
below images for connection at the remote device.

Pair with SPP_MASTER?

4. After a successful connection, In smartphone Silicon Labs module lists under Paired devices.

5. After a successful connection, Open the Sena BT term "Bluetooth SPP Manager app" on mobile and wait for
connection which will initiate from "Silicon Labs Module". After a successful scan, the Silicon Labs module can
initiate a connection to the already bonded device as we have already completed basic pairing from the Silicon
Labs module.
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?. Manager

SPP_MASTER connected!

SPP_MASTER 21:52:
spp_test_sample_1
Mani 21:52: Silabs

SPP_MASTER 21:52:
spp_test_sample_1

8 Ssilabs —

Send Message Clear History

6. Atthe remote device, a Bluetooth pairing request will pop-up for SPP connection success. providing a secret key
(PIN_CODE) for SPP connection success.

7. After successful SPP Connection in mobile side, go to BT _MESSENGER tab which is next to DEVICES tab.
Please write some data (Ex: "Silicon Labs signals") and call "Send Message" option in that app. we can see that
the same message has been exchanged between two modules which is kind of loopback test.

BT SPP Slave mode
Overview

This application demonstrates how to configure the device in Slave mode and establish an SPP profile connection
with the remote Master device and data exchange between two devices using the SPP profile.

In this Application, the Silicon Labs module configures in Slave mode and waits to accept the SPP profile level
connection from a remote device. After a successful SPP connection, the Application will wait for data to receive from
the connected remote device. If the remote device sends data to the Silicon Labs module, the Silicon Labs module
receives the data and sends back the same data to the remote device using the SPP profile.

Sequence of Events

This Application explains user how to:

e Configure the Silicon Labs module to act as Slave

e Configure device in discoverable and connectable mode
e Accept SPP level connection from the Smartphone

e Loopback the received messaged

Application Setup

The WiSeConnect parts require that the host processor is connected to the WiSeConnect using either SPI, UART, or
USB host interface. The host processor firmware needs to properly initialize the selected host interface. The Silicon
Labs Wireless SAPI framework provides necessary HAL APIs to enable a variety of host processors.

WiSeConnect based Setup Requirements
¢ Windows / Linux PC with Host interface(UART/ USB-CDC/ SPI/ USB) in case of WiSeConnect
e Silicon Labs module

e BT master device
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Host Interface ||

RS9116W EVK
Configured in BT Slave mode

HOST

SmartPhone
with SPP Pro App

Figure 22: Setup Diagram for BT SPP Slave

Configuration and Execution of the ApplicationConfiguring the Application

1. Open Project
RS9116.NB0.WC.GENR.OSI.x.x.xx\host\platforms\STM32\Reference_Projects\Keil _Baremetal\Projects\SPI\
BT_Alone and then double click on wlan_sta_ble_bridge ( uVision5 Project).

Then open
RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\bt\spp_master_slave\rsi_spp_master_slave.c file
and update/modify the following macros:

SPP_MODE refers to the type of module mode, whether it's master/slave.

#define SPP_MODE SPP_SLAVE

PIN_CODE refers to four bytes string required for the pairing process.

#define PIN CODE "4321"

The following are the non-configurable macros in the application.
BT _GLOBAL_BUFF_LEN refers to the number of bytes required by the application and the driver.

#define BT GLOBAL BUFF LEN 15000

2. Open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\bt\rsi_wlan_config.h file and update/modify
the following macros:

#define CONCURRENT MODE RSI_DISABLE

#define RSI_FEATURE BIT MAP FEAT SECURITY OPEN
#define RSI_TCP IP BYPASS RSI_DISABLE

#define RSI_TCP IP FEATURE BIT MAP TCP_IP FEAT DHCPV4 CLIENT
#define RSI_CUSTOM FEATURE BIT MAP 0

#define RST_EXT CUSTOM FEATURE BIT MAP EXT FEAT 384K MODE
#define RSI_BAND RSI_BAND 2P4GHZ

Role Switch Configuration
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Following 3 API's used to get the role, to set the role and to know the status of the role switch

//To know the role of the device
rsi bt get local device role((int8 t *)str conn bd addr, &device state);

//To set the device role to either Master or Slave. (set role = 0 -->Master, set role = 1 --
>Slave)
rsi bt set local device role((int8 t *)str conn bd addr, set role, &device state);

//To know the status of the Switch Role
role change (uintl6é t resp status, rsi bt event role change t *role change statusl);

The status of the role_change function should return success for successful role switch, otherwise, fail.
Executing the Application

1. After the program gets executed, the Silicon Labs module initializes the SPP profile and waits for the incoming
connection.

2. Open the Bluetooth setting present in the mobile.

3. Open the Bluetooth SPP pro app on mobile and do the scan until the Silicon Labs module (Ex: "SPP_SLAVE")
gets present in the scan list.

4. After the successful scan, select the device and initiate pairing to Silicon Labs module.

Pair with SPP_SLAVE?

5. After initiating paring, the Pairing request will pop-up at the smartphone side and issue a secret key which is given
at the Silicon Labs module (PIN_CODE ) side. Then the module successfully establishes the physical level
connection. By using the Bluetooth SPP manager spp profile can be established. Tap on the scan option visible in
the app you will get scan results as shown below
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}. Manager

Stop Search Disconnect

Device:HEOS

State: Paired Only

MAC: 75:57:19:0C:46:62
Device:REDPINE_BLE_CONFIGURATO
R

State: Paired Only

MAC: 88:DA:1A:B6:BB:B3
Device:SPP_SLAVE

State: Paired Only

MAC: 88:DA:TA:EC:5F.94
Device:K10(d3:e1:d4)
State: Paired Only

MAC: 00:23:A7:92:2D:FD
Device:boAt Airdopes 383
State: Paired Only
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&
I

6. After a Tapping on the SPP_SLAVE successful pair, initiate SPP connection is successfully established.

SPP_SLAVE connected!
Mani 21:55: Silabs

SPP_SLAVE 21:55: Silabs
& silabs [~
Send Message Clear History

7. After successful SPP Connection in mobile side, go to BT_MESSENGER tab which is next to DEVICES tab.
Please write some data (Ex: "Silicon Labs signals") and call "Send Message" option in that app. we can see that
the same message has been exchanged between two modules which is kind of loopback test.

3.3.8 Example8: AWS_loT

Protocol Overview

MQTT is a publish-subscribe based "lightweight" messaging protocol for using on top of the TCP/IP protocol. The
MQTT connection itself is always between one client and the broker, no client is connected to another client directly.

MQTT client

An MQTT client is any device from a microcontroller to a full-fledged server, that has an MQTT library running and is
connecting to an MQTT broker over any kind of network. MQTT Clients can share the information on a particular topic
using the MQTT protocol. MQTT clients connect to the MQTT broker using TCP connection and can subscribe and
publish on any desired topic. The other clients which are subscribed to that topic will receive the published messages.

MQTT Broker

The publish-subscribe messaging pattern requires a message broker. The broker is primarily responsible for receiving
all messages, filtering them, deciding like who is interested in it and then sending the message to all subscribed

clients.

It also holds the session of all persisted clients including subscriptions and missed messages. Another responsibility
of the broker is the authentication and authorization of clients.

Example Overview

Overview
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User has to create an |oT Thing in the AWS cloud before running this application and this procedure is described in
the section "Appendix A: Cloud User Manual” in RS9116W_Guide_for_SAPI_Application_Examples.pdf

In this application, the RS9116W device configured as a WiFi station and connects to Access Point. After a successful
WiFi connection, the application connects to the MQTT AWS server and subscribe to a topic.

Device thing shadow thing is used to store and retrieve current state information for a device. The Device Shadow
service maintains a shadow for each device you connect to AWS loT. You can use the shadow to get and set the
state of a device over MQTT.

This example will update the device thing shadow document, after successfully update we can see the updates in
thing shadow in the cloud.

Setup Requirements

¢ Windows PC1 with Keil or IAR IDE

e RS9116W Module

e Access point with an Internet connection

e AWS account

PC connected to
cloud to check
availability

Wireless Access Point

AWS :
Cloud Sarier With Internet
o k/ Ethernet

3 —[ Host Interface

HOST

RS9116W Module
Configured in STA Mode
192.168.10.100

Figure 23: Setup Diagram for Device Shadow Example

Configuration and Steps for Execution

Configuring the Application

1. Open
Project RS9116.NB0.WC.GENR.OSI.x.x.xx\host\platforms\STM32\Reference_Projects\Keil_Baremetal\Proje
cts\SPNAWS_loT\ and then double click on AWS_IoT ( uVision5 Project).

Then
open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan\cloud\aws_iot\device_shadow\rsi_shadow_
sample.c file and update/modify the following macros:

silabs.com | Building a more connected world. 113 | Page

PRELIMINARY | Subject to change.




UG454: RS9116W with STM32 User's Guide

SILICON LABS Version 1.2
File Edit View Project Flash Debug Peripherals Tools SVCS Window Help
Sda Al . o E = @ DMA_ENABLE JaAs Q- e S a-| B\
S 3 e | aws ot UK dZevd

Project L ] 4] rsi_shadow_sample.c =2
% Project: AWS_loT 63 r
&3 AWS JoT

© @l Drivers/CMSIS
@ 3 common
% 3 driver

& eample

© @) rsi_shadow_sample.c

3 hal
@ (3 intf_spi
& @ Include

@ 0 nwk

@0l pof ™

& L rom .

508 wian

@ L3 AWS_SDK

omTemperature) (

«_I | | . F BAMTEMBFRITIIRE TTEBFRT TMITI ¢ |
ros.. [ @oors) U ron. |0, < 2
Build Output a g

1552 RW-data=4768 ZI-data=30152
0 Warning(s).

Time Elapsed:

Notepad ++ ST-Link Debugger 163 C:1

SSID refers to the name of the Access point.

#define SSID "SILABS AP"

SECURITY_TYPE refers to the type of security. In this application, STA supports Open, WPA-PSK, WPA2-PSK
securities.

The valid configuration is:

RSI_OPEN - For OPEN security mode

RSI_WPA - For WPA security mode

RSI_WPAZ2 - For WPA2 security mode

#define SECURITY TYPE RSI OPEN

PSK refers to the secret key if the Access point configured in WPA-PSK/WPA2-PSK security modes.

#define PSK "<psk>"

Note
To Load certificate

rsi_wlan_set certificate API expects the certificate in the form of a linear array. So, convert the pem certificate
into a linear array form using python script provided in the release package
"host/sapis/examples/utilities/certificates/certificate_script.py".

Example:

If the certificate is wifi-user.pem, enter the command in the following way:
python certificate_script.py starfieldca.pem
The script will generate wifiuser.pem in which one linear array named starfieldca contains the certificate.

e After the conversion of the certificate, update the rsi_shadow_sample.c source file by including the certificate
file and also by providing the required parameters to rsi_wlan_set_certificate API.
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Once the certificate loads into the device, it will write into the device flash. So, users need not load the
certificate for every boot up unless the certificate change. So, define LOAD_CERTIFICATE as 0, if the
certificate is already present in the device.

Global buffer or memory which is used for MQTT client initialization. This buffer is used for the MQTT client
information storage.

uint8_t mqqt_client_buffer[MQTT_CLIENT_INIT_BUFF_LEN];

QOS indicates the level of assurance for the delivery of an Application Message.
QoS levels are:

0 - At most once delivery

1 - At least once delivery

2 - Exactly once delivery

RSI_MQTT_TOPIC refers to which topic the WiSeConnect MQTT client is supposed to subscribe.

#define RSI MQTT TOPIC "$aws/things/Test IoT/shadow/update" (Update
with a Topic name of IoT Thing in AWS cloud)

Application memory length which is required by the driver

#define GLOBAL BUFF LEN 1500

To configure the IP address
DHCP_MODE refers to whether the IP address configured through DHCP or STATIC

#define DHCP_MODE 1

Note:

If the user wants to configure the STA IP address through DHCP then set DHCP_MODE to 1 and skip
configuring the following DEVICE_IP, GATEWAY and NETMASK macros.

(Or)

If the user wants to configure the STA IP address through STATIC then set DHCP_MODE macro to "0" and
configure following DEVICE_IP, GATEWAY and NETMASK macros.

The IP address to be configured to the device in STA mode should be in a long format and in little-endian byte order.
Example: To configure "192.168.10.10" as IP address, update the macro DEVICE_IP as 0OxOAOAABCO.

#define DEVICE IP 0XOA0AASCO

The IP address of the gateway should also be in long format and in little-endian byte order
Example: To configure "192.168.10.1" as Gateway, update the macro GATEWAY as 0x010AA8CO

#define GATEWAY 0x010AABCO

The IP address of the network mask should also be in long format and in little-endian byte order
Example: To configure "255.255.255.0" as network mask, update the macro NETMASK as 0xOOFFFFFF
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#define NETMASK 0xO00FFFFFF

2.
Open RS9116.NB0O.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan\cloud\aws_iot\device_shadow\rsi_wlan_co
nfig.h file and update/modify following macros:

#define CONCURRENT MODE RSI DISABLE

#define RSI_FEATURE BIT MAP FEAT SECURITY OPEN

#define RSI_TCP_IP BYPASS RSI_DISABLE

#define RSI_TCP IP FEATURE BIT MAP (TCP_IP FEAT DHCPV4 CLIENT|TCP IP FEAT SSL
|TCP_IP FEAT DNS CLIENT)

#define RSI_CUSTOM FEATURE BIT MAP FEAT CUSTOM FEAT EXTENTION VALID

#define RSI_EXT CUSTOM FEATURE BIT MAP EXT FEAT 256k MODE

#define RSI_ BAND RSI_BAND 2P4GHZ

Note:rsi_wlan_config.h file is already set with the desired configuration in respective example folders user
need not change for each example.

3. Configure below parameter in
RS9116.NBO.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan\cloud\aws_iot\device_shadow\aws_iot_config.h
file:

#define AWS IOT MQTT HOST "az25jwtlmds8eip-ats.iot.us-east-
2 .amazonaws.com" ///< Customer specific MQTT HOST. The same will be used for Thing Shadow

#define AWS IOT MQTT PORT 8883 ///< default port for
MQTT/S

#define AWS IOT MQTT CLIENT ID "Silabs" ///< MQTT client ID
should be unique for every device

#define AWS IOT MY THING NAME "Test IoT" ///< Thing Name of the
Shadow this device is associated with

#define AWS IOT ROOT CA FILENAME "rootCA.crt " ///< Root CA file name

#define AWS IOT CERTIFICATE FILENAME "cert.pem" ///< device signed
certificate file name

#define AWS IOT PRIVATE KEY FILENAME "privkey.pem " ///< Device private key
filename

Executing the Application

1. Configure the Access point with Internet connection in OPEN/WPA-PSK/WPA2-PSK mode to connect the
RS9116W device in STA mode.

2. Login to the AWS account and open loT Thing created.

3. Update Domain name and topics name to connect to the AWS MQTT cloud. We will subscribe to the update/delta
topic to get a shadow update

4. Update the device thing shadow document, after successfully update the thing, we can observe the updates in thing
shadow in the cloud.

5. User can see the updated messages in cloud shadow under the Thing

— Follow this below link for API description
http://aws-iot-device-sdk-embedded-c-docs.s3-website-us-east-1.amazonaws.com/index.html

3.3.9 Example9: sample_project

Refer to section "Steps for Keil IDE" in Steps for executing STM32 examples using Master Application (Sample
Project
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3.3.10 Examplel0: udp_client
UDP Protocol Overview

UDP(USER Datagram protocol) is a connection-less and non-stream oriented protocol for transferring data in either
direction between a pair of users. In UDP there is no guarantee that the messages or packets sent would reach at all.
No handshake is done in UDP Protocol because it is a connection-less protocol.

Note

This example application ( UDP_Client ) is based on the UART host interface between the STM32 and Silabs
EVK through the GPIO header card. Pin configuration is defined in the "RS9116 WC Assembling and Accessing
STM NUCLEO-F411RE Board" section.

UART INTERFACE_BAREMETAL.:

1. This path
"RS9116.NB0.WC.GENR.OSI.x.x.xx\host\platforms\STM32\Reference_Projects\Keil Baremetal\Projects\UA
RT\" contains the reference UART SAPIS project (udp_client) without OS.

2. The Baud rate used in this project is 115200, For higher baud rate Hardware flow control has to be used.

By default UDP client example is present in the project, In order to try any other example, you can exclude
the current example from the build and include the required example in the Keil IDE and make sure
corresponding examples rsi_wlan_config.h file is included.

4. Open "RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\include\rsi_uart.h" file and update/modify the
following macros:
The parameters need to be changed in the application to enable different baud rates and to select the UART
HW flow control option:

UART Baud rate to be set
For baud rates greater than 115200, it is mandatory to enable UART hardware flow control.
#define BAUDRATE B115200

Enable UART hardware flow control 0 - disable, 1- Enable
#define UART HW FLOW CONTROL 0

uart_hw_flowcontrol_enable:

a.

Enable or Disable UART hardware flow control.
1/2 -Enable and Pinset to be used for RTS/CTS purposes.

0 - Disable If uart_hw_flowcontrol_enable parameter is 0, UART flow control is disabled. If the parameter is
given as 1 or 2, It means UART hardware flow control is enabled and Pin set to be used.

If the parameter is given as 1: Pin set used for RTS/CTS functionality will be
UART_CTS: GPIO-11

UART_RTS: GPIO-7

If the parameter is given as 2: Pin set used for RTS/CTS functionality will be
UART_CTS: GPIO-15

UART_RTS: GPIO-12

uart_hw_flow_control_enabled(1 byte) : If uart flow control is enabled, then response parameter will 1 else 0.

RTS/CTS Pin connection between the RS9116W and STM32 board:

1) RS9116W board side UART CTS ( GPIO15) (J1_27) -— STM32 board side UART RTS ( PA12) (
CN10_12)
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2) RS9116W board side UART RTS ( GPIO12) (J1_21) -— STM32 board side UART CTS ( PA11 ) (
CN10_14)

Overview

The UDP client application demonstrates how to open and use a standard UDP client socket and sends data to the
UDP server socket. Once it is configured as a UDP client, it can establish and maintain a network conversation by
means of an application program for exchanging data.

Sequence of Events

This Application explains to the user how to:

e Connect the Device to an Access point and get an IP address through DHCP.

e Open UDP Server socket at Access point using iperf application.

e Open the UDP client socket in the device.

e Send data from Silicon Labs device to remote peer using an opened UDP socket.
Example Setup

The WiSeConnect parts require that the host processor should be connected to the WiSeConnect using either SPI,
UART or USB host interface. The host processor firmware needs to properly initialize the selected host interface. The
Silicon Labs Wireless SAPI framework provides necessary HAL APIs to enable a variety of host processors.

WiSeConnect based Setup Requirements

e Windows PC with Host interface (UART/ USB-CDC/ SPI/ USB) in case of WiSeConnect
e Silicon Labs Module

e  Wi-Fi Access point

e Windows PC2

e UDP server application running in Windows PC2 (This application uses iperf application to open UDP server
socket)
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Figure 24: Setup Diagram for UDP Client Socket

Configuration and Steps for Execution
Configuring the Application

1. Open Project

RS9116.NB0.WC.GENR.OSI.x.x.xx\host\platforms\STM32\Reference_Projects\Keil_Baremetal\Projects\UA
RT\udp_client\ and then double click on udp_client ( uVision5 Project).

Then open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan\udp_client\rsi_udp_client.c file and

update/modify following macros:
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SSID refers to the name of the Access point.

#define SSID "SILABS AP"

CHANNEL_NO refers to the channel in which the device should scan. If it is 0, the device will scan all channels

#define CHANNEL NO 0

SECURITY_TYPE refers to the type of security. In this application, STA supports Open, WPA-PSK and WPA2-
PSK securities.
The valid configuration is:
RSI_OPEN - For OPEN security mode
RSI_WPA - For WPA security mode
RSI_WPA2 - For WPA2 security mode

#define SECURITY TYPE RSI OPEN

PSK refers to the secret key if the Access point configured in WPA-PSK/WPA2-PSK security modes.

#define PSK "<psk>"

DEVICE_PORT port refers to UDP client port number

#define DEVICE PORT 5001

SERVER_PORT port refers remote UDP server which is opened in windows PC2.

#define SERVER PORT 5001

SERVER_IP_ADDRESS refers remote peer IP address to connect with the TCP server socket.
The IP address should be in a long format and in little-endian byte order.
Example: To configure "192.168.10.100" as IP address, update the macro DEVICE_IP as 0x640AA8CO.
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#define SERVER IP ADDRESS 0x640AA8CO

NUMEBR_OF_PACKETS refers to how many packets to send from the device to the UDP server.

#define NUMBER_OF PACKETS 1000

Application memory length which is required by the driver

#define GLOBAL BUFF LEN 8000

To configure IP address:
DHCP_MODErefers whether the IP address configured through DHCP or STATIC

#define DHCP MODE

Note:
If the user wants to configure the STA IP address through DHCP then set DHCP_MODE to 1 and

skip configuring the following DEVICE_IP, GATEWAY and NETMASK macros.

(Or)

If the user wants to configure the STA IP address through STATIC then set DHCP_MODE macro to
"0" and configure following DEVICE_IP, GATEWAY and NETMASK macros.

The IP address which is to be configured to the device in STA mode should be in a long format and in little-endian
byte order.
Example: To configure "192.168.10.10" as IP address, update the macro DEVICE_IP as 0OxOAOAAS8CO.

#define DEVICE IP 0XO0AOAA8CO

The IP address of the gateway should also be in a long format and in little-endian byte order.
Example: To configure "192.168.10.1" as Gateway, update the macro GATEWAY as 0x010AA8CO

#define GATEWAY 0x010AA8CO

The IP address of the network mask should also be in long format and in little-endian byte order
Example: To configure "255.255.255.0" as network mask, update the macro NETMASK as OXO0FFFFFF
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#define NETMASK OxO00FFFFFEF

2. Open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan\udp_client\rsi_wlan_config.h file and
update/modify following macros:

#define CONCURRENT MODE RSI DISABLE
#define RSI FEATURE BIT MAP FEAT SECURITY OPEN

#define RSI TCP IP BYPASS RSI DISABLE

#define RSI_TCP IP FEATURE BIT MAP TCP_IP FEAT DHCPV4 CLIENT
#define RSI CUSTOM FEATURE BIT MAP FEAT CUSTOM FEAT EXTENTION VALID
#define RSI EXT CUSTOM FEAT BIT MAP EXT FEAT 256k MODE

Note:

rsi_wlan_config.h file is already set with the desired configuration in respective example folders user
need not change for each example.

Executing the Application

1. Configure the Access point in OPEN / WPA-PSK/WPA2-PSK mode in order to connect the Silicon Labs device in
STA mode.
2. Open UDP server application using iperf application in Windows PC2 which is connected to the Access point
through LAN.
iperf_demo.exe —s -u -p <SERVER_PORT> -i 1

EX Administrator: C\Windows\system32\cmd.exe - iperf_demo.exe -5 -u -p 5001 -i1 EI@

C=~Users~CPU-248-Desktop™iperf >iperf_demo.exe —s —-u -p S6@1 -i 1

ning on UDP port 5881
A hyte datagrams
ze: 8.88 KByte (default?

3. After the program gets executed, The Silicon Labs device would scan and connect to the Access point and get IP.

4. After a successful connection, the device STA connects to the UDP server socket opened on Windows PC2 using
UDP client socket and sends configured NUMBER_OF_PACKETS to the remote UDP server. Please refer to the
below image for the reception of UDP data on the UDP server.
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B Administrator: C\Windows\system32\cmd.exe - iperf_demo.exe -5 -u-p 5001 -i1 EI@

C:sUsers~CPU-248\Desktopsiperf >iperf_demo.exe —s —u —p 5881 —-i 1
Server listening on UDP port 5881
Receiving 1478 byte datagrams
UDF huffer 8.88 KByte (default)
168.8.188 port 5881 connected with 192.168.8.181 port 300068
Transfer Bandwidth Jitter LostsTotal Datagram|
1.48 KBytes 12.1 Khitss/sec 22.684 ms —1529289828-12146

936 Bytes 7.4%9 Khitsr/sec 25.487 ms -39/ A (-1.52>
3? datagrams received out—of-order
1.81 KBytesz 8.26 Kbitss/sec 26.136 ms —43/
43 datagrams received out—of-order
268 Bytes 7.68 Khitsrssec 22.394 ms 48,
48 datagrams received out—of-order
1.83 KByte 15.8 Kbitss/sec 11.12%9 ms 78~
78 datagrams received out—of-order
1.57 KBytes 12.9 Kbitss/sec 17.382 ms —67~
6?7 datagrams received out—of-order
13.6 Khitss/sec 18.634 ms -71/
received t—of-order
15.4 Khitss/sec 14.382 ms -88/
88 datagrams received out—of-order
268 Bytes 7.68 Khitsrssec 24.326 ms 48,
48 datagra received out—of-order
1.52 KByte 12.5 Khitss/sec 18.888 ms —65/
65 datagrams received t—of—order
1.81 KBytes 8.26 Kbitss/sec 16.728 ms —43~
43 datagrams received out—of-order
1.18 KBytes 9.82 Kbitss/sec 23.615 ms —47~
4?7 datagrams received out—of-order
1.24 KBytes 18.2 Kbitss/sec 16.136 ms 53~
53 datagrams received out—of-order 5
4 [ *

m

3.4 Reference Projects for Keil Freertos

To run all the reference projects with Cube IDE, follow the section : Getting Started with Keil IDE in this document.

Refer to section FreeRTOS Porting for STM32, for porting FreeRTOS source to existing reference projects.

3.4.1 Examplel: mqgtt_client
Protocol Overview

MQTT is a publish-subscribe based "light weight" messaging protocol for using on top of the TCP/IP protocol. The
MQTT connection itself is always between one client and the broker, no client is connected to another client directly.

MQTT client

A MQTT client is any device from a micro controller to a full fledged server, that has a MQTT library running and is
connecting to an MQTT broker over any kind of network. MQTT Clients can share the information on a particular topic
using MQTT protocol. MQTT clients connect to the MQTT broker using TCP connection and can subscribe and
publish on any desired topic. The other clients which are subscribed for that topic will receive the published
messages.

MQTT Broker

The publish-subscribe messaging pattern requires a message broker. The broker is primarily responsible for receiving
all messages, filtering them, deciding like who is interested in it and then sending the message to all subscribed
clients.

It also holds the session of all persisted clients including subscriptions and missed messages. Another responsibility
of the broker is the authentication and authorization of clients. A simple demonstration of subscribing and publishing of
temperature is shown below:
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w \"Cl
ot ‘0\'\5\""
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.‘ publish: “21°C" % laptop
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p"b//Sh. .
temperature MQTT-Broker F 2700,
sensor
subscribe to publish to mobile device
topic: “temperature” topic: “temperature”

Figure 25: Demonstration of MQTT Protocol

Overview

This application demonstrates how to configure Silicon Labs device as MQTT client and how to establish connection
with MQTT broker and how to subscribe, publish and receive the MQTT messages from MQTT broker.

In this application, Silicon Labs device configured as WiFi station and connects to Access Point. After successful WiFi
connection, application connects to MQTT broker and subscribes to the topic "REDPINE" and publishes a message
"THIS IS MQTT CLIENT DEMO FROM REDPINE" on that subscribed topic. And application waits to receive the data
published on subscribed topic by other clients.

Sequence of Events

This Application explains user how to:

e Connect to Access Point

e Establish MQTT client connection with MQTT broker

e Subscribe the topic "REDPINE"

e Publish message "THIS IS MQTT CLIENT DEMO FROM REDPINE" on the subscribed topic "REDPINE"
e Receive data published by other clients on the same subscribed topic "REDPINE".

Example Setup

The WiSeConnect parts require that the host processor should be connected to the WiSeConnect either using SPI,
UART or USB host interface. The host processor firmware needs to properly initialize the selected host interface. The
Silicon Labs Wireless SAPI framework provides necessary HAL APIs to enable variety of host processors.

WiSeConnect based Setup Requirements

e Silicon Labs Module

e Windows PC2 with with MQTT broker installed in it

e Windows PC3 with with MQTT client utility installed in it

Note:

MQTT broker for different OS platforms can be downloaded from the below link
http://mosquitto.org/download/

Ex: Install "mosquitto-1.4.8-install-win32.exe"

MQTT Utility which has to be installed in Windows PC 3 can be downloaded from the below given link
https://www.eclipse.org/downloads/download.php?file=/paho/1.0/org.eclipse.paho.mqtt.utility-1.0.0.jar
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. . Windows PC2 with
Windows PC1 with MQTT Utility

MQTT Broker
192.168.10.102 192.168.10.101

Wireless Access Point

192.168.10.1
L Ethernet k/ Ethernet
V'\ L <

. 4[ Host Interface

RS9116W Module
Configured as STA Mode
192.168.10.100

Figure 26: Setup Diagram for MQTT Client Example

Configuration and Steps for Execution
Configuring the Application

1. Open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan\mqtt_client\rsi_mgqtt.c file and
update/modify the following macros:

SSID refers to the name of the Access point.
#define SSID "SILABS_AP"

SECURITY_TYPE refers to the type of security. In this application, STA supports Open, WPA-PSK, WPA2-PSK
securities.

The valid configuration is:

RSI_OPEN - For OPEN security mode

RSI_WPA - For WPA security mode

RSI_WPAZ2 - For WPA2 security mode

#define SECURITY_TYPE RSI_OPEN
PSK refers to the secret key if the Access point configured in WPA-PSK/WPA2-PSK security modes.
#define PSK "<psk>"

CLIENT_PORT port refers to device MQTT client port number
#define CLIENT_PORT 5001

SERVER_PORT port refers remote MQTT broker/server port number
#define SERVER_PORT 1883

SERVER_IP_ADDRESS refers remote peer IP address (Windows PC2) to connect with MQTT broker/server
socket.
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IP address should be in long format and in little endian byte order.
Example: To configure "192.168.0.100" as remote IP address, update the macro SERVER_IP_ADDRESS as

0x6400A8CO.

#define SERVER_IP_ADDRESS 0x6400A8CO0
MQTT client keep alive period

#define RSI_KEEP_ALIVE_PERIOD 100

Memory to initialize MQTT client Info structure
#define MQTT_CLIENT _INIT_BUFF_LEN 3500

Global buffer or memory which is used for MQTT client initialization. This buffer is used for the MQTT client
information storage.

uint8_t mqqt_client_bufferMQTT_CLIENT_INIT_BUFF_LEN];

QOS indicates the level of assurance for delivery of an Application Message.

QoS levels are:

0 - At most once delivery

1 - At least once delivery

2 - Exactly once delivery

#define QOS 0

RSI_MQTT_TOPIC refers to which topic WiSeConnect MQTT client is supposed to subscribe.
#define RSI_MQTT_TOPIC "REDPINE"
MQTT Message to publish on the topic subscribed

uint8 t publish_message[] ="THIS IS MQTT CLIENT DEMO

FROM SILABS"

MQTT Client ID with which MQTT client connects to MQTT broker/server
uint8_t clientID[] = "MQTTCLIENT"

User name for login credentials

int8_t username[] = "username"

Password for login credentials

int8_t password[] = "password"

Application memory length which is required by the driver
#define GLOBAL_BUFF_LEN 15000

To configure IP address
DHCP_MODE refers whether IP address configured through DHCP or STATIC

#define DHCP_MODE 1

Note:

If user wants to configure STA IP address through DHCP then set DHCP_MODE to 1 and skip
configuring the following DEVICE_IP,GATEWAY and NETMASK macros.

(Or)

If user wants to configure STA IP address through STATIC then set DHCP_MODE macro to "0" and
configure following DEVICE_IP, GATEWAYandNETMASK macros.

IP address to be configured to the device in STA mode should be in long format and in little endian byte order.
Example: To configure "192.168.10.10" as IP address, update the macro DEVICE_IP as OxOAOAAB8CO.

#define DEVICE_IP 0XO0AOAA8CO

IP address of the gateway should also be in long format and in little endian byte order
Example: To configure "192.168.10.1" as Gateway, update the macro GATEWAY as 0x010AA8CO

#define GATEWAY 0x010AA8CO

IP address of the network mask should also be in long format and in little endian byte order
Example: To configure "255.255.255.0" as network mask, update the macro NETMASK as 0xOOFFFFFF
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#define NETMASK Ox00FFFFFF

The following parameters are configured if OS is used.
WLAN task priority is given and this should be of low priority

#define RSI_WLAN_TASK_PRIORITY 1

Driver task priority is given and this should be of highest priority
#define RSI_DRIVER_TASK_PRIORITY 1

WLAN Task stack size is configured by this macro

#define RSI_WLAN_TASK_STACK_SIZE 500

Driver Task stack size is configured by this macro

#define RSI_DRIVER_TASK_STACK_SIZE 500

2. Open RS9116.NB0.WC.GENR.OSI.x.x.xx\host\sapis\examples\wlan\mqtt_client\rsi_wlan_config.h file and
update/modify the following macros:

#define CONCURRENT_MODE RSI_DISABLE
#define RSI_FEATURE_BIT_MAP FEAT_SECURITY_OPEN
#define RSI_TCP_IP_BYPASS RSI_DISABLE
#define RSI_TCP_IP_FEATURE_BIT_MAP TCP_IP_FEAT_DHCPV4_CLIENT
#define RSI_CUSTOM_FEATURE_BIT_MAP FEAT_CUSTOM_FEAT_EXTENTION_VALID
#define RSI_EXT_CUSTOM_FEAT_BIT_MAP EXT_FEAT_ 256k MODE
#define RSI_BAND RSI_BAND_2P4GHz
Note:

e rsi_wlan_config.h file is already set with desired configuration in respective example folders user need not
change for each example.

e Inrsi_maqtt_client.h change MQTT_VERSION macro to either 3 or 4 based on the MQTT broker support
version. (Supported versions 3 and 4).

Executing the Application

1. Configure the Access point in OPEN/WPA-PSK/WPA2-PSK mode to connect Silicon Labs device in STA mode.
2. Install MQTT broker in Windows PC2 which is connected to Access Point through LAN.

3. Run MQTT broker in Windows PC2 using the following command. Open Command prompt and go to MQTT
installed folder (Ex: C:\Program Files\mosquitto) and run the following command:

mosquitto.exe —p 1883 —v

Bl C\Windows\system32icmd. exe - mosquitto.exe -p 1883 -v E@

iC:s\Program Files‘mosgquitto’mosquitto.exe —-p 1883 —vu =
1446714024: mosquitto version 1.4.4 <build date 18-/89-2815 22:24:085.22) startingls

1446714824: Using default config.
1446714824: Opening ipub listen socket on port 1883.
1446714824: Opening ipuv4 listen socket on port 1883.
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4. Open MQTT client utility in Windows PC3 and connect to MQTT broker by giving Windows PC2 IP address and
MQTT broker port number in Broker TCP/IP address field.

lé’] Paho MQTT Utility ===
MQTT | Options

Broker TCP/IP address: | 192.168.0.2 v 1883

@ Connect Disconnect ’ History 1

‘Subscn'be To Topics - text display
Subscribe Topic: v RequestQoS:0 v | |
Received Topic:. QoS Retained: | ||
| Subsaribe |
| Unsubscribe | |
[ Save }
[ Hex ] |
AV ‘
Publish Messages - text display
Topic: v |QoS: 0 v |Retained: |
|

5. After successful connection, subscribe to the topic from MQTT client utility.
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£/ Paho MQTT Utility ||| ||
MQTT Opbons
Broker TCP/IP address: ' 192.168.0.2 v | /11883 v
@ Connect ‘ Disconnect ] | History |
Subscribe To Topics - text display
Subscribe Topic: REDPINE v RequestQoS: 0
Received Topic: QoS: Retained:
] Subsaribe |
| Save... ]
[ tex |
|
AW '
Publish Messages - text display
Topic: REDPINE v QoS: 0 v Retained: | |
R
| Fie...
Hex

6. After the program gets executed, the Silicon Labs device will be connected to the same access point having the
configuration same as that of in the application and get IP.

7. Once the device gets connected to the MQTT broker, it will subscribe to the topic RSI_ MQTT_TOPIC (Ex:
"REDPINE"). The user can see the client connected and subscribe information in the MQTT broker.

BN Administrator: C\Windows\system32\ cmd.exe - mosquitto.exe -p 1883 -v E'@

C:“Program FlleO\muﬂqultto)mooqultto exe —p 1883
1459923726: mosquitto version 1.4_8 <(build date 14/32/2316 15:33:31.89> starting

1459923726: Using default config.

1459923726 Opening ipvb listen socket on port 1883.
1459923726 Opening ipv4 listen socket on port 1883,
1459923736: mosguitto version 1.4.8 terminating

C:“Program Files“mosquittoX

C:“Program Flle“\mu“qultto)mo“qultto exe —p 1883
1459923747 mosguitto version 1.4.8 <huild date 14/82/2316 15:33:31.89)> starting

1459923747: Using defaunlt config.
1459923747: Opening ipv6e listen socket on port 1883.
1459923747: Opening 1pu4 listen socket on port 1883,
1459923768: Mew connection from 192.168.8.3 on port 18
1459923768: New client connected from 192.168.0.3 as HQTTCLIENI (cl, kiBa@).
1459923768: Sending CONNACK to MQTTCLIENT <@, @>
1459923774: Received SUBSCRIBE from MQTTCLIENT
H REDPINE (Qo$ B)
: MQTTCLIENT @ REDFIN
: 8ending SUBACK to HQTTCLIENT

4 [m

8. After successful subscription to the topic RSI_MQTT_TOPIC (Ex: "REDPINE"), the device publishes a message
which is given in publish_message array (Ex: "THIS IS MQTT CLIENT DEMO FROM REDPINE") on the subscribed
topic.

9. MQTT client utility which is running on Windows PC3 will receive the message published by the Silicon Labs device
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as it subscribes to the same topic.
Please refer to the below image for MQTT client utility and message history.

| ) Paho MQTT Utility =N [ WMQTT Client History =
MQTT ‘w WebSphere MQ Telemetry transport connected to tcp://192.168.0.2:1883
--> SUBSCRIBE, TOPIC:REDPINE, Requested QoS:0
Broker TCP/IP address: |152.168.0.2 > {{ 1883 > WebSphere MQ Telemetry transport disconnected
Q Connect Disconnect History J "’HebSphere MQ Telemetry transport connected to tcp://192.168.0.2:1883
| -=-> SUBSCRIBE, TOPIC:REDPINE ested QoS:0
Subscribe To Topics - text display --> PUBLISH rec , :REDPINE, Q0S:0, Retained:fa
Subscribe Topic: REDPINE < |Request Qos:0 ~ DATA:THIS IS MOTT CLIENT DEMO FROM REDPL
Received Topic; QoS: 0  Retained:
S IS MOTT CLIENT DEMO FROM Sisabe
- Hex “
« I ’ [
AV ‘
Publish Messages - text display
Topic: REDPINE v QoS: 0 v Retained:
| Publish |
Fie.. |
Hex |
J Clear | | Close
h

10. Now publish a message using MQTT Ultility on the same topic. Now this message is the message received by the
Silicon Labs device.

| £/ Paho MQTT Utility o | -= | £ WMQTT Client History =
MQ T m WebSphere MQ Telemetry transport connected to tep://192.168.0.2:1883
--> SUBSCRIBE, TOPIC:REDPINE, Requested Qo5:0
Broker TCP/IP address: |192.168.0.2 v|{1083 ¥ WebSphere MQ Telemetry transport disconnected
Q Ciiaas [ D [ WebSphere MQ Telemetry transport connected to tcp://192.168.0.2:1883
Connect Disconnect History
e --> SUBSCRIBE, TOPIC:REDPINE, Requested QoS:0
Subscribe To Topics - text display --> PUBLISH received, TOPIC:REDPINE, Qo0S:0, Retained:false
Subsaribe Topic: REDPINE v RequestQoS: 0 » DATA:THIS IS MOTT CLIENT DEMO FROM REDPINE
T B Ret --> PUBLISH sent, TOPIC:REDPINE, Q0S:0, Retained:false
teceived Topl SRR b e DATA:Hello from MOTT client
lHello from MOTT client [ Susaie = --> PUBLISH received v 7 005:0, Retainza
Subscribe
3
: = DATA:Hello from MOTT client
[[oHex_ ]
AV
Publish Messages - text display
Topic: REDPINE v QoS: 0 » Retaned:
&ezlo from MOTT c1ien> @
Hex
((Ger ][ Gose |
 E—

Note:
Multiple MQTT client instances can be created

Limitations

MQTT client application keeps on polling for the data to receive on the subscribed topic irrespective of receive timeout
mentioned in the rsi_mqtt_poll_for_recv_data API.

3.4.2 Example2 : wlan_https_bt_spp_ble_dual_role

Overview

The purpose of this example is to demonstrate the ability of RS9116 simultaneous data transfer from all the radios
(BT/BLE/WIFI).

The module will connect to AP and then download the fixed file from PC acting as Server. In parallel to Wlan
download, BT/BLE connection/data transfers are supported. Two connections (Master and Slave) are supported with
BLE.
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This application provides the user with the ability to configure the individual/combined protocols.

WiSeConnect based Setup Requirements

e Windows / Linux PC with Host interface(UART/ USB-CDC/ SPI/ USB) in case of WiSeConnect

e Silicon Labs module

e Smart phone/tablet with BT Application (Ex: Bluetooth SPP Pro)
¢ Smart phone/tablet with BLE Application (Ex: Light Blue APP)

e WiFi client device (PC) with HTTP/HTTPS server running.

=

Smart Phone e
with Light Blue N
App £ =

\Wireless Access
[ point

Host Interface

HOST

RS9116W Module
Configured in WLAN_BT_BLE
mode

4”
5
g
-
K
@ )

Smart Phone
with Light Blue

App

Windows Laptop
HTTP Server running

=9

Smart Phone
with SPP Pro App

Figure 27: Setup Diagram for WLAN HTTP/HTTPs BT SPP BLE Dual Role Example

Configuration and Steps for Execution

Configuration of Application:
1. Open 'rsi_common_config.h file provided in the release package at

'RS9116.NB0.WC.GENR.OSI.X.X.X\host\sapis\examples\wlan_bt_ble\wlan_http_s_bt_spp_ble_dual_role\

and configure below macros,
set below macro to 1 to run BLE application
#define RSI_ENABLE_BLE_TEST 1 //Set this to 0 to disable BLE

set below macro to 1 to run BT application

#define RSI_ENABLE_BT_TEST 1 //Set this to 0 to disable BT

set below macro to 1 to run WLAN application

#define RSI_ENABLE_WLAN_TEST 1 //Set this to O to disable WLAN
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Note: By default all protocols are
enabled

choose the required operational mode of RS9116W.
#define RSI_COEX_MODE 9

valid configurations:

0 - WLAN alone mode

5 - BT alone mode

9 - WLAN + BT + BLE mode
13 - BLE alone

mode

Note: By default opermode set to WLAN+BT+BLE

open 'rsi_ble_config.h' file provided in the release package at

'RS9116.NBO.WC.GENR.OSI.X.X.X\host\sapis\examples\wlan_bt_ble\wlan_http_s bt _spp_ble dual role\' and

choose BLE application configurations.

To select number of BLE connections, configure below macros.
Set below macro to required slave connections.

#define RSI_BLE_MAX_NBR_SLAVES 1

Set below macro to required master connections.

#define RSI_BLE_MAX_NBR_MASTERS 1

Note: Maximum no. of RSI_BLE_MAX_NBR_MASTERS can be configured to '2'
and RSI_BLE_MAX NBR_SLAVES to '3'

If CONNECT_OPTION is set to CONN_BY_NAME, configure below macros.
#define CONNECT_OPTION CONN_BY_NAME //CONN_BY_NAME or CONN_BY_ADDR
To identify remote device with BD Address/device name.

Add the remote BLE device name to connect

#define RSI_REMOTE_DEVICE_NAMEL1 "slavel"
#define RSI_REMOTE_DEVICE_NAME2 "slave2"
#define RSI_REMOTE_DEVICE_NAMES3 "slave3"

If CONNECT_OPTION is set to CONN_BY_ADDR, configure the below macros.

Configure the address type of remote device as either Public Address or Random Address

#define RS|_BLE_DEV_ADDR_TYPE LE_PUBLIC_ADDRESS //ILE_PUBLIC_ADDRESS or
LE_RANDOM_ADDRESS

Add the BD Address of remote BLE device to connect

#define RSI_BLE_DEV_1_ADDR "88:DA:1A:FE:2A:2C"
#define RSI_BLE_DEV_2_ADDR "7E:E6:5E:30:77:6F"
#define RSI_BLE_DEV_3_ ADDR "70:1A:69:32:7C:8E

Configure below macros to select the profile characteristics uuid for data transfer.

silabs.com | Building a more connected world.

PRELIMINARY | Subject to change.

132 | Page




UG454: RS9116W with STM32 User's Guide

SILICON LABS Version 1.2
#define RSI_BLE_CLIENT_WRITE_SERVICE_UUID_M1 0x180D //! Heart Rate service uuid

#define RSI_BLE_CLIENT_WRITE_CHAR_UUID_M1 0x2A39 //' Heart Rate control Point

#define RSI_BLE_CLIENT_WRITE_NO_RESP_SERVICE_UUID_M1 0x1802 //' Immediate Alert service uuid

#define RSI_BLE_CLIENT_WRITE_NO_RESP_CHAR_UUID_M1 0x2A06 //' Alert level char uuid
#define RSI_BLE_CLIENT_INIDCATIONS_SERVICE_UUID M1 0x1809 //' Health thermometer Alert service

uuid

#define RSI_BLE_CLIENT_INIDCATIONS_CHAR_UUID_M1 0x2A1C /' Temperature measurement
#define RSI_BLE_CLIENT_NOTIFICATIONS_SERVICE_UUID_M1 0x180D //! Heart Rate service uuid
#define RSI_BLE_CLIENT_NOTIFICATIONS CHAR_UUID M1 0x2A37 //' Heart Rate measurement

Configure below macros to select each connection configurations,

Masterl configurations: (where XX=M1)

Set below macro to enable secure connection between Silicon Labs device(peripheral) and remote ble device(central)
#define SMP_ENABLE_XX 0

//By default this macro is set to '0’
Set below macro to add remote device to whitelist
#define ADD_TO _WHITELIST XX 0

//By default this macro is set to '0’
Set below macro to discover remote profiles.
#define PROFILE_QUERY_XX 1

//By default this macro is set to '1'
Set below macro to enable data transfer between devices
#define DATA_ TRANSFER_XX 1

//By default this macro is set to '1'

To select the type of data transfer configure below macros

Set below macro to receive 'gatt notifications' from remote device.
#define RX_NOTIFICATIONS_FROM_XX 0

//By default this macro is set to '1'

Note:
Make sure to set below macros to O

#define RX_INDICATIONS_FROM_XX 0 //Set thisto 0

Set below macro to receive 'gatt indications' from remote device.
#define RX_INDICATIONS_FROM_XX 0

//By default this macro is set to '0’

Set below macro to Transmit 'gatt notifications' to remote device.
#define TX_NOTIFICATIONS TO_XX 1

/IBy default this macro is set to "1’

Note:
Make sure to set below macros to 0
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#defineTX_WRITES_TO_XX 0 //Setthisto 0
#define TX_WRITES_NO_RESP_TO_XX 0 //Set thisto O
#define TX_INDICATIONS _TO_XX 0 //Setthisto 0

Set below macro to Transmit 'gatt write with response' to remote device.
#define TX_WRITES_TO_XX 0

//By default this macro is set to '0’

Set below macro to Transmit 'gatt write without response’' to remote device.
#define TX_WRITES_NO_RESP_TO_XX 0

//By default this macro is set to '0’

Set below macro to Transmit 'gatt indications to remote device.
#define TX_INDICATIONS_TO_XX 0

/IBy default this macro is set to '0’

To select data length extension for each connection configure below macro
Set below macro to enable data length extension

#define DLE_ON_XX 0

/[By default this macro is set to ‘0’
Configure below macros to set connection interval, connection latency and connection supervision timeout
Below configuration is for connection interval of 45ms, latency 0 and timeout:400ms

#define CONN_INTERVAL_XX 36
#define CONN_LATENCY_XX 0
#define CONN_SUPERVISION_TIMEOUT_XX 400

Note: Follow the above instructions to configure for remaining connections (slavel(XX = S1),slave2 (XX
=S2),slave3(XX=S3) and master2(XX=M2))

Select BT configurations in 'rsi_bt_config.h' file provided in the release package at
'RS9116.NB0O.WC.GENR.OSI.X.X.X\host\sapis\examples\wlan_bt_ble\wlan_http_s_ bt _spp_ble_dual_role\

Enter the remote BT device address as the value to RSI_BT_REMOTE_BD_ADDR
#define RSI_BT_REMOTE_BD_ADDR (void *)"B8:D5:0B:9B:D6:B2"
SPP_MODE refers to type of Module Mode, whether its MASTER/SLAVE

#define SPP_MODE SPP_SLAVE
PIN_CODE refers 4 bytes string required for pairing process
#define PIN_CODE "0000"

RSI_BT_LOCAL_NAME refers to name of Silicon Labs Module to appear during scanning by remote device
#define RSI_BT_LOCAL_NAME "SPP_SLAVE"

Select WLAN configurations in 'rsi_wlan_config.h' file provided in the release package at
'RS9116.NBO.WC.GENR.OSI.X.X.X\host\sapis\examples\wlan_bt_ble\wlan_http_s bt spp_ble dual_role\

silabs.com | Building a more connected world. 134 | Page

PRELIMINARY | Subject to change.




UG454: RS9116W with STM32 User's Guide
SILICON LABS Version 1.2

Enter the AP Connectivity essentials configs as the value to SSID,SECURITY_TYPE and PSK

#define  SSID "Hotspot"

#define SECURITY_TYPE RSI_WPAZ2 //RSI_OPEN
#define PSK "12345678"

To select the manual or auto IP, configure below macros
#define DHCP_MODE 1//0 enable or disable

#if IDHCP_MODE // Need to configure manually if dhcp disabled
#define DEVICE_IP 0x6500A8CO0 //192.168.0.101

#define GATEWAY 0x0100A8CO //192.168.0.1
#define NETMASK OXOOFFFFFF //255.255.255.0
#endif

Configure below macros to make Use of Local HTTP server to download the files.

#define RSI_DNS_CLIENT 0 I/l set to '1' only if using server name instead of server ip address, by
default it is set to '0'

#define RX_DATA 1 I/l set to '1' to RX data from remote server

#define HTTPS_DOWNLOAD 0 /I set to '0' to choose HTTP download

#define SERVER_PORT 80 /I by default http runs on port 80

#define SERVER_IP_ADDRESS "192.168.0.101" //Local server ip address

#define DOWNLOAD_FILENAME “dltestdata32.txt" // File to download, by default this file is provided in the
demo

#define BYTES_TO_RECEIVE 1048576 /I size of file configured under 'DOWNLOAD_FILENAME'
#define  CONTINUOUS HTTP_DOWNLOAD 1 /l set to '1' to download continuously, if reset download
happens only once.

Configure below macros to make Use of Local HTTPS server to download the files.

#define RSI_DNS_CLIENT 0 I/l set to '1' only if using server name instead of server ip address, by
default it is set to '0'

#define RX_DATA 1 /] set to '1' to RX data from remote server

#define HTTPS_DOWNLOAD 1 /l set to '1' to choose HTTPs download

#define SERVER_PORT 443 /I by default https runs on port 443

#define SERVER_IP_ADDRESS "192.168.0.101" //Local server ip address

#define DOWNLOAD_FILENAME “dltest.txt" // File to download, by default this file is provided in the demo
#define BYTES_TO_RECEIVE 6144 /I size of file configured under 'DOWNLOAD_FILENAME'
#define CONTINUOUS_HTTP_DOWNLOAD 1 // set to '1' to download continuously, if reset download
happens only once.

Note:

BY default when 'HTTPS_DOWNLOAD' is set, SSL and LOAD_CERTIFICATE will be setto '1' as it is required
for HTTPS download

Follow below steps to configure local https server

1. Download and install SSL server from https://slproweb.com/products/Win320penSSL.html

2. Add the installed location (ex: "C:\Program Files\OpenSSL-Win64\bin") in environment variable 'PATH' and
restart the pc to reflect the changes.

To select rejoin feature, configure below macros

/I' RSI_ENABLE or RSI_DISABLE rejoin params
#define RSI_REJOIN_PARAMS_SUPPORT RSI_ENABLE

//! Rejoin retry count. If O retries infinity times

silabs.com | Building a more connected world. 135 | Page

PRELIMINARY | Subject to change.



https://slproweb.com/products/Win32OpenSSL.html

UG454: RS9116W with STM32 User's Guide
SILICON LABS Version 1.2

#define RSI_REJOIN_MAX_RETRY 10

/! Periodicity of rejoin attempt
#define RSI_REJOIN_SCAN_INTERVAL 4

/' Beacon missed count
#define RSI_REJOIN_BEACON_MISSED_COUNT 40

/' RSI_ENABLE or RSI_DISABLE retry for first time join failure
#define RSI_REJOIN_FIRST_TIME_RETRY RSI_DISABLE
WIlan register callback :

Regarding register a callback to handle join failure condition.

void rsi_wlan_app_callbacks_init(void)

{

rsi_wlan_register_callbacks(RSI_JOIN_FAIL_CB, rsi_join_fail_handler); //! Initialize join fail call back

}

Re-join call back handler:

The callback should update the system STATE as the error code received in the callback. Configuring the state for
rejoin in the rsi_join_fail_handler() in rsi_wlan_http_s.c file (at
'RS9116.NB0.WC.GENR.OSI.X.X.X\host\sapis\examples\wlan_bt_ble\wlan_http_s_bt_spp_ble_dual_role\’) is shown
below,

void rsi_join_fail_handler(uint16_t status, uint8_t *buffer, const uint32_t length)

{
rsi_wlan_app_cb.state = RSI_WLAN_JOIN_STATE; //! update wlan application state

}

Executing the Application
1. Compile the project and flash the binary onto STM32.

2. Copy the files 'dltestdata32.txt', 'dltest.txt' from below source path and paste in to the destination path.

[source path:- ../host/sapis/examples/wlan_bt_ble/wlan_http_s bt spp_ble_dual_role/]

[destination path:- ../host/sapis/examples/utilities/scripts/]

3. To download the files from local http server, navigate to below folder and run below command.

[File path:- ../host/sapis/examples/utilities/scripts/]

#python simple_http_server.py 80

4. To download the files from local https server, copy ssl certificates 'server-cert.pem', 'server-key.pem' from below
'source path' and paste in to 'destination path'.

[source path:- ../host/sapis/examples/utilities/certificates/]

[destination path:- ../host/sapis/examples/utilities/scripts/]

open command prompt, navigate to above destination path and run below command.
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#openssl s_server -accept 443 -cert server-cert.pem -key server-key.pem -tis1 -WWW

5. After the program gets executed, Module scans for the configured Accesspoint, connects to it and acquires the ip
address

6. After acquiring ip address, initiates connection to remote server.(ex: simple_http_server.py running in same
network where Module is also connected)

7. If connection is successful,

a. Module starts advertising and scanning BLE
b. Advertises BT and simultaneously downloads http packets sent from remote server

If connection is not successful, step5 is repeated untill connection is success

While downloading is happening, user can initiate both BT SPP and BLE connections (both peripheral and
central).

10. To check BLE peripheral connection, scan and initiate connection from nRF connect/dongles.

11. Module accepts the BLE connections if initiated by remote BLE device(max 2 master connections are accepted)
and starts data transfer based on the user configuration.

12. To check data transfer, enable Gatt notifications of Module on service characteristic
RSI BLE_ATTRIBUTE_1_UUID,

13. If enabled module continuously transmits 20 notifications per connection interval of size 20bytes.
14. To check BLE central connection, advertise the remote ble devices using phone/dongles.

15. Module scans for advertised devices, crosschecks the ble device names/ble device address as configured in
application, if matches initiates connection.

16. If BLE connection is successful, Module enables the Gatt notifications of remote device for
RSI_BLE_CLIENT_NOTIFICATIONS_CHAR_UUID_M1 (Heart Rate measurement) and receives
notifications/connection interval.

Note: Steps 9 to 12 can be repeated for 2 peripheral connection and steps 13 to 15 can be repeated for 3
central connections based on the RSI_BLE_ MAX_NBR_MASTERS and RSI_BLE_MAX_ NBR_SLAVES.

17. while BLE and WLAN data transfer is happening, initiate BT SPP connection using "BT SPP manager app"

18. After successful BT connection, Module echos the data transmitted from BT SPP manager app.

Note: Verify that all connections are stable and simultaneous data transfer is happening from all the radios
of Module

3.4.3 Example3: wlan_https_bt_spp_ble_provisioning
Overview

This example demonstrates WLAN connection using Access point details provided from Redpine BLE provisioning
app, along with BT SPP data transfer and BLE data transfer.

Two BLE connections are supported, in which the first connection is used for provisioning and the second connection
is used for data transfer.

Sequence of Events

WLAN task: Fetches the access point details from Redpine BLE provisioning app, connects to remote server and
starts http download

BLE task:
e Advertises the module and accepts the connection from Redpine BLE provisioning app (Android)
App location : "RS9116.NB0.WC.GENR.OSI.x.x.x.xxxx\utils\Redpine_Connect_v1.1l.apk"

e Accepts the connection from Redpine BLE APP and sends the Accesspoint scan results to BLE APP using wlan
task

e Sends the AP details selected in BLE APP to wlan task and sends the connection acknowledgement to it
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e Accepts new connection if module gets connection request from remote BLE device

e |nitiates connection request if module scans the configured BLE devices

BT task:

o Initializes BT SPP after wlan connection to remote server.

e Accepts the connection from BT device (BT SPP Manager APP) and retransmits the data sent by Manager APP.
WiSeConnect based Setup Requirements

e Windows / Linux PC with Host interface(UART/ USB-CDC/ SPI/ USB) in case of WiSeConnect

Silicon Labs module

Smart phone/tablet with BT Application (Ex: Bluetooth SPP Pro)

Smart phone/tablet with BLE Application (Ex: Light Blue APP)
WiFi client device (PC) with HTTP/HTTPS server.

/‘
Smart Phone azie J
with Light Blue N
App (== _ »
Wireless Access
point Windows Laptop
9» ,," HTTP Server running

O

Host Interface

Smart Phone
with SPP Pro App

HOST

RS9116W Module
Configured in WLAN_BT_BLE
mode
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App
Figure 28: Setup Diagram for WLAN HTTP/HTTPs BT SPP BLE Provisioning Example

Configuration and Steps for Execution
Configuration of Application:

1. Open'rsi_common_config.h' file provided in the release package at
'RS9116.NBO.WC.GENR.OSI.X.X.X\host\sapis\examples\wlan_bt_ble\wlan_http_s bt spp_ble provisionin

g\' and configure below macros.
set below macro to 1 to run BT application along with WLAN and BLE
#define RSI_ENABLE_BT_TEST 1 //Set this to 0 to disable BT

Note: By default, all protocols are enabled. It is mandatory to enable WLAN and BLE.
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choose the required operational mode of RS9116
#define RSI_COEX_MODE 9

valid configurations:

0 - WLAN alone mode

5 - BT alone mode

9 - WLAN + BT + BLE mode
13 - BLE alone

mode

Note: By default opermode is set to WLAN+BT+BLE

2. open'rsi_ble_config.h' file provided in the release package at
'RS9116.NBO.WC.GENR.OSI.X.X.X\host\sapis\examples\wlan_bt_ble\wlan_http_s bt spp_ble provisionin
g\' and choose BLE application configurations
To select number of BLE connections, configure below macros
Set below macro to required slave connections

#define RSI_BLE_MAX_NBR_SLAVES 1
Set below macro to required master connections
#define RSI_BLE_MAX_NBR_MASTERS 1

Note:

1. Maximum no. of RSI_BLE _MAX NBR_MASTERS can be configured to '2'
and RSI_BLE_MAX_NBR_SLAVES to '3'

2. To run BLE provisioning application, always ensure min value of RSI_BLE_MAX NBR_MASTERS is set
to'1'

Configure Module BLE advertise name

#define RSI_BLE_APP_GATT_TEST  (void *)"SI_COEX_MAX_DEMO"

To identify remote device with BD Address/device name.

#define CONNECT_OPTION CONN_BY_NAME //CONN_BY_NAME or CONN_BY_ADDR
If CONNECT_OPTION is set to CONN_BY_NAME, configure below macros.

Add the remote BLE device name to connect

#define RSI_REMOTE_DEVICE_NAMEL1 "slavel”
#define RSI_REMOTE_DEVICE_NAME2 "slave2"
#define RSI_REMOTE_DEVICE_NAMES3 "slave3"

If CONNECT_OPTION is set to CONN_BY_ADDR, configure the below macros.

Configure the address type of remote device as either Public Address or Random Address

#define RSI_BLE_DEV_ADDR_TYPE LE_PUBLIC_ADDRESS //ILE_PUBLIC_ADDRESS or
LE_RANDOM_ADDRESS

Add the BD Address of remote BLE device to connect

#define RS|_BLE_DEV_1_ADDR "88:DA:1A:FE:2A:2C"
#define RS|_BLE_DEV_2_ADDR "7E:E6:5E:30:77:6F"
#define RSI_BLE_DEV_3_ADDR "70:1A:69:32:7C:8E

Configure below macros to select the profile characteristics uuid for data transfer.
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#define RSI_BLE_CLIENT_WRITE_SERVICE_UUID_M1 0x180D //! Heart Rate service uuid
#define RSI_BLE_CLIENT_WRITE_CHAR_UUID_M1 0x2A39 //' Heart Rate control Point
#define RSI_BLE_CLIENT_WRITE_NO_RESP_SERVICE_UUID_M1 0x1802 //' Immediate Alert service
uuid
#define RSI_BLE_CLIENT_WRITE_NO_RESP_CHAR_UUID_M1 0x2A06 //! Alert level char uuid
#define RSI_BLE_CLIENT_INIDCATIONS_SERVICE_UUID_M1 0x1809 //! Health thermometer Alert
service uuid
#define RSI_BLE_CLIENT_INIDCATIONS_CHAR_UUID_M1 0x2A1C /' Temperature measurement

#define RSI_BLE_CLIENT_NOTIFICATIONS_SERVICE_UUID_M1 0x180D //' Heart Rate service uuid
#define RSI_BLE_CLIENT_NOTIFICATIONS CHAR_UUID_M1 0x2A37 /' Heart Rate measurement

Configure below macros to select each connection configurations except for Masterl , as Masterl is configured by
default to match with Redpine BLE provisioning app.

Master2 configurations: (where XX=M2)

Set below macro to enable secure connection between Silicon Labs device(peripheral) and remote ble
device(central)

#define SMP_ENABLE_XX 0

/[By default this macro is set to '0’
Set below macro to add remote device to whitelist
#define ADD_TO_WHITELIST XX 0

//By default this macro is set to '0’
Set below macro to discover remote profiles.
#define PROFILE_QUERY_XX 1

//By default this macro is set to '1'
Set below macro to enable data transfer between devices
#define DATA_TRANSFER_XX 1

//By default this macro is set to '1'

To select the type of data transfer configure below macros

Set below macro to receive 'gatt notifications' from remote device
#define RX_NOTIFICATIONS_FROM_XX 0

//By default this macro is set to '0'

Note:
Make sure to set below macros to O

#define RX_INDICATIONS_FROM_XX 0 //Set thisto O

Set below macro to receive 'gatt indications' from remote device
#define RX_INDICATIONS_FROM_XX 0

//By default this macro is set to '0’

Note:
Make sure to set below macros to 1

#define TX_NOTIFICATIONS_FROM_XX 1//Set this to 1

Set below macro to Transmit 'gatt notifications' to remote device
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#define TX_NOTIFICATIONS_TO_XX 1

//By default this macro is set to '1'

Note:
Make sure to set below macros to O

#define TX_WRITES_TO_XX 0//Setthisto 0
#defineTX_ WRITES_NO RESP_TO_XX 0 //Set thisto O
#define TX_INDICATIONS _TO_XX 0 //Setthisto 0

Set below macro to Transmit 'gatt write with response' to remote device
#define TX_WRITES_TO_ XX 0

//By default this macro is set to '0’
Set below macro to Transmit 'gatt write without response' to remote device
#define TX_WRITES_NO_RESP_TO_XX 0

/[By default this macro is set to ‘0’
Set below macro to Transmit 'gatt indications to remote device
#define TX_INDICATIONS_TO_XX 0

/IBy default this macro is set to '0’

To select data length extension for each connection configure below macro
Set below macro to enable data length extension

#define DLE_ON_XX 0

//By default this macro is set to '0'
Configure below macros to set connection interval, connection latency and connection supervision timeout
Below configuration is for connection interval of 45ms, latency 0 and timeout:400ms

#define CONN_INTERVAL_XX 400
#define CONN_LATENCY_XX 0
#define CONN_SUPERVISION_TIMEOUT_XX400

Note: Follow the above instructions to configure for remaining connections (slavel(XX = S1),slave2 (XX
=S2),slave3(XX=S3)

3. Select BT configurations in 'rsi_bt_config.h' file provided in the release package at
'RS9116.NBO.WC.GENR.OSI.X.X.X\host\sapis\examples\wlan_bt_ble\wlan_http_s_bt_spp_ble _provisionin

gV
Enter the remote BT device address as the value to RSI_BT_REMOTE_BD_ADDR
#define RSI_BT_REMOTE_BD_ADDR (void *)"B8:D5:0B:9B:D6:B2"

SPP_MODE refers to type of Module Mode, whether its MASTER/SLAVE

#define SPP_MODE SPP_SLAVE
PIN_CODE refers 4 bytes string required for pairing process
#define PIN_CODE "0000"

RSI_BT_LOCAL_NAME refers to name of RS9116WModule to appear during scanning by remote device
#define RSI_BT_LOCAL_NAME "SPP_SLAVE"

4. Select WLAN configurations in 'rsi_wlan_config.h' file provided in the release package at
'RS9116.NB0O.WC.GENR.OSI.X.X.X\host\sapis\examples\wlan_bt ble\wlan_http_s bt spp_ble _provisionin

o\
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configure below macros to make Use of Local HTTP server to download the files.

#define RSI_DNS_CLIENT 0 /I set to '1' only if using server name instead of server ip address, by
default it is set to '0'

#define RX_DATA 1 /[ set to '1' to RX data from remote server

#define HTTPS DOWNLOAD 0 /I set to '0' to choose HTTP download

#define SERVER_PORT 80 /' Server port number

#define SERVER_IP_ADDRESS "192.168.0.10" //Local server ip address
#define DOWNLOAD_FILENAME "dltestdata32.txt" // File to download, by default this file is provided in

the demo
#define BYTES TO_RECEIVE 1048576 /I size of file configured under 'DOWNLOAD_FILENAME'
#define CONTINUOUS HTTP_DOWNLOAD 1 // set to '1' to download continuously, if reset download

happens only once.

configure below macros to make Use of Local HTTPS server to download the files.

#define RSI_DNS_CLIENT 0 /[ set to '1' only if using server name instead of server ip address, by
default it is set to '0'

#define RX_DATA 1 /[ set to '1' to RX data from remote server

#define HTTPS_DOWNLOAD 1 /I setto '1' to choose HTTPs download

#define SERVER_PORT 443 /' Server port number

#define SERVER_IP_ADDRESS "192.168.0.10" //Local server ip address
#define DOWNLOAD_FILENAME “dltest.txt" // File to download, by default this file is provided in the

demo
#define BYTES_TO_RECEIVE 6144 /I size of file configured under 'DOWNLOAD_FILENAME'
#define CONTINUOUS HTTP_DOWNLOAD 1 // set to '1' to download continuously, if reset download

happens only once.

Note:

BY default when 'HTTPS_DOWNLOAD' is set, SSL and LOAD_CERTIFICATE will be setto '1' as it is
required for HTTPS download

Follow below steps to configure local https server

1. Download and install SSL server from https://slproweb.com/products/Win320penSSL.html

2. Add the installed location (ex: "C:\Program Files\OpenSSL-Win64\bin") in environment variable 'PATH'
and restart the pc to reflect the changes.

Executing the Application
1. Compile the project and flash the binary onto STM32

2. Copy the files 'ditestdata32.txt', ‘dltest.txt' from below source path and paste in to the destination path.

[source path:- ../host/sapis/examples/wlan_bt_ble/wlan_http_s_bt spp_ble_provisioning/]

[destination path:- ../host/sapis/examples/utilities/scripts/]

3. To download the files from local http server, navigate to below folder and run below command.

[File path:- ../host/sapis/examples/utilities/scripts/]

#python simple_http_server.py 80

4. To download the files from local https server, copy ssl certificates 'server-cert.pem', 'server-key.pem' from below
'source path' and paste in to 'destination path'.
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[source path:- ../host/sapis/examples/utilities/certificates/]

[destination path:- ../host/sapis/examples/utilities/scripts/]

open command prompt, navigate to above destination path and run below command.

#openssl s_server -accept 443 -cert server-cert.pem -key server-key.pem -tIs1 -WWW

Below steps are based on the default configurations provided in the application.

Module advertises and waits for connection from remote device.

Open "Redpine connect" application from mobile and scan for ble advertisement packets.

Initiate connection if packet name matches with the name configured in "RSI_BLE_APP_GATT_TEST".

© © N o g

After connection, list of available accesspoints are displayed on the screen.
10. Connect to required accesspoint and provide PSK if prompted.

11. If credentials are valid, Module connects to that accesspoint, notifies to Redpine APP as "AP connection
successfull" and starts http/https download.

12. While downloading is happening, user can initiate both BT SPP and BLE second connection (either
peripheral/central).

13. While WLAN data transfer is happening, initiate BT SPP connection using "BT SPP manager app"
14. After successfull BT connection, Module echos the data transmitted from BT SPP manager app.
15. To check BLE peripheral connection, scan and initiate connection from nRF connect/dongles.

16. Module accepts the BLE connections if initiated by remote BLE device(max 2 master connections are accepted)
and starts data transfer based on the user configuration.

17. To check data transfer, enable Gatt notifications of Module on service characteristic
RSI_BLE_ATTRIBUTE_1_UUID (0x1AA1),

18. If enabled module continuously transmits 20 notifications per connection interval of size 20bytes.
19. To check BLE central connection, advertise the remote ble devices using phone/dongles.

20. Module scans for advertised devices, crosschecks the ble device names/ble device address as configured in
application, if matches initiates connection.

21. If BLE connection is successfull, Module enables the Gatt notifications of remote device for
RSI_BLE_CLIENT_NOTIFICATIONS_CHAR_UUID_M1 (Heart Rate measurement) and receives
notifications/connection interval.

Note: Steps 13 to 16 can be repeated for 2 peripheral connection and steps 17 to 19 can be repeated for 3
central connections based on the RSI_BLE_MAX_NBR_MASTERS and RSI_BLE_MAX_NBR_SLAVES.

Note: Verify that all connections are stable and simultaneous data transfer is happening from all the radios
of Module

3.4.4 Example4: wlan_throughput_bt_spp_ble_dual_role
Overview

This example demonstrates the throughput measurements of wlan along with BLE (master)/BT (SPP) connections
and also provides user options to choose individual/combined protocols while measuring throughput of Wlan.

Sequence of Events:
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WLAN Task:

This application can be used to configure Silicon Labs module in UDP client / server or TCP client / server or SSL
client/server.

To measure throughput, following configuration can be applied.

To measure SSL Tx throughput, module should configured as SSL client.
To measure SSL Rx throughput, module should configured as SSL server.
To measure UDP Tx throughput, module should configured as UDP client.
To measure UDP Rx throughput, module should configured as UDP server.
To measure TCP Tx throughput, module should configured as TCP client.

To measure TCP Rx throughput, module should configured as TCP server.

BLE task:
This application can be used to configure module in scanning and advertising modes.

Manages the connections and datatransfer between remote ble devices and module.

BT task:

This application can be configure module in slave or master modes.

In slave mode, accepts the connection from remote device and retransmits the data sent by remote device.
WiSeConnect based Setup Requirements

e Windows / Linux PC with Host interface(UART/ USB-CDC/ SPI/ USB) in case of WiSeConnect

e Silicon Labs module

e Smart phone/tablet with BT Application (Ex: Bluetooth SPP Pro)

e Smart phone/tablet with BLE Application (Ex: Light Blue APP)

e  WiFi client device (PC) with UDP client application.
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Figure 29: Setup Diagram for WLAN Throughput BT SPP BLE Dual Role Example

Configuration and Steps for Execution
Configuration of Application:

1. Open 'rsi_common_config.h' file provided in the release package at
'RS9116.NBO.WC.GENR.OSI.X.X.X\host\sapis\examples\wlan_bt_ble\wlan_throughput_bt spp_ble dual _ro
le\' and configure below macros,

set below macro to 1 to measure WLAN alone throughput

#define RSI_ENABLE_WLAN_TEST 1 //Set this to 0 to disable WLAN

set below macro to 1 to measure WLAN throughput along with BLE connection
#define RSI_ENABLE_BLE_TEST 1 //Set this to 0 to disable BLE

set below macro to 1 to measure WLAN throughput with BT connection
#define RSI_ENABLE_BT_TEST 1 //Set this to 1 to enable BT

Note: By default all macros are enabled

Configure below macro when BT/BLE is enabled along with WLAN

#define WLAN_THROUGHPUT_AFTER_BT_BLE_CONN 1 //' Measure wlan throughput after BT and BLE

connections
#define WLAN_THROUGHPUT_AFTER_BT_BLE _CONN 0 //' Measure wlan throughput independent of BT

and BLE connections

valid
choose the required operational mode of RS9116
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#define RS|_COEX_MODE 9

valid configurations:

0 - WLAN alone mode

5 - BT alone mode

9 - WLAN + BT + BLE mode
13 - BLE alone

mode

Note: By default opermode set to WLAN+BT+BLE

2. Select WLAN configurations in 'rsi_wlan_config.h' file provided in the release package at
'RS9116.NBO.WC.GENR.OSI.X.X.X\host\sapis\examples\wlan_bt_ble\wlan_throughput_bt spp_ble dual _ro

leV

Enter the AP Connectivity essentials configs as the value to SSID, SECURITY_TYPE and PSK
#define  SSID "Hotspot"

#define SECURITY_TYPE RSI_WPA2

#define PSK "12345678"

choose the throughput type by configuring below macro

#define THROUGHPUT_TYPE UDP_TX

valid configurations are

UDP_TX — UDP transmit
UDP_RX — UDP receive
TCP_TX — TCP transmit
TCP_RX — TCP receive
SSL_TX — SSL transmit
SSL_RX — SSL receive

Average time required to measure UDP_TX/TCP_TX throughputs
#define THROUGHPUT_AVG_TIME 60000 //60sec of throughput numbers average

1. While measuring UDP/TCP TX throughput with ble/bt connections/data transfer, ensure the
connections/data transfer happens in above configured time. 2. Please increase the
THROUGHPUT_AVG_TIME to check the throughput in long running scenarios.

Maximum no. of packets required to measure UDP_RX/TCP_RX/SSL_TX
#define MAX_TX PKTS 10000

1. While measuring SSL TX/RX throughput with ble/bt connections/data transfer, MAX_TX_PKTS (10000)
packet count is not sufficient so we recommended increase the MAX_TX_PKTS and also increase the
packet count in "SSL_Server_throughput_d.py" & "SSL_tx_throughput.py" located in
".\host\sapis\examples\utilities\scripts". 2. Present IoT Package scripts supports only 10,000 packets
receive/transmit to/from the Module.

Port number of remote server

#define SERVER_PORT 5001

IP address of remote server

#define SERVER_IP_ADDRESS "192.168.0.102"
To select the ip getting configure below macros

#define DHCP_MODE 1//0 enable or disable
#if IDHCP_MODE // Need to configure manually if dhcp disabled
#define DEVICE_IP 0x6500A8C0 //192.168.0.101
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#define GATEWAY 0x0100A8CO0 //192.168.0.1
#define NETMASK OXO00FFFFFF //255.255.255.0
#endif

3. Open'rsi_ble_config.h' file provided in the release package at
'RS9116.NBO.WC.GENR.OSI.X.X.X\host\sapis\examples\wlan_bt_ble\wlan_throughput_bt_spp_ble _dual_ro
le\' and choose BLE application configurations

BLE Advertise name
#define RSI_BLE_APP_GATT_TEST (void *)"'SI_COEX_MAX_DEMO"

Configure BLE advertising interval

#define RSI_BLE_ADV_INT_MIN 0x06a8 //! 1065ms
#define RSI_BLE_ADV_INT_MAX 0x06a8 //! 1065ms

Configure below macros to set connection interval, connection latency and connection supervision timeout

#define CONN_INTERVAL_M1 400 /I connection interval:500ms
#define CONN_LATENCY_M1 0 /I latency : 0
#define CONN_SUPERVISION_TIMEOUT_M1400 // supervision timeout : 400ms

4. Select BT configurations in 'rsi_bt_config.h' file provided in the release package at
'RS9116.NBO.WC.GENR.OSI.X.X.X\host\sapis\examples\wlan_bt_ble\wlan_throughput_bt_spp_ble_dual_ro
leV

Enter the remote BT device address as the value to RSI_BT_REMOTE_BD_ADDR

#define RSI_BT_REMOTE_BD_ADDR (void *)"B8:D5:0B:9B:D6:B2"

SPP_MODE refers to type of Module Mode, whether its MASTER/SLAVE

#define SPP_MODE SPP_SLAVE

PIN_CODE refers 4 bytes string required for pairing process

#define PIN_CODE "0000"

RSI_BT_LOCAL_NAME refers to name of Silicon Labs Module to appear during scanning by remote device
#define RSI_BT_LOCAL_NAME "SPP_SLAVE"

Executing the Application
1. Compile the project and flash the binary onto STM32

2. To measure throughput, following configurations can be applied
a. To measure UDP Tx throughput, module should be configured as UDP client and open UDP server in remote
port using below command
iperf.exe -s -u -p <SERVER_PORT>-i 1
Ex: iperf.exe -s -u -p 5001 -i 1
b. To measure UDP Rx througput, module should be configured as UDP server and open UDP client in remote
port using below command
iperf.exe -c <Module_IP> -u -p <PORT_NUM> -i 1 -b<Bandwidth>
Ex: iperf.exe -c 192.168.0.1 -u -p 5001 -i 1 -b50M
¢. To measure TCP Tx throughput, module should be configured as TCP client and open TCP server in remote
port using below command
iperf.exe -s -p <SERVER_PORT> -i 1
Ex: iperf.exe -s -p 5001 -i 1
d. To measure TCP Rx througput, module should be configured as TCP server and open TCP client in remote
port using below command
iperf.exe -c <Module_IP> -p <PORT_NUM> -i 1
Ex: iperf.exe -c 192.168.0.1 -p 5001 -i 1
e. To measure SSL Tx throughput, configure module in SSL client and follow below steps to run SSL server in
windows
— Copy SSL_Server_throughput_d.py from host/sapis/examples/utilities/scripts/
to host/sapis/examples/utilities/certificates/
— Open command prompt in folder host/sapis/examples/utilities/certificates/ and run below command
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python SSL_Server_throughput_d.py
f. To measure SSL Rx throughput, module should be configured as SSL server and follow below steps to run
SSL client in
windows —
copy SSL_tx_throughput.py from host/sapis/examples/utilities/scripts/ to host/sapis/examples/utilities/certificates/
— Open command prompt in folder host/sapis/examples/utilities/certificates/ and run below command
python SSL_tx_throughput.py

After the program gets executed, Module scans for the configured Access point, connects to it.
Acquires the ip address and waits for bt/ble connections.

Open "Bluetooth SPP Manager"(android app) from mobile, scan for 'RSI_BT_LOCAL_NAME' and initiate
connection if found.

6. After Successful BT connection, scan for BLE advertise name (RSI_BLE_APP_GATT_TEST) using nRF connect
(Android app)/ BLE dongles and initiate ble connection if found.

7. If both the connections are successful, module starts transmitting/receiving wlan packets and throughput
measurement is calculated.

Note: Verify that all connections are stable and throughput is as expected.

8. To check BLE data transfer along wlan, enable Gatt notifications of Module on service characteristic
RSI_BLE_ATTRIBUTE_1_UUID (0x1AA1) using nRF connect.

9. If enabled module continuously transmits 20 notifications per connection interval of size 20bytes.

10. To check BT data transfer along with WLAN/BLE data transfer, open Bluetooth SPP Manager app and send the
data.

11. Module receives the data transmitted by app and retransmits the same to BT SPP manager app.

3.4.5 Example5:sample_project

Refer to section "Steps for Keil IDE" in Steps for executing STM32 examples using Master Application (Sample
Project) document

3.4.6 Example6: udp_client
Refer to section udp_client in this document.

3.5 Reference projects for Cube Baremetal

To run all the reference projects with Cube IDE, follow the section : Getting Started with STM32CubelDE in this
document.

3.5.1 Examplel:eap

Refer to steps Getting Started with CUBE_IDE to run with Cube IDE and for application execution refer to
section Enterprise Ping Client (eap)

3.5.2 Example2: Firmware_Upgrade

Refer to steps Getting Started with CUBE_IDE to run with Cube IDE and for application execution refer to
section Wireless Firmware Upgradation

3.5.3 Example3: Power_save

Refer to steps Getting Started with CUBE _IDE to run with Cube IDE and for application execution refer to
section WLAN Standby Associated Power save
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3.5.4 Example4: Wlan_ble

Refer to steps Getting Started with CUBE_IDE to run with Cube IDE and for application execution refer to section
WLAN Station BLE Bridge

3.5.5 Example5: sample_project

Refer to section "Steps for STMCube IDE" in Steps for executing STM32 examples using Master Application (Sample
Project

3.6 Reference Projects for Cube Freertos

To run all the reference projects with Cube IDE, follow the section : Getting Started with STM32CubelDE in this
document.

Refer to section FreeRTOS Porting for STM32, for porting FreeRTOS source to existing reference projects.

3.6.1 Examplel: wlan_https_bt spp_ble_dual_role

Refer to steps Getting Started with STM32CubelDE to run with Cube IDE and for application execution refer to section
wlan_https bt spp_ble_dual role

3.6.2 Example2: wlan_https_bt_spp_ble_provisioning

Refer to steps Getting Started with STM32CubelDE to run with Cube IDE and for application execution refer to section
wlan_https bt spp ble provisioning

3.6.3 Example3: wlan_throughput_bt_spp_ble_dual_role

Refer to steps Getting Started with STM32CubelDE to run with Cube IDE and for application execution refer to section
wlan_throughput bt spp ble dual role

3.6.4 Example4: sample_project

Refer to section "Steps for STMCube IDE" in Steps for executing STM32 examples using Master Application (Sample
Project
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4 FreeRTOS Porting for STM32

This section describes steps to compile FeeRTOS based example projects on STM32 provided in the RS9116W
release.

The procedure includes the following steps for executing the STM32 FreeRTOS Projects using Keil and STM32Cube
IDE

o Download the RS9116W release and navigate to the FreeRTOS projects directory as below
1.RS9116.NB0.WC.GENR.OSI.X.X.X\host\platforms\STM32\Reference_Projects\Keil Freertos\Projects
2.RS9116.NB0O.WC.GENR.OSI.X.X.X\host\platforms\STM32\Reference_Projects\Cube_Freertos\Projects

e Generate 'Middlewares' folder using STM32CubeMX software tool by selecting FreeRTOS.

Add the CubeMX generated "Middlewares" folder to the project directory paths as
(\Reference_Projects\Keil_Freertos & \Reference_Projects\Cube_Freertos).

Please follow the section "Steps for Compiling STM32 FreeRTOS Example" for generating "Middlewares" for
both Keil and CubelDE.

e Launch the project, compile and execute

Sample SAPI examples with FreeRTOS are provided in RS9116W release package at
'RS9116.NBO.WC.GENR.OSI.X.X.X\host\platforms\STM32\Reference_Projects\Keil_Freertos\Projects' and
'RS9116.NB0.WC.GENR.OSI.X.X.X\host\platforms\STM32\Reference_Projects\Cube_Freertos\Projects'. These
example projects cannot be compiled directly. It requires the FreeRTOS source to be added in these projects
for successful compilation.

Prerequisites
e Windows PC (64-bit preferred)
e STM32CubeMx can be downloaded from https://www.st.com/en/development-tools/stm32cubemx.html

o Keil IDE

e STM32Cube IDE

e  ST-Link driver (https://www.st.com/en/development-tools/stsw-link009.html)
Steps for Compiling STM32 FreeRTOS Example

1. Launch STM32CubeMx.
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2. Click on the 'File' tab and select 'New Project'.
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3. Select 'STM32F411RE from the MCU’s/MPU’s list as shown below.

[ New Project X
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hare

+MCUMPU Filters ————————————
2
@ Ell O Features Block Diagram Docs & Resources El Datasheet [ Buy Start Project
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Q High-performance access line, ARM Cortex-M4 core with DSP and FPU, 512 Kbytes Flash, 100 MHz CPU, ART
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Series > Product is in mass production Board: NUCLEO-F411RE » LQFPe4
Line > The STM32F411xC/xE devices are based on the high-performance Arm® Cortex® -M4 32-bit RISC core operating at a frequency of up to 100 MHz. The Cortex®-
M4 core features a Floating point unit (FPU) single precision which supports all Arm single-precision data-processing instructions and data types. It also
Package > implements a full set of DSP instructions and a memory protection unit (MPU) which enhances application security.
The STM32F411xC/xE belongs to the STM32 Dynamic Efficiency™ product line (with products combining power efficiency, performance and integration) while
Other ~ adding a new innovative feature called Batch Acquisition Mode (BAM) allowing to save even more power consumption during data batching
The STM32F411xC/xE incorporate high-speed embedded memories (up to 512 Kbytes of Flash memory, 128 Kbytes of SRAM), and an extensive range of
Price From 0.0 to 9.54 /Os and i to two APB buses, two AHB bus and a 32-bit multi-AHB bus matrix
[ ® : - T T T - o o
00 954
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@ o ¥ o IM32FAIIVE STM32F411VEHx  Active 3.242 UFBGA100 512kBytes 128kBytes 81 100 MHz
24 800 jad STM32F411VETX  Active 3242 32F411EDISCOVERY LQFP100  512kBytes 128 kBytes 81 100 MHz
vr STM32F412CE  STM32F412CEUx  Active 3.159 UFQFPN48 512kBytes 256 kBytes 36 100 MHz
Peripheral v 7 STM32F412CG  STM32F412CGUx  Active 401 UFQFPN48 1024 kBytes 256 kBytes 36 100 MHz
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140%

Figure 32: STM32CubeMX - MCU (STM32f411RE) Selection

4. Double click on the 'STM32f411RE' and then a window will appear as shown below with multiple tabs for different
configurations.
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Figure 33: STM32CubeMX - Pinout View
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5. Click on the 'System view' panel, then the following window will appear as shown below.
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Figure 34: STM32CubeMX - System View

6. Inthe 'SYS' option, select 'TIM1' in 'Timerbase Source' field in the 'Mode' panel, this is recommended by
STM32CUBE for FreeRTOS.
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Figure 35: STM32CubeMX - Timerbase Source
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7. Inthe 'Middleware' option, choose 'FREERTOS' as shown below.
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Figure 36: STM32CubeMX - FreeRTOS Selection in Middleware

8. Inthe 'Mode' panel, select 'CMSIS_V2'in the 'Interface’ field.
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Figure 37: STM32CubeMX - CMSIS_V2 Selection in FreeRTOS Interface
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9. Complete settings in the 'System view' panel will be as shown below.
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Figure 38: STM32CubeMX - Complete System View

10. After configuring all settings, click on the 'Project Manager' tab.Provide a new project path and project name in
settings.

For generating Middlewares for Keil IDE, select the '"MDK-ARM' as 'Toolchain/IDE' and 'Version' as 'V5'.
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Figure 39: STM32CubeMX - Toolchain Configuration for Keil

For generating Middlewares for STM32CubelDE, select the 'STM32CubelDE' as "Toolchain/IDE'.
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Figure 40: STM32CubeMX - Toolchain Configuration for STM32Cube
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11. Now click on the "GENERATE CODE" option to create a project

File Window

Project Location

Cinew_project

Code Generator

bx200

Dx400

Advanced Settings

Moy
ETM32F411RETx

Firmware Package Name and Version

B Use Default Firmware Loeation

nfiguration

01 Do ot generate the main

Project Manager

Copying libraries files..

= jeol Type here to search

Figure 41: Generate Code

12. After the successful project creation in STM32CubeMX, the following folders will be generated.

v s | Test_Project
Home

x

Share

" & Cut

W\ Copy path

View

Pinto Quick Copy Paste ) )
e d Paste shortcut
Clipboard
&« L
D Name
# Quick access
Drivers
mDesktop
Inc
4 Downloads
MDK-ARM
 Documents A .
Middlewares
&= Pictures o Src
sapis * .mxproject

SetupSTM2 # m Test_Project
aws

maqtt_client

sapis_user_gui

SCREENSHOTS
23 Dropbox (Silicor

@ OneDrive

Move

to~

X = B

New
folder

Easy access

Copy Delete Rename
to~ v

Organize

> This PC > OSDisk (C:) > new_project > Test_Project

Date modified

9/28/2020 2:31 PM
9/28/2020 2:31 PM
9/28/2020 2:32 PM
9/28/2020 2:31 PM
9/28/2020 2:31 PM
9/28/2020 2:31 PM
9/28/2020 2:31 PM

New item ~

Open ~ [ selectall
7 F )',H
Edit Select none
Properties o .
v e History @ Invert selection
Open Select
Type Size
File folder
File folder
File folder
File folder
File folder
MXPROJECT File 12 KB
STM32CubeMX 5KB

Figure 42: Folders View of Generated Code
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13. For Keil, Copy the 'Middlewares' folder to
'RS9116.NBO.WC.GENR.OSI.X.X.X\host\platforms\STM32\Reference_Projects\Keil_Freertos\' in the release
package directory.

» RS9116.NBO.WC.GENR.OSI.X.X.X ? host » platforms > STM32 > Reference_Projects » Keil_Freertos *

~

(1 Name Date modified Type Size
Core 9/24/2020 3:54 PM File folder
Middlewares 9/24/2020 3:54 PM File folder
Projects 9/24/2020 3:54 PM File folder

Figure 43: Keil - Copy Middlewares Folder to Project Space

For STM32Cube, copy the 'Middlewares' folder to
'RS9116.NB0.WC.GENR.OSI.X.X.X\host\platforms\STM32\Reference_Projects\Cube_Freertos\' in the
release package directory.

» RS9116.NBO.WC.GENR.OSIL.X.XX ? host » platforms » STM32 > Reference_Projects » Cube_Freertos >

A~

] Name Date modified Type Size
Core 10/14/2020 9:24 PM File folder
Middlewares 10/14/2020 9:37 PM File folder
Projects 10/14/2020 9:24 PM File folder

Figure 44: STM32Cube - Copy Middlewares Folder to Project

14. To Compile the Cube Freertos projects, navigate to
'RS9116.NBO0.WC.GENR.OSI.X.X.X\host\platforms\STM32\Reference_Projects\Cube_Freertos\Projects\SPI\sam
ple_project’, double click on '.project' and compile using STM32CubelDE.

Here, the 'sample_project' is used as a reference only. Users can select any project present at
'RS9116.NB0.WC.GENR.OSI.X.X.X\host\platforms\STM32\Reference_Projects\Cube_Freertos\Projects\S
PI\.

To compile the Keil Freertos project, navigate to
'RS9116.NBO.WC.GENR.OSI.X.X.X\host\platforms\STM32\Reference_Projects\Keil_Freertos\Projects\SPI\mqtt_c
lient' and double-click on 'mqtt_client' Keil project.

Here, the 'mqtt_client' project is used as a reference only. Users can select any project present at
'RS9116.NBO0.WC.GENR.OSI.X.X.X\host\platforms\STM32\Reference_Projects\Keil_Freertos\Projects\SPI
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\'or
'RS9116.NBO0.WC.GENR.OSI.X.X.X\host\platforms\STM32\Reference_Projects\Keil_Freertos\Projects\UA
RT".

15. Keil IDE will be launched with the 'mqtt_client' project displayed in the 'Project’ window.

A C:\RS9116.NBO.WC. GENR.OSLY X Xthest\platforms\STM32\Reference_Projects\Keil_Freertos\Projects\SPRmatt_clientimatt_clientuvprojx - pVision - a x
File Edit View Project Flash Debug Peripherals Tools SVCS Window Help
== [F-% - & ie @ rsiHT.CAPSHUMRKSY] B ¢ | @ - | @ S @B~
& @ dh - 55| matt_dient “F K -] & 0@
Project £y | L] rsimattc - x
= 4% Project matt_client =« 25 I in
S 45 matt_client 26
# 3 Application/MD 27
® (3 Application/Use ;:
@ (3 Drivers/STM32F2 30
% (3 Drivers/CMSIS 31
=& Middlewares/Fre B
0 33
croutine.c e
L] event_group 35 -
1) fiste 36 #incl:
) quevec ;;
] stream_buffi B
] tasks.c 40
] timers.c 41
[ emsis_os2.c 42 To refe pecif tion
1) heap_dc =
eap. 44
1) portc 45 fdef RSI_M4_INTERFACE
@ Cd bt ble 46
R B rponenan 47 | #endif
1 L] s o
Eer.. (@ (F. [Oy7e < >

Build Output L= |

LU NV NE Catey Doty 138 39 AP wiws Srpl oup pas

Figure 45: Project Windows

16. Click the 'Build' icon to compile the 'mqtt_client' project.
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A C\RS9116.NBO.WC GENR.OS1X XX\ ™ e_Projects\Keil_F Projects\SPRAmgt _clientymatt_clientuvprojx - pVision - x
File Edt View Project Flash Debug Peripherals Tools SVCS Window Help
=2" K- a - Lo = = ) @ rsiHT.CaPSNUMRXSY] 3 @ -] @ & & B- N
S EH e 1| matt_cient dR AR evd
Project | (%) Build (F) a ) rsi_maqttc v x
A Bui - 25 ' ~
= 43 maqtt_client 26 #i
# [ Application/MD ;;
% [ Application/Use .
5 [0 Drivers/STM32F¢ 30
® [ Drivers/CMSIS
= & Middlewares/Fre
) croutine.c
_] event_group
) liste
J) queuec
) stream_buffc
] tasks.c
) timers.c
) emsis_os2.c
) heap dc
1 portc
. ) e v
Wer... [@e. [1r. (0,7 < >
Build Output. 28
Figure 46: Build Project
I . . . R -
17. After successful compilation, the following log messages are displayed in the 'Build Output' window.
K C:\RS9116.NBO.WC GENR 051X XX} ThM32\Reference_Projects\Keil_F Projects\SPRmart_clientymatt_elient uvprejx - pVision - o x
File Edit View Project Flash Debug Peripherals Tools SVCS Window Help
Eda @ " £ iF @ psmmorsimpsy B Q- e 0 O @& B A
S e 58| matt_client R dERevé
Project L < | ] rsi_mattc - x
%% Project: matt_client - 23 . Y
S 3 matt_client 24
% [ Application/MDK-ARN :: |
# 3 Application/User .
o 0 Drivers/STM32Fdux_Hi 28
@ (0 Drivers/CMSIS 29
= & Middlewares/FreeRTOS ;g
@ ) croutine.c 5z
@ _] event_groups.c 33
@0 fiste 34
# 1) queuec :z
@ ) stream_buffer.c 3%
a0 tsksc 38
@ ) timess.c 39
@] emsis_os2.c =
9 ) heap_dc .
PS5 42 5
%] portc 43
# 4 btble
# 3 common def RSI_M4_INTERFACE
| N i_board.h® .
iEProj.. | e 8 0,7e < >
Build Output =g
Build started: Project: mgtt_client
* Using Compiler 'V5.06 update & (build 750)', folder: ‘c:\z(eu_vs\m\amcc\m:'
Build targer ‘mqrt_client®
"mgtt_client\mgtt_cli = 0 Exrror(s), 0 Warning(s).
Build Time Elapsed: ]

Figure 47: Compilation Success
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Follow steps mentioned in STM32 UserGuide to bring up STM32 and RS9116W setup over the SPI
interface. Connect STM32 to PC via USB where the above Keil project is compiled. Make sure ST-LINK
USB drivers are installed.

18. Click on "options for target" in Keil.

59116.NBO.WC. GENR OSI X X X\host\platforms\STM32\Reference_Projects\Keil Freertos\Projects\SPRmatt_clienfymat_client uvprajx - pVision - o
Edit View Project Flash Debug Peripherals Tools SVCS Window Help
Ed @ B - @ RsiHT_caPs NUMRXS S | @ - | @ S & BN
i GE €2 - ¥4 | matt_cient
B8
Project: matt_client
&5 matt_client ex_task()
@ (3 Application/MDK-ARM
5 [ Application/User
@ 3 Drivers/STM32Fdax_HAL_Driver
@ (8 Drivers/CMSIS 480 int main()
# (1 Middlewares/FreeRTOS 491 B¢
bt b 192 int32_t status;
Pras B 493 [l#ifdetr RSI_WITH OS
@ 3 common 194
® (3 example 495 | rsi task handle t wlan_task_handle = NULL;
3 Ba diiver 496
; 497 | =rsi_task handle t driver_task handle = NULL:
@ 3 intf_spi L | _task |
@ (3 hal 498
# [ include 500 |
&0l nwk s01 ! Driver initialization
502 | status = rsi driver init(global buf, GLOBAL BUFF LEN);
® 0 os 503 | if((status < 0) || (status > GLOBAL_BUFF_LEN))
5 (3 rom S04l
® 3 wian 508 return status:
@ 3 marT :g: ¥
& cusis 508 [J#ifndef RSI_WITH_OS
508
510 gty iy B
511 I :
512 ]
513
514
515
516
517H
s1e
519 |-
520 #endif
| [ 521 ! Unmask interrupts
et | @ Books | ) Functi..| O, Te <
utput
e LI NS Cocter gty Lo Cap s ccp o

Figure 48: Options Selection

19. Click on the Device tab and make sue that the below DFP package is selected.
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5
Tae Bt Vew Propd P Desog Pergharsh  Tool  SWCS  Window el
SdHP a - - . L S smoanmwunss A0 Q- 0 SR B\
SLEe- W s oen A BAReYE
Pregect 0 )
A5 Propect st chent . 't pu— ¢
- mg chent (11} TRL_WAT®LAAS _Ariver _Sask();
# L0 Apphcatuon/NOK-ARM ":
3 Apphceton/User el [ L TRrrep———
S Oevery STV e ML Do 4 { : :
Dwvce | 1 ] o 14 16 \
§ (3 DeversCMSES %0 maznl) 17w FOvow] sy | A § C/Cre A § Lt | g | G
d MsBenwanTreelI045 "l | pry—r=— -1
g i -
ok " Verdor $TMcmsiectoncs Sowan Pack
s 4 common ::; Dwece  STMUFTVET: Pan }umun-_:\fv.‘uc
R 158 Tovet ARM WL gp s e s k.
a3 drver e
A el s s Seech |
=g — 455
3  EESTRY - | [F S5 e
o 03 ek $01 e 1 " STMLF and an edermve o erhanced 1O and perchess
302 Taw o £o o APE buses Svee A8 buses and 4 1288 st Al bua
i $9) » T3 shvmrave B
“ L4 e 9 . a2
o oo f*' = STMRF412 §4.2vie o COM ioorw cingted swmmie dets RAN
5 - . 808 ety 4 TN :C..nd-n-'u- 005 T modes.
Prage < rowerts ercode
:____ijo " L o %5 STMG2FOYS oo
Bud Cutpt § SIS
o STV HTT mbancond sty hardwarn (st
0 5 SR
| J 21=]
x| Carcel Oetmts | el
Figure 49: DFP Package
20. Click on the Debug tab and make sure that ST-Link Debugger is selected.
File Edit View Projed Flash Debug Peripherals Tools SVCS Window Help
Sda - L EE # opermode Jae Q- e @ &-| B X
& e 1| matt_cient o & ¢ v
Project 28 ) rsi_maqttc v x
5 45 Project: maqtt_client 10/ .
= 45 matt_client & [ -
# [ Application/MDK-2 g
# [ Application/User ; Options for Target 'matt_client’ x
% [ Drivers/STM32F4x
- e - g Device | Target | Output | Listing | User | C/Ces | Asm | Linker Debug | Laites |
# [ Drivers/CMSIS 7
# (3 Middlewares/FreeRl - " Use Simudator  ith restictions Settings | | Use: |Vl ~| Setings
5 3 btble 8 [ Limit Speed to Real-Tme
- common ¥ Load Applcation at Startup ¥ Runto main{) [¥ Load Appication at Startup ¥ Run to maini)
=& S‘mpk Intiaization Fie nisization Fie:
5 rsi_magtt.c
I peti | e ] Ele=|
808 intfspi Restore Debug Session Seftings Restore Debug Session Settings
w3 nal ¥ Breakpoits ¥ Toobox ¥ Breakpoints ¥ Toobox
5 08 include ¥ Watch Windows 4 Perfomance Analyzer W Watch Wndows ¥ Tracepornts
0B ok ¥ Memory Disglay ¥ System Viewer ¥ Memory Disglay ¥ System Viewer
iy s = o CPUDLL Parameter Diver DL Parameter
@ 4 rom = [saRmMCMaDLL [REMAP MPU [sARMCM3DLL [1PU
% [ wian =
508 MQTT £ Dislog DLL:  Parameter Dislog DLL:  Parameter
& cmsis 26t [pemp e [oMDL  [scme
27 [~ Wamif oudated Executable s loaded I Wam f outdated Executable s loaded
28
N : Manage Component Viewer Descrption Fies |
30
K — I g // nelude | oK Cancel Delauts G
Help
Eer.. [@e. |0 (0,7 |« | | >
Build Output » @
compiling rsi_hal mcu spi.c... )
Linking. ..
Program Size: Code=61164 RO-data=1544 RW-data=284 ZI-data=88236
FromELE: creating hex file...
"mgtt_client\mqrt_client.axf" - 0 Error(s), 10 Warning(s).
Build Time Elapsed: 00:00:25
v
< >
ULINK2/ME Cortex Debugger L1c CAP NUM SCRL OVR R/W

21. Check debugger detection status, i
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Figure 50: ST-Link Debugger selection

t should detect like below.
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(%]
File Edt View Project Flash Debug Peripherals Tools SVCS Window Help
Eda - L = iF JE /i | @ opermode Jae Q- e o RN -EARN
S E e 3% matt_dient FFIN R A ]
Project L = | - X
%% Project: mqtt_client A
5 &3 matt_client
# [ Application/MDK-4
% [ Application/User
% Drivers/STM32Fdxx_ Debug | Trace | Rash Download | Pack |
® [ Drivers/CMSIS Debug Adapter SW Deioe
# (2 Middlewares/FreeR Unt: [ST-LINKAV21 = IDCODE Device Name
o O3 btble I Shareable ST-Link SWDIO|  (x2BA01477  ARM CoreSight SW-DP (ARM Core
# 3 common
25 eample Seral Number: [pow|
@ ) nsimattc DGEAFF303434434257096723 o —
- diver Version: HW: V21 P [V2i35mzs [a
® 0 intf_spi
&0 hal ¥ Check version on start 0
@ 3 include Target Com
Port:|SW ¥
@ O nwk T
e Real o0 S [
[ rom
4 3 wlan
03 marT Debug
& omsis Connect & Reset Options Cache Options Download Options
Comnect:[Nomal ~v| Reset:[Atodetect  v| | | ¥ Cache Code I Verfy Code Download
¥ Reset afterConnect | Stop after Reset [¥ Cache Memary | | ™" Download to Fash
. ] WLAN i 1 .
Eer.. [@e. [(1r. 047 < 0K Cancel >
Build Output s @
compiling zsi_hal_mcu_spi.c... ~
linking...
Program Size: Code=61164 RO-data=1544 RW-data=284 2I-data=88236
FromELF: creating hex file...
"mqrt_client\mgrt_client.axf" - 0 Error(s), 10 Warning(s).
Build Time Elapsed: 00:00:25
v
< >
ULINK2/ME Cortex Debugger L1C1 CAP NUM SCRL OVR R /W
Figure 51: Debug Detection
22. Click on the Flash Download tab and make sure the below settings are configured.
%]
File Edit View Project Flash Debug Peripherals Tools SVCS Window Help
=R~ B - ™ EIEE @ rTcars MRy Gt @ - @ & E-|X
& Eeh e 5% | matt_dient EF N - ¢l
Project L x| _] rsi_mattc
= 4% Project: mgtt_client = 484 7/t event loop
= &5 matt_client 485 rsi_wireless_driver_task():
. 286
® (3 Application/MDK-ARM o N Cortex-M Target Driver Setup X
@ (3 Application/User B |
% [ Drivers/STM32F4xx_HAL Driv ey Debug | Trace Flash Download | Pack |
5 £ Drivers/CMSIS 480  int main() Download Function RAM for Agorthm
03 Middlewares/FreeRTOS €811 LoAp ¢ EsseRdChip [ Program
808 bt ble 492 int32 t s B EeeSecon [ vety Start: [B20000000  Size: [00001000
iy 493 (J#ifaes RS € DonotErse [ Resetand Run
3 common 204
@ (3 example 485 rsi_ctask | [ Programming Aigorithm
2 03 driver Lo Description | Device Size | Device Type | Address Range [
@[3 inth_spi 23; | Tsi_eask || [STM3Fen 512KB Flash 512 On-chip Flash 08000000H - 0807FFFFH
@ £3 hal = e N
@ [ include 500 -
@ G nwk 501 //! Drive
502 status =
. os 503 if ((statu
# (4 rom 504 - —
| | Al 505 | recurn
EProject |@Books | () Functi..| 0, Temp < Add |
Build Output |
oK Cancel
ULIST-Link Debugger L:434 C1 CAP NUM SCRL

Figure 52: Flash Download

23. Click the 'Download and Debug' icon to flash the compiled binary to the STM32 platform.
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[ C\Rs9116 N8O WC.GENR O LK X o T _Projects\Keil_Freer i qtt_clientymatt_clientuvprojx - pVision - a X
File Edt View Project Flash Debug Peripherals Tools SVCS Window Help
Eda a @] start/stop Debug Session LG ™ JRAe Q- e S 8- BN
. . El Energy Measurement without Debug
& e ¥ me
Project 25 Resetchu -
% [ Drivers/STM32Fdo Hi (2 pun A
(3 Drivers/CMSIS bp
4 (3 Middlewares/FreeRTO! o |ariver_task();
"
s 3 bt ble
{}* Step Over F10
# (3 common
- {} Step Out Ctri=F11
= & ecample
5 [ rmi_mqttc {} Runto Cursor Line Ctri+F
@ 03 driver # Show Next Statement
o C3 intf_spi R w-B [PS
® 3 hal
508 include @ Insert/Remove Breakpoint P K © vlan_cask handle = NULL:
wk Enable/Disable Breakpoint
@ o L - .
808 os ¢ Disable All Breakpaints in current Target :_t driver task _handle = NULL;
o 53 rom @ ¥l Al Breakpoints in Current Target Ctri+Shift+F9
# 3 wlan 05 Support _
- MO Execution Profiling (global_buf, GLOBAL BUFF_LEN):
¢ cmsis ) || (status > GLOBAL BUFF LEN)J
Memory Map... - -
Inline Assembly... a;
Functi Edit o] Fill N
unction Editor (Open Ini File)...
il Project | {}r >
Build Output a
compiling MOTTUnsubscribeClient.c... 1
compiling rsi_wlan_apis.c.
compiling rsi_mqut_client.c...
compiling rsi_hal mcu_uart.c...
compiling rsi_hal_mcu_ioports.c...
compiling rsi_hal mcu_interrupt.c...
compiling rsi_hal mcu_spi.c...
compiling rsi_hal meu platform init.c...
Llinking...
gram Size: Code=g1164 RO-data=1544 RW-data=284 ZI-data=g£8236
FromELF: creating hex file...
"mqrt_client\mqre_client.axf" - 0 Exroxr(s), 10 Warning(s).
Build Time Elapsed: 00:00:18
24. After successful download, project execution control will be at the main() as shown below.
[ Crset e NB0 we GEnR oSk Th . Projects\Keil_Freertos\Projects\SPRmqtt, . client uvprojx - pVision - 5 x
File Edit View Project Flash Debug Peripherals Tools SVCS Window Help
=" N @ - | o £E 3IF @ nhigh_performance sockiv 3 ¢ | @ - & @B A\
FEBO PR OBEEE[A-0-0-3-0- 0~ %~
Registers o [ Disassembly a
3e1: 1
int32_t status;
#ifdef RSI_WITH_OS
494z
>
) mimgttc ] startup_stm321411xe.s -
483 A
484 t loop
185 xsi_wireless_driver_task():
486
487 }
488 | }
489
490 int main()
481
492 [ inc32_t scatus;
493 def RSI_WITH_OS
494
495 | rsi_task handle_t wlan_task handle = NULL;
496
497 rsi_task handle t driver_task_handle = NULL:
Wode  Thread 498
Priviege  Privieged 499
Stack MSP s00
Siates 133054 501 //! Driver initializacion|
Sec 0.01330540 502 | status = rsi_driver_init(global buf, GLOBAL BUFF_LEN):
& FpU 503 if((status < 0) || (status > GLOBAL_BUFF_LEN))
5040
s08 return status:
506 }
507
S08 H#ifndef RSI WITH OS “1
& Project egisters < >
command o B Call Stack + Locals a
[Load "mqrt_client\\mqrt_client.axf” Mame Location/Value Type
@ main 0x0B004884 intf) 4
@ status <not in scope> auto - int N
> ¥ @ wian task handle 0x00000000 auto - void *

JASSIGN BreakDisable BreakEnable BreakKill BreakList BreakSet BreakAccess COVERAGE

COVTOFILE ‘;—'Jta\lstazk-mali @& Memo

ST-Link Debugger

11: 0.01330540 sec L:501 C:28 CAP NUM SCRL OVR RV

25.
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Figure 54: Control at Main

Execute the application by clicking the run option.
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A C:\RS9116.NBO.WC.GENR.OSLICX, pl T _Projects\Keil_Freer i sqtt_clientymatt_client.uvprojx - pVision - a x
File Edit View Project Flash Debug Peripherals Tools SVCS Window Help
ER N, @ - L @ main( Jae|a-le oo @@
FEO MU | DRE =GR D303 R
* g
A
int32_t status;
493: #ifdef RSI_WITH_OS
494:
>
_] simattc ] startup_stm321411xes v o
483 B
484 /1 event loop
485 rsi_wireless driver_task():
486
487 3
488 ¥
489 L
480 int main()
491 &
452 | 1nc32_c scacus:
483 H#ifdef RSI_WITH OS
494
495 rsi_task_handle t wlan_task handle = NULL:
486
487 rsi_task_handle_t driver_task_handle = NULL:
498 | fendif
488
500
501 /! Driver initialization
502 status = rsi_driver_init(global_buf, GLOBAL BUFF_LEN);
503 if((status < 0) || (status > GLOBAL_BUFE_LEN))
504E
505 return status;
506 )
507
508 H#ifndef RSI WITH 0S “
Elrroject  ERegisters < >
Command 2 B Call Stack + Locals 2
Load "mqct_client\\mgrt_clienc.axf" Name Location/Value Hpe
=% main (0x08004884 intf) A
@ status <not in scope> auto - int 1
> | # @ wilan task handle 0x00000000 auto - void * 3
ASSIGN BreakDisable BreakEnable Breakkill BreakList BreakSer BreakAccess COVERAGE COVIOFILE 2 Call Stack = Locats [T 10

Figure 55: Execute Project

26. Refer to section Steps for executing STM32 examples using Master Application (Sample Project) in UG454:
RS9116W with STM32 User's Guide.pdf at https://docs.silabs.com/rs9116 for executing project.
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5 AWS SDK Porting for RS9116W SAPIS in STM32

This section describes the steps for porting AWS SDK to RS9116W SAPI library.
Introduction

e AWS IoT Core is a cloud platform which connects devices across AWS cloud services. AWS IoT provides a
interface which allows the devices to communicate securely and reliably in bi-directional ways to the AWS touch-
points, even when the devices are offline.

e The AWS IoT Device SDK allow applications to securely connect to the AWS loT platform. It includes an MOQTT
3.1.1 client, as well as libraries specific to AWS 10T, such as Thing Shadows.

e ltis distributed in source form and may be build into firmware along with application code.
e AWS SDK can be ported to different platforms.

Block Diagram

Customer Application Customer Application ’

A
Thing Shadow

aws_iot_shadow_interface.h

MQTT Interface
aws_iot_mqtt_interface.h

AWS loT Embedded C SDK

AWS MQTT Library - derived from Paho Embedded C ’

Y Y
Network(TLS) Interface Timer Interface
network_interface.h timer_interface.h

‘ Platform Timer |

Hardware / OS

Figure 56: AWS IOT SDK Block Diagram
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APPLICATION LAYER

1L

AWS SDK

AmooO

AWS Network Wrapper

1 I 1L

BSD igf:KET T — NETWORK APP Sl
WiSeConnect DRIVER

HARDWARE ABSTRACTION LAYER

Figure 57: AWS Porting Block Diagram

AWS SDK Porting Steps
1. Download AWS SDK from https://github.com/aws/aws-iot-device-sdk-embedded-C/tree/v3.1.0

€) GitHub - aws/aws-iot-device-sdl X =+

&« c @ github.com/aws/aws-iot-device-sdk-embedded-C T

¥ master ~ # 5branches 13 tags Go to file About

SDK for connecting to AWS loT from a

€ bobuwatso-aws Improve README titles and add TOC to samples README (#1183) Clone with HTTPS & device using embedded C.
Use Git or checkout with SVN using the web URL.
github Adding standard files (#153) https://github.com/aws/aws-iot-device-  [7] e
certs Release of version 2.1.0 [ Readme

[ Open with GitHub Desktop

doc Refresh documentation for MQTT v3 (# 1.3 Apache-2.0 License
external_libs fix: mbedTLS recommended version. (#t m Download ZIP
include Fix typo in job's status strings. (#1070) 2 months ago Releases 13
platform/linux Fix application hang when network is lost during QoS0 publish loop (#... 3 months ago © v30a1 ( Latest )

on May 11, 2018
samples Improve README titles and add TOC to samples README (#1183) 4 days ago

+ 12 releases
src Fix issues reported by clang static analysis 4 months ago

Figure 58: Download Package

2. Extract (Extracted folder would be visible as aws-iot-device-sdk-embedded-C-master)
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gl Cut X 47 New item ~ v Open = [HH Selectall
— W Copy path T ] Easy access ~ Edit Select none
¢ Copy  Paste [#] Paste shortcut C_UF:_F DEI_EIE fename l:l;v:r Prup.emes & History J’ Invert selection
Clipboard Organize New Open Select
v 1 » This PC * OSDisk (C) » aws-iot-device-sdk-embedded-C-master
[ name ’ Date modified Type Size
.github 7/23/2020 11:37 PM File folder
certs 7/23/202011:37 PM File folder
doc 7/23/2020 11:37 PM File folder
external_libs 7/23/2020 11:37 PM File folder
include 7/23/2020 11:37 PM File folder
platform 7/23/202011:37 PM File folder
samples 7/23/2020 11:37 PM File folder
src 7/23/202011:37 PM File folder
tests 7/23/2020 11:37 PM File folder
.gitignore 7/23/202011:37 PM GITIGNORE File 1KB
travis.yml 7/23/2020 11:37 PM YML File 2 KB
CHANGELOG.md 7/23/202011:37 PM MD File 11 KB
CODE_OF_CONDUCT.md 7/23/202011:37 PM MD File 1KB
CONTRIBUTING.md 7/23/202011:37 PM MD File 4 KB
CppUTestMakefileWorker.mk 7/23/202011:37 PM MK File 19 KB
filterGeov.sh 7/23/202011:37 PM SH File 2KB
LICENSE 7/23/2020 11:37 PM Text Document 13 KB
Makefile 7/23/202011:37 PM File 4 KB
NOTICE 7/23/2020 11:37 PM Text Document 1KB
PortingGuide.md 7/23/202011:37 PM MD File 10 KB
README.md 7/23/202011:37 PM MD File 18 KB

Figure 59: Extract aws-iot-device-sdk-embedded-C-master Package

3. Download and Extract the WiSeConnect Release Package (RS9116.NB0.WC.GENR.OSI.XXX)

4. Copy include(except timer_interface.h, threads_interface.h, network_interface.h) and src folders present in the
sdk folder(aws-iot-device-sdk-embedded-C-master) to release package (host\sapis\nwk\applications\aws_sdk).

= | aws-iot-device-sdk-embedded-C-master
Home Share View
- —‘ & cut X _I 7 New item ~ 7 ¥ Open ] selectall
M= Copy path - 1| Easy access ~ Edit Select none
Copy B P s | 14O Copr | Owta o | e Fropss o) | B e siecion
0 to folder
Clipboard Organize New Open Select
v 1 > This PC » OSDisk (C:) > aws-iot-device-sdk-embedded-C-master >
O Name Date modified Type Size
.github File folder
certs File folder
doc File folder
external_libs 1:37 PM File folder
include 7/23/2020 11:37 PM File folder
platform File folder
samples File folder
src 37 PM File folder
tests 1:37 PM File folder
.gitignore 37 PM GITIGNORE File 1KB
travis.yml 7/2 1:37 PM YML File 2KB
CHANGELOG.md MD File 11KB
CODE_OF_CONDUCT.md MD File 1KB
CONTRIBUTING.md MD File 4KB
CppUTestMakefileWorker.mk MK File 19 KB
filterGcov.sh SH File
LICENSE Text Document
Makefile File
NOTICE Text Document
PortingGuide.md MD File
README.md MD File

Figure 60: Copy Src and Include Folders
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5. Copy jsmn.c file present at aws-iot-device-sdk-embedded-C-master\external_libs\jsmn to the location
host\sapis\nwk\applications\aws_sdk\src in the RS9116W release package.
Copy aws-iot-device-sdk-embedded-C-master\external_libs\jsmn\jsmn.h file to the location
\Libraries\Wireless_Library\nwk\applications\aws_sdkl\include in the release package.
s |jsmn
Home Share View
1 Cut 1) New item ~ Open ~ [ selectall
L] . X ™ ,
- Copy path Easy access Edit Select none
tk Copy Paste Move Copy Delete Rename New Properties o .
[#] Paste shortcut to~ to~ & folder o @ History @ Invert selection
Clipboard Organize New Open Select
v 4 > This PC » OSDisk (C:) *» aws-iot-device-sdk-embedded-C-master *> external_libs > jsmn
[J Name Date modified Type Size
jsmn.c 7/23/2020 11:37 PM C File 9 KB
jsmn.h 7/23/2020 11:37 PM H File 3KB

Figure 61: Copy Jsmn Files

6. Add AWS_SDK folder to the project ,copy source files from host\sapis\nwk\applications\aws_sdk\src and
host\sapis\nwk\applications\aws_sdk\platform\src to the project
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I

project

Rom
Include
emb_matt

B
=
@
'
<]
=

aws_iot_jobs_topics.c

| =] =) =) ) =) = ) ) ) ) ) ol ) ] o ) )

aws_iot_jobs_interface.c
aws_iot_jobs_json.c
aws_jot_jobs_types.c
aws_iot_json_utils.c
aws_iot_maqtt_client.c
aws_iot_magtt_client_common_internal.c
aws_iot_maqtt_client_connect.c
aws_iot_matt_client_publish.c
aws_iot_mat_client_subscribe.c
aws_iot_matt_client_unsubscribe.c
aws_iot_matt_client yield.c
aws_iot_shadow.c
aws_iot_shadow_actions.c
aws_iot_shadow _json.c
aws_iot_shadow_records.c

jsmin.c

network_wrapper.c

timer.c

al

=] project €3 {}Fu

build Output

uild started: Project: AWS_iot ~
* Using Compiler *V5.06 update & (build 750)', folder: 'C:\Keil vS\ARM\ARMCC\Bin®

uild target _nucleo Configuration'

stm32_nucleo Configuration/\STM32hex.axf" - 0 Error(s), 0 Warning(s).

puild Time Elapsed: O© s

H /O Type here to search

0, Template < >

*atm3:

ULINK2/ME Cortex Debugger L:13 C:4 OVR_R/W

Figure 62: Add AWS_FOLDER to Project

Add below include paths in project settings.
host\sapis\nwk\applications\aws_sdk\include

host\sapis\nwk\applications\aws_sdk\platform\inc

EFEE N [ ™ = iE #  FreeRTOSConfigh VA® Q- e S &2~ N
5 [ e ¥ | stm3z_nudeo Configunal] 4| db LN ]
hject - X
% (1 nwk = -
¥ L3 wlan 2
@3 btble 3
2 4
+ L Rom 5 E
@ (3 Includ
o e g Device | Target | Output | Listing | User  C/Co= | dsm | Linker | Debug | Lities | 2
@ (3 emb_matt 7 b
= &3 AWS_SDK 8 P Falder Sety 2 x F
9 reprg P
5[] aws_iot_jobs_topics.c L P
i 3 10 e - ASIN ®
@[] aws_iot_jobs_interface.c 1 Setup Compder Include Paths el A AR 2
) ia L - Unde| [~ \Drivers/CMSIS/include ~
=0 aws.jot jobs json.c e A \Drivers/CMSI5/Device /S T/S TMA2F do/Include
&[] aws_iot_jobs types.c BT . AL Nexamples test_example
5 L] aws.iot_json_utils.c N sk \applications
- - 15 = L\ \examples \utities \centficates\ -
2 [ aws_iot_matt_client.c L vom\
o] qtt_cl 16 e [
@ ] aws_iot_mqtt_client_common_internal.c 17 L Grmol 5 ;;:E)k\m} xdio_codsc\n
# [] aws_iot_maqtt_client_connect.c 12 = AL \bt_ble\rsi_audio_codecsre e
1 s A
@[] aws_iot_maqtt_client_publish.c %5 =l wlc\appications \Htp_server
# ] aws_iot_magtt_client_subscribe.c 21 \k \applications \mdnsd_records P
\\mwk \applications \matt_chent \src
@ L] aws_iot_mat_client_unsubscribe.c 22 .y \. \w\applications \mqtt_client\arc\MQTTPacket\arc
L] aws_iot_maqtt_client_yield.c 23 p;‘ wian'\cloud'aws_ict\device shadow
24
@ ] aws_iot_shadow.c =
@ L) aws_iot_shadow_actions.c 26 - = |E=
55 ] aws_iot_shadow,_json.c 27 g 'U—l ~
[ aws_iot_shadow,_records.c 28 st = Carcel | v
‘ _.‘ 29
- jsmn.c =
) network_wrapper.c
e 5 e 0K | Canced | Defas | Help
@] timerc 32 #i
33
| | v~ 34 v
[lproject [ €3 0 Oy Template < ’
id Output 28
ULINK2/ME Cortex Debugger (Ll AP NUM RL OVR R
L Type here to search

Figure 63: Add Include Paths to Project

8. The package is now ready to test the aws_iot project.
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9. For aws iot reference application refer to release
(\RS9116.NB0O.WC.GENR.OSI.XXX\host\platforms\STM32\Reference_Projects\Keil_Baremetal\Projects\SPNAWS

KA C:\RS9116.NBO.WC GENR OSI.X X X\host\platforms\STM32\Reference_Projects\Keil_Baremetal\Projects\SPRNAWS_IoT\AWS _loT.uvprojx - pVision - o X
File Edit View Project Flash Debug Peripherals Tools SVCS Window Help
Sda a8 g E ¥ @ rsHTcas MRS B ¢ Q-] @ S e B- N
S EEe- ¥ | aws_jor oK L)
Project L | @) rsi_shadow_sample.c v A
i (3 wian -] 300 A
5 & AWS_SDK 301 Main application e ol
# ] aws_iot_jobs_topics.c 302 int main()
303 B¢
5 ) aws_iot jobs._interface.c 3;4 T
% ) aws_iot jobs_json.c 308
@ ) aws_iot_jobs_types.c 306
5 ) aws_iot_json_utils.c ;gz
& ) aws_iot_mqtt_client.c 30; n:
# ] aws_iot_mqtt_client_common_internal.c 310
# ] aws_iot_maqtt_client_connect.c 311
[ aws_iot_maqtt_client_publish.c 312
313
5 ] aws_iot_mqtt_client_subscribe.c 314
# ) aws_iot_matt_client_unsubscribe.c 315
] aws_iot_mqtt_client_yield.c 316
) aws_iot_shadow.c 317
318 windowA
5 () aws_iot_shadow_actions.c Sis RS
# ] aws_iot_shadow_json.c 320
w sicf e | : 1
B Project | @ sooks | {} Funat 0, < >
Build Output a
Build started: Project: AWS_IoT
n pdate € (build 750)°, folder: 'C:\Keil vS\ARM\ARMCC\Bin'
roxr(s), 0 Warning(s).

Figure 64: AWS lot Project

10. To execute this project please follow section Cloud->AWS IoT SDK->in RS9116W Guide for SAPI Application
Examples.pdf at https://docs.silabs.com/rs9116.

Integrating the SDK to Wrapper
Timer Functions

Timer implementation is necessary to handle request timeouts (sending MQTT connect, subscribe, etc. commands)
as well as connection maintenance (MQTT keep-alive pings). Timers need millisecond resolution and are polled for
expiration. So these can be implemented using a "milliseconds since startup” free-running counter if desired. Below
timer functions are implemented with APIs present in rsi_hal_mcu_timer.c file to achieve the required functionality.

1. void init_timer(Timer *); init_timer - A timer structure is initialized to a clean state.

. bool has_timer_expired(Timer *); has_timer_expired - a polling function to determine if the timer has expired.

. void countdown_ms(Timer *, uint32_t); countdown_ms - set the timer to expire in x milliseconds and start the timer.
. void countdown_sec(Timer *, uint32_t); countdown_sec - set the timer to expire in X seconds and start the timer.

. uint32_t left_ms(Timer *); left_ms - query to find the time left in milliseconds for the timer to expire.

. void delay(unsigned milliseconds) delay - sleep for the specified number of milliseconds.

OO WN

Network Functions

In order for the MQTT client stack to be able to communicate via the TCP/IP network protocol stack using a mutually
authenticated TLS connection, the following API calls are implemented for RS9116 platform.

Define the TLSDataParams Struct as in network_platform.h This is used for data specific to the TLS library being
used.

1. 10T_Error_tiot_tls_init(Network *pNetwork, char *pRootCALocation, char *pDeviceCertLocation, char
*pDevicePrivateKeyLocation, char *pDestinationURL,
uintl6_t DestinationPort, uint32_t timeout_ms, bool ServerVerificationFlag);
This API Initialize the network client / structure and used as given in SDK with out modifications.

2. 1oT_Error_tiot_tls_connect(Network *pNetwork, TLSConnectParams *TLSParams);
This API create a TLS TCP socket to the configure address using the credentials provided via the NewNetwork API
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call. This will include DNS request to cloud ,socket create,
bind and connect functionality by using wireless SAPIs .

3. loT_Error_tiot_tls_write(Network*, unsigned char*, size_t, Timer *, size t*);
This API Write to the TLS network buffer by calling int32_t rsi_send(int32_t socklD, const int8_t *msg, int32_t
msgLength, int32_t flags) API.

4. 10T_Error_tiot_tls_read(Network*, unsigned char*, size_t, Timer *, size_t*);
This API Read from the TLS network buffer by calling int32_t rsi_recv(int32_t sockID, void *rcvBuffer, int32_t
bufferLength, int32_t flags) API.

5. 10T_Error_tiot_tls_disconnect(Network *pNetwork);
This API Disconnects API by calling int32_t rsi_shutdown(int32_t sockID, int32_t how) API.

6. 1oT_Error_tiot_tls_is_connected(Network *pNetwork);
This API is used to check if the TLS layer is still connected.
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6 Revision History

Version No Date Changes
1.0 May, 2020 Advance Version
Images, sentences, procedures were corrected based on out of box experience
1.1 Jul, 2020 o
validation for all examples.
1. Added new reference projects
a. AWS loT
b. Sample Project
c. BT_Alone
d. wlan_https bt spp_ble dual_role
1.2 Sep, 2020 -
e. wlan_https bt spp_ble provisioning
f. wlan_throughput_bt_spp_ble dual_role

2. Added examples list and relevant description for each reference example
3. Added FreeRTOS porting section
4. Added AWS SDK Porting section
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7 References

Refer to "Technical Documents" section in the link given below for Reference Manuals, and other collaterals,

https://www.silabs.com/development-tools/wireless/wi-fi/rs9116x-db-evk-development-kit

Toolchains for STM board can be downloaded from STM website with the link given below :

NUCLEO-F411RE Tools & Software
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