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1. Introduction

Erasing and writing the on-chip flash region of the Silicon Labs SiMxxxxx range of 32-bit microcontroller devices is
accomplished using the Flash Controller module (FLASHCTRL) as described in the device family Reference
Manual. The FLASHCTRL module is programmed by a set of registers that are accessed over the internal APB
bus. These registers can be accessed by firmware running on the CM3 core or by a debug agent performing
standard ARM CoreSight Debug Access Port (DAP) read and write accesses over the Serial Wire interface. Note
that the DAP Bus cannot be accessed by the ARM core.

This document discusses the programming features and procedures unique to the SiMxxxxx devices. For more
information on the Serial Wire interface and ARM CoreSight DAP, visit:

http://infocenter.arm.com/help/topic/com.arm.doc.prdc008772b/index.html
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Figure 1. SiMxxxxx Debug Architecture

2. Relevant Documentation

Information in these documents is required to program the flash region of the SiMxxxxx devices.

mARM Serial Wire Interface and CoreSight DAP — Describes the hardware programming protocol and
Debug Access Port for SiMxxxxx devices: http://infocenter.arm.com/help/topic/com.arm.doc.prdc008772b/
index.html.

mSiMxxxxx Reference Manual — Describes the flash controller (FLASHCTRL) and clock controller
(CLKCTRL) modules for the particular device family: www.silabs.com/32bit-mcu—>Device
Family—>Documentation tab.
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3. Flash Programming Using the Debug Port

The SIM3U1xx/SIM3C1xx MCU includes standard ARM CoreSight DAP components. Specifically, the MCU
provides a Serial Wire/JTAG Debug Port (SWJ-DP) and a Memory Access Port (MEM-AP). These DAP
components allow an external debug agent to access all memory and peripheral registers residing on the internal
AHB/APB buses. The erase and program operations for the on-chip flash region use the DAP to access
FLASHCTRL registers, and the sequences for erasing and writing flash are the same as the operations from
firmware described in the device family Reference Manual. When implementing these sequences for the DAP,
there are some additional items to consider:
mWhile not necessary, it is a good idea to halt the core while programming the flash.
mThe APB clock to the FLASHCTRL block must be enabled before the FLASHCTRL registers can be
accessed using the DAP. This is done by writing to the clock control (CLKCTRL) module registers.
mThe FLASHCTRL module programs the flash in 16-bit half-words. When writing to the FLASHCTRL
WRDATA register, the lower 16-bits are written to flash and the upper 16-bits are ignored.
mWhen writing flash data to the FLASHCTRL WRDATA register, it is not necessary to poll the FLASHCTRL
CONFIG.BUFSTS bit to determine if the previous write has completed. If FLASHCTRL is busy when a write
to FLASHCTRL WRDATA is attempted, the write transaction will stall, causing the DP to return a WAIT
acknowledgment. Continue to retry the transaction until FLASHCTRL is no longer busy with the previous
write. If flash sequential writes have been enabled (FLASHCTRL.CONFIG.SQWEN = 1), an entire flash
page can be written by repeatedly writing to the FLASHCTRL.WRDATA register, greatly speeding up the
programming process.

4. Erasing All Non-Reserved Flash

The FLASHCTRL APB register interface only supports erasing flash pages one at a time. The SiMxxxxx devices
include a feature to erase all non-reserved flash in a single operation. This erase-all feature is controlled by a
special Access Port register that can only be accessed from the Debug Port, so this operation cannot be performed
by firmware running on the core. There are two reasons why this erase-all operation should be supported with the
debug port:

1. The erase-all operation is significantly faster than using the FLASHCTRL to erase each page one at a time.

2. The erase-all operation is the only way to unlock and erase a part that has been locked by writing the flash
Lock Word address. A locked part disables the MEM-AP and prevents the DAP from accessing the
FLASHCTRL module.

To perform the erase-all operation, complete the following DAP accesses:

1. Enable CSYSPWRUPREQ and CDBGPWRUPREQ in the DP.CTRLSTAT register by writing
DP.CTRLSTAT = 0x50000000.

Select the special AP register by writing DP.SELECT with 0xOA000000.
Hold the core in reset by writing Ox8 to AP address 0xO.
Start the erase-all operation by writing 0x9 to AP address 0xO.

Bit 0 of AP address 0x0 clears when the erase operation completes. Poll AP address 0x0 and test Bit O to
determine when the operation is finished.

6. Release the core reset by writing 0x0 to AP address 0x0. The part is now completely erased and ready to
be programmed. Note that the erase-all operation enables all required clocks automatically.
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5. Programming Examples

There are two examples included for programming the 32-bit SiMxxxxx devices:

mHigh Level — This example is a Python script that uses the USB Debug Adapter to demonstrate the
sequences for a flash write, page erase, flash read, and device erase. The ADI DLL underneath this python
script contains implementation details of the USB Debug Adapter, and knowledge of these implementation
details is not needed to implement the 32-bit programming protocol.

mSW Interface — This is a firmware example for a C8051F38x device that demonstrates the low-level serial
wire interface bit-banged with port pins.

5.1. Using the High Level Example

To run the High Level example:

1. Download and install Python 3.x (www.python.org). Note that the si32FlashProgrammer script is only
compatible with v3.x of Python.

Connect a 32-bit USB Debug Adapter to the PC.
Connect the 32-bit USB Debug Adapter to the 10-pin CoreSight connector on a SiMxxxxx board.
Power the board with the SiMxxxxx device.

Run the si32FlashProgrammer Python script by typing python si32FlashProgrammer.py in a console
from the High_Level\src directory. The output in the console will indicate the status of each flash
operation.

Note: Python may need to be added to the Windows path to run scripts from the command line.
Project files are also included with the High Level example to enable debugging and running with Eclipse
(www.eclipse.org) and an Eclipse Python plugin like PyDev (www.pydev.org).
The files in this example are as follows:
msi32FlashProgrammer.py — Defines high-level functions to read flash, write flash, page erase, and perform
the erase-all operation. The main script at the bottom of the file calls these functions.
madi.py — Implements a low-level interface to the 32-bit USB Debug Adapter libraries.
mSLAB_ADI.dIl and SLABHIDDevice.dll — Low-level 32-bit USB Debug Adapter libraries.
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5.2. Using the Serial Wire Interface Example
To run the Serial Wire (SW) Interface example:
1. Download and install the Silicon Labs IDE and Keil C51 tools (www.silabs.com/8bit-software).
2. Open the IDE and open the si32FlashProgrammer.wsp project by going to Project—>Open Project....

3. If necessary, update the path for the Keil tools by going to Project—Tool Chain Integration.... The default
path of the project is the default installation path for the tools.

4. Build the project by clicking the Rebuild All button or going to Project—>Rebuild Project. The two
warnings that will appear can be ignored.

5. Connect an 8-bit USB Debug Adapter to the PC.

6. Inside the IDE, go to Options—Connection Options... to ensure the USB Debug Adapter is recognized
and selected. Select the C2 interface.

7. Connect the 8-bit USB Debug Adapter to the 10-pin debug connector on a C8051F380 board.
8. If using the C8051F380 Target Board, remove J15.
9. Connect the C8051F380 pins to the 10-pin CoreSight connector of an SiMxxxxx device:
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Table 1. C8051F380 Programmer Connections

Signal C8051F380 MCU Pin CoreSight 10-pin
Connector Pin

SWDIO P1.1 5

SWCLK P1.3 7

ground ground 3.5 0r9

10. Power the board with the C8051F380 device.

11. Download the code to the C8051F380 by clicking the Download button in the IDE.

12. Set a breakpoint at line 61 in the main.c file.
13. Run the code by pressing the Go button or going to Debug—Go.

14. Add transfer_data to the Watch Window by right-clicking on it and selecting Add transfer_data to
Watch as Default Type.

15. Observe that transfer_data contains the correct IDCODE for the device.
The files in this example are as follows:
mInit.c/.h — Initialization functions specific for the C8051F380 device.
m32bit_prog_defs.h — Specific timing and value definitions for the SiMxxxxx 32-bit programming interface.
mdp_swd.c — Bit-bang implementation of the Serial Wire interface.

mmain.c — Initializes the device and reads the IDCODE of the connected SiMxxxxx device.
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Disclaimer

Silicon Labs intends to provide customers with the latest, accurate, and in-depth documentation of all peripherals and modules available for system and software implementers using or
intending to use the Silicon Labs products. Characterization data, available modules and peripherals, memory sizes and memory addresses refer to each specific device, and "Typical"
parameters provided can and do vary in different applications. Application examples described herein are for illustrative purposes only. Silicon Labs reserves the right to make changes
without further notice and limitation to product information, specifications, and descriptions herein, and does not give warranties as to the accuracy or completeness of the included
information. Silicon Labs shall have no liability for the consequences of use of the information supplied herein. This document does not imply or express copyright licenses granted
hereunder to design or fabricate any integrated circuits. The products are not designed or authorized to be used within any Life Support System without the specific written consent of
Silicon Labs. A "Life Support System" is any product or system intended to support or sustain life and/or health, which, if it fails, can be reasonably expected to result in significant personal
injury or death. Silicon Labs products are not designed or authorized for military applications. Silicon Labs products shall under no circumstances be used in weapons of mass
destruction including (but not limited to) nuclear, biological or chemical weapons, or missiles capable of delivering such weapons.

Trademark Information

Silicon Laboratories Inc.® , Silicon Laboratories®, Silicon Labs®, SiLabs® and the Silicon Labs logo®, Bluegiga®, Bluegiga Logo®, Clockbuilder®, CMEMS®, DSPLL®, EFM®, EFM32®,
EFR, Ember®, Energy Micro, Energy Micro logo and combinations thereof, "the world’s most energy friendly microcontrollers”, Ember®, EZLink®, EZRadio®, EZRadioPRO®,
Gecko®, ISOmodem®, Precision32®, ProSLIC®, Simplicity Studio®, SiPHY®, Telegesis, the Telegesis Logo®, USBXpress® and others are trademarks or registered trademarks of Silicon
Labs. ARM, CORTEX, Cortex-M3 and THUMB are trademarks or registered trademarks of ARM Holdings. Keil is a registered trademark of ARM Limited. All other products or brand
names mentioned herein are trademarks of their respective holders.
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