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The debug locks and unlocks for the Cortex-M33 debug interface are implemented
through the Secure Engine on Series 2 devices.
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1. Series 2 Device Security Features

Protecting loT devices against security threats is central to a quality product. Silicon Labs offers several security options to help devel-
opers build secure devices, secure application software, and secure paths of communication to manage those devices. Silicon Labs’
security offerings were significantly enhanced by the introduction of the Series 2 products that included a Secure Engine. The Secure
Engine is a tamper-resistant component used to securely store sensitive data and keys and to execute cryptographic functions and
secure services.

On Series 1 devices, the security features are implemented by the TRNG (if available) and CRYPTO peripherals.

On Series 2 devices, the security features are implemented by the Secure Engine and CRYPTOACC (if available). The Secure Engine
may be hardware-based, or virtual (software-based). Throughout this document, the following abbreviations are used:

* HSE - Hardware Secure Engine
* VSE - Virtual Secure Engine
» SE - Secure Engine (either HSE or VSE)

Additional security features are provided by Secure Vault. Three levels of Secure Vault feature support are available, depending on the
part and SE implementation, as reflected in the following table:

Level (1) SE Support Part (2)
Secure Vault High (SVH) HSE only (HSE-SVH) Refer to UG103.05 for details on supporting devices.
Secure Vault Mid (SVM) HSE (HSE-SVM) "

" VSE (VSE-SVM) "

Secure Vault Base (SVB) N/A "
Note:
1. The features of different Secure Vault levels can be found in https://www.silabs.com/security.
2.UG103.05.

Secure Vault Mid consists of two core security functions:

» Secure Boot: Process where the initial boot phase is executed from an immutable memory (such as ROM) and where code is au-
thenticated before being authorized for execution.

» Secure Debug access control: The ability to lock access to the debug ports for operational security, and to securely unlock them
when access is required by an authorized entity.

Secure Vault High offers additional security options:
» Secure Key Storage: Protects cryptographic keys by “wrapping” or encrypting the keys using a root key known only to the HSE-SVH.
» Anti-Tamper protection: A configurable module to protect the device against tamper attacks.

» Device authentication: Functionality that uses a secure device identity certificate along with digital signatures to verify the source or
target of device communications.

A Secure Engine Manager and other tools allow users to configure and control their devices both in-house during testing and manufac-
turing, and after the device is in the field.
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1.1 User Assistance

In support of these products, Silicon Labs offers whitepapers, webinars, and documentation. The following table summarizes the key
security documents:

Document Summary Applicability

AN1190: Series 2 Secure Debug (this | How to lock and unlock Series 2 debug access, including Secure Vault Mid and High
document) background information about the SE

AN1218: Series 2 Secure Boot with Describes the secure boot process on Series 2 devices using | Secure Vault Mid and High
RTSL SE

AN1222: Production Programming of | How to program, provision, and configure security information | Secure Vault Mid and High
Series 2 Devices using SE during device production

AN1247: Anti-Tamper Protection Con- | How to program, provision, and configure the anti-tamper Secure Vault High
figuration and Use module

AN1268: Authenticating Silicon Labs How to authenticate a device using secure device certificates | Secure Vault High
Devices using Device Certificates and signatures, at any time during the life of the product

AN1271: Secure Key Storage How to securely “wrap” keys so they can be stored in non- Secure Vault High

volatile storage.

1.2 Key Reference

Public/Private keypairs along with other keys are used throughout Silicon Labs security implementations. Because terminology can
sometimes be confusing, the following table lists the key names, their applicability, and the documentation where they are used.

Key Name Customer Programmed  Purpose Used in

Public Sign key (Sign Key Public) |Yes Secure Boot binary authentication and/or OTA | AN1218 (primary),
upgrade payload authentication AN1222

Public Command key (Command |Yes Secure Debug Unlock or Disable Tamper com- | AN1190 (primary),

Key Public) mand authentication AN1222, AN1247

OTA Decryption key (GBL De- Yes Decrypting GBL payloads used for firmware up- | AN1222 (primary),

cryption key) aka AES-128 Key grades UG266/UG489

Attestation key aka Private De- No Device authentication for secure identity AN1268

vice Key

1.3 SE Firmware

Silicon Labs strongly recommends installing the latest SE firmware on Series 2 devices to support the required security features. Refer
to AN1222 for the procedure to upgrade the SE firmware and UG103.05 for the latest SE Firmware shipped with Series 2 devices and
modules.
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2. Introduction to Secure Debug

2.1 Debug Lock

All devices require the capability to lock out debug access to the device. This prevents attackers from using the debug interface to per-
form the following illegal operations:

* Reprogramming the device
* Interrogating the device
* Interfering with the operation of the device

A fairly standard practice during the board-level test in production is to program, test, and lock the parts.

Three different locks can be enabled on the Series 2 debug interface:
+ Standard debug lock
* Permanent debug lock
» Secure debug lock

Silicon Labs provides Custom Part Manufacturing Service (CPMS) to securely configure the debug port of the chip to one of the three
possible locks before the devices leave the factory.

2.2 Debug Unlock

Users need to unlock parts under a number of circumstances:
+ Code development

* Field failure diagnosis

+ Product field service

« Existing inventory reprogramming

Two different unlocks can run on the Series 2 debug interface:
» Standard debug unlock
» Secure debug unlock
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3. Secure Engine Subsystem

3.1 Overview
The HSE refers to a separate security co-processor that provides hardware isolation between security functions and the host processor.

The VSE refers to a collection of security functions available to the host processor in Root mode if a separate security co-processor is
not provided.

The SE is used to perform a series of cryptographic operations and other secure system operations as described in the following table.

Operation VSE-SVM HSE-SVM HSE-SVH Description

Unique ID Y Software can identify every device.
Secure Boot with RTSL Y Only boot authenticated firmware.
Secure Debug Y Allow enhanced failure analysis.

Crypto Engine (1) — Up to 256-bit ciphers and elliptic curves.

TRNG (1) —

Generate keys for cryptography.
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DPA Countermeasures — Resist side channel attacks.

Secure Key Storage — Protected by PUF technology.

Secure Key Management — — Isolate encrypted keys from application code.

Secure Attestation — — Ensure integrity and authenticity.

Anti-Tamper — — Detect tamper and protect keys/data.

< <[=<[=<=<[=<[<[=<]=<[=<[x<

Advanced Crypto — — Up to 512-bit ciphers and 521-bit elliptic curves.

Note:

1.0n VSE-SVM devices, the crypto engine and TRNG (True Random Number Generator) are implemented by the CRYPTOACC
(Cryptographic Accelerator) peripheral.

To start using the secure debug unlock functionality, the device needs to be provisioned. These steps include writing one-time-program-
mable (OTP) settings to the SE to determine which functionality is enabled, and uploading the Public Command Key to validate a se-
cure debug attempt.

This application note describes how the different device debug locks and unlocks are implemented through the SE on Series 2 devices.

The secure debug feature is implemented by Root code executed by the HSE Core or by the Cortex-M33 operating in VSE (Root
mode).

Silicon Labs strongly recommends installing the latest SE firmware on Series 2 devices to support the required security features. The
latest SE firmware image (-seu and .hex) and release notes can be found in the Windows folder below.

For GSDK v3.2 and lower:
C:\SiliconLabs\SimplicityStudio\v5\developer\sdks\gecko_sdk_suite\<GSDK VERSION>\util\se_release\public
For GSDK v4.0 and higher:

C:\Users\<PC USER NAME>\SimplicityStudio\SDKs\gecko_ sdk\util\se_release\public

3.2 Command Interface

Interaction with the SE is performed over a command interface. The command interface is available through a dedicated Debug Chal-
lenge Interface (DCI) as well as through a mailbox interface from the Cortex-M33.

Some commands may not be available at all times and may not be accessible over both interfaces. The DCI typically only contains
operations for setting up a new device and for locking it down (meant for production processes), while the mailbox interface also con-
tains commands to support cryptographic operations in HSE.
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3.2.1 Mailbox

Mailbox operations should not be performed directly, but rather should be executed through the appropriate functions in em_se.c of eml
ib. The em_se.c provides an abstraction of the mailbox interface, allowing message construction and DMA transfer setup.

On top of emlib, the Secure Engine Manager (SE Manager) provides an abstraction of the Secure Engine's command set. The SE
Manager also provides APIs for cryptographic operations and thread synchronization. The SE Manager is available in GSDK v3.0 or
later.

Secure Engine Manager

Mailbox Interface

Secure Engine

Figure 3.1. EMLIB and SE Manager

Note: Some functions in em_se.c of emlib are deprecated in GSDK v3.0 and will be removed in a future version of emlib. All high-
level functionality has been moved to the SE Manager.

3.2.2 Debug Challenge Interface (DCI)

The Debug Challenge Interface (DCI) is made available through commands in Simplicity Studio and Simplicity Commander. This is the
easiest way to access and set up the different security options.

For more information about DCI, see AN1303: Programming Series 2 Devices using the Debug Challenge Interface (DCI) and Serial
Wire Debug (SWD).
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4. Debug Lock

4.1 Overview

The debug access port connected to the Series 2 device's Cortex-M33 processor can be closed by issuing commands to the SE, either
from a debugger over DCI or through the mailbox interface. Three properties govern the behavior of the debug lock.

Table 4.1. Debug Lock Properties

Property Description If Set Default Value
Debug Lock The debug port is kept locked on boot. False (Disabled)
Device Erase The Erase Device command is available. True (Enabled)
Secure Debug Secure debug unlock is available. False (Disabled)

The following sections describe how to interact with these properties and how to enable debug locks using the SE command interface
either over DCI or the mailbox interface. The status of the debug lock can be inspected using the Read Lock Status command.

4.2 Standard Debug Unlock

The device is in standard debug unlock state if the debug lock properties are in default values.

Table 4.2. Standard Debug Unlock

Secure Debug Device Erase Debug Lock Description

Disabled Enabled Disabled (Unlock) All debug operations are allowed.

4.3 Standard Debug Lock

With the default properties in the table above, the device can be locked using the Apply Lock command. The typical flow for this config-
uration is simply to issue the Apply Lock command after the device has been programmed, either using a DCI command from the
programming debugger or through the mailbox interface.

Table 4.3. Standard Debug Lock

Secure Debug Device Erase Debug Lock Description

Disabled Enabled Enabled (Standard) | The Erase Device command will wipe the main flash and RAM,
and then a reset will yield an unlocked device.

The standard debug lock behaves similarly to Series 1 devices. The access port can be closed, but issuing a device erase wipes the
device and opens the debug port again.

4.4 Permanent Debug Lock

The Erase Device command can be disabled, which permanently enables the debug lock. This can be done at any time by issuing the
Disable Device Erase command, even after the debug lock has been enabled.

Table 4.4. Permanent Debug Lock

Secure Debug Device Erase Debug Lock Description

Disabled Disabled Enabled (Permanent) | The part cannot be unlocked. Devices with Permanent Debug
Lock engaged cannot be returned for failure analysis.
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4.5 Secure Debug Lock

For secure debug lock, the debug interface can be temporarily enabled by answering a challenge if the Secure debug property is ena-
bled before locking.

Table 4.5. Secure Debug Lock

Secure Debug Device Erase Debug Lock Description

Enabled (1) Disabled (2) Enabled (Secure) Secure debug unlock is enabled, which makes it possible to se-
curely open the debug lock temporarily to reprogram or debug a
locked device.

Note:
1. Secure debug is enabled in two steps before the debug lock is enabled:
a. Install the Public Command Key using Simplicity Studio or Simplicity Commander or directly through the SE Manager API.
b. Enable secure debug using Simplicity Studio or Simplicity Commander or directly through the SE Manager API.

2.Disable the device erase using Simplicity Studio or Simplicity Commander or directly through the SE Manager API. This is an IR-
REVERSIBLE action and should be disabled AFTER the secure debug is enabled.

4.6 Debug Lock State Transition

The following figure describes the transitions between different debug lock states.

Standard Standard Secure Permanent

Debug Lock Debug Lock

Debug Unlock Debug Lock

Secure
Debug Unlock

Figure 4.1. Debug Lock State Transition

1. Standard debug unlock can transit to any debug lock state.

2. Standard debug lock can revert to standard debug unlock via an Erase Device command (erase the main flash and RAM). After the
device is reset, debug port remains unlocked until it is explicitly locked again.

3. Standard debug lock can transit to permanent debug lock by disabling the Device Erase property but cannot transit to secure de-
bug lock.

4. Secure debug lock can use Debug Unlock Token to temporary transit to secure debug unlock, which does not erase the main flash
and RAM but enables debug operations. The device reverts to the secure debug lock through a power-on or pin reset.

5. Secure debug lock can transit to permanent debug lock by disabling the Secure Debug property but cannot transit to standard de-
bug lock.

6. Permanent debug lock is a terminal state and cannot transit to any debug lock or unlock state.
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4.7 Debug Lock Command Reference

The commands for debug lock are described in the following table.

DCI Command (1)

Table 4.6. Debug Lock Command Reference

Mailbox (SE Manager) API (2)

Description

Availability

Apply Lock sl_se_apply_debug_lock Enables the debug lock for the part. While debug is unlocked.
Read Lock Status sl_se_get _debug_lock_status Returns the current debug lock status and con- | Always.

figuration.
Disable Device sl_se_disable_device_erase Disables the Erase Device command. This com- | Always.

Erase

mand does not lock the debug interface to the
part, but it is an IRREVERSIBLE action for the
part.

Disable Secure De-
bug

sl_se_disable_secure_debug

Disables the secure debug functionality that can
be used to open a locked debug port.

While secure debug is en-
abled.

Enable Secure De-
bug

sl_se_enable_secure_debug

Enables the secure debug functionality that can
be used to open a locked debug port.

While debug is unlocked
and Public Command Key
is uploaded.

Set debug options

sl_se_set_debug_options

Configures the TrustZone access permissions of
the debug interface. (3)

While debug is unlocked.

Init Pub Key

sl_se_init_otp_key

Used to provision a single public key during de-
vice initialization. The public key cannot be
changed once written, and the command will be
unavailable for that key.

Available once for each
key.

Read Pub Key

sl_se_read_pubkey

Reads the stored public key.

Always.

Get Challenge

sl_se_roll_challenge

Used to roll the current challenge value (16
bytes) to revoke secure debug access. (4)

While Public Command
Key is uploaded.

Note:

1. Performing these commands over DCI is implemented in Simplicity Studio and Simplicity Commander.

2.The sl_se_apply_debug_lock, sl_se_get _debug_lock_status, sl_se_init_otp_key, and sl_se_read_pubkey are available
on all Series 2 devices. Other APIs are only available on HSE devices. The SE Manager API document can be found at https://
docs.silabs.com/gecko-platform/latest/service/api/group-sl-se-manager.

3. For more information about debug options, see 5.3.5 TrustZone Debug Authentication.
4. A new challenge will only be generated if the current one has been successfully used at least once.
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5. Debug Unlock

5.1 Overview

The debug access port connected to the Series 2 device's Cortex-M33 processor can be opened by issuing commands to the SE, ei-
ther from a debugger over DCI or through the mailbox interface.

New on the Series 2 devices is the addition of secure debug unlock functionality. When enabled, it is possible to request a challenge
from the device and, by answering the challenge, disable the debug lock until the next power-on or pin reset.

The status of the debug lock can be inspected using the Read Lock Status command.

5.2 Standard Debug Unlock

With the properties of the standard debug lock or secure debug lock with Device Erase enabled, the device can be returned to the
standard debug unlock state using the Erase Device command. This command will wipe the main flash and RAM and verify they are
empty before opening the debug lock. It will not wipe user data and provisioned SE settings.

Secure Engine Debugger Cortex-M33

Erase Cortex-M33
RAM

A 4
Erase Cortex-M33
Flash

A 4

Check all is erased

A 4

Erase lockbit

A\ 4
Open debug access
to Cortex-M33

Erase Device done

Start debugging

Figure 5.1. Standard Debug Unlock

5.3 Secure Debug Unlock

In a secure debug unlock scenario, the customer, who has control over the Private Command Key for a SE, has programmed a Public
Command Key into the device. The Public Command Key is used to verify the signature on a certificate, telling the SE what authoriza-
tion has been given by the owner of the key (customer) to the one issuing the command (customer or delegate). Authorization can be
granted, for example, to unlock only the debug port on the Cortex-M33, or to restore only specific tamper signals on HSE-SVH devices.

This mode is particularly useful in failure analysis scenarios because it allows devices to be unlocked without losing flash and RAM
contents.
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5.3.1 Debug Unlock Token

The elements of the Debug Unlock Token are described in the following figures and table.

Debug access
command signature
(64 bytes)

Debug access | _ Command
command (4 bytes) | ' word
Debug mode | _ Command
request (4 bytes parameter
I
I
| _ Command
payload
I
I

Figure 5.2. Debug Unlock Token

Table 5.1. Elements of Debug Unlock Token

Element Value Description

Debug access command 0xfd010001 The command word of the Debug Unlock Token.

Debug mode request Device-dependent The command parameter of the debug access command.
Access certificate (1) Device-dependent See section Access Certificate.

Debug access command signature (1) Device-dependent See section Challenge Response.
Note:

1. The debug access command payload consists of an access certificate and a debug access command signature.

Debug Mode Request
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=
2
¥ g
83: W | 2
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E%EEEHE%EEd%ﬁiﬁ%gﬁﬂ%gﬁﬁ%ﬁﬁ%ﬁngagﬁE
Zg| || e|g|d|e d|e|e||e|e|d|e| ||| & e &G Z|0|5|E
Figure 5.3. Debug Mode Request
Note:

» Enable debug port - Debug port enabled if set.

* DBGLOCK (Non-secure, Invasive debug lock) - The Invasive debug features for the Non-secure state are unlocked if set.

* NIDLOCK (Non-secure, Non-invasive debug lock) - The Non-invasive debug features for the Non-secure state are unlocked if set.
» SPIDLOCK (Secure, Invasive debug lock) - The Invasive debug features for the Secure state are unlocked if set.

+ SPNIDLOCK (Secure, Non-Invasive debug lock) - The Non-invasive debug features for the Secure state are unlocked if set.

+ All reserved bits should be 0, and bit 1 must be 1 to access the debug port.

For the TrustZone-unaware debugging, bits 2 to 5 are irrelevant, so bits 1 to 5 are usually set (0x0000003e) to match with the Au-
thorizations in the access certificate.

For the TrustZone-aware debugging, bits 2 to 5 are relevant. Refer to 5.3.5 TrustZone Debug Authentication for details about these
debug options.
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5.3.2 Access Certificate

The elements of the access certificate are described in the following figures and table.

Magic word N
(4 bytes) !
Authorizations |
|

|

(4 bytes)
Tamper
authorizations
(4 bytes)
Serial number
(16 bytes)
Public Certificate
Key (64 bytes

Figure 5.4. Access Certificate

Table 5.2. Elements of the Access Certificate

Element Value Description
Magic word Oxebeccel1 A constant value used to identify the access certificate.
Authorizations 0x0000003e (1) A value used to authorize which bit in the debug mode request can be enabled
for secure debug.
Tamper Authorizations 0x00000000 or A value used to authorize which bit in the tamper disable mask can be set to dis-
Oxffffffb6 (2) able the tamper response.
Serial number Device-dependent A number used to compare against the on-chip serial number for secure debug

or tamper disable.

Public Certificate Key (3) Device-dependent The public key corresponding to the Private Certificate Key (3) used to generate
the signature (ECDSA-P256-SHA256) in a challenge response.

Access certificate signature | Device-dependent All the content above is signed (ECDSA-P256-SHA256) by the Private Com-
mand Key corresponding to the Public Command Key in the SE OTP.

Note:
1. This value allows all debug options to be reset for secure debug.
2. Value that sets available bits in the tamper disable mask for tamper disable (HSE-SVH device only).
3. The Private/Public Certificate Key is a randomly generated key pair. It can be ephemeral or retainable.

The Private Certificate Key can be used repeatedly to generate the signature in a challenge response on one device until the Private/
Public Certificate Key pair is discarded. This can reduce the frequency of access to the Private Command Key, allowing more restrictive
access control on that key.

For more information about tamper disable, see AN1247: Anti-Tamper Protection Configuration and Use.
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Authorizations
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Figure 5.5. Authorizations
Note:

» Set the bit to enable the corresponding bit in the debug mode request.
» The Debug Unlock Token will reset the corresponding debug option if the same bit is set in Debug mode request and Authorizations.

5.3.3 Challenge Response

The elements of the challenge response are described in the following figure and table.

Debug access

command (4 bytes) .
Debug mode Sllg:i]\?:teby
request (4 bytes) i
Challenge Certificate Key
(16 bytes)

Debug access
command signature
(64 bytes)

Figure 5.6. Challenge Response

Table 5.3. Elements of the Challenge Response

Element Value Description

Debug access command 0xfd010001 The command word of the Debug Unlock Token.

Debug mode request Device-dependent The command parameter of the debug access command.
Challenge Device-dependent (1) | A random value generated by the SE.

Debug access command signature Device-dependent (2) | All the content above is signed (ECDSA-P256-SHA256) by the Pri-
vate Certificate Key corresponding to the Public Certificate Key in
the access certificate.

Note:

1. The challenge remains unchanged until it is updated to a new random value by rolling the challenge. The Private Certificate Key
can be reused for signing when the device challenge is refreshed.

2. This signature is the final argument of the Debug Unlock Token.
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5.3.4 Debug Access Flow

The debug access flow is described in the following figure.

Public Certificate

Secure Engine Debugger Owner of Private Command Key and Private Certificate Key
‘ Magic word N T T T N
Read Serial Number / (4 bytes) | I
Serial number | Authorizations : |
(4 bytes)
@ R Tamper I @ |
equest access | authorizations |
certificate and
Get Challenge challenge response (4 bytes) )
Challenge | Serial number
| (16 bytes)

Access Certificate

M | Debug access @
command (4 bytes) Signed by
Verify debug access | Bebug mode Private
command signature with @ | reqlé?]st"(4 i) Certificate Key
Public Certificate Key in 16abenge
access certificate Q k Defbug Ztcecse)ss
Payload command signature
(64 bytes)

A

Authorize debug mode @

request to unlock device |
| Debug access
Response ) command signature
@ Start debugging (64 bytes)
Roll Challenge End of secure debug
unlock process Debug Access Command Payload

Figure 5.7. Debug Access Flow

1. Get the serial number and challenge from the SE.

2. Generate the access certificate with the device serial number.

3. Generate the challenge response with device challenge.

4. Generate the debug access command payload with access certificate and debug access command signature.
5. Send the Debug Unlock Token to the SE.

6. Verify the debug access command signature using the Public Certificate Key in the access certificate.

7. Verify the serial number and the access certificate signature using the on-chip serial number and Public Command Key in the SE
OTP.

8. Authorize the debug mode request to reset the debug options until the next power-on or pin reset.
9.Roll the challenge to invalidate the current Debug Unlock Token.
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5.3.5 TrustZone Debug Authentication

The debug and trace support in the Cortex-M33 devices are based on the CoreSight architecture, which can be classified into Invasive
and Non-invasive debugging features as described in the following table.

Classification = Debug and Trace Features Description

Invasive Core debug (e.g., single stepping), Breakpoints, Data watchpoints, | These features halt the Cortex-M33 core and
Halt mode debugging change the program execution flow.

Non-invasive Embedded Trace Macrocell (ETM), Micro Trace Buffer (MTB), Data | These features have a minor or no impact on
trace, Instrumentation Trace Macrocell (ITM), Profiling the program execution flow.

The separation of Invasive and Non-invasive debug and trace operations in CoreSight architecture can apply to TrustZone debug au-
thentication, which defines the permission levels of the debug and trace features on Secure and Non-secure worlds.

The table below describes four debug options in SE to support TrustZone debug authentication. It is possible to restrict the TrustZone
access permissions of the debug interface by setting one or more of the following options.

Debug Option Description

DBGLOCK Non-secure, Invasive debug lock. If this bit is set, the Invasive debug features for the Non-secure state are locked.

NIDLOCK Non-secure, Non-invasive debug lock. If this bit is set, the Non-invasive debug features for the Non-secure state are
locked.

SPIDLOCK Secure, Invasive debug lock. If this bit is set, the Invasive debug features for the Secure state are locked.

SPNIDLOCK | Secure, Non-invasive debug lock. If this bit is set, the Non-invasive debug features for the Secure state are locked.

Note:
» Use Simplicity Commander or the SE Manager API to set the debug options.

» The state of the debug options is stored permanently in SE and can only be reset to the default value (0000) through the Erase
Device command (if enabled).

» A secure debug lock device (Device Erase was disabled) can only use the Debug Unlock Token to temporarily unlock (reset) the
debug options to debug the Secure and Non-secure applications.

The following conditions are recommended (1, 2, and 3) or mandatory (4) when setting up the debug options for secure debug unlock.
1.1f SPIDLOCK is unlocked, then DBGLOCK should also be unlocked.
2.If SPNIDLOCK is unlocked, then NIDLOCK should also be unlocked.
3.1f DBGLOCK is unlocked, the NIDLOCK should also be unlocked.
4.1f SPIDLOCK is unlocked, then SPNIDLOCK is automatically unlocked.

The following table lists the recommended combinations of debug options.

SPNIDLOCK SPIDLOCK NIDLOCK DBGLOCK Description

0 0 0 0 Allows all debug and trace features for both the Secure and the Non-secure
world (default setting).

0 1 0 0 Only allows a Non-invasive debug in the Secure world. Allows both Invasive
and Non-invasive debugs in the Non-secure world.

0 1 0 1 Only allows a Non-invasive debug in the Secure and the Non-secure world.

1 1 0 0 Only allows debug and trace features in the Non-secure world.

1 1 0 1 Only allows a Non-invasive debug in the Non-secure world.

1 1 1 1 All debug and trace features are disabled.

Note:

» Trace Point Interface Unit (TPIU) registers' access fault will occur and lock the processor in a security assertion if both NIDLOCK
and DBGLOCK in debug option are set (xx11). The device will be unrecoverable if it is in the permanent debug lock state.
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» The workaround is to avoid using the xx11 debug option or avoid accessing the TPIU registers and upgrade to SE firmware 2
v1.2.14 (xG21 and xG22) or 2 v2.2.1 (other Series 2 devices) so that the debug options cannot be modified after the device is
locked.

The highly recommended setting of debug options is to allow debugging in the Non-secure world while, at the same time, disabling
debugging for the Secure world (1100).

» Secure memories (flash and RAM) are not accessible by the debugger.

+ All debug access is blocked from accessing Secure addresses.

» The debugger will ignore the vector-catch events generated by the Secure exceptions.

» Trace sources (e.g., ETM) will stop generating instruction/data trace packets when the Cortex-M33 is in a Secure state.
» The debugger can neither halt a Secure application (e.g., breakpoint) nor single step into it.

* The Cortex-M33 will not stop when stepping into the Secure application until it returns to the Non-secure state.

The figure below describes the debug scenario of debug options with 1100 configuration.

X Single step disallowed

Single step allowed Secure Application

{ 4

Single step allowed

444

Step into Return to

. Secure code Non-secure code ..
Non-secure Application Non-secure Application

<: Trace allowed :> <: Trace disallowed :> <: Trace allowed :>

The following examples describe the relationship between debug options and debug mode request when performing a secure debug
unlock on Series 2 devices.

Example 1: All debug and trace features for both the Secure and the Non-secure world are allowed (0000)

Debug Options Authorizations Debug Mode Request Debug options after Secure Debug Unlock Description

0000 00]|1111]10 00]xxxx|10 0000 No action

Example 2: Only debug and trace features in the Non-secure world are allowed (1100)

Debug Options Authorizations Debug Mode Request Debug options after Secure Debug Unlock Description

1100 00]1111]10 00]00xx|10 1100 No action

1100 00]1111|10 00]10xx|10 0100 Unlock SPNIDLOCK

1100 00|1111]10 00]01xx|10 or 00]11xx|10 | 0000 (reset SPIDLOCK will automatically un- | Unlock SPNIDLOCK
lock SPNIDLOCK) and SPIDLOCK

Note:

» The bit order of debug options are SPNIDLOCK (MSB), SPIDLOCK, NIDLOCK, and DBGLOCK (LSB).
» Debug options: 0 = Unlocked, 1 = Locked
« Authorizations in the access certificate: 0 = Disable, 1 = Enable

» The authorizations in the access certificate are usually set to 00]1111]10 (0x3e), so the corresponding debug options (bits 2 to 5)
can be reset (unlocked) by debug mode request during secure debug unlock.

» Debug mode request (bits 2 to 5) in the Debug Unlock Token:

» 0 = No action on the corresponding debug option if it was locked (i.e., 1)

» 1 = Reset (unlock) the corresponding debug option from 1 to 0 if it was locked (i.e., 1)

» x = No action (either 0 or 1) on the corresponding debug option if it was unlocked (i.e., 0)
» Debug options return to the original state after power-on or pin reset.
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Debug Unlock

5.4 Debug Unlock Command Reference

The commands for debug unlock are described in the following table.

DCI Command (1)

Table 5.4. Debug Unlock Command Reference

Mailbox (SE Manager) API (2)

Description

Availability

Erase Device

sl_se_erase_device

Performs a device mass erase and resets the
debug configuration to its initial unlocked state.

While Device Erase is
enabled.

Read Serial Number

sl_se_get_serialnumber

Reads out the serial number (16 bytes) of the
Series 2 device.

Always.

Get Challenge

sl_se_get_challenge

Reads out the current challenge value (16 bytes)
for Secure debug unlock.

While Public Command
Key is uploaded.

Debug Access

sl_se_open_debug

Opens the secure debug access of the Cortex-
M33.

Only when Secure De-
bug is enabled.

Note:

1. Performing these commands over DCI is implemented in Simplicity Studio and Simplicity Commander.

2.These APIs are only available on HSE devices. The SE Manager APl document can be found at https://docs.silabs.com/gecko-
platform/latest/service/api/group-sl-se-manager.
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6. Examples

6.1 Overview

The examples for Series 2 debug lock and debug unlock are described in the following table.

Table 6.1. Series 2 Debug Lock and Debug Unlock Examples

Example

Standard debug lock

Device (Radio Board)
EFR32MG21A010F1024IM32 (BRD4181A)

SE Firmware

Version 1.2.14

Tool

SE Manager

Standard debug lock and unlock

EFR32MG21A010F1024IM32 (BRD4181A)

Version 1.2.14

Simplicity Commander

" EFR32MG21A010F1024IM32 (BRD4181A) Version 1.2.9 Simplicity Studio 5
Provision Public Command Key EFR32MG21A010F1024IM32 (BRD4181A) Version 1.2.14 SE Manager
Secure debug lock EFR32MG21A010F1024IM32 (BRD4181A) Version 1.2.14 SE Manager

Provision Public Command Key and
secure debug lock

EFR32MG21A010F1024IM32 (BRD4181A)

Version 1.2.14

Simplicity Commander

EFR32MG21A010F1024IM32 (BRD4181A)

Version 1.2.9

Simplicity Studio 5

Secure debug unlock and roll chal-
lenge

EFR32MG21A010F1024IM32 (BRD4181A)

Version 1.2.14

SE Manager

EFR32MG21A010F1024IM32 (BRD4181A)

Version 1.2.14

Simplicity Commander

EFR32MG21A010F1024IM32 (BRD4181A)

Version 1.2.9

Simplicity Studio 5

Secure debug unlock

EFR32MG21A010F1024IM32 (BRD4181A)

Version 1.2.9

IAR v8.50.9

Permanent debug lock

EFR32MG21A010F1024IM32 (BRD4181A)

Version 1.2.14

Simplicity Commander

EFR32MG21A010F1024IM32 (BRD4181A)

Version 1.2.9

Simplicity Studio 5

Note: Unless specified in the example, these examples can be applied to other Series 2 devices.
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6.1.1 Using Simplicity Studio

The security operations are performed in the Security Settings of Simplicity Studio. This application note uses Simplicity Studio
v5.2.1.1. The procedures and pictures may be different for the other versions of Simplicity Studio 5.

1. Right-click the selected debug adapter RB (ID:J-Link serial number) to display the context menu.

| Debug Adapters HPHREARRB-rOBE =0
~ " EFR32xG21 2.4 GHz 10 dBm RB {ID:440030580)
» A EFR32xG21 2.4 GHz 10 dBm Radio Board (BRD4181A)
» E Wireless Starter Kit Mainboard (BRD4001A Rev A01)

Connect

Disconnect

Start capture

Start capture with options...
Stop capture

Redo last upload

Upload application...
Upload adapter firmware...
Rename

Make a sniffer

Launch Console...
1« sniffer Configurator...
@ Bluetooth NCP Commander...
‘% Device configuration..
L Force Unlock...
Select Crypto Profile...
Set Unlock Token...
Clear Unlock Token
View Device Certificates

Figure 6.1. Debug Adapters Context Menu

2.Click Device configuration... to open the Configuration of device: J-Link Silicon Labs (serial number) dialog box. Click the
Security Settings tab to get the selected device configuration.

38 J-Link Silicon Labs (44D030580) O X I

Configuration of device: J-Link Silicon Labs (440030580)

'Device hardware.i"d.bplication images-i‘SCfatchpad Pacloet Traoe.{.Secumy Settin-g‘s. Adapter Conﬁguraﬁoi{i CTUNE.| J-Link Conﬁguralioﬂ |
Read From Device Start Provsioning Wizars..

Device Status

Crypto Profile: Local Development
SerialNumber: 000000000000000014B457FFFED45A32
Challenge: F182860173BFSAETB6CTTAEGE22F237

Command Key: FS017F10631575642D7ACFOCCCDB2461DD759923E3B28849EE044AA3181122400CB4EESFAT4AEEFBCO354B6A4881°

Sign Key: CAAF4ACG9AABI512DB50F7A26AESB4801183D85417E729A56DA9T4F4E08A562CDEGD19DEAS411332DCIAT433T2L

SE Certificate:  Could not determine unique target subject Centificate Details.,

Certificate Detoi
View.,

MCU Certificate: Could not determine unique target subject
Tamper Summary: Mo Tamper Sources Modified

SE Firmware Version: 1.2.9

Host Firmware Version: 255.255.255

Boot Status: 0x00000020

Secure Boot: Disabled

‘Roll Challenge | Disable Tamper  Unlock Debug Port | Device Erase
Debug Locks

Enable Secure Debug Uniock 3 | Enable |

Enable Debug Lock: ¥ Enable

Disable Device Erase: ¥ Disable|

Figure 6.2. Configuration on Selected Device
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6.1.2 Using Simplicity Commander

1. This application note uses Simplicity Commander v1.14.2. The procedures and console output may be different for the other ver-
sions of Simplicity Commander. The latest version of Simplicity Commander can be downloaded from https://www.silabs.com/
developers/mcu-programming-options.

commander --version

Sinplicity Commander 1v14p2b1232

JLink DLL version: 7.70d
Qt 5.12.10 Copyright (C) 2017 The Qt Company Ltd.
EMDLL Version: 0Ov18p7b669
mbed TLS version: 2.16.6

Emulator found with SN=440048205 USBAddr=0

DONE

2. The Simplicity Commander's Command Line Interface (CLI) is invoked by commander .exe in the Simplicity Commander folder. The
location for Simplicity Studio 5 in Windows is C:\SiliconLabs\SimplicityStudio\v5\developer\adapter_packs\commander.
For ease of use, it is highly recommended to add the path of commander.exe to the system PATH in Windows.

3. If more than one Wireless Starter Kit (WSTK) is connected via USB, the target WSTK must be specified using the --serialno <J-
Link serial number> option.

4.1f the WSTK is in debug mode OUT, the target device must be specified using the --device <device name> option.

For more information about Simplicity Commander, see UG162: Simplicity Commander Reference Guide.

6.1.3 Using External Tools

1. The secure debug unlock example uses the OpenSSL to sign the access certificate and challenge response. The Windows version
of OpenSSL can be downloaded from https://sIproweb.com/products/Win320penSSL.html. This application note uses OpenSSL
Version 1.1.1h (Win64).

openssl version

OpenSSL 1.1.1h 22 Sep 2020

The OpenSSL's Command Line Interface (CLI) is invoked by openssl.exe in the OpenSSL folder. The location in Windows
(Win64) is C:\Program Files\OpenSSL-Win64\bin. For ease of use, it is highly recommended to add the path of openssl .exe to
the system PATH in Windows.

2.The secure debug unlock example uses the free Hex Editor Neo to edit the binary files generated by Simplicity Commander. The
Windows version of Hex Editor Neo can be downloaded from https://www.hhdsoftware.com/free-hex-editor.
6.1.4 Using Platform Examples

Simplicity Studio 5 includes the SE Manager platform examples for debug lock, key provisioning, and secure debug unlock. This appli-
cation note uses platform examples of GSDK v4.2.1. The console output may be different on other versions of GSDK.

Refer to the corresponding readme file for details about each SE Manager platform example. This file also includes the procedures to
create the project and run the example.


https://www.silabs.com/developers/mcu-programming-options
https://www.silabs.com/developers/mcu-programming-options
https://www.silabs.com/documents/public/user-guides/ug162-simplicity-commander-reference-guide.pdf
https://slproweb.com/products/Win32OpenSSL.html
https://www.hhdsoftware.com/free-hex-editor
https://docs.silabs.com/simplicity-studio-5-users-guide/latest/ss-5-users-guide-getting-started/start-a-project#examples
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6.2 Standard Debug Lock and Unlock
6.2.1 SE Manager - Debug Lock Platform Example
Click the View Project Documentation link to open the readnme file.
Platform - SE Manager Host Firmware Upgrade and Debug Lock
This example project demonstrates the host firmware upgrade and debug lock APl of SE Manager. CREATE

View Project Documentation

1. Press SPACE then ENTER to select the debug lock operation.

SE Manager Host Firmware Upgrade and Debug Lock Example - Core running at 38000 kHz.
. SE manager initialization... SL_STATUS OK (cycles: 10 time: O us)

. Current selection is HOST FIRMWARE UPGRADE.
+ Press SPACE to select HOST FIRMWARE UPGRADE or DEBUG LOCK, press ENTER to run.
+ Current selection is DEBUG LOCK.

. Get debug lock status... SL_STATUS OK (cycles: 8788 time: 231 us)
+ Debug | ock: Disabl ed
+ Press ENTER to apply debug lock or press SPACE to exit.

2.Press ENTER again to lock the device.

. Apply the debug lock... SL_STATUS_OK (cycles: 52585 time: 1383 us)
+ Get debug lock status... SL_STATUS_OK (cycles: 8769 time: 230 us)
+ Debug | ock: Enabl ed

. Current selection is DEBUG LOCK.
+ Press SPACE to select HOST FIRMWARE UPGRADE or DEBUG LOCK, press ENTER to run.
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6.2.2 Simplicity Commander

1.Run the security status command to get the selected device configuration.

commander security status --device EFR32MG21A010F1024 --serialno 440048205

SE Firmware version : 1.2.14

Serial number = 000000000000000014b457FFFe045a93
Debug | ock : Disabl ed

Devi ce erase : Enabl ed

Secur e debug unl ock : D sabl ed

Tamper status : OK

Secure boot : Disabled

Boot status : 0x20 - OK

DONE

2.Run the security lock command to lock the selected device.

commander security lock --device EFR32MG21A010F1024 --serialno 440048205

WARNING: Secure debug unlock is disabled. Only way to regai n debug access is to run a device erase.
Device is now locked.
DONE

3.Run the security status command again to check the device configuration.

commander security status --device EFR32MG21A010F1024 --serialno 440048205

SE Firmware version : 1.2.14

Serial number = 000000000000000014b457fFFe045a93
Debug | ock : Enabl ed

Device erase : Enabled

Secure debug unlock : Disabled

Tamper status - OK

Secure boot : Disabled

Boot status : 0x20 - OK

DONE

4.Run the security erasedevice command to unlock the selected device.

commander security erasedevice --device EFR32MG21A010F1024 --serialno 440048205

Successfully erased device
DONE

Note: Issue a power-on or pin reset to complete the unlock process.
5.Run the security status command again to check the device configuration.

commander security status --device EFR32MG21A010F1024 --serialno 440048205

SE Firmware version : 1.2.14

Serial number : 000000000000000014b457FFfFe045a93
Debug | ock : Disabl ed

Device erase : Enabled

Secure debug unlock : Disabled

Tamper status : OK

Secure boot : Disabled

Boot status - 0x20 - OK

DONE
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6.2.3 Simplicity Studio

1. Open the Security Settings of the selected device as described in 6.1.1 Using Simplicity Studio.

2.Click [Enable] next to Enable Debug Lock: to lock the device. The following Enable Debug Lock Warning is displayed. Click
[Yes] to confirm. This configures standard debug lock.

3 J-Link Silicon Labs (440030580)

Configuration of device: J-Link Silicon Labs (440030580)

Device hardwar _;!pplil:ation image |Scratchpa | Packet Trac |$ecu|1'ty5ening' ‘Adapter Configurati |CTUN J-Link Configuratio | i
Read From Device. start Provisioning Wizard.

Device Status

Crypto Profile: Local Development

SerialNumber:  000000000000000014B457FFFED45A32

Challenge: F182860173BF5AET86C177AEGE22F237

Command Ke H Enable Debug Lock Warning
Sign Key:
o5 Secure Debug is not yet enabled. Enabling the debug lock will require a device erase to
SE Certificate| unlock:
MCU Certificg
Tamper Sumn
SE Firmware L | | e
Host Fi _ _
Boot Status: 0x00000020

Secure Boot: Disabled
RollChallenge  Disable Tamper  Uniock Detug Port | Device rase
Debug Locks
Enable Secure Debug Unlock: 3 | Enable |
Enable Debug Lock: % | Enable |

Disable Device Erase: W | Disable

[k ] cancel

Figure 6.3. Enable Debug Lock

The [Enable] controls next to Enable Secure Debug Unlock: and Enable Debug Lock: are grayed out after standard debug lock
is enabled.

x J-Link Silicon Labs (440030580)

Configuration of device: J-Link Silicon Labs (440030580)

Device hardwar V'Applil:aﬁon image |Scratchpa |Packet Trac |'Se|:uritysming' ‘Adapter Configurati |CTUN | J-Link Configuratio | i
Read From Device start Provisioning Wizarc.

Device Status

Crypto Profile: Local Development

SerialNumber: 000000000000000014B457FFFE045A32

Challenge: F182860173BF5SAE786C1T7AEGE22F237

Command Key: F9017F10631575642D07ACFOCCCDB2461DD759923E3B28849EE044AA3181122400CBAEESFATAAEEFBCO354B6A4S:

Sign Key: CAAF4AC69AABO512DB50FTA26AESB4801183D85417ET29A56DA9T4F4E0BAS62CDEGNT19DEAS411332DC1AT433T

SE Certificate:  Could not determine unique target subject Centificate Details..,

View..

MCU Certificate: Could not determine unique target subject
Tamper Summary: No Tamper Sources Modified
SE Firmware Version: 1.2.9
Host Firmware Version: 255.255.255
Boot Status: 0x00000020
Secure Boot: Disabled
Debug Locks
Enable Secure Debug Unlock 3¢ | Enable
Enable Debug Lock: ¥ | Enable

Disable Device Erase: W | Disable

[k ] cancel

Figure 6.4. Standard Debug Lock

silabs.com | Building a more connected world.

Rev.0.9 | 23




AN1190: Series 2 Secure Debug
Examples

3. Click [Device Erase] to unlock the device.

38 )-Link Silicon Labs (440030580) O X

Configuration of device: J-Link Silicon Labs (440030580)

Device hardwar | Application image |Scratchpa |Packet Trac |Security Setting - Adapter Configurati | CTUN |J-Link Configuratio |

Start Provisioning Wizard..

Device Status

Crypto Profile: Local Development
SerialNumber:  000000000000000014B457FFFE045A32
Challenge: F182860173BFSAET86C177TAEBE22F237

Command Key: F9017F10631575642D7ACFOCCCDB2461DD759923E3B28849EE044AA3181122400CBAEESFATAAEEFBCO354B6A4S!

Sign Key: CAAF4ACE9AABIS12DB50F7A26AESB4801183D85417TE729A56DA974F4E0BAS62CDEGD19DEAS411332DC1ATA33]
SE Certificate:  Could not determine unique target subject Cerificate Details.,
MCU Certificate: Could not determine unique target subject Cerificate Details.,
Tamper Summary: No Tamper Sources Modified View.,
SE Firmware Version: 1.2.9

Host Firmware Version: 255.255.255

Boot Status: 0x00000020

Secure Boot: Disabled

Roll Challenge | Disable Tamper | Unlock Debug Port | Device Erase

This operation performs a device erase and resets the debug
Debug Locks configuration to its initial unlocked state. Only available
Enable S Debug Unlock % |.Enah_ ie before DISABLE DEVICE ERASE has been executed. This
o = operation clears and verifies the complete flash and ram of
Enable Debug Lock: v l&wﬂe the system, excluding the user data pages and one-time
prmm— programmable commissioning information in the secure
Disable Device Erase: ¥ | Disable| element

[ o ]| comel

Figure 6.5. Device Erase

4. The device will return to the unlock state. Click [OK] to exit.

3§ J-Link Silicon Labs (440030580) o X

Configuration of device: J-Link Silicon Labs (440030580)

Device | Application images | Sc | Packet Trace | Security Settings . Adapter Configuration| CTUNE| J-Link Configuration|
Read From Devie [StantProvisioing Wizar..
Device Status

Crypto Profile: Local Development
SerialNumber:  000000000000000014B457FFFE045A32
Challenge: F182860173BFSAET86C177AEGE22F237

Command Key: F9017F10631575642D7ACFOCCCDB2461DD759923E3B28849EE044AA3181122400CB4EESFATAAEEFBCO354B6A4881"

Sign Key: CAAF4ACE9AABS512DBS0FTA26AESB4801183D85417E729A56DAS74F4E08A562CDEG019DEAS411332DCIATA33T2L
SE Certificate:  Could not determine unique target subject Certificate Details..
MCU Certificate: Could not determine unique target subject Cedificate Details.,
Tamper Summary: No Tamper Sources Modified View..

SE Firmware Version: 1.29

Host Firmware Version: 255.255.255
Boot Status: 0x00000020

Secure Boot: Disabled

[Roll Challenge | Disable Tamper | Unlock Debug Port | Device Erase |

Debug Locks

Enable Secure Debug Unlockc 3¢ | Enable |
Enable Debug Lack % | Enable |
Disable Device Erase: ¥ | Disable|

Figure 6.6. Standard Debug Unlock
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6.3 Provision Public Command Key and Secure Debug Lock

6.3.1 SE Manager - Key Provisioning Platform Example

Click the View Project Documentation link to open the readnme file.

Platform - SE Manager Key Provisioning

This example project demonstrates the key provisioning API of SE Manager. CREATE

View Project Documentation

1. Press SPACE to skip the programming of AES-128 key.

SE Manager Key Provisioning Example - Core running at 38000 kHz.
. SE manager initialization... SL_STATUS OK (cycles: 9 time: 0 us)

. Get current SE firmware version... SL_STATUS OK (cycles: 3578 time: 94 us)
+ Current SE firmware version (MSB..LSB): 00010209

. Read SE OTP configuration... SL_STATUS_COMMAND_IS_INVALID (cycles: 3908 time: 102 us)
. Press ENTER to program 128-bit AES key in SE OTP or press SPACE to skip.
. Encrypt 16 bytes plaintext with 128-bit AES OTP key... SL_STATUS_FAIL (cycles: 4627 time: 121 us)

. Press ENTER to program public sign key in SE OTP or press SPACE to skip.
2. Press SPACE to skip the programming of Public Sign Key.

. Get public sign key... SL_STATUS_FAIL (cycles: 4144 time: 109 us)

. Press ENTER to program public command key in SE OTP or press SPACE to skip.-
3.Press ENTER to program the default Public Command Key in flash to the SE OTP.

+ Warning: The public command key in SE OTP cannot be changed once written!
+ Press ENTER to confirm or press SPACE to skip if you are not sure.

4. Press ENTER to confirm the operation.

Initialize public command key... SL_STATUS OK (cycles: 56052 time: 1475 us)

. Get public command key... SL_STATUS OK (cycles: 7135 time: 187 us)
+ The public command key (64 bytes):

B1 BC 6F 6F A5 66 40 ED 52 2B 2E EO F5 B3 CF 7E

5D 48 F6 OB E8 14 8F OD CO 84 40 FO A4 E1 DC A4

7C 04 11 9E D6 Al BE 31 B7 70 7E 5F 9D 00 1A 65

9A 05 10 03 E9 5E 1B 93 6F 05 C3 7E A7 93 AD 63

. Press ENTER to initialize SE OTP for secure boot configuration or press SPACE to skip.
5. Press SPACE to skip the secure boot configuration.

. SE manager deinitialization... SL_STATUS OK (cycles: 7 time: O us)
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6.3.2 SE Manager - Secure Debug Platform Example

Click the View Project Documentation link to open the readnme file.

Note: The secure debug platform example can only run on the HSE device.

Platform - SE Manager Secure Debug
This example project demonstrates the secure debug API of SE Manager.

View Project Documentation

1. Use a standard debug unlock device with matched Public Command Key.

SE Manager Secure Debug Example - Core running at 38000 kHz.
. SE manager initialization... SL_STATUS_OK (cycles: 9 time: O us)

Get SE status... SL_STATUS OK (cycles: 8496 time: 223 us)
The SE firmware version (MSB..LSB): 0001020E

Debug | ock: Di sabl ed

Devi ce Erase: Enabled

Secure debug: Disabl ed

Secure boot: Disabled

+ o+ o+ 4

e

Debug | ock state: Unl ocked

Non-secure, Invasive debug lock (DBGLOCK) configuration: Unlocked
Non-secure, Non-invasive debug lock (NIDLOCK) configuration: Unlocked
Secure, Invasive debug lock (SPIDLOCK) configuration: Unl ocked
Secure, Non-invasive debug lock (SPNIDLOCK) configuration: Unl ocked

+ + 4+ +

Non-secure, Invasive debug lock (DBGLOCK) current state: Unlocked
Non-secure, Non-invasive debug lock (NIDLOCK) current state: Unlocked
Secure, Invasive debug lock (SPIDLOCK) current state: Unl ocked
Secure, Non-invasive debug lock (SPNIDLOCK) current state: Unl ocked

+ + + +

The device is in normal state and secure debug is disabled

Reading the public command key from SE OTP... SL_STATUS OK (cycles: 7589 time: 199 us)
Comparing exported public command key with SE OTP public command key... OK
Press ENTER to enable secure debug or press SPACE to exit.

+ o+ 4+ o+

2. Press ENTER to enable the secure debug.

+ Enable the secure debug... SL_STATUS OK (cycles: 48313 time: 1271 us)
+ Press ENTER to lock the device or press SPACE to disable the secure debug and exit.

3. Press ENTER to lock the device with debug options 0xOc.

+ Setting the debug options (0Oxc)... SL_STATUS_OK (cycles: 51091 time: 1344 us)
+ Locking the device... SL_STATUS OK (cycles: 89683 time: 2360 us)

CREATE

Exporting a public command key from a hard-coded private command key... SL_STATUS OK (cycles: 202467 time: 5328 us)

+ Device erase is enabled, press ENTER to disable device erase (optional if just for testing) or press SPACE to skip.

4. Press ENTER to disable device erase.

+ Warning: This is a ONE-TIME command which PERMANETLY disables device erase!
+ Press ENTER to confirm or press SPACE to skip if you are not sure.
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5.Press ENTER to confirm the operation.

Get SE status... SL_STATUS OK (cycles: 8496 time: 223 us)
The SE firmware version (MSB..LSB): 0001020E

Debug | ock: Enabl ed

Devi ce Erase: Disabled

Secure debug: Enabl ed

Secure boot: Disabled

+ + + o+

+

Debug | ock state: Locked

Non-secure, Invasive debug lock (DBGLOCK) configuration: Unlocked
Non-secure, Non-invasive debug lock (NIDLOCK) configuration: Unlocked
Secure, Invasive debug lock (SPIDLOCK) configuration: Locked

Secure, Non-invasive debug lock (SPNIDLOCK) configuration: Locked

+ o+ 4+

Non-secure, Invasive debug lock (DBGLOCK) current state: Unlocked
Non-secure, Non-invasive debug lock (NIDLOCK) current state: Unlocked
Secure, Invasive debug lock (SPIDLOCK) current state: Locked

Secure, Non-invasive debug lock (SPNIDLOCK) current state: Locked

+ o+ + +

. The device is in secure debug | ock state.
+ Press ENTER to issue a secure debug unlock or press SPACE to exit.

6. Press SPACE to exit.

. SE manager deinitialization... SL_STATUS_OK (cycles: 9 time: O us)
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6.3.3 Simplicity Commander

1.Run the security status command to get the selected device configuration.

commander security status --device EFR32MG21A010F1024 --serialno 440048205

SE Firmware version : 1.2.14

Serial number = 000000000000000014b457FFFe045a93
Debug | ock : Disabl ed

Devi ce erase : Enabl ed

Secur e debug unl ock : D sabl ed

Tamper status : OK

Secure boot : Disabled

Boot status : 0x20 - OK

DONE

2.Run the security writekey command to provision the Public Command Key (e.g., command_pubkey . pem).

commander security writekey --command command_pubkey. pem --device EFR32MG21A010F1024 --serialno 440048205

Device has serial number 000000000000000014b457fffe045a93

Please look through any warnings before proceeding.

TH S IS A ONE-TI ME command which permanently ties debug and tanper access to certificates signed by this
key.

Type "continue” and hit enter to proceed or Ctrl-C to abort:

continue
DONE

Note: The Public Command Key cannot be changed once written.
3.Run the security readkey command to read the Public Command Key from the SE OTP.

commander security readkey --command --device EFR32MG21A010F1024 --serialno 440048205

B1BC6F6FA56640ED522B2EEOF5B3CF7ESD48F60BE8148FODC08440F0A4E1DCA4
7C04119ED6A1BE31B7707ES5F9D001A659A051003E95E1B936F05C37EA793AD63
DONE

4.Run the security lockconfig command to enable the secure debug.

commander security lockconfig --secure-debug-unl ock enabl e —--device EFR32MG21A010F1024 --serialno 440048205

Secur e debug unl ock was enabl ed
DONE
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5.

a. For the TrustZone-unaware application, run the security lock command to lock the selected device.

commander security lock --device EFR32MG21A010F1024 --serialno 440048205

Devi ce is now | ocked.
DONE

b.For the TrustZone-aware application, run the security lock --trustzone #### command to set the debug options (e.g.,
1100) and lock the selected device. The bit order of #### is SPNIDLOCK (MSB), SPIDLOCK, NIDLOCK, and DBGLOCK
(LSB).

commander security lock --trustzone 1100 --device EFR32MG21A010F1024 --serialno 440048205

Writing debug restriction bits:

DBGELOCK: 0

NI DLOCK: 0

SPI DLOCK: 1

SPNI DLOCK: 1

Devi ce is now | ocked.
DONE

Note:

* The --trustzone option for the security lock command requires Simplicity Commander 2 v1.13.3.

It is strongly recommended to upgrade to SE firmware 2 v1.2.14 (xG21 and xG22) or 2 v2.2.1 (other Series 2 devices) so
that the debug options cannot be modified after the device is locked.

* Use commander security lock without the --trustzone #### option if the default setting of debug options (0000) is
good enough for a TrustZone-aware application.

6. Run the security disabledeviceerase command to disable device erase. This is an IRREVERSIBLE action, and should be the

last step in production.

commander security disabledeviceerase --device EFR32MG21A010F1024 --serialno 440048205

THIS IS A ONE- TI ME conmand whi ch Permanent|y di sabl es device erase.
IT secure debug lock has not been set, there is no way to regain debug access to this device.
Type "continue” and hit enter to proceed or Ctrl-C to abort:

continue
Di sabl ed device erase successfully
DONE

Note: The debug options cannot be reset to the default value 0000 (unlock) if the device erase option is disabled.
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7. a.For Simplicity Commander < v1.13.3, run the security status command to check the debug lock status of the device.

commander security status --device EFR32MG21A010F1024 --serialno 440048205

1.2.14
000000000000000014b457FFfe045a93

SE Firmware version
Serial number

Debug | ock . Enabl ed
Devi ce erase . Disabl ed
Secur e debug unl ock : Enabl ed
Tamper status : OK

Secure boot : Disabled
Boot status - 0x20 - OK

DONE

b. For Simplicity Commander 2 v1.13.3, run the security status --trustzone command to check the full debug lock status of
the device.

commander security status --trustzone --device EFR32MG21A010F1024 --serialno 440048205

SE Firmware version 1.2.14

Serial number 000000000000000014b457 FFfFe045a93
Debug | ock . Enabl ed

Devi ce erase . Disabled

Secure debug unl ock : Enabl ed

Debug lock state: Locked

Non-secure, invasive debug lock (DBGLOCK) : Unlocked
Non-secure, non-invasive debug lock (NIDLOCK) : Unlocked
Secure, invasive debug lock (SPIDLOCK) : Locked

Secure, non-invasive debug lock (SPNIDLOCK) : Locked
Non-secure, invasive debug lock state (DBGLOCK) : Unlocked
Non-secure, non-invasive debug lock state (NIDLOCK) : Unlocked
Secure, invasive debug lock state (SPIDLOCK) : Locked
Secure, non-invasive debug lock state (SPNIDLOCK) : Locked
Tamper status : OK

Secure boot : Disabled

Boot status : 0x20 - OK

DONE
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6.3.4 Simplicity Studio

1.Run the util keytotoken command to convert the Public Command Key file (PEM format) into a text file (command_pubkey . txt).

commander util keytotoken command_pubkey.pem --outfile comnmand_pubkey. t xt

Writing EC tokens to command_pubkey.txt. ..
DONE

2. Open Security Settings of the selected device as described in 6.1.1 Using Simplicity Studio.
3. Click the WriteKey link next to Command Key: to open a dialog box.

38 J-Link Silicon Labs (440030580) ] X

Configuration of device: J-Link Silicon Labs (440030580)
Device hardware;lApprication imagesi.&:raacnpad ﬁcuet Trace:Securily Sem‘ng's _Adapter Ccnﬁgum'ia‘|CTUNé;J-LinkConfiguratioli; )
Read From Devine. | Start Provisioning VW'izard_r
Device Status
Crypto Profile: Local Development
SerialNumber:  000000000000000014B457FFFE045B21
Challenge: DADE66A54386F20C5093955CA3005CES

Command Key: No key written. Write Key,

= - -.| Open a dialog that will help you write your public key to
Sign Key: No key written,
5 the device.
SE Certificate:  Could not determine ui Certificate Details..

MCU Certificate: Could not determine unique target subject Certificate Details..
SE Firmware Version: 1.2.9

Boot Status: 0x00000020

Secure Boot: Not Provisioned

|Roll Challenge  Disable Tamper  Unlock Debug Port | Device Erase|
Debug Locks

Enable Secure Debug Unlock 3 | Enable |

Enable Debug Lock: ¥ Enable |

Disable Device Erase: W Disable

o
4.The Write Command Key dialog box is displayed.
EJ write Command Key O * ‘
Command Key: [| |Get Local Development Key_
@ Write Cancel

5. Open the command_pubkey . txt file generated in step 1.

MFG_SIGNED_BOOTLOADER_KEY_X

B1BC6F6FA56640ED522B2EEOF5B3CF7ESDA8F60BES148FODCO8440F0A4E1DCAAL
MFG_SIGNED_BOOTLOADER_KEY_Y

7CO04119ED6A1BE31B7707E5FO9D001A659A051003E95E1B936F05C37EA793AD63

6. Copy Public Command Key (X-point B1BC. . . first, then Y-point 7C04. . .) to Command Key: box.

EJ write Command Key O * ‘

Command Key: BlBCﬁFﬁFASSﬁdOEDSZZBZEEOFSBSCFTESMBFGOBE3148FODC| | Get Local Development Key |

@ [ wie 1 conce

7. Click [Write] to provision the Public Command Key.
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8. Click [Enable] next to Enable Secure Debug Unlock: to enable the secure debug functionality.

38 )-Link Silicon Labs (44D030580) O X

Configuration of device: J-Link Silicon Labs (440030580)

Device hardware | Application images [Scratchpad | Packet Trnce]'Secumy Settings . Adapter Configuratio | CTUNE| J-Link Configuration| i

Read From Device Start Provisioning Wizard...

Device Status

Crypto Profile: Local Development
SerialNumber:  000000000000000014B457FFFEQ45A93
Challenge: E141C063DAB0A14B24B92B7B3D4500729

Command Key: B1BC6F6FAS6640ED522B2EEOFSB3CFTESD48FE0BES148F0DCO8440F0A4E1DCA4TCO4119EDEA1BE31BTT07ESFID0
Sign Key: No key written. Write Key,
SE Certificate:  Could not determine unique target subject Cerificate Details..,

MCU Certificate: Could not determine unique target subject Certificate Details.,
SE Firmware Version: 1.2.9

Boot Status: 0x00000020

Secure Boot: Not Provisioned

Roll Challenge | | Disable Tamper | Unlock Debug Port | Device Erase

Debug Locks

Enable Secure Debug Unlock 3¢ | Enable
7= This operation enables the secure debug functionality that
Enable Debug Lock X LEE can be used to open a locked debug port through the Get

Disable Device Erase: ¢ |D|sa challenge and Open debug commands. This is only passible
| before the debug port is locked.

ok | cancel

9. Click [Enable] next to Enable Debug Lock: to lock the device. This configures secure debug lock.

& )-Link Silicon Labs (44D030580] O X ‘

Configuration of device: J-Link Silicon Labs (440030580)

Device hardware | Application images [Scratchpad | Packet Trnce]'Secwﬂy Settings . Adapter Configuratio | CTUNE| J-Link Configuration| i

Crypto Profile: Local Development
SerialNumber:  000000000000000014B457FFFEQ45A93
Challenge: E141C063DAB0A14B24B92B7B3D4500729

Command Key: B1BC6F6FAS6640ED522B2EEOFSB3CFTESD48FE0BES148F0DCO8440FDA4E1DCA4TCO4119EDEA1BE31BT707ESFIDO
Sign Key: No key written. Write Key,
SE Certificate:  Could not determine unique target subject Cerificate Details..,

MCU Certificate: Could not determine unique target subject Certificate Details.,
SE Firmware Version: 1.2.9

Boot Status: 0x00000020

Secure Boot: Not Provisioned

Roll Challenge | | Disable Tamper | Unlock Debug Port | Device Erase

Debug Locks

Enable Secure Debug Unlockc ¥ | Disable

Enable Debug Lock: ¥ | Enable

Dicable Device Eraie: ¢ |D|$l This operation enables the debug lock for the part. The

debug port will be closed and the only way to open it is
through device erase (if enabled) or through secure debug
unlock (if enabled).

[ o« ]| comel
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10. Click [Disable] next to Disable Device Erase: to disable the device erase. The following Disable Device Erase Warning is dis-
played. Click [Yes] to confirm.

x J-Link Silicon Labs (4400305280) O X

Configuration of device: J-Link Silicon Labs (440030580)

Device hardware | Application images Scratchpad Packet Trace | Security Settings . Adapter Configuratio | CTUNE | J-Link Configuration| |

Crypto Profile: Local Development

O7ESFIDO

Roll Challenge  Disable Tamper  Unlock Debug Port | Device Erase.

Debug Locks

Enable Secure Debug Unlock ¥ Disable|
Enable Debug Lock: ¥ Enable
Disable Device Erase: ¥ Disable|

[ ok || cancel

Note: This is an IRREVERSIBLE action, and should be the last step in production.
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6.4 Secure Debug Unlock and Roll Challenge

6.4.1 SE Manager - Secure Debug Platform Example

Click the View Project Documentation link to open the readnme file.

Note: The secure debug platform example can only run on the HSE device.

Platform - SE Manager Secure Debug

This example project demonstrates the secure debug API of SE Manager.

View Project Documentation

1. Use a secure debug lock device with matched Public Command Key.

+ 4+ o+ o+ o+ o+

+ + + +

+ 4+ + +

Get SE status... SL_STATUS_OK (cycles: 8496 time: 223 us)
The SE firmware version (MSB..LSB): 0001020E

Debug | ock: Enabl ed

Devi ce Erase: Disabled

Secure debug: Enabl ed

Secure boot: Disabled

Debug | ock state: Locked

Non-secure, Invasive debug lock (DBGLOCK) configuration: Unlocked
Non-secure, Non-invasive debug lock (NIDLOCK) configuration: Unlocked
Secure, Invasive debug lock (SPIDLOCK) configuration: Locked

Secure, Non-invasive debug lock (SPNIDLOCK) configuration: Locked

Non-secure, Invasive debug lock (DBGLOCK) current state: Unlocked
Non-secure, Non-invasive debug lock (NIDLOCK) current state: Unlocked
Secure, Invasive debug lock (SPIDLOCK) current state: Locked

Secure, Non-invasive debug lock (SPNIDLOCK) current state: Locked

The device is in secure debug | ock state
Press ENTER to issue a secure debug unlock or press SPACE to exit.

2. Press ENTER to unlock the device with debug mode request 0x3e.

+ o+ o+ o+

+ 4+ + + + + + + + 4+ o+ o+ o+

+ +

Creating a private certificate key in a buffer... SL_STATUS_OK (cycles: 202354 time: 5325 us)

Exporting a public certificate key from a private certificate key... SL_STATUS_OK (cycles: 199394 time: 5247 us)

Read the serial number of the SE and save it to access certificate... SL_STATUS _OK (cycles: 7084 time: 186 us)

Signing the access certificate with private command key... SL_STATUS_OK (cycles: 221849 time: 5838 us)

Request challenge from the SE and save it to challenge response... SL_STATUS_OK (cycles: 4418 time: 116 us)

Signing the challenge response with private certificate key... SL_STATUS_OK (cycles: 220833 time: 5811 us)

Creating an unlock token (DEBUG MODE_REQUEST = 0x3e) to unlock the device... SL_STATUS OK (cycles: 935778 time: 24625 us)

Get debug status to verify the device is unlocked... SL_STATUS_OK (cycles: 9017 time: 237 us)

Success to unl ock the device!

Get SE status... SL_STATUS_OK (cycles: 8683 time: 228 us)
The SE firmware version (MSB..LSB): 0001020D

Debug lock: Enabled

Device Erase: Enabled

Secure debug: Enabled

Secure boot: Disabled

Debug | ock state: Unl ocked

Non-secure, Invasive debug lock (DBGLOCK) configuration: Unlocked
Non-secure, Non-invasive debug lock (NIDLOCK) configuration: Unlocked
Secure, Invasive debug lock (SPIDLOCK) configuration: Locked

Secure, Non-invasive debug lock (SPNIDLOCK) configuration: Locked

Non-secure, Invasive debug lock (DBGLOCK) current state: Unlocked
Non-secure, Non-invasive debug lock (NIDLOCK) current state: Unlocked
Secure, Invasive debug lock (SPIDLOCK) current state: Unl ocked
Secure, Non-invasive debug lock (SPNIDLOCK) current state: Unl ocked

The device is in secure debug unlock state
Issue a power-on or pin reset to re-enable the secure debug lock.

Press ENTER to roll the challenge to invalidate the current unlock token or press SPACE to exit.
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3. Press ENTER to roll the challenge.

. Check and roll the challenge.
+ Request current challenge from the SE... SL_STATUS_OK (cycles: 4450 time: 117 us)
+ The current challenge (16 bytes):
FA A7 AA 5E EF E6 18 23 E5 21 89 84 DB 7E 52 7D
+ Rolling the challenge... SL_STATUS_OK (cycles: 19757 time: 519 us)
+ Request rolled challenge from the SE... SL_STATUS_OK (cycles: 4628 time: 121 us)
+ The rol |l ed chall enge (16 bytes):
5A 7A 81 CC 6E 46 C1 EF B4 A4 CA 7A DD A9 85 EB
+ Issue a power-on or pin reset to activate the rolled challenge.

SE manager deinitialization... SL_STATUS OK (cycles: 9 time: 0 us)
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6.4.2 Simplicity Commander

The secure debug was designed with three organizations in mind:
* Direct Customer to whom Silicon Labs sells the chip. This chip has the Public Command Key installed in the SE OTP.

» That Direct Customer may be creating a white-labeled product for another company or a sub-component that goes into another com-
pany’s product. The Product Company is the customer of the direct customer.

* The Debug 3™ Party could be anyone, internal or external, that the Product Company decides is qualified to debug the device.

Because the Public Command Key is installed into the SE OTP of a large number of devices and cannot be changed, the correspond-
ing Private Command Key must be guarded by a very stringent process. If this Private Command Key is ever leaked, all the devices
programmed with the corresponding Public Command Key will be compromised.

A secure debug unlock user case is described in the following figure.

Access Certificate

Magic Word

Authorizations O

Tamper Authorizations

. SILICON LABS Public Serial Number
Silicon Labs & | Command Key Public Certificate Key
i in SEOTP
Direct Customer EFR32xG2y
(e.g. Module Serial #

Manufacturer) Challenge 1

Q

Signed by Private
Command Key in HSM

Q]

Access Certificate Signature O

Part # Public Certificate Key

Debug Unlock

Serial# | Per Device Halleaigs Raspons O ‘s‘, Debug Unlock Token Token (Challenge 1)
Generate Private/Public O Debug Access Command Debug s iﬂ saidi Debug Access 2
Certificate Key Pair Debug Mode Request Session Command Roll Challenge which SILICON LABS
Product Company Challenge . EF':?.J:?ZV | Debug Mode Request invalidates Token - e
Rea rial
e.g. ODM Ie » EFR32xG2y
(eg ) SHA-256 (Hash) Challenge 1 Challenge 1 s Cerificats S - S
v Challenge 1102
Signed by Private Debug Access Debug Access
Certificate Keyin HSM Command Signature O Command Signature Sec(hérhe ﬁebugztfck
allenge

@
O Check Debug Access

Command Signature with
Public Certificate Key in

e Access Certificate
\) ¥ Public
> Command Key

Debug 3™ Party Debug Unlock Token

(e.g. Silicon Labs) (Challenge 1) « Vertfy the Serlal Number eEoTp SILICON LABS
. and check the Access P
Processing Certificate signature
=2 g EFR32xG2y
EFR32xG2y \L 7 Serial #
Unlock Authorized Debug O Eeiia
Access Level

Time

L 4

The secure debug unlock flow moving across the time axis from left to right is explained below:

1. The Product Company creates a Private/Public Certificate Key pair for each device. Because the key pair is assigned only to a
single device, the company may not need to protect the Private Certificate Key as securely as the Private Command Key by the
Direct Customer.

In this example, the Private/Public Certificate Key pair (cert_key.pem and cert_pubkey.pem) is generated by running the util
genkey command.

commander util genkey --type ecc-p256 --privkey cert_key. pem --pubkey cert_pubkey. pem

Generating ECC P256 key pair...

Writing private key file in PEM format to cert_key. pem
Writing public key file in PEM format to cert_pubkey. pem
DONE
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2. The Public Certificate Key (cert_pubkey . pem) for each device is passed to the Silicon Labs Direct Customer. The part number and
serial number are also required if Direct Customer cannot access the device.

If necessary, run the security status command to get the device serial number.

commander security status --device EFR32MG21A010F1024 --serialno 440048205

SE Firmware version : 1.2.14

Seri al nunber : 000000000000000014b457f f f e045a32
Debug | ock : Enabl ed

Devi ce erase . Disabl ed

Secur e debug unl ock : Enabl ed

Tamper status : OK

Secure boot : Disabled

Boot status - 0x20 - OK

DONE

3. The Direct Customer then places that Public Certificate Key in the access certificate. The access certificate is per device because it
contains the unique device serial number. This certificate is generated once upon creation of the device, and thereafter, is general-
ly only modified when the Private/Public Certificate Key pair is changed by the Product Company.

Run the security gencert command with the following parameters from the Product Company to generate an unsigned access
certificate (access_certificate.extsign) in Security Store:

» Device part number
» Device serial number
» Public Certificate Key

commander security gencert --device EFR32M=21A010F1024 --deviceserialno 000000000000000014b457f f f e045a32
--cert-pubkey cert_pubkey. pem --extsign

Authorization file written to Security Store:
C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/
device_000000000000000014b457ffFfe045a32/certi fi cate_aut hori zati ons.j son
Cert key written to Security Store:
C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/
device_000000000000000014b457fffe045a32/cert_pubkey.pem

Created an unsigned certificate in Security Store:
C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/
device_000000000000000014b457ffFfe045a32/access_certificate. extsign

DONE

Note:

» The --extsign option to create an unsigned access certificate is only available in Simplicity Commander Version 1.11.2 or
above.

» The unsigned access certificate is generated with the default certificate authorization file (certificate_authorization.json)
which uses 0x0000003e for Authorizations and 0x00000000 (HSE-SVM device) for Tamper Authorizations (Table 5.2 Elements
of the Access Certificate on page 12).
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4.The signing of the access certificate can be done by passing an unsigned access certificate to a Hardware Security Module (HSM)
containing the Private Command Key.

In this example, the OpenSSL is used to sign the access certificate (access_certificate.extsign) in Security Store with the
Private Command Key (command_key - pem). The access certificate signature is in the cert_signature._bin file.

openssl dgst -sha256 -binary -sign command_key. pem -out cert_signature. bin access_certificate. extsign

Run the util signcert command with the following parameters to verify the signature and generate the signed access certificate
(access_certificate.bin):

» Unsigned access certificate
» Access certificate signature
* Public Command Key

commander util signcert access_certificate. extsign --cert-type access --signature cert_signature. bin
--verify command_pubkey. pem --outfile access _certificate.bin

R = D97E43FEA278207080D6D0808B46810C1167F123AF1CA9FAF2DEOF4322B97ACE
S = FEDFEA11A3C83AFFCD5293283B13A50580862B9F651AAE08012C2BFB6BASEGO7
Successfully verified signature

Successfully signed certificate

DONE

Note:

» Put the required files in the same folder to run the command.

* The util signcert command for access certificate is only available in Simplicity Commander Version 1.11.2 or above.
» The access certificate signature can be in a Raw or Distinguished Encoding Rules (DER) format.

5.The access certificate is passed to the Product Company. The purpose of the access certificate is to grant overall debug access
capabilities to the Product Company and authorize them to allow third parties to debug the device. The Product Company can now
use the access certificate to generate the Debug Unlock Token. The same access certificate can be used to generate as many
Debug Unlock Tokens as necessary without having to ever go back to the Direct Customer.

6. To create the Debug Unlock Token, a debug session must be started with the device and the challenge value (which is a random
number Challenge 1 in this example) should be read out to generate the challenge response.

Run the security gencommand command to generate the challenge response without debug access command signature and
store it in a file (command_unsign._bin).

commander security gencommand --action debug-unl ock --unl ock-param 1111 -o conmand_unsi gn. bi n --nostore
--device EFR32MG21A010F1024 --serialno 440048205

Unsigned command file written to:
comrand_unsi gn. bi n
DONE

Note:
» The data in the --unlock-param option are the bits 2 to 5 of debug mode request in the challenge response.

* The default value 1111 (reset all debug options) is in place if the security gencommand command does not include the --un-
lock-param option.

7.The challenge response is then cryptographically hashed (SHA-256) to create a digest. The digest is then signed by the Private
Certificate Key to generate the debug access command signature.

The signing of the challenge response can be done by passing an unsigned challenge response to a Hardware Security Module
(HSM) containing the Private Certificate Key.

In this example, the OpenSSL is used to sign the challenge response (command_unsign.bin) with the Private Certificate Key (cert
_key.pem). The debug access command signature is in the command_signature.bin file.

openssl dgst -sha256 -binary -sign cert_key. pem -out command_si gnat ure. bi n command_unsi gn. bi n
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8.Run the security unlock command with the access certificate (access_certificate.bin) from Direct Customer and debug ac-
cess command signature (command_signature_bin) in step 7 to generate the Debug Unlock Token.

commander security unlock --cert access_certificate. bin --command-signature conmand_si gnature. bi n
--unl ock- param 1111 --device EFR32MG21A010F1024 --serialno 440048205

Certificate written to Security Store:
C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/
device_000000000000000014b457fffe045a32/access_certificate.bin

R = 67B51151F1E5F1BB9A49EC8D5885B221BD3D331D53741EEF54F81FOF3CB40455

S = 066C6AB5EDE3AE784DB1F75F44C5CA931736116D5A2104DBF44BC77ED8F49282
Command signature is valid

Secure debug successfully unl ocked

Command unl ock payl oad was stored in Security Store

DONE

Note:

» Put the required files in the same folder to run the command.

* The debug access command signature can be in a Raw or Distinguished Encoding Rules (DER) format.
* It requires Simplicity Commander Version 1.11.2 or above to support signature in DER format.

* The data in the --unlock-param option are the bits 2 to 5 of debug mode request in the Debug Unlock Token. This value
MUST be equal to the value of -—unlock-param option in step 6.

* The default value 1111 (reset all debug options) is in place if the security unlock command does not include the --unlock-
param option.

9. (Alternative) The key protection is not required if the Private Certificate Key is ephemeral. Steps 6 to 8 can be implemented by
running the security unlock command with the access certificate (access_certificate.bin) from the Direct Customer and
Private Certificate Key (cert_key.pem) to generate the Debug Unlock Token.

commander security unlock --cert access_certificate.bin --cert-privkey cert_key. pem --unl ock- param 1111
--device EFR32MG21A010F1024 --serialno 440048205

Certificate written to Security Store:
C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/
device_000000000000000014b457fffe045a32/access_certificate.bin

Cert key written to Security Store:
C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/
device_000000000000000014b457FfFfe045a32/cert_pubkey.pem

Created unsigned unlock command

Signed unlock command using
C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/
device_000000000000000014b457ffFfe045a32/cert_key.pem

Secur e debug successfully unl ocked

Command unl ock payl oad was stored in Security Store

DONE

Note:

» The data in the —-unlock-param option are the bits 2 to 5 of debug mode request in the Debug Unlock Token.

» The default value 1111 (reset all debug options) is in place if the security unlock command does not include the --unlock-
param option.
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10.The Debug Unlock Token (aka Command unlock payload) file (unlock payload_0000000000111110.bin, where

11

0000000000111110 is the value of debug mode request) is stored in the Security Store. The location in Windows is C:\Users\<PC
user name>\AppData\Local\SiliconLabs\commander\SecurityStore\device_<Serial number>\challenge <Challenge va
lue>.

» ThisPC » OSDisk (C) > Users » amleung > AppData »> Local » Siliconlabs » commander » SecurityStore > device_000000000000000014b457fffe045a32 » challenge_8b925526a33b1ad3a95075055246e044

|:| Name Date modified ype Size

Oss unlock_payload_0000000000111110.bin 6/10/2021 3:37 PM BIN File 1KB
Users can also use the security getpath command to get the path of the Security Store or a specified device.

commander security getpath

C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore
DONE

commander security getpath --deviceserialno 000000000000000014b457fffe045a32

C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/
device_000000000000000014b457fFffe045a32
DONE

. The Debug Unlock Token and the device are now delivered to the Debug 3™ Party.

Run the security gencommand command to create the Security Store to place the Debug Unlock Token file.

commander security gencommand --action debug-unl ock --device EFR32MG21A010F1024 --serialno 440048205

Unsigned command file written to Security Store:
C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/
device_000000000000000014b457FfFfe045a32/chal lenge_8b925526a33b1ad3a95075055246e044/
unlock_command_to_be_signedl6 _06_2021.bin

DONE

Copy the Debug Unlock Token file (unlock_payload_0000000000111110.bin) from Product Company to the Windows Security
Store challenge_<Challenge value> folder located in C:\Users\<PC user name>\AppData\Local\SiliconLabs\commander\S
ecurityStore\device_<Serial number>\challenge_<Challenge value>.

12. The device compares the Debug Unlock Token contents with its internal serial number, challenge value, and Public Command Key

to determine the token’s authenticity. If authentic, it will execute the debug access command to unlock the device; otherwise, it will
ignore the command.

Run the security unlock command to unlock the device.

commander security unlock --unl ock-param 1111 --device EFR32MG21A010F1024 --serialno 440048205

Unlocking with unlock payload:
C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/
device_000000000000000014b457fffe045a32/chal lenge_8b925526a33b1ad3a95075055246e044/
unl ock_payl oad_0000000000111110. bi n

Secure debug successfully unl ocked

DONE

Note:

« If the security store has multiple tokens for the selected device, use --unlock-param option to specify which unlock token is
chosen to unlock the device.

+ Simplicity Commander will only use the token with value 1111 (error if not available) from the security store to unlock the device
if the security unlock command does not include the --unlock-param option.
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13. For Simplicity Commander 2 v1.13.3, run the security status --trustzone command to check the full debug lock status of the
device.

commander security status --trustzone --device EFR32MG21A010F1024 --serialno 440048205

SE Firmware version : 1.2.14

Serial number - 000000000000000014b457fFfFfFe045a32
Debug | ock . Enabl ed
Devi ce erase : Disabl ed

Secur e debug unl ock : Enabl ed

Debug lock state: Unl ocked

Non-secure, invasive debug lock (DBGLOCK) : Unlocked
Non-secure, non-invasive debug lock (NIDLOCK) : Unlocked
Secure, invasive debug lock (SPIDLOCK) : Locked

Secure, non-invasive debug lock (SPNIDLOCK): Locked
Non-secure, invasive debug lock state (DBGLOCK) : Unlocked
Non-secure, non-invasive debug lock state (NIDLOCK) : Unlocked
Secure, invasive debug lock state (SPIDLOCK) : Unl ocked
Secure, non-invasive debug lock state (SPNIDLOCK): Unl ocked
Tamper status : OK

Secure boot : Disabled

Boot status : 0x20 - OK

DONE

14. The Debug 3" Party can now use this same Debug Unlock Token to unlock the device (step 12), over and over again after each
power-on or pin reset, until they have finished debugging the device.
15. Once the Debug 3™ Party has finished debugging, they will send the device back to the Product Company.

16. Once the Product Company receives the device, they will immediately start a debug session, roll the challenge (from Challenge 1
to Challenge 2 in this example), and put the device back into the secure debug lock state. Rolling the challenge will effectively
invalidate any Debug Unlock Token that has been previously given to any third party.

Run the security rollchallenge command and reset the device to invalidate the current Debug Unlock Token. The challenge
cannot be rolled before it has been used at least once — that is, by running the security unlock or security disabletamper
command.

commander security rollchallenge --device EFR32MG21A010F1024 --serialno 440048205

Chal | enge was roll ed successfully.
DONE

The unlock token is invalidated after rolling the challenge because any previously issued Debug Unlock Token now contains a dif-
ferent challenge value (Chal lenge 1) than the challenge value currently in the device (Challenge 2).

The validation process of any previously issued Debug Unlock Token will always fail until a new Debug Unlock Token is issued
with a current matching challenge value (Chal lenge 2).
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Note: Direct Customer can directly use the Private Command Key on the connected chip to generate the Debug Unlock Token in Se-
curity Store. But it has a high risk (cannot use HSM) to leak the Private Command Key to a 3™ party when using this approach.

commander security unlock --command-key conmmand_key. pem - -unl ock- param 1111 --device EFR32MG21A010F1024

--serialno 440048205

Authorization file written to Security Store:

C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/device_000000000000000014b457fffe045a32/

certificate_authorizations. json
Generating ECC P256 key pair...
Cert public key stored at:

C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/device_000000000000000014b457fffe045a32/

cert_pubkey.pem
Cert private key stored at:

C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/device_000000000000000014b457fffe045a32/

cert_key.pem
Command public key stored at:

C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/device_000000000000000014b457fffe045a32/

command_pubkey . pem
Command private key stored at:

C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/device_000000000000000014b457fffe045a32/

command_key . pem
Certificate was signed with key:

C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/device_000000000000000014b457fffe045a32/

command_key . pem
Certificate written to Security Store:

C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/device_000000000000000014b457fffe045a32/

access_certificate.bin
Created unsigned unlock command
Signed unlock command using

C:/Users/<username>/AppData/Local/SiliconLabs/commander/SecurityStore/device_000000000000000014b457fffe045a32/

cert_key.pem

Secure debug successfully unl ocked

Command unlock payload was stored in Security Store
DONE
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6.4.3 Simplicity Studio

Use the Debug Unlock Token file (unlock_payload_0000000000111110.bin) generated in 6.4.2 Simplicity Commander steps 8 or 9 to
unlock the device with Simplicity Studio.

1. Open the unlock_payload_0000000000111110.bin file with the Hex Editor Neo.

AW | S5 unlock_payload_0000000000111110.bin X
00000000 o0 01 02 03 04 03 0& 07 08 0% 0a 0b Oc 0d 0Oe 0Of

00000000 - 00 01 £d 3= 00 00 00 01 ce ec 3 3= 00 00 00 I. O>....000>. ..
00000010 00 00 OO0 OO OO OO OO0 QO OO OO0 0O OO0 00 Od €f £f ... . ......... ol
00000020 fe 0a 3a 5f b2 7 £f0 b4 47 3c 79 05 04 ab 2d ce 0.: O~0Oc<y..0-00
00000030 cb 43 28 5 10 07 ba 85 23 c€ =8 ad 77 0f 0Oa 5Sb c(O..00400w. . [OO
00000040 a3 8 60 4a ¢35 12 €5 as 3= cf de €9 2e £95 05 5f *JO.e0>001.0.02w
00000050 Sa 77 47 cd 5a 00 4b 90 =6 2c 08 B7 dB cc €1 2f GOz .EO0O, .0O00a/ £0
00000060 &6 87 7b 58 56 03 13 =ed 33 88 63 45 e7 B2 00 76 {Xv..030c1I0. vO0<
00000070 e6 eb 3c 92 5d 11 =6 c2 32 9d <8 45 4% b5 13 be O] .002001T0.0} eO0
00000080 Td 40 £9 5 df 34 £f €3 07 6a 9% bf 10 3a £ff e5 0O040c . j0. :0020um
00000050 32 b4 75 6d %9¢c 51 d% 72 4d 4f b4 a% 25 14 29 4f OcOrMcO0%. ) o0.1"
000000a0 b2 00 €9 27 5c el 93 13 e0 98 7 70 d7 ca 4a 3f \OO.O~pO0J2<. !0O0
0000000 3c 13 21 87 £5 87 40 bBY 24 8d 57 71 be 13 50 al O=50Wq0. POv-~0O0. R
0000000 Te Te £7 a6 12 32 2f d9 8f dec €63 as 15 43 al 46 /60cO. cOFOs-0) 00
00000040 fc 53 2d db 29 50 <7 d0 02 1lc 41 1f 41 == 5a 53 O..2a.2072s0. &0. . .
000000=0 f£4 10 26 £1 .. .. .. .. Cooooooccooooooce

2.Click View to open the context menu, and then select Group By — Double words to convert the token into a little-endian format.

&3 Hex Editor Neo
File Edit PUELSN Select Operations Bookmarks NTFS Streams  Tools  History Window Help

- VERE D22 F [ A

@ Export Configuration...
AP | S0l ) )
@ Import Configuration...
00000000 ) ) i 09 0a Ob Oc 0d 0Oe Of
00000000 @ i A L E L l ce ec =5 3e 00 00 00 B. .o>....0005. ..
00000010 Predefined Layouts > D 00 00 00 00 0d 6f £f & & . 0 v i e v v e e e o O
00000020 7 3c 79 09 04 ab 2d ce O.: O~O0G<y..0-00
ooooooz0 EE Toggle Tool Windows FI1 B c6 <8 ad 77 0f 0a 5b c(O..00400w..[0O0
00000040 e ] = = cof de €9 2e £9 05 9f *JO0.eO0>00i.0.0z%w
oooooosg | W Refresh (Disk/Memory) £ 2c 08 87 d8 cc 61 2f GOz .EKOO, .000a/£0
00000060 ms onnect to.., 2 B8 63 49 e7 82 00 76 {Xv..030cI0O.vOO<
00000070 > 9d c8 49 49 b5 13 ke O] .002001I1I0.0%} &0
00000080 M) Code Pane 7 €a e9 bf 10 3a ff &5 O0040c.50.:0020um
00000090 [T Text Pane 1 4f b4 a% 25 14 29 4f OcOrMoODS% .)oO. 31"
00000020 58 72 70 d7 ca 4a 3f \OO.O~pODO0J2<.!00
000000k0 Offset > B 8d 57 71 be 13 50 al OsS0O0WgOD.POv-~00.R
0000000 Display As > £ de 63 as 15 43 al 46 /é0cO.cOFOs-0)00
000000d0 Group By >~ Bytes Ctrl+6 O..a2.a2a0=z2s0.&0...
000000=0 c e ..
>

T Columns Words Ctrl+7
00000100 Byte Order > Double words Ctrl+8
00000110 )

Encoding 5 Quad words Ctrl+9
00000120 r

3. Select all (Ctrl+A) and copy (Ctrl+C) the Debug Unlock Token to a text editor.

4P| Ssunlock payload_0000000000111110bin  X|
00000000 I 00 01 02 03 04 05 06 07 08 0s Oa b Oe od De of
00000000 -00000033 eSeccell 0000003e 00000000 O0QOQOQO000 O0O00QQO000 f£6£0400 Sflalafe b4f07eb2 095753c47 celdabl4 e52843ckh 85bal710 adefBcE23 SbOalf77
00000040 4atleBal aef512c5 65decfle S5£05£52e cd47775a S04b005a B87082cef 2f6lccd8 58TLAT66 odl30556 45638833 T60082e7 523cebef c2e6115d 45cB85d32 bellb545
00000080 @5£95407d 63££34df bfe%6al7 e5f£f3all €6d4d75b432 72d5515c aSb44f4d 4£251425 276900b2 1353clSc 707e5%8el 3f4acad? 8721133c b7d087£5 71578424 alS0l3be
000000c0 atf7Te76 d92£5212 set3dcBf 46al4315 db2d53fc d0cT75025 1£411c03 535aeed4l £12610f4
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4. Use the text editor to remove all the spaces from the token.
£d0100010000003ee5ecce010000003e000000000000000000000000FF6F0d00.- - -

5. Right-click the selected debug adapter RB (ID:J-Link serial number) to display the context menu.

& Debug Adapters SXCAXRB-OBO@= 0O

~  EFR32xG21 2.4 GHz 10 dBm RB (ID:440030580)
» [ EFR32xG21 2.4 GHz 10 dBm Radio Board (BRD4181A)
> [ Wireless Starter Kit Mainboard (BRD4001A Rev A01)

Connect

Disconnect

Start capture

Start capture with options...
Stop capture

Redo last upload

Upload application...
Upload adapter firmware...
Rename

Make a sniffer

Launch Consale...
1« sniffer Configurator...
) Bluetooth NCP Commander...
8 Device configuration...
i Force Unlock...
Select Crypto Profile...
Clear Unlock Token
View Device Certificates

6. Click Set Unlock Token to open the Add Debug Unlock Token dialog box. Enter the name (e.g., AN1190 Token) for this Debug
Unlock Token, and copy the content in step 4 to the Debug Unlock Token: box. Click [OK] to confirm and exit.

EJ 2dd Debug Unlock Token O * ‘

Add pre-generated unlock tokens for this device

Name: | AN1190 Token |

Debug Unlock Token: I ldD'IOf.l]|ﬂ(mt’lBeeSecceﬂ1m%mmm(KKMffﬁfﬂdm5fBaDaleMfﬂ?eblﬂg?gkﬁ'cezdabﬂ#e!iz&#}cb|

Disable Tamper Token: I |

o] comet |

Note: The Simplicity Studio can only keep one Debug Unlock Token on each WSTK.

7.Open Security Settings of the selected device as described in 6.1.1 Using Simplicity Studio.
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8. The token added in step 6 should display on the Crypto Profile: field. If not, click the link next to Crypto Profile: to select the

token from the Crypto Profile Manager drop-down list. The Simplicity Studio will automatically add the WSTK J-Link serial number
(-J-Link Silicon Labs (serial number)) to the token's name.

& J-Link Silicon Labs (440030580

Configuration of device: J-Link Silicon Labs (440030580)

' Device hardware i_kpplication images | Scratchpad Pachet Trace | Security Setﬁng;' Adapter Configuration CTUN E J-Link Conﬁguratim-l'}._.'

Read From Device

Device Status

Crypto Profile: AN1190 Token-J-Link Silicon Labs (440030580)

Start Provisioning Wizard...

H Crypto Profile Manager

O X

SerialNumber:  0000000000000000000D6FFFFEOA3ASF

Crypto Profile: | AN1190 Token-J-Link Silicon Labs (440030580) | &F
Challenge:  37AECBAG586ED3D7C1525543D310B2ED B e =
Command Key: B1BC6F6FAS6640ED522B2EEOFSBICFTESD4AgE | Name AN1190 Token
device Local Development
Sign Key: CAAFAACGIAABOS12DBSOFTAZ6AESBA801183 | gepyugUniock 1d0100010000003ee5ecce010000003¢000000000000C
SE Certificate: |

Could not determine unique target subject

MCU Certificate: Could not determine unique target subject
SE Firmware Version: 1.2.9

Host Firmware Version: 255.255.255

Boot Status: 0x00000020

Secure Boot: Not Provisioned

Roll Challenge | Disable Tamper | | Unlock Debug Port Dav! |

Debug Locks < > |

Enable Secure Debug Unlock ¥ | Disable

Enable Debug Lock: ¥ | Enable [ox ] comer |

Disable Device Erase: X | Disable ‘
[ o ][ comer |

9. Click [Unlock Debug Port] to use the token in Crypto Profile: to unlock the device (invalid token will display an error message).
The device stays in the unlock state until the next power-on or pin reset. Click [OK] to exit.

& J-Link Silicon Labs (440030580)

Configuration of device: J-Link Silicon Labs (440030580)

 Device hardware | Application images | Scratchpad | Packet Trace | Security Settings . Adapter Configuratio | CTUNE | J-Link Configuration| |

'Read From Device ESt_lrtProﬁsiotinq_\'d‘im._
Device Status

Crypto Profile: AN1190 Token-J-Link Silicon Labs (440030580)

SerialNumber:  0000000000000000000D6FFFFEOA3ASF

Challenge: 37AECBAG6586ED3D7C1525543D310B2ED

Command Key: B1BC6FEFAS6640EDS522B2EEDF5B3CF7ESD48F60BES148FODC0O8440F0A4E1DCA47C04119EDGATBE31BTT07ESFIDC
Sign Key: C4AF4ACE9AABI512DBS0F7TAZ6AESB4801183D85417E729A56DA9T4F4E08A562COEBDT9DEAS411332DC1AT4337
SE Certificate:  Could not determine unique target subject i il
MCU Certificate: Could not determine unique target subject
SE Firmware Version: 1.2.9

Host Firmware Version: 255.255.255
Boot Status: 0x00000020

Secure Boot: Not Provisioned

Disable Tamp |umocmebugpmfoewce5me
_

Temporarily enable access to the debug interface. Debug
access will remain enabled until the next power-on reset.

Centificate Detai

Roll Chall

Debug Locks

Enable Secure Debug Unlock: ¥ | Disable
Enable Debug Lock

v | Enable

Disable Device Erase: X Disable
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10. The Simplicity IDE will automatically use the selected Debug Unlock Token in Crypto Profile for debugging and flashing. For other
IDE, the device should unlock again (step 9) after power-on or pin reset. After finished debugging, open the Security Settings of
the selected device as described in 6.1.1 Using Simplicity Studio.

11. Click [Roll Challenge] to generate a new challenge value to invalidate the Debug Unlock Token added in step 6. Click [OK] to exit.

38 J-Link Silicon Labs (440030580) m} X

Configuration of device: J-Link Silicon Labs (440030580)

Device hardware Application images | Scratchpad Packet Trace | Security Settings . Adapter Configuration CTUNE | J-Link Configuration

Read From Device  Start Provisioning Wizard...
Device Status

Crypto Profile: AN1190 Token-)-Link Silicon Labs (440030580)
SerialNumber: _0000000000000000000D6FFFFEOA3ASFE
Challenge: CA595350691C6988C9823EF60BDIBATA ]

Command Key: B1BC6F6FAS6640ED522B2EEOF5B3CFTESD48F60BER148FODCOB440F0A4E1DCA4TC0O4119EDGATBE31BT70TESFIDO001

Sign Key: C4AF4ACE9AABI512DB50FTA26AESB4801183D85417ET29A56DA9T4F4E0BAS62CDEG019DEAD411332DC1AT43372C
SE Certificate:  Could not determine unique target subject Cenrtificate Details..

MCU Certificate: Could not determine unique target subject Certificate Details..,
SE Firmware Version: 1.2.9

Host Firmware Version: 255.255.255

Boot Status: 0x00000020

Secure Boot: Not Provisioned

Roll Challenge |jDisabl-eTamperl | Unlock Debug Port Dievice Erase
ol Challenge to invalidate previously generated tokens.
Debug Locks | The challenge value is a secure number used in the

generation of tokens like the Debug Unlock token. Once a
Enable Secu token has been generated, it will be valid as long as the
Enable Debu <hallenge value remains the same.

Disable Device Erase: X Disable

| oK | Cancel

12. Right-click the selected debug adapter RB Board (ID:J-Link serial number) to display the context menu.

! Debug Adapters SEECARRB-EEBEE- O
~  EFR32xG21 2.4 GHz 10 dBm RB (ID:440030580)
» 4 EFR32xG21 2.4 GHz 10 dBm Radio Board (BRD4181A)
> [ Wireless Starter Kit Mainboard (BRD4001A Rev A01T)

Connect

Disconnect

Start capture

Start capture with options...
Stop capture

Redo last upload

Upload application...
Upload adapter firmware...
Rename

Make a sniffer

Launch Console...
1« spiffer Configurator...
&) Bluetooth NCP Commander...
3 Device configuration...
tu Force Unlock...
Select Crypto Profile...
Set Unlock Token...

View Device Certificates

13. Click [Clear Unlock Token] to delete the WSTK Debug Unlock Token from Simplicity Studio.
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6.4.4 IAR

Use the Debug Unlock Token file (unlock_payload_0000000000111110.bin) in the Security Store (6.4.2 Simplicity Commander step
11) to unlock the device with IAR (Windows).

1. The Windows environment variable PATH should include the folder (C:\Si liconLabs\SimplicityStudio\v5\developer\adapter
_packs\commander) that locates the commander .exe of Simplicity Commander.

2. Right-click the project in the workspace, and then click Options....

Default v
Files & .
" @ T T TS T | opionse [
21 B Simplicity Canfiguratar
M autogen Make *
B config o
B gecko_sdk_3.2.0 : .
app.c Rebuild All e
— bl apph Clean
hlink.c .
— B klink.h C-5TAT Static Analysis »
main.c : L
Stop Build
— Dblink_baremetal.ipl:f =P
L& & Output Add »
O hlink_kbaremetal out [ ]
Remave
Rename...
Versien Control System >
Open Containing Folder...
File Properties...
Set as Active

3.Click Build Actions to open the Build Actions Configuration dialog box. Enter the phrase below to the Post-build command
line: box. Click [OK] to exit.

cmd /c “commander security unlock --unlock-param 1111 EFR32MG21A010F1024 --serialno 440048205 > $PRQJ_DI R$\ | og. t xt 2>&1"

Options for node "blink_baremetal” X

Category:

General Options

Static Analysis

Runtime Checking
C/C++ Compiler Build Actions Configuration
Assembler )
Output Converter Pre-build command line:

Custom Buid =
Postbuild command line:

Linker cmd /c "commander security unlock —unlock-param 1111 EFR32MG2“
Debugger

Simulator
CADI

CMSIS DAP
GDB Server
I-jet
J-Link/)-Trace
T1 Stellaris
Nu-Link

PE micro
ST-LINK
Third-Party Driver
TI MSP-FET
TI XDS

] e
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4. After building the project, the security unlock in the Post-build command unlocks the device using the Debug Unlock Token in
Security Store. The device stays in the unlock state until the next power-on or pin reset.

Messages

sl_system_init.c
sl_system_process_action.c
sl_sleeptimer_hal_rtcc.c
startup_efriZmg2l.c
system_efriZzmg2l.c

Linking

hlink_baremetal out
Cormverting

Perorming Post-Build Action

Total number of errars: 0
Tatal number of warnings: 0 o
< b3

Build = Debug Log

Note: If the project is already up-to-date, it will not invoke the Post-build command to unlock the device. Use a dummy edit (add
space or newline) on one of the source files in the project to trigger the build action.

Messages F

Building configuration: blink_baremetal - Default
Updating build tree...

Configuration is up-to-date.

=
f

liconLabs/commander/SecurityStore/device_0000000000000000000déffffe0a3a5E/challengs_3Taschad5862d3dTel525543d310b2ed/unlock_payload 0000000000111110.kin
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6.5 Permanent Debug Lock

6.5.1 Simplicity Commander

1.Run the security status command to get the selected device configuration.

commander security status --device EFR32MG21A010F1024 --serialno 440048205

SE Firmware version : 1.2.14

Serial number - 000000000000000014b457FfFfFe045a32
Debug | ock : Disabl ed

Devi ce erase : Enabl ed

Secur e debug unl ock : D sabl ed

Tamper status : OK

Secure boot : Disabled

Boot status - 0x20 - OK

DONE

2.Run the security lock command to lock the selected device.

commander security lock --device EFR32MG21A010F1024 --serialno 440048205

WARNING: Secure debug unlock is disabled. Only way to regain debug access is to run a device erase.
Device is now locked.
DONE

3.Run the security disabledeviceerase command to disable device erase.

commander security disabledeviceerase --device EFR32MG21A010F1024 --serialno 440048205

THIS 1S A ONE-TIME command which Permanently disables device erase.
| f secure debug | ock has not been set, there is no way to regain debug access to this device
Type "continue™ and hit enter to proceed or Ctrl-C to abort:

continue
Di sabl ed devi ce erase successfully
DONE

Note: This is an IRREVERSIBLE action, and should be the last step in production.
4.Run the security status command again to check the device configuration.

commander security status --device EFR32MG21A010F1024 --serialno 440048205

SE Firmware version : 1.2.14

Serial number = 000000000000000014b457fFfFfFe045a32
Debug | ock . Enabl ed

Devi ce erase : Disabled

Secur e debug unl ock : D sabl ed

Tamper status : OK

Secure boot : Disabled

Boot status : 0x20 - OK

DONE



AN1190: Series 2 Secure Debug
Examples

6.5.2 Simplicity Studio

1. Open Security Settings of the selected device as described in 6.1.1 Using Simplicity Studio.

2.Click [Enable] next to Enable Debug Lock: to lock the device. The following Enable Debug Lock Warning is displayed. Click
[Yes] to confirm. This configures standard debug lock.

a J-Link Silicon Labs (440048205)

Configuration of device: J-Link Silicon Labs (440048205)

Application images fDe'vice hardware fSecurity Settings . Adapter CQnﬁguration} CTH UNE} J-Link CQnﬁguration} Scratchpadw Packet Trace]
Read From Device Start Provisioning Wizard...
Device Status
Crypto Profile: Local Development
SerialNumber:  000000000000000014B457FFFE045B34
e H Enable Debug Lock Warning X
Command Key
Sign Key: Secure Debug is not yet enabled. Enabling the debug lock will require a device erase to

' unlock.
SE Certificate: icate Details..
MCU Certifica icate Details..
SE Firmware | e | ‘ e
Boot Status: 0
Secure Boot: Not Provisioned
Roll Challenge| |Disable Tamper| |Un|ock Debug Pert‘ ‘ Device Erase|
Debug Locks
Enable Secure Debug Unlock: 3§
Enable Debug Lock: %
Disable Device Erase: L)
[ o ]| conce |

3.Click [Disable] next to Disable Device Erase: to disable the device erase. The following Disable Device Erase Warning is dis-
played. Click [Yes] to confirm. This configures a permanent debug lock.

x J-Link Silicon Labs (440048205)

Configuration of device: J-Link Silicon Labs (440048205)

Application images fDe'vice hardware fSecurity Settings . _Adapter Configuration} CTH UNE} J-Link CQnﬁguration} Scratchpadw Packet Trace]

Read From Device Start Provisioning Wizard...

Device Status

Crypto Profile: Local Development
SerialNumber:  000000000000000014B457FFFE045B34

Challenge: u Disable Device Erase Warning *

Command Key

Sign Key: @ This is a PERMANENT operation that may lead to a permanently locked device! Are you

i sure you want to continue?

SE Certificate: icate Details..
MCU Certifica icate Details..
SE Firmware | Yes | ‘ No

Boot Status: 0

Secure Boot: Not Provisioned

Rall Challenge‘ ‘ Disable Tamper‘ ‘ Unlock Debug Pbrt| |De'vice Erase|
Debug Locks

Enable Secure Debug Unlock: K Enable

Enable Debug Lock: ¥ Enable

Disable Device Erase: 4

[ ok ]| cancel

Note: This is an IRREVERSIBLE action, and should be the last step in production.
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7. Precautions

7.1 Device Erase for Secure Debug

Disable the Device Erase is mandatory for secure debug as described in the following table.

Secure Debug Device Erase Debug Lock State Description

Enabled Enabled Enabled Insecure debug lock (1) | The device will return to the default debug lock prop-
erties after applying the standard debug unlock. (2)

Enabled Disabled (3) Enabled Secure debug lock The device cannot be unlocked using the Erase De-
vice command. The device will change to the perma-
nent debug lock state if disabling the Secure Debug
property. (4)

Note:

1. This state is only for secure debug testing.

2.See 5.2 Standard Debug Unlock.

3. This is an IRREVERSIBLE action and should be disabled AFTER the secure debug is enabled.

4.See 4.4 Permanent Debug Lock.

commander security lockconfig --secure-debug-unlock di sabl e --device EFR32MG21A010F1024
--serialno 440048205

WARNI NG Devi ce erase is disabled and secure debug access is | ocked.

If disabling secured debug access,

with this command.
Type "continue® and hit enter to proceed or Ctrl-C to abort:

there is no way to regain debug access to this device if continuing

continue

Secure debug unlock was disabled

DONE

7.2 Secure Boot and Debug Lock

The following table describes the different debug lock scenarios on the secure boot-enabled device.

Secure Debug

Device Erase

Debug Lock

Recover from Secure Boot Failure

Disabled Enabled Disabled Standard debug unlock | Flash a correctly signed image.

Disabled Enabled Enabled Standard debug lock Flash a correctly signed image after standard debug
unlocking the device.

Disabled Disabled Enabled Permanent debug lock | There is no way to recover the device. Make sure the
programmed image is correctly signed before locking
the device.

Enabled Disabled Enabled Secure debug lock Flash a correctly signed image after secure debug
unlocking the device.

Note: See section "Recover Devices when Secure Boot Fails" in AN1218: Series 2 Secure Boot with RTSL to flash a correctly signed
image on different debug lock scenarios.
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8. Failure Analysis

The following table describes the different scenarios when returning a Series 2 device to Silicon Labs for failure analysis.

State

Standard debug unlock

Secure Boot Disabled

Device erase is not necessary for failure analysis.

Secure Boot Enabled (2)

Device erase is not necessary, but a correctly sign-
ed image is required to perform failure analysis.

Standard debug lock

Device erase is required to perform failure analysis.

Require device erase and correctly signed image to
perform failure analysis.

Permanent debug lock

Cannot perform failure analysis.

Cannot perform failure analysis.

Secure debug lock (1)

Require debug unlock token to perform failure analy-
sis.

Require debug unlock token and correctly signed
image to perform failure analysis.

Note:

1. Follow the procedures in 6.4.2 Simplicity Commander to generate a valid debug unlock token for each device returned to Silicon
Labs for failure analysis.

2. Secure boot enabled devices, especially with secure boot failure, may limit Silicon Labs' ability to determine the root cause of fail-

ure.
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9.

Revision History

Revision 0.8

February 2023

Fixed a typo (.sec to .seu) in 3.1 Overview.

Moved 4.2 Standard Debug Unlock.

Added 4.6 Debug Lock State Transition.

Added sl_se_set_debug_options to 4.7 Debug Lock Command Reference.
Updated note in Figure 5.3 Debug Mode Request on page 11 for TrustZone.

Updated note in Table 5.2 Elements of the Access Certificate on page 12 and Figure 5.5 Authorizations on page 13 for debug op-
tion.

Updated 5.3.4 Debug Access Flow step 8 for debug option.

Added 5.3.5 TrustZone Debug Authentication.

Updated some examples in 6.1 Overview to SE firmware v1.2.14.

Added Permanent debug lock to 6.1 Overview.

Updated 6.1.2 Using Simplicity Commander to v1.14.2.

Updated 6.1.4 Using Platform Examples to GSDK v4.2.1.

Updated 6.3.2 SE Manager - Secure Debug Platform Example to GSDK v4.2.1.
Updated 6.3.3 Simplicity Commander for TrustZone-unaware and TrustZone-aware applications.
Updated 6.4.1 SE Manager - Secure Debug Platform Example to GSDK v4.2.1.
Updated 6.4.2 Simplicity Commander with --unlock-param option.

Added 6.5 Permanent Debug Lock.

Revision 0.7

June 2022

Updated table and note in 1. Series 2 Device Security Features.

Replaced Device Compatibility with SE Firmware in 1. Series 2 Device Security Features.
Added Standard Debug Unlock to 4.1 Overview.

Updated 5.2 Standard Debug Unlock.

Added 8. Failure Analysis.

Revision 0.6

March 2022

Added digit 4 to Note 3 in 1. Series 2 Device Security Features.
Updated Device Compatibility and moved it under 1. Series 2 Device Security Features.

Revision 0.5

January 2022

Added UG489 to the table in 1.2 Key Reference.

Added CPMS information to 2.1 Debug Lock.

Updated 3.1 Overview with Windows folder for GSDK v4.0 and higher.

Added SE Manager Secure debug lock example to Table 6.1 Series 2 Debug Lock and Debug Unlock Examples on page 18.
Updated step 2 in 6.3.1 SE Manager - Key Provisioning Platform Example.

Added 6.3.2 SE Manager - Secure Debug Platform Example to 6.3 Provision Public Command Key and Secure Debug Lock.
Replaced gbl keyconvert with util keytotoken in 6.3.4 Simplicity Studio.

Moved step 6 to step 4 in 6.4.4 IAR.

Updated 7.2 Secure Boot and Debug Lock.
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Revision 0.4

September 2021

Formatting updates for source compatibility.

Added revised terminology to 1. Series 2 Device Security Features and use this terminology throughout the document.
Updated Device Compatibility.

Removed terminology in 3. Secure Engine Subsystem.

Removed Table 4.2.

Removed deprecated em lib APl in Table 4.6 Debug Lock Command Reference on page 9 and Table 5.4 Debug Unlock Command
Reference on page 17.

Replaced Debug Access Command with 5.3.1 Debug Unlock Token.

Revised Examples chapter to the latest Simplicity Studio and Simplicity Commander version, updated the content.
Added 6.4.3 Simplicity Studio and 6.4.4 IAR examples to 6.4 Secure Debug Unlock and Roll Challenge.

Added 7. Precautions.

Revision 0.3

September 2020

Added EFR32BG21B and EFR32MG21B to Device Compatibility.

Modified Secure Element Subsystem for SE with Secure Vault devices.

Added Secure Element Manager to 3.2.1 Mailbox.

Added Secure Element Manager APIs to Table 4.6 Debug Lock Command Reference on page 9.
Updated content in 5.3 Secure Debug Unlock.

Added Secure Element Manager APIs to Table 5.4 Debug Unlock Command Reference on page 17.
Updated the figures in 6.1.1 Using Simplicity Studio to Simplicity Studio v5.

Updated Simplicity Commander version to 1.9.2 in 6.1.2 Using Simplicity Commander.

Added 6.1.4 Using Platform Examples section.

Updated content in Secure Debug Unlock example.

Added Secure Element Manager example in Secure Debug Unlock.

Revision 0.2

March 2020

Changed EFR32xG21 to Series 2.

Changed Device Compatibility to include EFM32xG22 devices.

Modified Secure Element section, added Virtual Secure Element (VSE) for EFR32xG22 devices.
Updated Table 4.4 and Table 4.5.

Updated Table 5.1 and Table 5.2.

Updated Figure 5.2, 5.3, and 5.4.

Updated Secure Debug Unlock section.

Combined all examples into one section and updated the content.

Revision 0.1

February 2019

Initial Revision.
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Disclaimer

Silicon Labs intends to provide customers with the latest, accurate, and in-depth documentation of all peripherals and modules available for system and software imple-
menters using or intending to use the Silicon Labs products. Characterization data, available modules and peripherals, memory sizes and memory addresses refer to each
specific device, and “Typical” parameters provided can and do vary in different applications. Application examples described herein are for illustrative purposes only. Silicon
Labs reserves the right to make changes without further notice to the product information, specifications, and descriptions herein, and does not give warranties as to the
accuracy or completeness of the included information. Without prior notification, Silicon Labs may update product firmware during the manufacturing process for security or
reliability reasons. Such changes will not alter the specifications or the performance of the product. Silicon Labs shall have no liability for the consequences of use of the infor-
mation supplied in this document. This document does not imply or expressly grant any license to design or fabricate any integrated circuits. The products are not designed or
authorized to be used within any FDA Class Il devices, applications for which FDA premarket approval is required or Life Support Systems without the specific written consent
of Silicon Labs. A “Life Support System” is any product or system intended to support or sustain life and/or health, which, if it fails, can be reasonably expected to result in
significant personalinjury or death. Silicon Labs products are not designed or authorized for military applications. Silicon Labs products shall under no circumstances be used
in weapons of mass destruction including (but not limited to) nuclear, biological or chemical weapons, or missiles capable of delivering such weapons. Silicon Labs disclaims
all express and implied warranties and shall not be responsible or liable for any injuries or damages related to use of a Silicon Labs product in such unauthorized applications.

Trademark Information

Silicon Laboratories Inc.®, Silicon Laboratories®, Silicon Labs®, SiLabs® and the Silicon Labs logo®, Bluegiga®, Bluegiga Logo®, EFM®, EFM32¢, EFR, Ember®, Energy Micro, Energy
Micro logo and combinations thereof, “the world’s most energy friendly microcontrollers”, Redpine Signals®, WiSeConnect , n-Link, EZLink®, EZRadio®, EZRadioPRO®, Gecko®,
Gecko OS, Gecko OS Studio, Precision32®, Simplicity Studio® Telegesis, the Telegesis Logo®, USBXpress® , Zentri, the Zentri logo and Zentri DMS, Z-Wave®, and others are
trademarks or registered trademarks of Silicon Labs. ARM, CORTEX, Cortex-M3 and THUMB are trademarks or registered trademarks of ARM Holdings. Keil is a registered
trademark of ARM Limited. Wi-Fiis aregistered trademark of the Wi-Fi Alliance. All other products or brand names mentioned herein are trademarks of their respective holders.

Silicon Laboratories Inc.
400 West Cesar Chavez
Austin, TX 78701

USA
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