SILICON LABS

AN1203: HTTP(S) Gecko Bootloader

This application note is intended for users of the HTTP(S) bootloader. The HTTP(S)
bootloader allows user to program the EFM32GG11 device's firmware without using a
debugger.

The HTTP(S) bootloader offers application and bootloader updates using HTTP(S) pro-
tocol. It is an application bootloader that requests an GBL upgrade image from the
server, which is then programmed to flash by the Gecko Bootloader. The Gecko Boot-
loader uses the information on the GBL file to determine if the update is for the applica-
tion, the bootloader or both. This type of bootloader is currently only supported in
EFM32GG11 since it requires an ethernet connection. The Gecko Bootloader resides
in a reserved memory in flash so there is no destructive write mode for this bootloader.
The bootloader can be disabled using the bit in the lock page.

A full GBL image is required in the bootloader area of the device prior to using the
HTTP(S) bootloader.

KEY POINTS

« This bootloader can perform firmware
upgrade using HTTP(S) protocol.

GBL file is requested by the application
and is responded by the server

No destructive write is offered in this
bootloader, however, reprogramming the
bootloader is allowed.

A full GBL image must be present in the
bootloader area of the device prior to
using the HTTP(S) bootloader.

This bootloader only works on
EFM32GG11 currently.

SILICON LABS "‘gppg'skz
ani ecko!

EFHE2 GECKO
ENERGY FRTENDLY
STARTER KIT

srrrr X

SILICON LABS jormm

il s~ "
P

e 1

Ethernet Switch




AN1203: HTTP(S) Gecko Bootloader
Device Compatibility

1. Device Compatibility

This application note supports the following MCU Series 1 device families.

MCU Series 1:
« EFM32 Giant Gecko (EFM32GG11)
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2. Bootloader Documentation and Software Modules

The documents in Table 2.1 Bootloader Documentation on page 3 are available on https://www.silabs.com/support/resources.

Application Notes and User's Guides can also be accessed in Simplicity Studio using the [Application Notes] and [User's Guides]
arrows under [Documentation] tab of selected device.

Table 2.1. Bootloader Documentation

Application Note/User's Device Description

Guide

ANO0003 MCU Series 0 UART Bootloader — All EFM32 devices are pre-programmed with

) UART bootloader, it is overwritten by Gecko Bootloader in this appli-
MCU Series 1 cation note.

ANO0042 USB enabled MCU Series 0 USB/UART Bootloader — For EFM32 Series 1, the USB Device
Bootloader is implemented by USB Device MSD Gecko Bootloader
loader in AN1204: USB Device/Host MSD Gecko Bootloader Loader.

ANO0052 USB enabled MCU Series 0 USB MSD Host Bootloader — For EFM32 Series 1, the USB MSD
Host Bootloader is implemented by USB Host MSD Gecko Bootload-
er loader in AN1204: USB Device/Host MSD Gecko Bootloader Load-
er.

UG103.6 MCU Series 1 Bootloader Fundamentals — This document introduces bootloading
for Silicon Labs networking devices.

Wireless SoC Series 1
Wireless SoC Series 2
uG162 MCU Series 0 Simplicity Commander Reference Guide — This document describes
) how and when how to use the Command-Line Interface (CLI) of Sim-
MCU Series 1 plicity Commander.
Wireless MCU Series 0
Wireless SoC Series 1
Wireless SoC Series 2
UG266 MCU Series 1 Silicon Labs Gecko Bootloader User’s Guide — This document de-
] ) scribes the high-level implementation of the Silicon Labs Gecko Boot-
Wireless SoC Series 1 loader for EFM32 and EFR32 Series 1 and Series 2 microcontrollers,
. . SoCs (System on Chips) and NCPs (Network Co-Processors), and
Wireless SoC Series 2 : : ; . -
provides information on different aspects of configuring the Gecko
Bootloader.
Note:
1. These application notes provides fundamental knowledge on bootloader.

The relevant software modules are found under the Simplicity Studio installation path. The default locations on Windows are shown in
Table 2.2 Relevant Software Modules for the HTTP(S) Bootloader on page 3 (where vX.Y is the Gecko SDK version number).

Gecko Bootloader

Table 2.2. Relevant Software Modules for the HTTP(S) Bootloader

Software Module Default Location on Windows and APl Documentation Link

C:\SiliconLabs\Si nplicityStudio\v4\devel oper\sdks\gecko_sdk_suite\vX Y\platform bootl oa
der — https://docs.silabs.com/mcu-bootloader/latest/

MicriumQOS C:\'SiliconLabs\SinplicityStudi o\v4\devel oper\ sdks\ gecko_sdk_suite\vX Y\ platformnicrium
_os — https://doc.micrium.com/display/OSUM50600
mbedTLS C:\'SiliconLabs\SinplicityStudi o\v4\devel oper\ sdks\ gecko_sdk_suite\vX. \util\third_party

\ nbedt | s —http://devtools.silabs.com/dl/documentation/doxygen/5.6/mbedtls/html/index.html
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3. Gecko Bootloader Overview

The Gecko Bootloader is a program stored in reserved flash memory that can initialize a device, update firmware images and possibly
perform some integrity checks. Firmware image update occurs on demand, either by serial communication or over the air. Devices with-
out a bootloader requires external hardware such as a Debug Adapter or third-party SerialWire/JTAG programming device to update
the firmware. The Gecko Bootloader offers non-destructive write (i.e, the user cannot replace bootloader area with application code).
The bootloader area is used to program bootloader only. For EFM32 and EFR32 Series 1 devices, the Gecko Bootloader is consisted
of two stages, where a minimal first stage bootloader is used to update the main bootloader, and the main bootloader is used to perform
firmware upgrade on applications. The Gecko Bootloader contains two different modes: standalone and application. 3.1 Standalone
Bootloader and 3.2 Application Bootloader discuss these two modes in detail.

Note: EFM32GG11 is shipped with the AN0003: UART Bootloader from the factory. Users must flash the Gecko Bootloader on
EFM32GG11 in order to use the HTTP(S) Bootloader. For more details refer to 3.3 Programming the Gecko Bootloader and 4. HTTP/
HTTPS Bootloader Overview

3.1 Standalone Bootloader

A standalone bootloader is a program that uses an external communication interface, such as UART or SPI, to get an application im-
age. Standalone firmware update is a single-stage process that allows the application image to be placed into flash memory, overwrit-
ing the existing application image, without the participation of the application itself. For more information, refer to UG703.6: Bootloader
Fundamentals and UG266: Silicon Labs Gecko Bootloader User's Guide

First stage Main
hootloader bootloader

First stage B
bootloader | bootlsader

Mew application

- = running companent

Figure 3.1. Standlone Bootloader Firmware Update Process
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3.2 Application Bootloader

An application bootloader begins the firmware update process after the running application has completely downloaded the update im-
age file. The application bootloader expects that the image either lives in external memory accessible by the bootloader or in a portion
of main flash memory (internal storage). Both internal and external storage can have single or multiple storages. For the purpose of this
application note, only the single internal storage mode is discussed. For information on the other types of application bootloader, please
refer to UG103.6: Bootloader Fundamentals and UG266: Silicon Labs Gecko Bootloader User's Guide.

The HTTP(S) bootloader is an application bootloader. The application requests a GBL upgrade file through the HTTP(S) protocol and
stores it in internal flash configurable by the user. After the application verifies the GBL image, the application reboots into bootloader
and performs the upgrade. Figure 3.2 Application Bootloader Firmware Upgrade Process for Single Storage on page 5 illustrates the
firmware upgrade process of the application bootloader both for a single image/single storage slot.

First stage Main
boatloader baatloader

[First stage Main
| bootloader | | bootloader |

Application

| [First stage | Main
bpatloader | bootloader

First stage Main
boatloader baatloader

Mewer application

- = running companent

Figure 3.2. Application Bootloader Firmware Upgrade Process for Single Storage
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3.3 Programming the Gecko Bootloader

This section shows user how to program a signal internal storage Gecko Bootloader onto EFM32GG11:
1.Connect a EFM32GG11 STK to a computer using the debugger port.

2.Open Simplicity Studio, navigate to the [Debug Adapters] tab. locate the J-Link connection drop down menu. Click on the drop
down menu and select EFM32GG11 Giant Gecko Starter Kit board.

Debughdeptes] K SAX XB-OBE @ O
«; J-Link Silicon Labs (4401335805)

w [} EFM32GG11 Giant Gecko Starter Kit (SLSTRIT01A)
» | EFM32GG11 Giant Gecko Starter Kit board (BRD22044A Rev BOD)

Figure 3.3. Debug Adapter Window

3. After ensuring that the latest Gecko SDK Suite has been installed, click on [Gecko Bootloader Examples] under [Software Ex-
amples] in the [Getting Started] tab. Select the [Internal Storage Bootloader] example.

EFM32GG11 Giant Gecko Starter Kit (SLSTK3701A)

Freferred S0OK:; Gecko 30K Suite 2.5 388 uetooth 2.171.3.0, EmberdMet 6530, Flex 2.5.3.0, MCU 5.7.3.0, Micrium OS Kermel 5.6.0, Thread 2.9.3.0
Click here to change the preferred SOk,

Debug Mode: MCL Change
Adapter Firmware Version: Ov15p11b1008 Change

New Project Recent Projects

Getting Started | Documentation | Compatible Tools | Resources

Demos = o [¥] = Software Examples - v =
» 32-bit MCU SDK 5.7.3.0 ~ 32-bit MCU SDK 5.7.3.0
» Demos » EFM32GG11 Giant Gecko Starter Kit

~ Gecko Bootloader 1.8.2
+ Gecko Bootloader Examples

Ilnternal Storage Bootloader (single image on 512kB device) i

Application Bootloader for all EFR32 and EFM32 Series 1 devices,
using the internal flash memory to store upgrade images received

5Pl Flash Storage Bootloader (single image) i

Application Bootloader for all EFR32 and EFM32 Series 1 devices,
using an external 5P| flash to store upgrade images received by the

UART XMODEM Bootloader i

Standalone Bootloader using XMODEM-CRC over UART. The
bootloader shows a menu, where an XMODEM transfer can be

Figure 3.4. Internal Storage Bootloader Example
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4.Click this example and navigate to the Simplicity IDE perspective. Open boot | oader - st or age- i nt er nal - si ngl e-512k. i sc
opened. Select the [Storage] tab and change both the start address and size (bytes) to 1048576. This allocates 1MB for bootload-
er storage area. Go to step 6 if Gecko Bootloader security feature is not required.

o Gecko Bootloader, version:1.8.2

K‘ General I,'GHP Plugins (-GHJ* Storage }=1 Callbacl:s}‘ Dther\l

Bootloader Storage Slot Setup

Select the configuration for the bootloader storage slots,
Mame Start address Size (bytes)
Slot 0 1048576 1048576

Figure 3.5. Gecko Bootloader Storage Configuration
Note: The user may choose example file of different sizes according to their device specification.

5. Click [Plugins] tab, select [Core] > [Bootloader Core, provides API: core], check all except [Prevent bootloader write/erase]
option.

‘ bootloaderstoryefintemalsiwlef‘l M.isc &3 = Od
€ Gecko Bootloader, version:1.8.2

& General | Plugins " <= Storage WE)’ Callbacks ]& Otherw

Plugin configuration
Use this section to select or unselect the plugins that you want to use in your application

| | Plugin: == Bootloader Core
~

~ D% Communication Quality: € Unknown plugin quality

D-ﬂh BGAPI UART DFU Description:

D'W EZSP-5PI Core library for bootloader

[ ]9 UART XMODEM

D-W XMODEM Parser, provides API: xmodemParser
~ E$ Core

-W Bootloader Core, provides API: core

GBL Compression (LZ4) Options: Reset to defaults

[ ]4= GBL Compression (LZMA) Require signed firmware upgrade files

[]4 Image Parser, provides API: imageParser Reguire encrypted firmware upgrade files

D-W Image Parser with legacy EBL support, provides APl imageParser Enable secure boot

D-W Image Parser without encryption support, provides APl: imageParser Prevent write/erase of verified application
~ D$ Drivers .

. . [ Prevent bootloader write/erase

D-W Delay, provides API: delayDriver

D_b SPI Master, provides API: spiDriver i Base address of the bootloader upgrade image: |32768 v
< >

Note: This application notes does not cover the security feature of the Gecko Bootloader in the demo section. If the user wants to
use the security feature in the Bootloader, then the user must provide their own securely signed GBL image and put it on their own
server.

6. Save the project and click on [Generate] at the top rightmost corner. The [Generation successful] dialog should appear.

7. Select this project in the [Project Explorer] perspective, click the build icon ( ﬁ' )to build the project.
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8. Once the project finished building, navigate to [GNU ARM v7.2.1 - Debug] folder and search for the boot | oader - st or age-i ntern
al - si ngl e-512k- conbi ned. s37 file. This is the file must be used to flash the full Gecko Bootloader image on EFM32GG11.

[ Project Explorer &3 G v = O
v £ bootloader-storage-internal-single-312k [GRU ARNM w727 - Deby A

5 # Binaries

B Includes

» = CMSIS

¥ [ core

» = crc

> = crypto

» = efrizbgl13pe32f312gm43-brd4104a

» = emlib

v = GMNUARM v7.2.1 - Debug

» = CMSIS

[= core

[= crc

= crypto

= emlib

= internal_flash
= mbedtls

?

>

>

?

?

>

¥ [=- parser
» = storage-common
?

>

?

?

>

>

?

?

= token-management

bootloader-callbacks.o - [arm/le]
bootloader-callback-stubs.o - [arm/le]

%5 bootloader-storage-internal-single-512k.axf - [arm/le]

() bootloader-storage-internal-single-312k.bin - [unknown/
2 bootloader-storage-internal-single-5312k.hex - [unknown/
) bootloader-storage-internal-single-512k.537 - [unknown/
() bootloader-storage-internal-single-312k-combined.s37 -
bootloader-callbacks.d

bootloader-callback-stubs.d
bootloader-storage-internal-single-512k.1d
bootloader-storage-internal-single-312k.map

Dﬁ. makefile

| % objects.mk

DE' sources.mk

| & subdir.mk

Figure 3.6. Combined Bootloader s37 file
9. Right click on the file and select [Flash to Device].

Note: The file boot | oader - st or age- i nt er nal - si ngl e- 512k- conbi ned. s37 is the combined first stage + main bootloader image. The
first time a device is programmed, the combined image is required. For subsequent programming, when a first stage bootloader is al-
ready present in the device, only the main bootloader image is required, which is called boot | oader - st or age- i nt er nal - si ngl e- 512k
.837.
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4, HTTP/HTTPS Bootloader Overview

HTTP(S) bootloader is an application bootloader based on the Gecko Bootloader. It provides firmware updates through HTTP(S) proto-
col. The embedded application in the EFM32 Giant Gecko 11 Starter Kit acts as an HTTP-client and connects to the web server which
can be modified through a command line interface:

icrium0S HITPec Loader Example
ivailable commands:

url <n>
upgrqde
vERrS 10N
hoot loader
time

Set URL to <n>

Start upgrade

Get app version

Get bootloader information
Get current time from network

hoot loader—app?

Figure 4.1. Application Command Line Interface

The command line appears upon start up. The URL can be configured by typing "url" followed by the web server that the user would
like to configure. After setting the URL, the user can enter "upgrade" and the EFM32GG11 will try to connect to the web server. Once
connected, the application sends a GET request to the server and in return retrieves a firmware update file, which is in Gecko Bootload
File (GBL) format. Once the file is downloaded, the application places the file into the bootloader storage space configured by the user.
The application validates the upgrade file, reboots into the bootloader and upgrades either application, bootloader or both based on the
file specification.

4.1 Gecko Bootloader Image

Since the HTTP(S) bootloader is based on the Gecko Bootloader, users must make sure that a full Gecko Bootloader image, consisting
of first and main stage bootloader binaries, is present in the bootloader area of the device. In EFM32GG11, the size of the bootloader
area is 32 kB. Out of the 32 kB, the first 4 kB is assigned to the first stage bootloader and the remaining 28 kB is allocated to the main
stage bootloader. The address range of the first stage of the bootloader is 0XxFE10000 - 0OXxFE10FFF. The address range of the main
stage of the bootloader is 0XFE11000 - 0OXFE17FFF. This application note uses the Internal Storage Bootloader provided by the Gecko
Software Development Kit. This example bootloader provides a full image Gecko Bootloader with a single internal storage. Details on
setting up this bootloader is discussed in 3.3 Programming the Gecko Bootloader .

0x00000000 —» —

Main block size / 2 ——» — Main block

For GBL File

Main block size —» _J
0xOFE10000 ——»

+1 Page —»
— Bootloader block

Bootloader block size ——» —

Figure 4.2. Bootloader Memory Layout for EFM32GG11
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4.2 Hardware Requirements

The HTTP(S) bootloader firmware upgrade process requires the following set of hardware components:
» EFM32 Giant Gecko 11 Starter Kit

» Ethernet Cable

» Power Supply

* Internet Access

» An adapter for the Ethernet Cable—Router, Modem, Switch or an Ethernet Wall Outlet

4.3 Software Components

The software components that HTTP(S) bootloader firmware upgrade needs are:
* The Gecko Bootloader image
* The embedded application

The embedded application is responsible for the following:
» Providing the command line interface, which has the following functionality:
» Modify the web server which contains the new application software
* Initialize EFM32GG11 and try to make connection to the web server
» Obtain the current application version
» Acqurie bootloader information: storage type, address and size
* Query the current time from the network
» Downloading and validating the firmware update image using the bootloader interface API
* Reboot into main stage bootloader to perform the upgrade

This Application Note uses the following software components provided in the Gecko SDK Suite:
« Internal single storage Gecko Bootloader

* Micrium OS

* mbedTLS

4.4 Firmware Upgrade Process using HTTP(S) Bootloader covers the flow of the firmware update process and references these ccom-
ponents.

The application uses the bootloader API to verify the bootloader and the bootloader storage space. It also verifies the GBL image in the
storage space and reboots into the bootloader when verification is complete. Micrium OS is used to establish the network interface and
retrieve the update image from the server. mbedTLS is used for communication security and provide SSL/TLS communication channel.
The embedded application uses these software components to perform the firmware upgrade process.
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4.4 Firmware Upgrade Process using HTTP(S) Bootloader

The HTTP(S) bootloader firmware upgrade process consists of five phases:
» Bootloader initialization and setup

* Network interface setup

« Client-server secure communication,

» Download and verify upgrade image

+ Reprogram flash with the upgrade image

Note: This example uses the Micrium OS and mbedTLS to set up network interface and establish secure connection. Users may
choose their perferred stack to perform this task.

The program flow is illustrated in Figure 4.3 HTTP(S) Bootloader Firmware Upgrade Flow on page 12.
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Gecko
Bootloader

Initialization of bootloader
Cleaning storage space slot

.

Network Initialization

Start network interface

SNTP Request @
HTTP Client Stack Initialization@

Establish connection to a webserver and
send a Get Request

Flash the GBL file @
found to the storage slot

<

Verification of the GBL file @

Version check of the application image

A
v

A
\4

A
\4

2

A
\4

-
<

Reboots and reinstalls the upgrade image

2
J

<
<

Figure 4.3. HTTP(S) Bootloader Firmware Upgrade Flow

1. Bootloader initialization and setup:
» Device boots into the application
» Application checks for the presence of the Gecko Bootloader using bootloader API
» Bootloader information — storage space base-address and its size
* Bootloader API displays current application version on terminal
» Clean storage space slot — MSC erase starting from base address of the storage area
+ Failure case: Gecko Bootloader is missing
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2. Network Interface:
+ Initialize the network TCP-IP core and add an Ethernet interface
» Start network interface — waits for the network interface to be ready
» Send SNTP request to 0.pool.ntp.org — used to find the elapsed time since 1970, required for HTTPS protocol
+ Initialize the HTTP Client stack
+ Failure cases:
+ Ethernet connection could not be found
* SNTP Timeout - This is caused by internal server firewall blocking communication to public NTP Server
3. Client-server communication:
* Prepare connection to a web server using HTTP/HTTPS
+ Assign SSL root certificate
» Establish a connection to the server and send GET request
» Using the URL given
+ Establish a secure connection using mbedTLS
 Building on top of the network interface, mbedTLS provides an abstraction layer for secure communication
* Failure case: HTTP/HTTPS response error
4. Download and verify upgrade image:
 Flash the contents of the file received from the webserver to the bootloader storage space on-the-fly
« Verification of the GBL file
» Check the version of the upgrade image stored in the GBL file
* Failure case:
* Invalid GBL file — Storage slot is cleaned and system resets

+ Version of the running application has higher or equal version number as the application stored in the image file — Storage
slot is cleaned and system resets

5. Reprogram flash with the upgrade image:
* Reboots into main bootloader
» Extracts the upgrade image from the GBL file
» Apply upgrades

silabs.com | Building a more connected world. Rev.0.2 | 13
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5. HTTP(S) Bootloader Demo

This chapter presents the user with a walkthrough of the HTTP(S) bootloader. It provides a step-by-step guide on how to flash a GBL
image onto EFM32GG11 using the HTTP(S) bootloader.

Note: This demo does not incorporate the security features that can be used with the bootloader. The URL link provided in the demo is
not securely signed with keys and therefore is only intended to be used on Gecko Bootloader without security feature enabled.

5.1 Create Micriumos_httpcloader Example

Once a full Gecko Bootloader image is flashed onto EFM32GG11, the user can proceed to program the HTTP(S) embedded applica-
tion. This Application Note uses SLSTK3701A ni cri unos_htt pcl oader example, with the default location in C:\ Si | i conLabs\ Si npl i
ci t ySt udi o\ v4\ devel oper\ sdks\ gecko_sdk_sui t e\ vX. Y\ app\ ncu_exanpl e\ SLSTK3701A EFM32GGL1\ mi cri unos_htt pcl oader,
where vX.Y is the version of the SDK.

1.Connect a EFM32GG11 STK to a computer using debug port, select EFM32GG11 Giant Gecko Starter Kit board in the Debug
Adapters tab.

2.From the [Launcher] Perspective, click [ EFM32GG11 Giant Gecko Starter Kit] under [Software Examples] of [Getting Started]
tab to browse target sample application.

3. Click the SLSTK3701A_ni cri unos_ht t pcl oader sample application to create the example project in Simplicity IDE.

Resources

Software Examples - V] =

SLSTK3ITO1A_micriumos_httpcloader

This example shows how to use the MicriumO5S network stack
with the ETH peripheral on the EFM32GG11E starter kit. This

SLSTK3701A_micriumos_net |

This exarnple shows how to use the MicriumOS network stack
with the ETH peripheral on the EFM32GG11E starter kit. This

SLSTK3TO1A_micriumos_shell .-'I-

This example shows how to use Micriurm O5 Shell, The
application will use the virtual com port on the kit (VCOM) for

SLSTK37T01A_micriumos_usbdhidmouse ..i.

This example shows how to use the Micrium O35 USE device stack
with the USE peripheral on the EFM32GG11E starter kit This

SLSTK3T01A_micriumos_usbhmsc ._"|.

This exarmnple shows how to use the MicriumO5 USE host stack
with the USB controller on the EFM32GG11E starter kit This

Figure 5.1. micriumos_httpcloader example

4.The project opens in the Simplicity IDE perspective.
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5.2 Obtain Certificate Authority(CA) of www.silabs.com

This section describes how to find the correct root Certificate Authority (CA) of www.silabs.com.
1. Navigate to https://www.silabs.com using a web browser.

2.Click on [View site information] button (lock icon & ). Find the certificate information by clicking on [Certificate] tab.

e I & & htips:;//www.silabs.com

Connection is secure
Your informaticn (for example, passwords or credit

card numbers) is private when it is sent to this site. L A B S

Learn mare

Products -
E Certificate (Valid)

i . | Show certificate (issued by DigiCert ECC Secure Server CA) i
& Cookies (60 in use)

# Site settings

Figure 5.2. Silabs Certificate Location
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3. Click on [Certificate Path] tab and double click on [DigiCert]. Click on [General] tab to display certificate information. This is used
to establish secure connection between the server and the client.

| Certificate >

Gereral  Detsils  Certification Path

QJ] Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer
* Proves your identity to a remote computer
= 2,16,840,1,.114412. 1.1
«2.23.140,1.2.2

*Refer to the certification authority's statement for details.

Issued to:  *.silabs,com

Issued by: DigiCert ECC Secure Server CA

Valid from 5/9/2018 to 8/9/2019

| Issuer Statement |

[ oc ]

Figure 5.3. Silabs Certificate Window
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4. Obtain the Privacy Enhanced Mail(PEM) version of DigiCert Global Root CA certificate from https://global-root-ca.chain-demos.dig-
icert.com/info/index.html. This the root CA used in ssl _certificate. c, and it is also part of the client-server connection process.

Certificate:

————— BEGIN CERTIFICATE-----
MIIDrzCCApegAwIBAgIQCDveVpBCRrGhdWrIWZHHS JANBgkghkiGOw@BAQUFADEH
MQswCQYDVQQGEWIVUZz EVMBMGATUEChMMRGLnaUNL cnQgSW5 jMRkwFwYDVQQLEXB3
d3cuZGlnakWNlcnQuY29tMSAWHeYDVQQDExdEalWdpQ2VydCBHbGO1YWweUmSvdCBD
QTAeFwOwWNJEXMTAWMDAWMDB aFw@zMTEXMT AWMDAWMDBaMGExCzAJBeNVBAYTAIVT
MRUWEwWYDVQQKEwxEaWdpQ2VydCBIbmMxGTAXBgNVBAs TEHd 3dySkaldpY2VydC5 ]
b2@xIDA=BgNVBAMTFORpZ21DZXJOIEdsb2IhbCBSb29@TENBMIIBI jANBgkghkiG
9wPBAQEFAAOCAQSAMI IBCgKCAQEALjvhEXLegKTToleqUKKPC3eQyakl7hL011sB
CSDMAZONTJC3U/dDxGkAVS31jSLdhwZAATE]zsdbg7 /fzTtxRulLWZscFs3YnFo97
nheVfebt3SKMI2tavegwSBmV/S10fvBf4q7 7uKNdef3pdmVimFaG5cIzILvB7A6Fpt
A3C/dxC/ /AH2hdmoRBBYMgl1GNXRor5HA1dg9loz+EKIYIVUX7Q6hL+hgkpMfT7P
T19sdlegSzeRntwism30FBgOasv+zbMUZBfHWymeMr/y7vrTCOLUg7dBMtoM10/4
gdW7jVeg/tRvoSSiicNoxBN323shbyTApOB6jtSjletX+jkMOvIwWwIDAQABO2MWYTAOD
BgNVHQ8BAfSEBAMCAYYWDwYDVROTAQH/ BAUWAWEB/ zAdBgNVHQAEF gQUASSONVbR
TLtm8KPiGxvD17I90VUWHWYDVREJBBgwFoAUASSQNVBRTLtmEKPiGxvD17 198V UW
DQYJKoZIhvcNAQEFBQADZgEBAMUCNGEpIEXIK+t1ENESSsPTfrgTleXkIoyQY/Esr
hMAtudXH/vTBH1jLuG2cenTnmCmrEbXjcKChzUyImZOMkXDiqw8cvpOp/2PV5Adg
060/nVsJ18dWO41PEjmPEP6TbtGbfYmbWOWSBjfIttep3Sp+dWOIrWcBAI+0tKIIF
PnlUkiaY4IBIqDfv8NZS5YBberOgOzW6sRBc4LOnadUU+Krk2U886UAb3LUJEVO]LS
YSEY1QS5teDwsOoBrp+uvFRTp2InBuThsdpFsivOkuXclVzDAGySj4dzp30datbQk
CAUwW7C29C79Fv1C5qfPrmAESrcilxpg@X40KPMbplZWVbda=

————— EMD CERTIFICATE-----

Figure 5.4. DigiCert Global Root CA
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5.0pen ssl _certificate.c fromthe SLSTK3701A i cri unos_ht t pcl oader example in Simplicity Studio. The root CA should have
already been included in the project.

/% DigiCert Global Root CL =/

"MIIDrzCCApeghwlBAgIOCDvgVpBCRIGhdWI JWZHHS ANBgkghkiGoSwOBAQUEFADBR, Thn"
"MOsWwC Y DVOOEEWIVIZEVMEBMGAIUEChMMEGInalUNlcngSWS i MEWFWwYDVOOLEXB3I\ rn"
"A3cuZElnaWHlecnouyY 2 9tMSAWwHoYDVOODEXAEaWdp Q2 VydCBHRGS i TWwoUmSvdAdCBD\ rhn"
"OThe FwiwWHj ExMTAWHMDAWMDEaFwl eMTEXM T AwMDAWwMDEBaMGEXCEAJEBgHVEBAYTRIVI\ x\n"
"MRUWEWYDVOOEEWxEaWdp02VydCBIJbnMxGTAX BgNVEBAsTEHA3dy S kaWdpY2VydCE3\ r\n"
"2 0xIDAeBgNVBAMTFORpZ2 l1DZXJ0IEdsb2 TnbCEBSLZ 90 IENBMIIEBI jANBgkghkiGh s n™
" S0 BAQEFAROCAQSAMI IBCgECAQEAS I vhEXLegRTToleqUEKPC3eQyak1ThLOL1sBA Thn"
"CSDMAEONTICIU, dDRGKAVEIiiSLdnwZARTEJzs4bg T/ f2TeXxRulWZscFe3YnFoa 7\ rhn"
"mhEVEee35EMIZcaveqwsSBnV/ S10fvEf4g7 TuENAD f3pdmVmFaG5cIzJLv0TAGFpt \ rin"
"3/ dxCS /AHZhdmoRBBYMgl 1GHXEor SHEidgS Joz+EkIY IV TOEhL+hgkpMET 7R 0"
"TlS=sdlegSzeRntwiim3OFBalasv+zbMUZBfHWymeMy /v TwvrTCOLUgTABMEtoM10/ 4N vhn™
"gdW7iVg/ tRvoS5iicNoxBN33shbyTApOBE] t55 letX+3 kMOvIwIDAQABo ZMwY TAON rhn"
"BgHVHOEBAfEEBAMCAY Ywlw Y DWVROTLOH  BATWAWES,/ zAdBgNVHD4EFgQUAS SQNVER, x\n"
"TLtmEEPLIGRvDL T IO 0VUWHWY DVRED I BBgwEF oAU S SONVERTLtmEEPLiGRvD1TISOVIW  n™
"DOYJKoZ IhvcHAQEFBOADggEBAMUCHEpIEXIK+Ct1ENESSsPTErgT1eXkIovQY/Eszhr\n"
"hMAtudXH/vTBH]§LuG2 cenTnmCrrEbX cEChzUy ImZOMkXDiqwicvpOp/ 2PVSAdgh rin™
"0E0/nVsIEdWO4 1 P0dmPEePefh G f Y mbWOWSE I fIttep3Sp+dWOIrWecBAT+0cEIJF \ rn"
"EnlUkiaY4IBIgDEvENZSYBherOg0EWEsSRBo4 LOnad4UI+Erk2US8eUARLILUIEVO 1\ rhn"
"YSEY10StelwsCoBrp+uvFRTpZ InBuThsd4pFeivikuXclVeDAGySi4dzp30d8thQk\ rin"
"CAOwTC29CT9Fv1CSgfPrmiESr ol IxpgOX 4 0EPMbp L ZWVEA4= xn"

Figure 5.5. DigiCert Global Root CA in Example
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5.3 Update Secure Socket Layer(SSL) Header File with www.silabs.com Certificate Information

This section shows how to update confi g- ssl - ht t pcl oader . h using certificate information from https://www.silabs.com.

1. Navigate to silabs.com using a web browser. Click on [View site information] button ( . ). Find the certificate information by
clicking on [Certificate] tab.

2.Click on [Certificate Path] tab, double click on [DigiCert] tab. Find [Public Key] information from [Details] tab.

n | Certificate >

General Details  Certification Path

Showe: | <All= e
Field Value 2
'I.n'alid to Sunday, Movember 9, 2031 7:...
Subject DigiCert Global Root CA, www. ..

Public key RSA (2043 Bits)

Public key parameters 0500

Subject Key Identifier 03de503556d 14cbbaaflale 1. ..

Authﬂrit!f' Key Identifier KeyID=03de503556d 14cbbaéa. .

K’.ey Isage Digital Signature, Certificate Si...
Bacir Constraints Si1ihiert Tune =& Path | annt e

30 82 01 0a 02 82 01 01 00 =2 3b =1 11 72 A
de a8 ad4 d3 a3 57 aa 50 a2 8f 0b 77 90 =9
a2 ab e=2 12 ce 96 5b 01 09 20 oo 01 93 &7
4= 30 b7 G532 £7 43 =4 &9 00 57 94 =2 84 22
dd 87 0Os 40 00 81 09 ce ce 1b 83 bf df c=d
3b 71 46 =2 de& 66 =7 05 b3 76 27 16 8f 7hb
92 1g 95 7d e= b7 48 a3 08 da de af 7a 0Oc
39 06 65 Yf d4a 5d 1f b 17 £8 ab be e= 28
d7 74 7f 7a 78 99 §9 85 68 6= Gc 23 32 4B W

EditProperties... | CopytoFie... |

[ oc ]

Figure 5.6. Digicert Public Key
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3.0pen config-ssl - httpcl oader. h from the SLSTK3701A_ni cri unos_htt pcl oader project in Simplicty Studio. The header file
can be found under the project include files as shown in Figure 5.7 config-ssl-httpcloader.h file location on page 20. The default
location for this file is C./ Si | i conLabs/ Si npl i ci t ySt udi o/ v4/ devel oper/ sdks/ gecko_sdk_sui te/ vX. Y/ app/ ncu_exanpl e/ SL
STK3701A EFMB2GGL1/ mi cri unmps_ht t pcl oader if Studio is installed in the default location, where vX.Y is the version number of
the SDK.

w 5 SETRITOLA. micriumes_hitpcloader [GhU ARM w721 - Debug] [EFM32G61 1 EEAFILEGL 152 - Gecke SDK Suite: Bluetooth 2.11.20, EmberZiiet 6.5.3.0, Flex 25.3.0,
» 4 Bimaries
w Gl Incledes
3 B CySconLaby SmphoityStudiofvd
w 8 CuSiiconLabs Smphcmytudiofed develo per/sdis/ gecio_sdi_suite/vE S/ app/mou_sample/ SUSTEITONA_EFMIZGG1 1/ micrumos_himpcioader
= mngrc
= bin
» g
= iar
[ Smplicityftudio
» L€ applicaticn_properties.c
s [ bilapie
» [ belapih
» [ config-ssl-hitpeloaderh
» [ descripticn.h
v L6 hitpehent.c
» [nj hetpekenti
v 8 maine
b L] meetweorke
s [ netwerkh
» ] ssl_cemificates.c
> [0 sl_cedificatesh
1B CSiiconLaby Simphcityitudio/vd/ developersdisigacke_sdk_sustetv2. Y appimeu_sample/ SLSTESTOA_EFMI2GG1 1/ micriumes_htp<loader/clg
o (18 CuSiconLabs SimphetyStudio/vd developer/sdiegeckn_sdk_suite/v2 5 hardware/ kit comman/bip
B CSiiconLaby Simphcityitedio/vd/ developer/sdies’gecke_sdk_suiteiv2 Yhardware/kit/ common drivers
5 1B CuSicanlabe SmphotyStudio /vl develo perfsdkefgecke_sdk_suste/v2 5 hardware/ kit SLETRETONA_EFMEIGG 11 feonfg
5 B CySiiconLabs SmphcityStudiofnd/ developer/sdie’gacke_sdk_suiteiv2 Y platform/booticader
5 I8 CuSiiconLabs SmphetyStudio/wil developer/sdis/gecko_sdk_suste/v2.5/platfenmiboaticader/api
5 B CytiiconLabs SmphcityStudio/vd/ developer/sdie/gacke_sdk_suste/n2. 3 platform/CMEY Include
o 1B CoSiicanlaby SmphotyStudiofed developer/sdkefgeckn_sdk_suste/v2 5/ platformy Device/ SliconLabs TFMI2GE1 18 Anlude
5 B CSiconLabsy SmphcityStudio/vd/ developer/sdie/gacke_sdk_suste/n2. 3 platfonm/embb/ine
3 @ CuSiliconLabs/SmphcityStudiofvd developer/sdie’gecko_sdk_suite/v2.5/ platfonmi/micrium_os
3 B CySimcenlabs SmmphotyStudie vl developer/sdis/gacke_sdk_sune/vd5/ pletferm/micnium_os/bip/siliconlabs genanc/include
o (1B Cosificanl b SimpheityStudio/vd develo perfsdke gecka_sdk_suite/v25 wtilithird_party/mbedtls configs
3 B CuSmconLabs/SmphoityStudio/vd developer/sdis/gacka_sdk_sutev2 S utilthird_party/mbedtlfinclude
5 1B CosiicanLabe SimpheityStudio/vd develo perfsdksfgecka_sdk_suite/v2.5/ utilithird_party/mbedtlsinclude/mbedtls
v B CoShconLaby SmphotyStudiof el developer/sdis/gecka_sdk_sunte/v2 5 util third_party/mibedtl/sl_crypto/include
5 1B Cusiicanlabe SimpheityStudio/ i develo perfsdie gecka_sdk_suite/v 25/ wtilithird_party/mibedtls/s_crypte/sre
| C/SimconLabs/SmphotyStudi vl developertoolchainsgnu_arm/7.2_201Tgd/ arm-none-esbalinchude
5 (18 CySiliconlabs SmpheityStudiofvll developer/taclchains/gnu_amy72_20 Tad/lib/gec arm- nene-eabi/7.2. finclude
y B C/SilconL abs/SmphotyStudiofvd developer/tooichains/gnu_army7.2_20Tgd/lib/goc/arm-none-eabi 721 finclude-fixed

Figure 5.7. config-ssl-httpcloader.h file location

4.Find [MBEDTLS_MPI_MAX_SIZE] field in confi g-ssl - htt pcl oader. h, change it to match the RSA key size (256 bytes). If a
warning message pops up, click [Make a Copy] button.

== Warning X

to fail to build.
Would you like Studio to make a copy in the workspace?
(You can always copy later with right-click > Copy Source File)

i You are editing a shared file in the 50K, This may cause other projects using this file

[ |Make choice permanent for project!

Cancel | | Make a Copy |

Edit in SDK

Figure 5.8. Warning Message
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5. Navigate to the web brower, repeat steps 1 and 2 and locate the [Certificate Path] tab on the Certificate window. Double click on
[DigiCert ECC Secure Server CA], click on [Detail] tab to find [Public Key] information.

n  Certificate >

General Details  Certification Path

Show: | <All= w
Field Yalue 2
Signamre hash algarithm sha3s4
Issuer DigiCert Global Root CA, www...
'I.n'alid fram Friday, March &, 2013 7:00:00
'I.n'alid to Wednesday, March &, 2023 7:...
Subject DigiCert ECC Secure Server C...

Public key ECC (354 Bits)

= Public key parameters ECDSA_P334
El.ﬁ.l ithinrity Tnfrrrnatinn Arrece  T1TAUHArite Tnfn Arrecs Are W

04 =2 08 42 =a 77 di 24 de al Z2c 64 ad 13 ce
40 9= 23 72 a9 02 0a Oe 37 3f 21 38 b8 8d 53
14 f6 d5 91 95 4b £3 96 02 8d 71 1le =4 d8 chb
a? 9f Se ef al et Yf Sa 92 11 98 53 6f eb <0
ch 3f ae fd &b 3f 47 24 =7 9a 07 2e 96 he af
2f bb 57 13 af 71 a4 bd 78 3a 1le =8 5b 3c &b
64 11 2b oo 34 2b B

EditProperties... | Copy toFile... |

[ o ]

Figure 5.9. DigiCert ECC Public Key

6. Navigate to confi g-ssl - htt pcl oader. h and look for MBEDTLS_ECP_MAX_BITS] field, change it to match the ECC key size
(384 bits).
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5.4 Request GBL file and upgrade application
This section shows how to request a GBL file and how to check that the application has been upgraded successfully.

1. Connect EFM32GG11 to Ethernet using a Ethernet cable.
2.0Open a terminal program (e.g. Tera Term). Create a new connection and select Serial with the [Jlink CDC UART Port].

W

File Edit

“&0 Tera Term: Mew connection pod

O TCPAIP myhost.example.com

History

Telnet e

55H 55H2

Other
UNSPEC

@ Serial Port: | COM11: JLink CDC UART Port [COM11 -~

oK Cancel Help

Figure 5.10. Terminal Initialization

3.In Simplicity Studio, select SLSTK3701A ni cri unps_ht t pcl oader project and click the Debug button( jﬁ& )-

h:}v%v Zﬁ;vgv - - =l
L Project Explorer &3 ==

v 5 SLSTE3IV0NA_micriumos_httpcloader [GMU ARM v7.2.1 - Debug]
#;;r’ Binaries
it Includes
[= bootloader

Commaon
cpu
Drivers
emlib
GMU ARM v7.2.1 - Debug
kernel
mbedtls
net

ports
sl_crypto
SrC

(T VT VT VT VTR T TR VT T

Figure 5.11. Micriumos httpcloader example build
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4.From the [Debug] perspective, click the [Resume] button( -["*) . Open the terminal, i.e., TeraTerm or Putty, the output terminal
should look similar to Figure 5.12 Commander Interface on page 23.

M COMA3 - Tera Term VT — O )4

File Edit Setup Contrel Window Help

Current APP version: 1
ethd: interface numbher 1
ethd: Starting interface=1

: Interface started

: Waiting for interface to be ready...
DHCP client process succeeded.
IP address configured : 18.188.24_42 .
IP address mask s 255.255.255.8 .
IPF address gateway : 18.188_.24_1 .
On Interface number #1.
ethd: interface ready @.

Micrium0OS HITPc Loader Example
Available commands:

Set URL to <n>

Start upgrade

Get app version

Get bhootloader information
Get current time from netuwork

url <n>
upgrade
version
bhootloader
time

hootloader—app>

Figure 5.12. Commander Interface

5. Type in URL: https://www.silabs.com/content/dam/siliconlabs/documents/referenced/gbls/httpcloader.gbl

M COM43 - Tera Term VT — O >

File Edit Setup Control Window Help

Current APP version: 1

eth: interface number 1

ethd: Starting interface=1

eth: Interface started

eth: Waiting for interface to he ready...
DHCP client process succeeded.

IP address configured : 18.186.24_42 .
IP address mask 2552585 .255.8 .
IP address gateway 18.188.24.1 .
On Interface number #1.

ethdd: interface ready B.

Micrium0S HITPc Loader Example
Available commands:

url <n> Set URL to <n>

upgrade Start wupgrade

version Get app version

hootloader Get hootloader information
time Get current time from network

hoot loader—appiurl hittps: 2vwu.silabs .comscontents/damssiliconlabs/documents/refe
rencedsgbls httpcloader.ghl

Figure 5.13. Enter URL


https://www.silabs.com/content/dam/siliconlabs/documents/referenced/gbls/httpcloader.gbl
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6. Type upgrade and press enter. The device will try to connect to the web server that has been configured, it will then download and
verify the upgrade image. The terminal output upon successful completion should look similar to Figure 5.14 Terminal Output Upon
Completion on page 24

4T COM43 - Tera Term VT — O >

File Edit Setup Contrel Window Help
= httpcloader.gbl

Micrium0)S HTTPc Loader Example
Available commands:

url <n> et URL to <n>

upgrade Start wupgrade

version Get app version

hootloader Get hootloader information
time Get current time from netuwork

hoot loader—apprupgrade

Upgrading. ..

Attempting to connect to HITP server: !
labsAdocumentssreferencedsghls httpcloader.ghl
Connection to server succeeded.

Sending GET request and retrieving file...
Connection closed.

A valid GBL with a newer application version found, rebooting.
Micrium0S HTTPc Loader Example

Current APP version: 7

leaning BL storage space...

Figure 5.14. Terminal Output Upon Completion

Note: Step 7-11 provided steps to securely sign the application image. The information is here for user's reference and are not part
of this demo

7. Execute the following command in Simplicity Commander to generate a key-pair for signing (ht t pdevi ce- si gni ng- key).

conmander gbl keygen --type ecc-p256 --outfile httpdevice-signing-key

8. Execute the following command in Simplicity Commander to generate an encryption key (ht t pdevi ce- encrypt i on- key).

comander gbl keygen --type aes-ccm--outfile httpdevi ce-encryption-key

9. Execute the following command in Simplicity Commander to write the public signing key (ht t pdevi ce- si gni ng- key-t okens. t xt )
and encryption key (htt pdevi ce- encrypti on- key) to the EFM32GG11.

commander flash --tokengroup znet --tokenfile httpdevice-encryption-key --tokenfile httpdevice-signing-key-
t okens. t xt

10. Execute the following command in Simplicity Commander to sign the application image (SLSTK3701A ni cri unos_ht t pcl oader . s3
7) to enable secure boot of the application image (SLSTK3701A ni cri unos_htt pcl oader _si gned. s37). The application image is
signed using ECDSA-P256 and the signature is verified on every boot.

commander convert SLSTK3701A m criunps_httpcl oader.s37 --secureboot --keyfile httpdevice-signing-key --
outfile SLSTK3701A m criunps_htt pcl oader _si gned. s37

11. Execute the following command to flash the secure application on the device.

commander flash SLSTK3701A mi cri unps_htt pcl oader _si gned. s37

Note: If Gecko Bootloader security feature is enabled. The GBL image must also be secure signed, otherwise it is an invalid image.
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5.5 Create a GBL File

This section describes how to generate a normal or secure Gecko Bootloader (GBL) file containing an upgrade image with a higher
verion number of the application than the running application.

1. Connect EFM32GG11 STK to a computer and start Simplicity Studio.
2. Navigate to the previously created example SLSTK3701A_ni cri unos_ht t pcl oader
3.0pen appl i cation_properti es. c file in Project Explorer and increase APP_PROPERTI ES_VERSI ON by 1 (e.g. from 1 to 2).

‘[ Project Esplorer 1 | =% T = 0 ||[& spplication_propetiesc 2
e (25 SUSTHITEN A_pmicriumes_httpchoades [GHU ARK VT2 - Debug] ([P oo fien
3 & Binaies =g
» gl Includes - mplate for Applicaticn Froperties
3 [ bocteades R
» = BSP °
¥ = CMSS
[ commaon
¥ B opu
* L Drivers
» = emiin
+ L GHUARM VT2 - Debug
¥ = kel
> Lo mibedtly.
W= net .
s psinchade e .
» = source R R ) P
* L peti 4 Bauchor 5ili
» = slarypta ERAENLEELEE AR
w [ i
» £ application_properties.c rinoluds <spPlication_propestiss.n>
» L€ btpic
» [5) hizpdliertc
3 L€ maing | S
» [8) networkc . qee L 8-
3 | ssl_centificabes.c Fdefine AFF_FROFERTIES

Silicon Laboracories Imc. WWw, SLlaba.comrc/bn

this scfcwars is Silicem Laboracories Inc. Your uwae of chis
s of Silicon Labs Master Software License

ehe HELA applicable

0 GOID) for che product chia applicaricm ia builr for |'_1_".'_2_:r'_6'|:
_ID [0
const APPlicaTionPropsrtiss T APRLACATiORFEOpeIcies =

S4¢ Bbrief Magic value indicating that this is an ApplicacionFropertiss © ARIUGT.

F4F Mamc egaal Bzszf APFLICATION_FROPERTIES MAGIC

Al = AFPLICATION_FROFERTIES_HAGIG,

Fif Vermion number of this struct

Figure 5.15. Application Properties Version

4.Click the [Build] icon ( ﬁ' ). Copy the SLSTK3701A_nicriunps_httpcl oader.s37 file from the build directory to Simplicity
Commander folder (default location on Windows is C:\ Si | i conLabs\ Si npl i ci t ySt udi o\ v4\ devel oper\ adapt er _packs\ conman
der).

5. Execute the following command in Simplicity Commander to create an upgrade GBL file (SLSTK3701A_mi cri unos_ht t pcl oader. g
bl ). Goto step 7.

comrander gbl create SLSTK3701A micriunos_httpcl oader. gbl --app SLSTK3701A micriunps_htt pcl oader. s37

6. Execute the following command in Simplicity Commander to create a signed and encrypted upgrade GBL file (SLSTK3701A ni cri u
nmos_ht t pcl oader _secur e. gbl ). The firmware upgrade GBL file is ECDSA-P256 signed and AES-CTR-128 encrypted.

comrander gbl create SLSTK3701A micri unps_htt pcl oader _secure. gbl --app
SLSTK3701A mi cri unps_htt pcl oader _si gned. s37 --sign httpdevice-signing-key --encrypt httpdevice-encryption-
key

Note: The signing (ht t pdevi ce- si gni ng- key) and encryption (htt pdevi ce- encrypti on- key) keys are generated in 5.4 Request
GBL file and upgrade application steps 7 and 8

7.Upload the GBL image to the server indicated by the user.

8. Repeat the same procedure in 5.4 Request GBL file and upgrade application to upgrade the application image. For step 2, use the
URL field that contains the new uploaded GBL image. Users should get similar terminal output as Figure 5.12 Commander Inter-
face on page 23.

9. The application version number should update to the version number in appl i cati on_properti es. ¢ that user configured in step 3
of this section.
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6. Pre-Programmed Device

Silicon Labs offers pre-programmed devices for custom Gecko Bootloader and application. To do this, the binary or hex file must be
provided. This option is subject to minimum order quantities (MOQ) and an additional cost. For this option, contact your local sales
representative (http://www.silabs.com/buysample/pages/contact-sales.aspx?view=map).
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7. Revision History

Revision 0.2

Sepetember, 2019

» Updated security feature option in the bootloader configurator
» Updated HTTP Bootloader Demo

» Updated instructions on how to secure boot/upgrade device

Revision 0.1

May, 2019
* |nitial Revision
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Disclaimer

Silicon Labs intends to provide customers with the latest, accurate, and in-depth documentation of all peripherals and modules available for system and software implementers using or
intending to use the Silicon Labs products. Characterization data, available modules and peripherals, memory sizes and memory addresses refer to each specific device, and "Typical"
parameters provided can and do vary in different applications. Application examples described herein are for illustrative purposes only. Silicon Labs reserves the right to make changes
without further notice to the product information, specifications, and descriptions herein, and does not give warranties as to the accuracy or completeness of the included information.
Without prior notification, Silicon Labs may update product firmware during the manufacturing process for security or reliability reasons. Such changes will not alter the specifications or the
performance of the product. Silicon Labs shall have no liability for the consequences of use of the information supplied in this document. This document does not imply or expressly grant
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