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This document briefly describes the features of the Simplicity
Studio 5 Network Analyzer for Bluetooth Low Energy and Mesh.

It can be used and read jointly with the AN958: Debugging and Programming Inter-
faces for Customer Designs for more information on PT| usage with custom hardware.

KEY POINTS

e Packet Trace Interface

o Wireless Network Analysis

o ISD capture files

o Bluetooth mesh networks

o Bluetooth mesh security keys
¢ Bluetooth Low Energy

This document assumes familiarity with the basic Network Analyzer information in the Simplicity Studio 5 User’s Guide.
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AN1317: Using Network Analyzer with Bluetooth Mesh Applications
Introduction

1 Introduction

Network Analyzer is a tool for analyzing wireless network traffic. It supports a wide variety of short-range wireless protocols like Bluetooth
Low Energy, Zigbee, proprietary protocols and others. It is provided as part of the Simplicity Studio tool set.

1.1 Debugging a Wireless Network

Silicon Labs’ tool set provides the user with a comprehensive way to analyze wireless traffic. With it, the user can tap into the data buffers
of the radio transceiver via a dedicated serial hardware interface called the Packet Trace Interface (PTI). PTI data can be then transferred
via USB or Ethernet to a computer running Simplicity Studio. Finally, the time-stamped data can be interpreted and displayed in Network
Analyzer.

Most Silicon Labs’ development kits, such as the Wireless Starter Kit (WSTK), have the PTI embedded and ready to use. Note that it is
also possible to use the network analysis features when working on custom hardware if the PTI pins are exposed via a debug interface.
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2 Hardware and Packet Trace Interface (PTI)

On the EFR32 series 1 and 2, a mechanism is provided for the user to be able to tap into the data buffers at the radio transmitter/receiver
level. From the embedded software perspective, this is available through the RAIL Utility, PTI component in Simplicity Studio. That
component is effectively a simple packet trace interface driver.

21 Packet Trace Interface

The Packet Trace Interface (PTI) is an interface giving serial data access directly to the radio transmitter/receiver frame controller. The
following figure describes at a high level the architecture of the radio transceiver.
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A clock and data signal are connected to the frame controller to monitor all packets received/transmitted by the chip. At the chip level, a
signal is dedicated to trigger the timestamping of each PTI frame by the WSTK board controller. The PTI is a non-intrusive sniffer of data,

radio state and time stamp information.

A single-pin UART signal is used for PTI data transfer. This can be configured in the RAIL Utility, PTI component. The baud rate is
selectable. The default baud rate is 1.6 Mbps. The maximum baud rate is 3.2 Mbps.

When using 2M PHY with Bluetooth Low Energy, the default PTI-over-UART speed (1.6 Mbps) must be increased to a higher baud rate.
The following shows an example:

RAIL Utility, PTI

PTI Configuration

PTI mode PTI Baud Rate (Hertz)

UART - ~ | 3200000

W

Additionally, the speed at which the PTI frames are forwarded from the EFR32 back to USB/UART must also be increased. This is done
by setting the PTI config corresponding to your adapter at the correct baud rate through the Admin Console interface.
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In the Debug Adapters view, right-click the device. In the context menu, select Launch Console...

B Debug Adapters 2 B Outline 5 Project Explorer 5

GREBxRSG~-EEED §
& EFR32xG21 24 GHz 10 dBm RB (|n-A4nnsd70m
Connect

Disconnect

Start capture
Start capture with options...
Stop capture

Upload adapter firmware...
Rename
Make a sniffer

[ Launch Consale...
1 snitfer Configurator...
@) Bluetooth NCP Commander...
# Device configuration...
Force Unlock...
Select Crypto Profile...
Set Unlock Token...
Clear Unlock Token
View Device Certificates

Select the Admin tab, and execute the command:

pti config 0 efruart 3200000

B gatt_configurationbtconf &% J-Link Silicon Labs (440043782) &2
B | No translation ~| Line terminator: CR-LF (DOS, 05/2, MS Windows) Buffer size: 100000 Admin, 32 bytes out, 51 bytes in.
Serial 0 .= Serial 1 == Admin = Debug

WSTE» WSTE» pti config 0 efruert 3200000
Configuration successfull
USTH: WSTE: |

2.2 Hardware Kit and PTI

As described previously, the WSTK can be used to monitor the wireless traffic. The WSTK can be connected to the PC via USB or
Ethernet:

e USB - The simplest solution. This is used throughout this document.

e Ethernet - Recommended for best performance and scalability.
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Figure 2.1. WSTK Board

Alternatively, it is possible to use the PTI on custom hardware if the corresponding pins are exposed (via the 20-pin Simplicity Connector
on the WSTK or the Simplicity Mini connector on the debug adapter for example):
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Figure 2.2. Simplicity Debug Adapter Exposing PTI Signals on the Mini and Simplicity Connectors

1 2 Virtual COM TX / MOSI
3| o 24 virtual COMRX/MISO VAEM| 1] 2 |GND
5|, gl B Virtual COMCTS/SCLK
7| o |8 Virtual COMRTS/CS RST| 3 | 4 |[VCOM_RX
9| 5 gl 10 Packet Trace 0 Sync
A1 | o o | 12 Packet Trace 0 Data VCOM_TX| 5| 6 |SWO
A3 | o g | 14 Packet Trace 0 Clock
15| o 4| 16 Packet Trace 1 Sync SWDIO| 7 | 8 |SWCLK
Board ID SCL A7 a = 18 Packet Trace 1 Data
BoardIDSDA 19| _ |

| 20 Packet Trace 1 Clock PTI_FRAME| 9 | 10 |PTI_DATA

Figure 2.3. 20-Pin Simplicity Connector and the Mini Connector

For more detail, refer to AN958: Debugging and Programming Interfaces.
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3 Network Analyzer Features

This section describes the main features of the Network Analyzer user interface.

3.1 Tool Access and Preference Page

Network Analyzer is provided with Simplicity Studio. For easy access, on the toolbar click Tools, and select Network Analyzer.

dit Navigat
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|- Install & Preferences 27| # Launcher {} Simplicity IDE A Network Analyzer [ Resou

B Debug Adapters YXCAxxB-rE@EE"0 i .
BGM220x Wireless Gecko Module Starter Kit (SLWSTK6103A)
OVERVIEW ~ EXAMPLE PROJECTS& DEMOS ~ DOCUMENTATION  COMPATIBLE TOOLS
I General Information I Recommended Quick Start Guides
@ QSG169: Bluetooth® SDK v3.x Quick-Start Guide
Preferred SDK:
B QSG176: Bluetooth® Mesh SDK v2.x Quick-Start Guide
Gecko SDK Suite v3.1.2 Manage SDKs  w
: Silicon Labs Direction-Finding Solution Quick-Start Guide
Tools Dialog X
i Simplicity Commander
I @ simplicity IDE | Board
Device Console
ixed Function Configuration
v
S X Z®mTH
- My Froducts . BGM220P Wireless Gecko Module Radio Boal Ada/Remove Tools ) BGM220S Wireless Gecko Module Radio Board
e e arter Kit Mainboard (BRD40DTA Rev A01)
o 2 Rev AO1) Cancel (BRD4310A)
~ © My Products 1
v+ BGM220x Wireless Gecko Module Starter Kit (SLWSTK6103A) View Documents - View Documents - View Documents -
v BGM220P Wireless Gecko Module Radio Board (BRD4311A Rev AD1)
BGM220PC22HNA
- BGM220S Wireless Gecko Module Radio Board (BRD4310A)
BGM220SC12WGA I~ . I - .

With Network Analyzer Preferences, accessed by Windows > Preferences or the Preferences control on the toolbar, you can tune the
tool, add security keys, and modify displays and icons.
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You can also modify the Bluetooth protocol decoder in great detail (under the Decoding menu), define the integration with other tools
(Energy profiler, Wireshark), and add Security keys (see section 4.2.2 Keys for more information).
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3.2 Interface

3.2.1 Large File Editor

Because radio traffic contained in a captured session can be very large, a pane allowing time interval selection is opened first, as shown
in the following figure. The interface implementing that feature is called the Large File Editor. It gives a complete overview of the capture
session and allows you to select a specific time interval of study.

<:| List of Bluetooth devices present in the selected interval

oa

Event difference pane :>

List of bookmarks

Interval viewing pane: Displays the traffic data present in the ISD live or recorded session. The data points corresponding to the green
curve represent the number of packets per unit of time. Further display options are available through the right-click context menu.

Open Interval button: Once you have selected the area of interest in the interval view, click Open Interval to see traffic detail. This
opens a subsequent window in which transaction and events are listed, as shown in section 3.2.2 Interval Editor.

List of nodes: In the right pane, the list of nodes present in the selected time interval is shown.

Filtering pane: Some packet filtering can be done on the selected time interval. In practice, this is more useful in the transaction/event
pane. Filters are explained in more detail in section 3.6 Filters.

Bookmarks and Event Difference pane: Those functions are explained in detail in sections 3.4 Bookmarks and 4.1 Network Analyzer
for Bluetooth LE, respectively

The following figure illustrates a selected interval (using the mouse directly on the waveform). The interval of interest appears in clear,
whereas the rest of the interval viewing pane is greyed out.

», =

dhrcpslep A2 sl bluetoot.. &L rep_th_sense... el appc Ll mainc [g] sI_bluetoot... s|_system j... sl_event_ha... [8] sI_btctrl_hcih & battery ser.. ¥ a battery ser.. ] g

imeline: Interval = [ Jan. 1,07:15:21 - Jan.1,07:1625 1 FEvents: 7017

Jan. 1, 07:14:37
> Open interval & Clear selection < RIAK K] > [“] Auto-zoom [] Real time

Search Bl Netwark nodes: 49 =]
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3.2.2 Interval Editor

The Editor is laid out as follows:

Built-in filters Filter bar
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The events displayed in the event pane are directly linked to the transactions displayed in the transaction pane. When a transaction is
selected, Network Analyzer jumps to the corresponding events in the event pane.

Press CTRL+SHIFT+Up/Down to toggle between events in a transaction.

In the Status field, “Missing packets” indicates that a packet expected in the transaction has not been received within the current timeout
window.

Note: A transaction is a group of related packets that together form a higher layer protocol procedure or message exchange. In the
case of Bluetooth Low Energy (and Bluetooth mesh), a “transaction” refers to an actual Bluetooth Low Energy transaction as
defined in the core specification. This corresponds most of the time to a Bluetooth Low Energy procedure. Equally, the event
pane displays the actual Bluetooth Low Energy events corresponding to the transaction or procedure. For more details, refer to
the Bluetooth Core specification document.

The filtering capabilities of the tool are explained in detail in section 3.6 Filters.

Event detail pane: The event detail pane exhibits all the data present in the corresponding Bluetooth LE packet. The data are displayed
in a decoded format allowing the user to unpack the information at all layer levels, from radio information up to the GATT protocol and
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Bluetooth mesh Access layer. Using the Option menu in the top right corner of the Event Detail pane, you can expand the bit fields and
toggle between hexadecimal and decimal format.

Event Detail =

BLE Advertisement Data [17 bytes]
& BLE idvertisement Header [8 bytes]
Advertisement Header: 0z4017
0... .... .... .... = Bz Address: Fublic (0}
1.. .... ... .... = Tz Address: Randon (1)
0. ..., ... .... = Ch Sel: LE Channel Selection Algorithm #1 (0}
aooo . PDU Type: Adv Indication (0)
. 0001 0111 = Length: 0O=l17
Advertiser Address: 75 D2 69 28 6D GA
0111 0101 1101 0010 0110 1001 .. e R .. = Company Id: 0=x7%D
. 0010 1000 0110 1101 0110 1010 = Company Assigned

s Radio Info EFR32 [12 bytes]

Crc3: 5B CE 94

HW End: Rz Success (0zF9)

RSSI: -81 dBm (0=AF)

Sync Word: 2E 29 BE De

Radioc info: 000

0... .... = Antenna Select: 0z00
0.. .... = Sync Word Select: 0x=00
.00 0000 = Channel Number: RF channel 0, 2402 HHz (0}

< >

Hex Dump [38 bytes] =
Fo [[IF¥ 6A 6D 28 69 D2 75 02 D1 1A 02 DA OC DA FF [Wim(iu. ...
4C 00 10 05 03 1C 16 8D OB 5B CE 9A F9 AF D6 BE 89 L.o....... |
8E 00 03 68 -..h

Note that when a bit field is selected, the corresponding data is automatically highlighted in the hex dump view of the packet.

Various layers of decoding exist, which can be viewed in the Hex Dump Pane (for Bluetooth mesh, result of Network decryption, Appli-
cation decryption, Defragmentation of various levels and so on).

3.3 ISDFile

Network Analyzer can capture data from nodes of any connected adapters, either from one node at a time or from multiple nodes. It can
display data from Live sessions as well as Recorded sessions.

Network Analyzer saves session data to an ISD (.isd) file, which is a compressed file that stores session data and the network state.
Network state includes display settings such as map modifications, which Network Analyzer restores when you reload the session file.

The following procedure describes how to start a network data capture on a single device:
1. In Preferences > Simplicity Studio > SDKSs select the desired SDK.

2. In Preferences > Network Analyzer > Decoding >Stack Version, Make sure “Bluetooth Low Energy” is added in the decoding
preferences.

3. If using encryption with known keys, make sure the security keys are added (see section 4.2.2 Keys for more detail).
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4. Connect to the adapter.

(1]
=

]
i}

# Debug Adapters ZEEARROG-O B
e EFR32xG21 2.4 GH7 10 ARm RA /IN-44N23783N20
w [ EFR324G21 24 Rename
B EFR32MG21 I EonneeE
£ Wireless Starte Jisconnect
Start capture
Start capture with options..
Stop capture
Redo last upload
Upload application...
Upload adapter firmware...
Make a sniffes

71 Launch Consale...

L spiffer Configurator...
@ Bluetooth NCP Commander...

3® Device configuration...
Force Unlock...
Select Crypto Profile...
Set Unlock Token.
Clear Unlock Token
View Device Certificates

5. Start capture.

il
5
|
H

i
o

# Debug Adapters SR AXNRT~-

v # EFRIZG2124  Rapame
v A EFR324G21

Connect
E* EFR32M Disocnnest
Wireless St Start capture
Start capture with options...
Stop capture

Redo last upload

Upload application...
Upload adapter firmware.
Make a sniffer

[ Launch Console...
L& spiffer Configurator...
@) Bluetooth NCP Commander...

2

# Device configuration..
i Farce Unlock...
Select Crypto Profile..
Set Unlock Token
Clear Unlock Token
View Device Certificates

To start capturing on several adapters, press and hold the CTRL key and, in the Debug Adapters view:
1. Select more than one adapter.
2. Right-click and select Connect.
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3. Right-click and select Start Capture.

4. Release the CTRL key.

File Edit Navigate Search Project Run Window Help

[=RS ie®isif-froo

® Debug Adapters: 2 &

% KO

v = = |2 fy Welcome O Recent i
Gg~-OEem=B

v ' BGM220P Wireless Gecko Module RB '™ 44nns7an

BGM220P Wireless Gecko Module
Wireless Starter Kit Mainboard (BF
v " EFR32xG21 2.4 GHz 10 dBm RB (ID:44
EFR32xG21 2.4 GHz 10 dBm Radio
Wireless Starter Kit Mainboard (BF

a)

Rename
Connect

Disconnect

re with options.

Redo last upload
Upload application...
Upload adapter firmware.

Make a sniffer

[ Launch Console...

@) Bluetooth NCP Commander...

O~ Ee®isid- OO 1t Welcome O Recent 8 Toc
B Debug Adapters: 2 % KO A== N=h =
~ ¥ BGM220P Wireless Gecko Module RE (D440
EA BGM220P Wireless Gecko Module Radio |
EA Wireless Starter Kit Mainboard (BRD4001 Df' et
v & EFR32xG21 24 GHz 10 dBm R8 (ID:4400437¢ EEOEEC
Start capture

[EA EFR32xG21 2.4 GHz 10 dBm Radio Board

EA wireless Starter Kit Mainboard (BRD4001 Start capture with options..

pture

Uple adapter firmware.
Make a sniffer

[ Launch Console...
@ Bluetooth NCP Commander...

b)

a) Connect to a Group of Adapters. b) Start Capture on a Group of Adapters

With Bluetooth mesh, when working in a busy environment, capturing from multiple nodes makes more sense than capturing from only
one, because Bluetooth mesh nodes are constantly scanning for incoming packets.

For example, some nodes might be emitting Bluetooth mesh messages or beacons at the same time the node being used for capturing
is answering a configure request. As a result, the data that were sent will not be received, simply because the link layer of the underlying
Bluetooth LE stack was in the advertising state and not scanning. Additionally, there are three primary advertising channels and the radio
transceiver can only listen to one channel at a time.

This should not be mistaken for an error or a malfunction in the stack. Rather, this is simply a by-product of the technology reliance on
primary advertising channels and advertising PDUs. Apart from the GATT bearer scenario (relying on Bluetooth LE connections), there
is no communication collision control.

Note: It is possible to use “Duplicate Detection”, i.e. when the same packet is detected on multiple adapters it will only be displayed once.
See Preferences->Network Analyzer->Capture Configuration for more details.

3.4 Bookmarks

Bookmarks can be used for marking events. As the name indicates, those are actual bookmarks that point to a certain Bluetooth LE or
mesh event. Those are useful for pinpointing a certain event in a transaction that can be problematic and then sharing it with somebody
else.

The following procedure shows how to set and navigate through bookmarks:

Rev. 0.2 [10
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1.

Select the event and right-click it.

[1 sI_btmesh_api.h [cl sl_btmesh_lib.c [« sl_btmesh_se... [ sl_bt_api.h & mainc  [d sl_system_i.. & sl_event_ha... [l sI_btmesh.c i sl_btmesh_ge.. & *battery se... a battery ser... - battel

2 saved filters.. AND

Time:16.400947s Real timedan. 1, 07:14:16 Nodes10 Event:EFR Tx packet [}
-10 dBn :' .."" K ~
& : L I. L] L 3 L 3 L # & * L] L) [ ] L] [ ]
000440144662 WO04d 8
{2010) l'iUlZ) (2010
- - - - & @ty . B B @ @ & & L @ @ & & @ & @ &
o liode 47#ode 40#ode Sidode Sdx v
Transactions  total:1,589 shown:1,523 ~a
Time Duration Summary NWK Sre INWK Dest p# M# E# Error Status Warning Status ~
I 16.399877 2.803 BT Mesh - Looking for Provisioner (Device: 53 69 6C 6.. 90FD 9F C8 F0 19 48 Missing packets
& 16400483 0.001 BLE LL - Adv Scan Request 5582708A0DF1 90 FD OF C8F0 19 1 Missing packets
16403652 0.001 BLE LL - Adv Scan Request 5582708A0DF1 5109 1EB22538 1 Missing packets
16.546318 0.001 BLE Adv - 5can Reguest/Response 715993 AC12 50 4AEBB455D6D6 2
16.601091 0.001 BLE Adv - Scan Reguest/Response 715993 AC 1250 90FDO9FC8FO 19 2
16.730039 0.147 BLE LL Control - Feature Exchange Procedure 90 FD 9F CB EF FC 715993 AC1250 2
16730258 0098 BLE LL Control - Feature Exchange Procedure 715993 AC 12 50 90 FD 9F C8 EF FC 2 "
. 1 TraaTe A LT P Y SR 4 n7 a7 nras ae sarnnaccneme .
Events 253 shown: 14,949 etooth Low Energy, Default Profile (]
Time Type Summary MAC Sre MAC Dest Event error status Event warning status A
16317538 Packet BLE LL - Adv Indication 90 FD 9F CB EF FC
16318337 Packet BLE LL - Adv Indication 90 FD 9F C8 EF FC
16319105 Packet BLE LL - Adv Indication 90 FD 9F C8 EF FC
16365321 Packet BLE LL - Adv Indication 4AEBB45506 .
16384659 Packet BLE LL - Adv Scan Request 5582708A0DF1 7001B9EASE3B
r 16399877 Packet Unprovisioned Device Beacon 90FDSFCSFD 19
I 16.400412 Packet Unprovisioned Device Beacon 90FDSFCBFO 19
& 16400483 Packet BLE LL - Adv Scan Request 5582708A0DDF1 90FD 9F C8FO 19
I 16400947 Packet Unprovisiop=d Navica Bazran anen.ac Cg Fo 19
@ 16401846 Packet BLELL - Ad' Show only summary: Unprovisioned Device Beacon C8F019
16402622 Packet BLE L1 - Ad{JE et RatonEc e CaFo 19
16403429 Packet BLE LL - Ad: Show only source: 80 FD 9F CB FO 19 C8F0 19
16403652 Packet EEMERE  Showonly status <none> 8AODF1 51091EB22538
16439675 Packet BLELL-Agy  SNowonlytype: Packet 937078
I 16490882 Packet Unprovisior  Hide type: Packet car019
| 16500417 Packet Unprovisior Append to file CaFQ 19
| 16.500821 Packet Unprovisior Extract to... C8FO19
16517548 Packet BLELL-Ad| oot zero-time CBEF FC
16518347 Packet BLELL - Ad Set zero-time anchor to this event CBEFFC
16.519145 Packet BLE LL - Ad' . X CBEFFC
16545929 Packet BLELL- AdIMM 55 D6 ..
16546318 Packet BLE LL - Aal__Add bookmark. AC1250 4AEB8455D6..
16.546645 Packet BLE LL - Adv Scan Response 4AEBB455D6 ..
16599887 Packet BLE LL - Adv Indication 90 FD 9F C8FO 19
16.600663 Packet BLE LL - Adv Indication 90 FD 9F C8FO 19
16.601081 Packet BLE LL - Adv Scan Request 715993 AC1250 90FD9FC8F0 19
16601499 Packet BLE LL - Adv Scan Response 90FDSFC8FO19
16601866 Packet BLE LL - Adv Indication 90FDOFCBFO19
I 16.699893 Packet Unprovisioned Device Beacon 90FD9F CBFO 19
I 16.700398 Packet Unprovisioned Device Beacon 90FDSFCBFO 19
I 16700934 Packet Unprovisioned Device Beacon 90 FD 9F C8FO 19
16710655 Packet BLE LL - Adv Indication 4B 7631937078
16714238 Packet BLE LL - Adv Indication 7502692860 .. v
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AN1317: Using Network Analyzer with Bluetooth Mesh Applications
Network Analyzer Features

2. Enter the bookmark name.

[k s|_btmesh_api.h & sl_btmesh_lib.c [¢] sl_btmesh_se... [« si_bt_apih L& mainc 2] sl_system_i... il sl_event_ha... [& sl_btmesh.c ‘¢ sl_btmesh_ge.. & *battery se.. - battery ser... a batter

2 saved filters...| AND |

Time:16.399877s Real timevan. 1, 07:14:16 Nodes:10 EventEFR Tx packet o
- P * ~
& @ @ L & & & * * - L ] L ] *
000440144682
(2010} (2010}
* * - - @ @ L3 @ & @ @ B @ & @ @ & L] & @&
e tiode 47#ode 488ode SI#ode S4= ~
Transactions total:1,589 shown:1,523 <o
Time Duration Summary INWK Src NWK Dest p# M# E# Error Status Warning Status -
| 16399877 2.803 BT Mesh - Looking for Provisioner (Device: 53 69 6C 6.. 90 FD 9F CBF0 19 48 Missing packets
@ 16400483 0.001 BLE LL - Adv Scan Request 5582 70BA0DF1 90 FD 9F C8 FO 19 1 Missing packets
16403652 0.001 BLE LL - Adv Scan Request 5582708A0DF1 S1091EB225 38 1 Missing packets
16.546318 0.001 BLE Adv - Scan Request/Response 715993 AC 1250 4AEBB455D6D6 2
16.601091 0.001 BLE Adv - Scan Request/Response 715993 AC1250  90FD9FC8F0 19 2
16.730039 0.147 BLE LL Control - Feature Exchange Procedure 90 FD 9F CBEFFC 715993 AC1250 2
16.730258 0.098 BLE LL Control - Feature Exchange Procedure 715993 AC1250 90 FD 9F C8 EF FC 2 .
12 7raaTe A Aas F A, Een
€ >
Events total:15253 shown:14949 Decoders: Bluetooth Lo
Time Type Summary| Enter label for a bookmark Event error status Event warning status
16317538 Packet BLELL-A |[test |
16318337 Packet BLELL- 4 . .
16319105 Packet BLELL -4 “rting attime: | 16355676 |
16365321 Packet BLELL-A
16.384659 Packet BLELL-A (| L]
r 16.399877 Packet Unprovisi
1 16.400412 Packet Unprovisioned Device Beacon 90 FD 9F CBFD 19
& 16400483 Packet BLE LL - Adv Scan Request 5582708A0DF1 S0FD9F CBFO19
1 16400947 Packet Unprovisioned Device Beacon 90 FD 9F C8 FD 19
16.401846 Packet BLE LL - Adv Indication 90 FD 9F C8 FO 19
16.402622 Packet BLE LL - Adv Indication 90 FD 9F CB FO 19
16403429 Packet BLE LL - Adv Indication 90 FD 9F C8 FO 19
16403652 Packet BLE LL - Adv Scan Request 5582708A0DF1 51091EB22538
16439675 Packet BLE LL - Adv Indication 487631937078
I 16499882 Packet Unprovisioned Device Beacon 90 FD 9F C3 FO 19
1 16.500417 Packet Unprovisioned Device Beacon 90FD 9F C8FD 19
1 16.500921 Packet Unprovisioned Device Beacon 90FDOFCBFD19
16517548 Packet BLE LL - Adv Indication 90 FD 9F CB EF FC
16.518347 Packet BLE LL - Adv Indication 90 FD 9F C8 EF FC
16.519145 Packet BLE LL - Adv Indication 90 FD 9F CB EF FC
16545929 Packet BLE LL - Adv Indication 4ANEBB455D6..
16.546318 Packet BLE LL - Adv Scan Request 715993 AC1250 4AEBB455D6..
16546645 Packet BLE LL - Adv Scan Response 4AEB 845506 ..
16.599887 Packet BLE LL - Adv Indication 90 FD 9F CB FO 19
16.600663 Packet BLE LL - Adv Indication 90 FD 9F C8 FO 19
16.601091 Packet BLE LL - Adv Scan Request 715993 AC1250 90FDSFC8F019
16.601499 Packet BLE LL - Adv Scan Response 90 FD 9F CB FO 19
16601866 Packet BLE LL - Adv Indication 90 FD 9F CB FO 19
1 16.699893 Packet Unprovisioned Device Beacon 90FD9FC8FO 19
1 16.700398 Packet Unprovisioned Device Beacon 90FD9FCBFD 19
| 16.700934 Packet Unprovisioned Device Beacon 90 FD 9F C8 FO 19
16.710655 Packet BLE LL - Adv Indication 487631937078
16.714238 Packet BLE LL - Adv Indication 750269 286D . w
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AN1317: Using Network Analyzer with Bluetooth Mesh Applications
Network Analyzer Features

3. See the bookmark recorded (highlighted in yellow).

[W sl_btmesh_api.h [4 sl_btmesh_lib.c [¢] sl_btmesh_se... [¢] sl_bt_apih & mainc [] sl_system_i... & sl_event_ha... [d sl_btmesh.c e sl_btmesh_ge... & *battery se.. a battery ser.. a batt

2 saved filters.. AND|

Time:16.399877s Real timeJan. 1, 07:14:16 MNodes:10 Event:EFR Tx packet L
- FLLLTS *
-
& B ° H @ & & 4 % & - . - [ ] * [ ]
000440144682 w004 0w i
(2010} ('&012) Ly (zoiny

- L] L] . @ @ L ] @ @ & @ @ @ @ @ @ @ @ L] @

Transactions total:1,589 shown:1,523 =t

Time Duration Summary NWK Sre NWK Dest p# M# E# Errar Status ‘Warning Status 1
| 16.399877 2.803 BT Mesh - Looking for Provisioner (Device: 53 696C 6.. 90 FD 9F CB F0 19 48 Missing packets
@ 16.400483 0.001 BLE LL - Adv Scan Request 5582708A0DF1 90 FD 9F C8 FO 19 1 Missing packets

16403652 0.001 BLE LL - Adv Scan Request 5582708A0DF1 51091EB22538 1 Missing packets

16.546318 0.001 BLE Adv - Scan Request/Response T15993AC1250 4AEB8455D6D6 2

16601091 0.001 BLE Adv - Scan Request/Response 715993 AC1250 90FDSFC8FO19 2

16.730039 0.147 BLE LL Control - Feature Exchange Procedure 90 FD 9F CREFFC 715993 AC1250 2

16.730258 0.098 BLE LL Control - Feature Exchange Procedure 715993 AC1250 90 FD 9F C8 EF FC 2 ]
< 1e7vaa7e AnAa T R T Y S =3 n7 A7 AF ac Ae A FRAIEERERE A N

950 Decoders:

efault Pro

Events luetooth Low Ener

Type Event efror status Even 1
75 Bookmark test
- 77 Packet Unprovisioned Device Beacon QOFDOF CBF0 19
1 16400412 Packet Unprovisioned Device Beacon 90 FD 9F C8 FO 19
& 16400483 Packet BLE LL - Adv Scan Request 5582708A0DF1 90 FD 9F C8F0 19
I 16400947 Packet Unprovisioned Device Beacon 90FD9F CBFO 19
16401846 Packet BLE LL - Adv Indication 90FD9F CBFO 19
16.402622 Packet BLE LL - Adv Indication 90FD9F CBFO 19
16403429 Packet BLE LL - Adv Indication 90 FD 9F C8 FO 19
16403652 Packet BLE LL - Adv Scan Request 5582708A0DF1 51091EB22538
16439675 Packet BLE LL - Adv Indication 487631937078
1 16499882 Packet Unprovisioned Device Beacon 90FDSF C8FD 19
1 16500417 Packet Unprovisioned Device Beacon 90FDOF CBFD 19
1 16.500921 Packet Unprovisioned Device Beacon 90 FD 9F C8FO 19
16517548 Packet BLE LL - Adv Indication 90 FD 9F C8 EF FC
16518347 Packet BLE LL - Adv Indication 90 FD 9F CB EF FC
16519145 Packet BLE LL - Adv Indication 90 FD 9F CB EFFC
16545929 Packet BLE LL - Adv Indication 4AEBB455D6 ..
16.546318 Packet BLE LL - Adv Scan Request 715993 AC1250 4AEB8455D6 ..
16.546645 Packet BLE LL - Adv Scan Response 4AEB B4 5506 ..
16.509887 Packet BLE LL - Adv Indication 90FD 9F CBFO 19
16600663 Packet BLE LL - Adv Indication 90 FD 9F CB FO 19
16601091 Packet BLE LL - Adv Scan Request 715993 AC1250 90FD 9F CBF0O 19
16601499 Packet BLE LL - Adv Scan Response 90 FD 9F C8FO 19
16.601866 Packet BLE LL - Adv Indication 90FD9F CBFO19
I 16.699893 Packet Unprovisioned Device Beacon 90FD 9F CBFO 19
I 16.700398 Packet Unprovisioned Device Beacon 90 FD 9F CBFO 19
1 16.700934 Packet Unprovisioned Device Beacon 90 FD SF CBFO 19
16710655 Packet BLE LL - Adv Indication 487631937078
16.714238 Packet BLE LL - Adv Indication 75D26928¢6D ..
16.714987 Packet BLE LL - Adv Scan Response 75D268 286D ...
16.717560 Packet BLE LL - Adv Indication 90 FD OF CBEFFC
16.718358 Packet BLE LL - Adv Indication 90 FD 9F CBEF FC
16719127 Packet BLE LL - Adv Indication 90 FD 9F C8 EF FC 1

3.5 Set Zero-Time Anchor

When studying a particular event or transaction, it is sometime useful to set it as the time reference. Practically, this means setting the
timestamp corresponding to that event or transaction to zero, and then seeing all subsequent timestamps updated according to the new
time reference. Using this Network Analyzer feature is also an excellent way to verify the Bluetooth Low Energy advertising or connection
timings (advertising interval, connection interval, and so on).
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AN1317: Using Network Analyzer with Bluetooth Mesh Applications
Network Analyzer Features

The following describes how this can be done, using a Bluetooth LE Initiating connection (CONNECT _IND) state as an example. Select
the particular transaction or event, right-click to open the context menu, and then click Set zero-time event anchor to this event.

4& battery server test new Studio v5.isd a battery server test new Studio v5.isd, 7 segments &

2 saved filters... AND|

Time:12.318554s  Real timezJan. 1, 07:14:12 Nodes:0 EventEFR Rx packet [m]
-15 dBn
e ————————————————————————————————————————————————% * #* #® & &
000440144692 0004401 OCERNM 144581
(2010) (2012) (2012) (2010)
& & & & & & & L ] & L L L ® ® & & & ® & & & & L J
(Coo0) (2006)

Transactions  total:3,235 shown:3,168 <0
Time Duration Summary NWEK Src NWK Dest P# M# E# Error Status Warning Status &
11.004350 0.001 BLE Adv - Scan Request/Response 5582708A0DF 487631937078 2
11.007952 0.001 BLE LL - Adv Scan Request 72 B7 27 BF 46 A 487631937078 1 Missing packets
11.327283 0.001 BLE LL - Adv Scan Request 5582708A0DF1 18 B4 30 DE OE F6 1 Missing packets
11.516854 0.001 BLE LL - Adv Scan Request TFAT322E1492 67 AT A7 29 51 3F 1 Missing packets
11518517 0.001 BLE Adv - Scan Request/Response TFAT322E1492 90 FD 9F C8 EF FC 2
11.533994 0.001 BLE Adv - Scan Request/Response TFAT322E1492 75D269286D6A 2
11.603593 0.001 BLE Adv - 5can Request/Response 5582708A0DF1 SOFD SFCBFO19 2
11.906122 0.001 BLE LL - Adv Scan Request 5582708A0DF1 60 AB D2 08 A9 52 1 Missing packets
12.000871 0.001 BLE Adv - Scan Request/Response 552559 DF 08 41 90 FD 9F CB FO 19 2
12118520 0.001 BLE Adv - Scan Request/Response TFAT322E1492 90 FD 9F CB EF FC 2
12197481 0.004 BLE Adv - 5can Request/Response 715993 AC1250 S0FD9FC8FO19 2
12201278 0.001 BLE Adv - Scan Request/Response 504AD4BD5B5B  S0FDSFCBFO19 2

& 12217315 1.991 BT Mesh - Looking for Provisioner (Device: 53 69 6C 6.. 90 FD 9F C8 EFFC 715993 AC1250 41
12352364 0.099 BLE LL Contral - Feature Exchange Procedure 90 FD 9F C8 EF FC 715993 AC1250 2
12352583 0.098 BLE LL Control - Feature Exchange Procedure 715993 AC1250 90 FD 9F CBEF FC 2
12399653 2.803 BT Mesh - Looking for Provisioner (Device: 53 69 6C 6.. 90 FD 9F C F0 19 45 Missing packets
12498696 0.098 BLE LL Control - Data Length Update Procedure 90 FD 9F C8 EF FC 715993 AC 1250 2
12.547061 0.050 BLE LL Control - Version Exchange Procedure 715993 AC1250 90 FD SF C8 EF FC 2
12.644565 0.001 BLE LL Control - Connection Update procedure 715993 AC1250 90 FD 9F CB EF FC 1 |
12693320 0.050 BLE ATT - Read By Group Type Request/Response 715993 AC 1250 90 FD 9F CB EF FC 2 :
12739742 0.001 BLE LL - Adv Scan Request S04AD48DSBSE  18B430E1ET 6D 1 Missing packets |
12.790822 0.050 BLE ATT - Read By Group Type Request/Response 715993 AC1250 S0 FD 9F C8 EF FC 2 :
12.799461 0.004 BLE Adv - Scan Request/Response 5582708A0DFR 90 FD 9F C8 FO 19 2 ]
< >

086 shown:26,500 Decoders: Bluetooth Low Energy, Default Profile

Time Type Summary MAC Src MAC Dest Event error status Event warning status =
& 12318127 Packet BLE LL - Adv Indication 90 FD 9F C8 EF FC
E 12318554 Packet BLE LL - Adv Connect Indication 715993 AC1250 90 FD 9F CB EF [~ i
12338022 Packet BLE LL - Adv Indication 4A EB 84 55 D6 .. Shaw only summary: BLE LI ~Adv Conneat Indicatian
12346733 Packet BLE LL - Adv Indication 75D2 69 28 60 . Show only destination: 20 FD 9F C8 EF FC
12347475 Packet BLE LL - Adv Scan Response 75 D2 69 28 6D . SR e T ERDATE
12.352051 Packet BLE LL - Empty PDU 715903 AC1250 SOFDOFCEEr|  -nowonlystatus <none>
Show only type: Packet
12352364 Packet BLE LL Contral: Slave Feature Request QOFDOFCEEFFC 715993 AC12 )
12.352583 Packet BLE LL Control: Feature Request 715993AC1250 SOFDOFCaEr| e type: Packet
12352970 Packet BLE LL Control: Slave Feature Request 9OFDOF CBEFFC 715993 AC12 Append to file
12353788 Packet Unprovisioned Device Beacon 90 FD 9F CB EF FC EXtract t..
12354323 Packet Unprovisioned Device Beacon 90 FD 9F C8 EF FC Unset zero-time
12354828 Packet Unprovisioned Device Beacon 90 FD 9F C8 EF FC (5et zero-time anchor to this event )
12362056 Packet BLE LL - Adv Indication AB7631937078 -
Show in Energy Profiler ]
12 399653 Parket |nnrowisianed Nevice Rearon a0 F1L 9F £A F0 19 R
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AN1317: Using Network Analyzer with Bluetooth Mesh Applications
Network Analyzer Features

The timestamps of all events and transactions are then updated, taking into account the new anchor as time reference, as shown in the
following figure.

& battery server test new Studio v5.isd a battery server test new Studio v5uisd, 7 segments &

2 saved filters...| AND|

Time:0.000000s  Real timedan. 1, 07:14:12 Nodes:0 EventEFR Rx packet =]
-1% dEn
e ———————————————————————————————% # # & # *
000440144682 0004401 DERLM 114581
(2010) (2012) (2012) (2010}
® & ® ® @ ® @ *® L ® @ @ @ ® ® @ ® & & & & ® #
(C000) (2006}
Transactions  total:3,235 shown:3,168 =0
Time Duration Summary INWK Src NWK Dest P# M# E# Emor Status ‘Warning Status A
-1.314204 0.001 BLE Adv - Scan Request/Response 5582708A0DF 487631937078 2
-1.310602 0.001 BLE LL - Adv Scan Request T2 B7 27 BF 46 Ab 487631937078 1 Missing packets
-0.991271 0.001 BLE LL - Adv Scan Request 5582708A0DF1 18 B4 30 DEOEF6 1 Missing packets
-0.801700 0.001 BLE LL - Adv Scan Request TFAT322E1492 67 AT AT 20 51 3F 1 Missing packets
-0.800037 0.001 BLE Adv - Scan Request/Response TFAT 32 2E14 92 90 FD SF C8 EF FC 2
-0.784560 0.001 BLE Adv - 5can Request/Response TEAT322E1492 75D269286D6A 2
-0.714961 0.001 BLE Adv - Scan Request/Response 5582708A0DF1 90 FD SFC8FO 19 2
-0.412432 0.001 BLE LL - Adv Scan Request 558270 8A0DF1 G0 ABD208A952 1 Missing packets
-0.317683 0.001 BLE Adv - Scan Request/Response 552559 DF08 M1 90FDSFC8F019 2
-0.200034 0.001 BLE Adv - Scan Request/Response TFAT 32 2E14 92 90 FD SF C8 EF FC 2
-0.121073 0.004 BLE Adv - Scan Request/Response T15993AC1250 90FDOFCA8FO19 2
-0.117276 0.001 BLE Adv - Scan Request/Response 504AD48D5B5B 90FDSFC8FO19 2
& -0.101238 1.991 BT Mesh - Locking for Provisioner (Device: 53 69 6C6.. 90FD 9F C8 EF FC 715893 AC1250 41

0.033810 0.099 BLE LL Control - Feature Exchange Procedure 90 FD 9F C8 EF FC 715993 AC 1250 2

0.034029 0.098 BLE LL Control - Feature Exchange Procedure 715993 AC1250 90 FD 9F CB EF FC 2

0.081099 2.803 BT Mesh - Locking for Provisioner (Device: 53 696C6.. 90FD9FC8F0 19 45 Missing packets

0.180142 0.098 BLE LL Control - Data Length Update Procedure 90 FD 9F C8 EF FC 715993 AC 1250 2

0.228507 0.050 BLE LL Control - Version Exchange Procedure 715993 AC 1250 90 FD SF CB EFFC 2

0.326011 0.001 BLE LL Control - Connection Update procedure 715993 AC1250 90 FD SF CBEFFC 1

0.374766 0.050 BLE ATT - Read By Group Type Request/Response 715993 AC 12 50 90 FD SF C8 EF FC 2

0421188 0.001 BLE LL - Adv Scan Request S04AD48DSBSE  18B430E1EFED 1 Missing packets

0472268 0.050 BLE ATT - Read By Group Type Request/Response 715993 AC 12 50 90 FD SF C8 EF FC 2

0.480907 0.004 BLE Adv - Scan Request/Response 5582708A0DF1 90FDSFCE8FO 19 2 e
< >

500 Decoders: Bluetooth Low Energy, Default Profile

Type Summary MAC Src MAC Dest Event error status Event warning status
& . Packet BLE LL - Adv Indication 90 FD 9F C8 EF FC
E[ Packet BLE LL - Adv Connect Indication 715993 AC 1250 90 FD 9F C8 EF FC ]
Packet BLE LL - Adv Indication AAEB 845506 ..
0.028179 Packet BLE LL - Adv Indication T5D269286D ..
0.028921 Packet BLE LL - Adv 5can Response T3D269 286D ...
0.0334597 Packet BLELL - Empty PDU 715993 AC1250 90 FD 9F CBEFFC
0.033810 Packet BLE LL Contral: Slave Feature Request Q0FDOFCBEFFC 715993 AC1250
0.034029 Packet BLE LL Contral: Feature Request 715993 AC1250 90 FD 9F C8 EF FC
0.034416 Packet BLE LL Control: Slave Feature Request 90FD9F CAEFFC 715993 AC1250 Retransmitted Packet
0.035234 Packet Unprovisioned Device Beacon 90 FD 9F C8 EF FC
0.035769 Packet Unprovisioned Device Beacon 90 FD 9F C8 EF FC
0.036274 Packet Unprovisioned Device Beacon 90 FD 9F C8 EF FC
0.043502 Packet BLE LL - Adv Indication 487631937078
NNR1NG9 Parket Unnrowisinned Device Beacnn a0 FN GF CA FN 19 e
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Network Analyzer Features

To remove the anchor, right-click the selected event or transaction and click Unset zero-time.

& battery server test new Studio v5.isd a battery server test new Studio v5.isd, 7 segments

2 saved filters... AND|

t

Time:0.000000s  Real timedJan. 1,07:14:12 Nodes:0 EventEFR Rx packet o
~1% dEn
& . . . .2 & & & & & . & & & & L L
000440144682 0004401 DERLLLEEEL
(z010) (2012) (2012) (2010)
& & & & & & & & & & & & & & & & & @ & & & & &
{C000) (2006)

Transactions  total:3,235 shown:3,168 < 0
Time Duration summary NWK Src NWK Dest P# M# E# Error Status Warning Status N
-1.314204 0.001 BLE Adv - Scan Request/Response 5582708A00F 487631937078 2
-1.310602 0.001 BLE LL - Adv Scan Request T2 B7 27 BF 46 Ao 487631937078 1 Missing packets
-0.991271 0.001 BLE LL - Adv Scan Request 5582708A0DF1 18 B4 30 DE OE F6 1 Missing packets
-0.801700 0.001 BLE LL - Adv Scan Request TFAT322E1492 67 AT AT 2051 3F 1 Missing packets
-0.800037 0.001 BLE Adv - Scan Request/Response TFAT 32 2E1492 90 FD 9F C8 EF FC 2
-0.784560 0.001 BLE Adv - Scan Request/Response TFAT322E1492 75D269286D6A 2
-0.714961 0.001 BLE Adv - Scan Request/Response 5582T708A0DF1 90FD SFCBFO 19 2
-0.412432 0.001 BLELL - Adv Scan Request 5582708A0DF1 60 AB D2 08 A9 52 1 Missing packets
-0.317683 0.001 BLE Adv - Scan Request/Response 55 25 59 DF 08 41 90FD9FC8FO19 2
-0.200034 0.001 BLE Adv - Scan Request/Response TFAT322E1492 90 FD 9F C8 EF FC 2
-0.121073 0.004 BLE Adv - Scan Request/Response 715993 AC 1250 90 FD9F CE FO19 2
-0.117278 0.001 BLE Adv - Scan Request/Response 504AD48D5E5BE  S0FDSFCBFO19 2

& -0.101239 1.991 BT Mesh - Looking for Provisioner (Device: 53 69 6C 6.. 90 FD 9F C8 EF FC 715993 AC12 50 41
0.033810 0.099 BLE LL Control - Feature Exchange Procedure 90 FD 9F C8 EF FC 715993 AC 1250 2
0.034029 0.098 BLE LL Control - Feature Exchange Procedure 715993 AC1250 90 FD 9F CB EF FC 2
0.081099 2.803 BT Mesh - Looking for Provisioner (Device: 53 696C6.. 90FD9F CBFO 19 45 Missing packets
0.180142 0.098 BLE LL Control - Data Length Update Procedure 90 FD 9F CBEFFC 715993 AC12 50 2
0.228507 0.050 BLE LL Control - Version Exchange Procedure 715993 AC12 50 90 FD 9F C8 EF FC 2
0326011 0.001 BLE LL Control - Connection Update procedure 715993 AC12 50 90 FD 9F C8 EF FC 1
0.374766 0.050 BLE ATT - Read By Group Type Request/Response 715993 AC1250 90 FD 9F C8 EF FC 2
0.421188 0.001 BLE LL - Adv Scan Request S04AD48DSBSE  1BB430EV1ETED 1 Missing packets
0.472268 0.050 BLE ATT - Read By Group Type Request/Response 715993 AC 12 50 90 FD SF C8 EF FC 2
0.480907 0.004 BLE Adv - Scan Reauest/Response 5582T08A0DF1 90 FD SF C8 FO 19 2 e

< >

086 shown:26,500 Decoders: Bluetooth Low Energy, Default Profile (m]
Time Type Summary MAC Src MAC Dest Event error status Event warning status ]
® -0.000427 Packet BLE LL - Adv Indication 90 FD 9F CB EF FC

c 0.000000 Packet BLE LL - Adv Connect Indication 715993 AC1250 90FD9F C8 FFFC
0.019468 Packet BLE LL - Adv Indication 47 EB 8455 D6 . Show only summary: BLE LL - Adv Connect Indication
0028179 Packet BLE LL - Adv Indication 7502692860 .. LS E s G A FEER R
0.028921 Packet BLE LL - Adv Scan Response 75D2 69 28 6D ... Show only source: 71 59 93 AC 12 50
0.033497 Packet BLE LL - Empty PDU 715993 AC1250 S90FD9SFCS Show only status: <none>
0.033810 Packet BLE LL Control: Slave Feature Request 90FDOF CBEFFC 715993 AC Show only type: Packet
0.034029 Packet BLE LL Control: Feature Request 715993 AC1250 90FDOFC8 Hide type: Packet
0.034416 Packet BLE LL Control: Slave Feature Request GOFDOFCEEFFC 715993 AC Append to file
0.035234 Packet Unprovisioned Device Beacon 90 FD 9F C8 EF FC Extract to...

0.035769 Packet Unprovisioned Device Beacon 90 FD 9F C8 EF FC

0.036274 Packet Unprovisioned Device Beacon 90 FD 9F C8 EF FC CEPZE O G MESNCROrTD this event

0.043502 Packet BLE LL - Adv Indication 487631937078

0081099 Parket Unnrowisioned Nevice Beacon 90 EN 9F CAEN 19 Show in Energy Profiler Y
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3.6 Filters

Network Analyzer supports use of a set of built-in and manual filters.

3.6.1 Built-In Filters

The following built-in filters can be enable/disabled when visualizing PTI data:

Deselect all saved filters

~  Hide Radio Errors

" Hide Diagnostic Events
Show only Bluetooth Mesh Packets
Hide Empty BLE Packets

For example, you can filter Bluetooth LE data out in order to focus on Bluetooth mesh traffic. Radio errors and diagnostics can also be
filtered out. Note that radio errors can be useful for debugging.

3.6.2 Manual Filters

The filter bar is used to filter transactions and events. Each capture session has its own filters settings. When a session’s filter is changed
and the filter is applied by clicking Apply in the Filter pane toolbar, Network Analyzer will refresh the display showing only the correspond-
ing transactions or events. When you exit Network Analyzer, all sessions filters are cleared and must be reapplied when Network Analyzer
is restarted.

Network Analyzer provides two ways to edit filters:

e Filter Manager: Maintains internally a set of saved filters that you can review and edit. You can also add new filters. You specify any
of the saved filters for display on the Filters menu, where they are accessible for use in one or more sessions.

o Filter Bar: An editor that attaches to a given session, where you can enter one or more filter expressions on the fly. Network Analyzer
discards filter bar expressions for all sessions when it exits. It does, however, store the expression for easier future access.

Multiple filters can be combined using logical expressions:
e && - And operator
e | | —Oroperator

Alternatively, conditions for individual filters can also be used:

e ==-Equals
e !'=-Notequal
e | =-Contains

The following table shows examples of filtering in Bluetooth mesh traffic:

transaction.summary |= "BT Mesh" Show transactions where the summary field contains the text
"BT Mesh”

transaction.summary |= "Generic" && transaction.dest == Summary contains string Generic and the destination address

"C001" is 0xC001

transaction.summary != "EFR Rx packet" Do not show transactions with summary "EFR Rx packet” ->
Hide those transactions that Network Analyzer cannot decode
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The following figure shows an example of saved combined filters.

i | 2 saved filters...  AND ransaction.summary |= "BT Mesh"

transaction.summary
transaction.summary == “BT Mesh - Looking for Provisioner (Device: 53 69 6C 6162 7344 6576,

B— = transaction.summary == "EFR Rx packet" 88 transaction.summary == "EFR Rx packet"
| Time:68,338572s  Realyrancaction.summary == "EFR Rx packet”
transaction.summary |= "Generic"

<
| transaction.summary |= "Generic" && transaction.dest == "C001" kivertisement F
Transactions  total: Jtransaction.summary |= "Generic" 8.8t transaction.dest == "C001" && transaction.dest == "CO00 5 Mldieee B 1=
. transaction.summary |= "Generic" && transaction.dest == "0004" 0 i
Time Dur.. |¢ > Tx Address: P | —
657372.. 24.. BT Mesh - Lookingfor.. 000D.. 1 Missing ... PDU Type: Ad §°e’

Alternatively, you can right-click and select preset filters.

D4, UMDY uu BLE AV - 3C3N REQUEST/ KESPONSE LUNEE S e Y WFUYE (BB £ z
64,328037 0,00 BLE Adv - 5can Request/Response 671199 5F 5541 S0 FD9F 5FD2 31 2
d 84,331057 —ir— i " e A mms Tomrmoaman e :

B4,343655 BLE Adv Also show only summary: BLE Adv - Scan Request/Response
64,358124 ELE Adv Also show only destination: 7C 64 56 A7 21 25
64606055 Also show only source: 67 11 99 5F 35 41
64,608806 Also show only status: <none>

j: 68,366434 Also show only type: BleAdv

— 68314347 Also hide type: BleAdv

= £8,582459
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4 Network Analyzer for Bluetooth LE and Mesh

This section describes how the Network Analyzer can be used for Bluetooth Low Energy and Bluetooth mesh traffic monitoring. The
current version of the Bluetooth core specification supported is 5.2. The current version of Bluetooth mesh profile and model specification
is 1.0.1.

Bluetooth Low Energy profile support is limited. Additionally, there is no support for Bluetooth LE random addresses resolving.

4.1 Network Analyzer for Bluetooth LE
This section reviews the capabilities of Network Analyzer for the Bluetooth LE protocol.

When Bluetooth Low Energy data is captured, Network Analyzer displays Bluetooth LE transactions and the corresponding events, as
shown in the following figure.

Time:52.667723s  Real time:Jan. 1,07:14:52  Nodes:0  Event:BLE Attributes Protocol =}
ransactions  total:3,235 shown:3,168
Time Duration Summary NWK Src NWK Dest P# M# E# Error Status Warning Status 2l
52.521465 0.050 BLE LL Control - Version Exchange Procedure 715993 AC1250 90 FD 9F C8F0 19 2
52.618970 0.001 BLE LL Control - Connection Update procedure 715993 AC1250 90 FD 9F C8F0 19 1
1 52.667723 0.050 BLE ATT - Read By Group Type Request/Response 715993 AC1250 90 FD 9F 2
52.813978 0.050 BLE ATT - Read By Group Type Request/Responge. 715993 AC1250 90 FD 9F C8' 2
52.917734 0.009 BLE ATT - Read By Group Type Request/Respons 715993 AC1250 90FD9FC8FO 1 2
52932734 0.009 BLE ATT - Read By Type Request/Error 715993 AC1250 90 FD 9F C8 FO 19
52.947734 0.009 BLE ATT - Read By Type Request/Response 90 FD 9F CBF0 19
52.962736 0.009 BLE ATT - Read By Type Request/Error 90 FD 9F CBF0 19
52.971368 1340 BT Mesh - Looking for Provisioner (Device: 53 69 6C 61 62 ... 715993 AC1250
r 57977738 0.008 BIF ATT - Find Info Reauest/Resnonse 90 FD 9F C& F0 19 ¥ v
Events total:27,086 shown:26,500 Decoders: Bluetooth Low Energy, Default Profile \ \ 8
Time Type Summary MAC Src MAC Dest Event error statl Event warning status @
r 52.667723 Packet BLE ATT: Read By Group Type Request 715993 AC 12 50
& 52.668126 Packet BLE LL - Empty PDU 90FD9F C8F0 19
L 52.716789 Packet BLE ATT: Read By Group Type Response 90 FD 9F C8 FO 19
& 52717728 Packet Unprovisioned Device Beacon 90FD9FC8FO 19
52.718262 Packet Unprovisioned Device Beacon 90 FD 9F C8FO 19
52.718767 Packet Unprovisioned Device Beacon 90 FD 9F C8FO 19
52.813978 Packet BLE ATT: Read By Group Type Request 715993 AC 12 50 90 FD 9F CB8F0 19
52.814382 Packet BLE LL - Empty PDU 90FD9F C8F0 19 715993 AC 1250
52.819523 Packet BLE LL - Adv Indication 90 FD 9F C8 EF FC
52.820321 Packet BLE LL - Adv Indication 90 FD 9F C8 EF FC
52.821090 Packet BLE LL - Adv Indication 90 FD 9F C8 EF FC
52.863046 Packet BLE ATT: Read By Group Type Response 90 FD 9F C8 FO 19 715993 AC 12 50
52.863915 Packet Unprovisioned Device Beacon 90 FD 9F C8FO 19
52.864450 Packet Unprovisioned Device Beacon 90 FD 9F C8FO 19
52.864955 Packet Unprovisioned Device Beacon 90 FD 9F C8FO 19
52.895392 Packet BLE LL - Adv Indication 4B7631937078
52.899337 Packet BLE LL - Adv Non-connectable Indication D87CB3C4713D v

It shows that related packets like requests and responses together make a transaction. These transactions are listed separately in the
Transactions pane. To find the first packet of the transaction, simply click on the transaction. To see the details of the packet, simply click
on the packet. You can see both the raw and the parsed format of the packet in the Hex Dump / Event Detail pane (see section 3.2.2
Interval Editor for more detail).

To disable the display of some transactions that are not of interest, use Preference > Network Analyzer > Decoding > Transaction
Grouper.
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The following figure shows an example of “BLE Advertisement Grouper”.

a Preferences O Y
type filter text Transaction Groupers CwD-§
 General Enable groupers (takes effect only in new streams):
> CfC++
~
Help 5.4 Association Groupe
> Install/Update 15.4 Grouper
> MCU Alarm
~ Network Analyzer n Grouper
Capture Configuration BLE Advertisement Grouper
Capture File Storage BLE Attribute Commands and Notifications
Connectivity Display BLE Attribute Protocol Grouper
+ Decoding BLE Pairing Grouper
Bluetocth ET Fragment Reassembly
F Fiel
rames and Fields BT Link Layer Control Grouper
Reports
. BT Mesh Access Message Grouper
Security Keys A : o
Stack Versions ~1 BT Mesh Advertisement Grouper
Transaction Groupers Show only toplevel transactions
Energy Profiler Integration Transaction types that will be hidden if not further grouped:
Node lcons [ 15.4 MAC transaction ~
Optional Dialogs [] BLE Advertisement
Strea@ Visualization [] BLE Advertisement Extensions
Timeline .
["] BLE Attribute Command
Wireshark -
» Run/Debug [J BLE Artmbutes Pratocol
» simplicity Studio [] BLE Link Layer Control
y Team [] BLE Pairing
Terminal [_] BT Mesh Access Message Transactions
> Wireless Development [_] BT Mesh Advertisement
[C] BT Mesh Link Establishment
[C] BT Mesh Provisioning
[1 BT Mesh Relav e
Restore Defaults Apply
C’;‘ 23 e Apply and Close Cancel

411 Bluetooth Low Energy Transaction Example

Bubtmeshiapin G sbtmesiibe (s btmeshse.  sbapih  Emaine  Gsysemi.  Gslevntha.  sbtmeshc  Gobmenge.  (dbmehby.  Gsbueoohh  bsteyser. bty 0% s
2 sawed fiters.. AND v 58
L
Time123523645 Resltimecdan. 1, 071412 Nodesd EventBLE LinkLayes Control O % EventDetai =c
ransscnonstorsii235 own 160 . . . =0 [ BLE Data 2 byiss]
Time Duistion _ Summasy WK Sic MWK Dest Mo B¢ ErorSteus Warning Satis A Header. 10709
10517656 001 BLE Ady - Scan Request/Response 044046050 S0 FO% COEFFC CIE i Dy bl
10631148 0004 BLE Ad - Scan Request/Response T2BTZTBFAGAG AEBBASS D6 Biers ik fales
10716474 0001 BLE Adv - Scan Request/Response. 552559DF 0841 90 FO 9 CB EF FC z““‘“l":i‘:uz';;wu‘:ivuh =
10719678 00 BLE Agy - Scan Request/Response S582708A0DFI S0 FD9F CBEFFC T
10919258 o0 BLE Ady - Scan Request/Response TFATRIEIAR SOFDIFCREFFC R
10928807 001 BLE LL - Adv Scan Request T2812706 4546 4 FAATIA10D0 Missing packets T
11004350 00 BLE Ad - Scan Request/Response 5582708A0DF1 487631937076 ok e T
11007952 0001 BLE LL - Adv Scan Request T261218F 46 A6 48763 937078 Missing packets e e Db 35
11327283 a0 BLELL- Adv Scan Request S582708A0DFI 185430 DE0EFS Missing packets Raomchn Pablic Fay s ot Ho L
11516854 o0 BLELL - Adv Scan Request TAIREMR 6TATATSNF Missing packsts Steep Clock Accwacy Updates Nl
11518517 o0 BLE Adv - Scan Request/Response TFATI2E1482 SOFDSFCEEF FC Periodic Adveriising Sync Transer - Reciprent No (0)
11533954 0001 BLE Adv - Scan Request/Response TFAT322E1482 750269 28 60 6A Periodic Advenizing Sync Transfer - Sender: No (0)
11603553 000 BLE A0y - Scan Request/ Response 5562708A0DF1 5009 CBFO 1S Rexeiving Constant Tone Extensions: o (0)
11506122 o0 BLELL - Adv Scan Request 60AB D208 4952 Missing packets Anvenna Swiching During CTE Reception(AoA No (0)
12000871 preo v - hange:procedire Atre Sicin s CTE Ty i )
12118520 o BLE A - Scan Request/Response 3 dek 2 Connectioniess CTE Recerver No (0
12197481 00+ BLE Ad - Scan Request/Response WO CBRO 2 Connecioniess CTE Traramitier:No (0)
122078 000 BLE Ao - Scan Roquest/Response WOFCBRW 2 Connection CTE Respanie: No (03
@ 12217315 1991 BT Mesh - Looking for Provisioner {Devce: 53 63 715993 AC 125041 Conmection CTE Request No (0}
Ty Tow BIEUL Control-Fsatre Exchargs Procedirs G CEALRE] ) Minimum Number of Ucsd Channsl Brocedure: No (0)
TTRen T BE T Contra - TR AT 2 LE Fower Class 1:Yes 1)
@ 12399653 2803 BT Mesh - Looking for Provisioner (Device: 53 69 45 Missing packets Channel Setection Algarithm 2 Ves (11

LE Periodic Advertising: No

/ AT transaction LE Extended Advertising Yes (1)

BI£ LL Control - Data Lengh Update Procedure

12 430656 o .
Connection dndicati® Mo - vesion ecrasge frocedue

715993 AC 1250
90 FD 9F (8 EF FC

2
2
SOFDYCAEFFC 1 Le Codled Py Yes (1)
2
1

12684565 t BLE L Control - Comnection Update procedure ;
12633320 00 BLE ATT - Read By Group Type Request/Response 50 FDSF CB EF FC ;':::: ::z::::: ::::::;:’:“::"‘::m
12739742 0001 BLE LL - Adv Scan Request 18 84 30 £1 €7 60 Missing packets v Y

3 LE 24 PHY:Yes (1)
Extendied Scanner Filter Policies: No (0)

Events 101127086 shown26.500 _DiecodMyBluetaoth Low Energy, Defaul Profile L LL Privacy: No (0)

Time Type MAC Ste MAC Dest Event error Status  Event warming status ~ LE Data Packet Length Extension: Yes (1)
12318127 Packet Indication 90 FD9F CBEF .. LE Ping: No (0)

12318554 Packet 'Connext Indication ’ 715093 AC12. 90 FD OF CBEF .. ] Slave-mitiated Features Exchange: Yes (1)
12338022 Packet BLE LL - Actv Indlication AAEBBA55D. Extended Reject Indication: ves (1)

12346733 Faceen TR — 750269286 Connection Parameters Request Procedure: No )
12347475 Packet - Adw Scan Response 750269286 LE Encryption: Yes (1)

§ 12352051 Packet Emoty PDU 1593 ac 2FEiSHBILE eventi of/ the procedure Radio Ino EFR32 1 byta)

= 723 WFOFTREF T TTSYRACT - )

T Tarre TS ; TSRO

@ 12asan Faceet BLE L Conror Stave restue Recuest RO CBE. TIS9TACT2 Retransmites ac.

P 12353788 Packet Unprovisioned Device Beacon 0 FD 9F CBEF Hex Dump (23 bytes]

@ 1235438 Packet Unprovisioned Device Beacon 90 FDOF CBEF .. FC 07 09 OE 20 D9 00 00 00 00 00

= UD 24 FC 35 FD 5C 4D 65 50 07 03

& 12354808 Packet Unprovisioned Device Beacan 90 FD OF CREF .. 20

& 12362056 Packet BLE LL - Adv Indication 4876319370

& 1239965 Packet Unprovisioned Device Beacon 90 FD9F CBFO

@ 12400188 Packet Unprovisioned Device Beacon 90 FD 9F CBFO
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The Event Detail pane allows you to inspect packets at various levels, down to radio data. The example above shows a description of a
Bluetooth Low Energy connection being established between a central and peripheral.

When the feature exchange transaction is selected, the Event panes display the corresponding Bluetooth LE events. Scroll up in the
Event pane to find the Connection Indication packet.

[ st btmesh apih [ sl btmesh fib.c  [sibtmeshse.  [dsbtepih  Emainc  [4 sl systemi. & sl event ha.. [Esibtmeshc  Esibtmeshge.  [Asibimeshbg..  [Eslbluetoothh & battery ser. a battery ser..
2 saved fifters..| AND | Jzeo

Time:12318554s Real timezan. 1,07:1412 Nodes) EventEFR Rx packet O % Event Detail <
Transactions _total3235 shown:3, 168 © 0| v BLE Advertisement Header (36 bytes]
Time Duration  Summary NWK Sre NWK Dest [ Me £ Error Status Warning Status A Advertisement Header. 04522
10517656 0001 BLE Adv - Scan Request/Response 504AD48DSE.. Q0FDOFCBEFFC 2 Rx Address: Public (0}
10691348 0004 BLE Adv - Scon Request/Response 7287278F 4646 AAEBBASSDE.. 2 Te Adchess Random () -
10718474 0001 BLE Adv - Scan Request/Response S52550DF 0841 O0FDOFCBEFFC 2 Ch ek LE Channel Selection Algorithm 31 ()
PDU Type: Adv Connect Indication (5)
10719678 0001 BLE Adv - Scan Request/Response S582708A0DF1 O0FDOFCREFFC 2 Lengiie v
10919258 0001 BLE Adv - Sean Request/Response TEATI22E1402 O0FDOFCBEFFC 2 nitistor Adcress: 71 59,93 AC 1250
10928807 0001 BLE LL - Adv Scan Request T2BT27BF46A6 44FBATTA10D0 1 Missing packets Advertser Address: 3 FD 9F Co EF FC
11004350 0001 BLE Adv - Scan Request/Response 5582708A0DF1 487631937078 2 Company Id: QxS0FDSF
11.007952 0001 BLE LL - Adv Scan Request T2B727BF46A6 487631937078 1 Missing packets Company Assigned Id: OrCBEFFC
11327283 0001 BLE LL - Adv Scan Request 5582708A0DF1 18B430DECEF6 1 Missing packets Access Address: 50 65 4D 9C
11516854 0001 BLE LL - Adv Scan Request TEAT322E1492 67 ATAT29513F 1 Missing packets CRC Inftialization Value: OxDFSDEA
11518517 0001 BLE Ady - Scan Request/Response TFATI22E1492 90FD9FCBEFFC 2 Transmit Window Size: 375 ms (0x03)
11533994 0001 BLE Ady - Scan Request/Response TFAT 32261492 7502692860 6A 2 Transmit Window Offset: 31.25 ms (0x0019)
11.603593 0001 BLE Adv - Scan Request/Response 5582708A0DF1 90FDIFCEFO19 2 Connection Inteval: 4875 ms (030027)
11906122 0001 BLE LL - Adv Scan Request 5582708A0DF1 60ABD208A9S2 1 Missing packets Connection Latency: 0x0000
12000871 0001 BLE Adv - Scan Request/Response S52550DF0841 GOFDOFCBFO1S 2 Connection Supervision Timeout: 200000 ms (3x07D0)
12118520 0001 BLE Adv - Scan Request/Response TFAT322E1402 SOFDOFCBEFFC 2 Channel Map: 1F FF FF FF FF
12197481 0004 BLE Adv - Scan Request/Response 715993AC1250 90FDOFCBFO1S 2 Hop Sea: 0526
12201278 0001 BLE Adv - Scan Request/Response S04AD48D5B.. YOFDIFCBFO19 2 Sleep clock Accuracy(SCA): 151 ppm to 250 ppm (1)
@ s 1901 BT Mesh - Looking for Provisioner (Device: 53 69 90 FD OF C8EFFC 7150 93AC1250 41 Hop Interval: 0x06
12352364 0099 BLE LL Control - Feature Exchange Procedure Q0FDOFCBEFFC  715093AC1250 2 Radio Info EFR32 [12 bytes]
12352583 0098 BLE LL Control - Feature Exchange Procedure TI5993AC1250 90D OFCBEFFC 2
12399653 2803 BT Mesh - Looking for Provisioner (Device: 53 69... 90 FD 9F C8.70 19 45 Missing packets
1249863 0098 BLELL Control - Data Length Update Procedure 90 FD 9F C8EFFC 7159 93AC1250 2
12547061 0050 BLELL Control - Version Exchange Procedure TIS993ACI250 S0FDIFCBEFFC 2
12644565 0001 BLELL Control - Connection Update procedure 715993 AC1250 90FD9FCBEFFC 1
12693320 0050 BLE AT - Read By Group Type Request/Response 715993 AC1250 90 FD 9F CBEFFC 2
12739742 0001 BLE LL - Adv Scan Request 504AD48D5B.. 18B430E1E76D 1 Missing packets v
>
Events _total27,086 shown26,500 _Decoders: Bluetooth Low Energy, Default Profile o
Time Type Summary MAC 1 MAC Dest Eventerrorstatus  Event warning status 3
@ e Packet BLE LL - Adv Indication 90 FD OF CB EF .
C 12318550 Packet BLE LL - Adv Connect Indication 715003 AC 12 90 FDOF CBEF ..
12338022 Packet BLE LL - Adv Indication 4AEB84SS D
12346733 Packet BLE LL - Adv Indication 75026928 6
12347475 Packet BLE LL - Adv Scan Response 750269286,
12352051 Packet BLE LL - Empty PDU 715993 AC 12.. 90 FD9F CB EF
12352364 Packet BLE LL Control: lave Feature Request 90 FD 9F CBEF.. 715993 AC 12
12352583 Packet BLE LL Control: Feature Request 715993 AC12.. 90 FD9F CBEF.
12352970 Packet BLE LL Control: Slave Feature Request 90 FD 9F CB EF . 715993 AC 12 Retransmitted Pack.
12353788 Packet Unprovisioned Device Beacon 90 FD 9F CB EF . Hex Dump (49 bytes] =
12354323 Packet Unprovisioned Device Beacon 90 FD 9F C8 EF ... F8 45 22 50 12 AC 93 59 71 FC EF !
. CB 9F FD 80 9C 4D €5 50 EA 9D DF
12354828 Packet Unprovisioned Device Beacon 90 FD OF CB EF . 03 13 00 27 00 0O 00 DO 07 FF FF
12362056 Packet BLE LL - Adv Indication 4876319370 [FE ET IE 26 02 €2 70 F3 F1 D6 BE
89 BE 0C 03 68
12399653 Packet Unprovisioned Device Beacon 90 FD 9F C8 F0
12400188 Packet Unprovisioned Device Beacon 90 FD 9F CB FO...

The packets corresponding only to a particular Bluetooth LE connection can be filtered using the radio synchronization word. To do so,
in the Radio info in the Event detail pane, right-click on “Sync word” and add to the filter.
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Once the Bluetooth LE connection is established, ATT transactions can take place. The following example illustrates a “Read by Group
Type” ATT request and the corresponding response. Use the Event Detail pane on the right side to inspect the content of the request..

(sl btmesh apih [ sl btmeshlibc (sl btmeshse. [sbtapih  [Emainc  [@sisystemi.  (©sleventha.  [@sibtmeshc  [Bsibtmeshge.  [0sibtmeshbg..  ©slblutoothh  &batteryser.  am batteryser. i %7 -a
2 saved fiters..| AND | -]
Time:12.603320s Real timeJan. 1,07:14:12  Nodes0 EventBLE Attributes Protocol o/ @ -0
Transactions _total:3235 shown:3,168 © 8 || v BLE Data [2 bytes]
Time Duration  Summary NWK Src NWK Dest e M# B Error Status Warning Status ~ ~ Header. 0x0208
10517656 0001 BLE Adv - Scan Request/Respanse S04AD48DSB.. 90FDOFCBEFFC 2 CTE Info Presen: false
10691348 0.004 BLE Adv - Scan Request/Response 72B727BF46A6 4AEBBASSDE. 2 ;‘;ZSZ“"\":EEH o
10718474 0001 BLE Adv - Scan Request/Response 552559 DF0841 90FDOFCBEFFC 2 =
10719678 0001 BLE Adv - Scan Request/Response SSE2708A0DFI 90FDOFCEEFFC 2 Mext Expectad Sequence Number (0
LL ID: LZCAP start or complete (2)
10.919258 0.001 BLE Adv - Scan Request/Response TFA7322E1492 90FDOFCBEFFC 2 Length: 0x0B
10928807 0001 BLE LL - Adv Scan Request 72B727BF46A6 44FBA7TA10D0 1 Missing packets © L2CAP Protocol (4 bytes]
11.004350 0001 BLE Adv - Scan Request/Response 5582708A0DF1 487631937078 2 Length: 7
11007952 0001 BLE LL - Adv Scan Request 72B727BF46A6 4B7631937078 1 Missing packets Channel ID: Attribute Protacol (0x0004)
11327283 0001 BLE LL - Adv Scan Request 5582708A0DF1 18B430DECEF6 1 Missing packets « Attrbute Protacol [7 bytes]
11.516854 0001 BLE LL - Adv Scan Request TEAT322E1492 G7ATAT29513F 1 Missing packets Op Code: 0x10
11518517 0001 BLE Adv - Scan Request/Response TFAT32261482 90FDSFCBEFFC 2 Authentication Signature Flag: No (0)
11533994 0001 BLE Adv - Scan Request/Respanse TFATI22E1492 7502692860 6A 2 Command Flag: 000
11.603593 0001 BLE Adv - Scan Request/Respanse 5582708A0DF1 90FDOFCBFO19 2 Method: Read By Group Type Request (16)
11.906122 0.001 BLE LL - Adv Scan Request 5582708A0DF1 60ABD208A952 1 Missing packets Starting Handle: 0x0001
12.000871 0001 BLE Adv - Scan Request/Response 552559DF0841 90FDSFCBFO19 2 Ending Handle: OXFFFF
12118520 0001 BLE Adv - Scan Request/Response TFAT32261492 90FDOFCBEFFC 2 Attribute Group Type: Primary Service (0x2800)
12197481 0004 BLE Adv - Scan Request/Response 715993AC1250 SOFDSFCBFO19 2  Radio Info EFR32 [12 bytes]
12201278 0.001 BLE Adv - Scan Request/Response 504AD48DSB.. 90FDOFC8FO19 2 Cre3:27F5 26
@ 12217315 1991 BT Mesh - Looking for Provisioner (Device: 53 69.. 90FDOF CBEFFC 715993AC1250 41 HW End: Rx Success (0FS)
12.352364 0.099 BLE LL Control - Feature Exchange Procedure 90FDOFCBEFFC 715093AC1250 2 RSSE: -17 dBm (0xEF)
12.352583 0.098 BLE LL Control - Feature Exchange Procedure 715993AC1250 90FDOF CBEFFC 2 Sync Word: 50 65 4D 9C
& 12399653 2803 B Mesh - Looking for Provisioner (Device: 53 69... 90 FD 9F CBFO 19 5 Missing packets Radio infe: 0400
12.498696 0.098 BLE LL Control - Data Length Update Procedure 90 FD 9F CBEFFC 715993 AC1250 2 Antenna Sclect 0x00
12547061 0050 BLE LL Control - Version Exchange Procedure 715993AC1250 SOFDOFCEEFFC 2 Syne Word Select: 0x00
12644565 0001 BLE LL Contral - Connection Update procedure 715993 AC 1250 90 FD 9F CBEFFC 1 Channe! Number: GF channel 13, 2428 MHz (13)
I 12683320 0050 BLE ATT - Read By Group Type Request/Response 715993 AC 1250 90 FD 9F CREFFC 2 S“‘E‘:";V('zd‘:m;((gs o
@ 1279742 0001 BLE LL - Adv Scan Request S04AD48DSB.. 18B430E1ET6D 1 Missing packets v
= = Protocol 10: BLE (3)
Info C: 0x68
Events _total:27,086 shown:26,500 _Decoders: Bluetooth Low Energy, Default Profile o Tl Indicator Rx (1)
Time Type Summary MAC Src MAC Dest Eventemorstatus  Event warning status ~ Appended info Length: 0x05
™ 12693320 Packet BLE ATT: Read By Group Type Request 715993 AC12.. 90 FD9F CBEF .. Appended Info Version: 0x00
& 1260373 Packet BLELL - Empty PDU S0FDOFCBEF.. T15093ACT2.
& 12701804 Packet BLE LL - Adv Indication 4AEBB455D,
& 12704978 Packet BLE LL - Adv Indication 4AEBB45SD,
& 12nes2 Packet BLE LL - Adv Non-connectable Indication DB7CB3CAT.,
& 12.739742 Packet BLE LL - Adv Scan Request 504AD48D5.. 18BA430E1ET ..
& 12742072 Packet BLELL - Empty PDU 715993 AC 12.. 90 FD 9F CBEF
L 12742385 Packet BLE ATT: Read By Group Type Response 90FDOF CBEF.. 715993ACT2.
& 12132 Packet Unprovisioned Device Beacon 0 FD OF €8 £F
12743828 Packet Unprovisioned Device Beacon 90 FD 9F C8 EF Hex Dump (26 bytes]
12784364 Packet Unprovisioned Device Beacon 90 FD 9F C EF. 07 00 04 00
12790822 Packet BLE ATT: Read By Group Type Request 715993 AC 12.. 90 FD 9F C8 EF 50 0D 03 68
12791226 Packet BLELL - Empty PDU 90FDOF CBEF.. 715993 ACT2.
12799461 Packet BLE LL - Adv Scan Request 5582708A0D.. 90FD9FCBFO..
12799676 Packet Unprovisioned Device Beacon 50 FD 9F C8 FO
12800210 Packet Unprovisioned Device Beacon 90 FD 9F C8FO

After a Bluetooth Low Energy connection is established, the next step is typically the GATT discovery of the GATT Client. A dedicated
view is available for that under Preferences > Network Analyzer > Decoding > Bluetooth, which lists all GATT services/characteris-
tics/descriptors and handles, can be used. There, the ability to save the view is also provided.

For more information on how Bluetooth Low Energy operates and how it can be monitored with Network Analyzer, refer to the Bluetooth
LE connection and GATT connection flowcharts.

Additionally, the Event Difference pane can be used as a diffing tool between two different events. The following figure illustrates the
event diff between a scan request and response.

= Ti cti total:3,235 shown:3,168
11l Radio Info |E7 Event Dif.. 2 4% Connectiv.. & Data Cap... =] fansactions _ tota snown
P Events total:27,086 shown:26,500 Decoders: Bluetooth Low Energy, Default Profile
Time difference: -0.002830s ) Time Type Summary MACSrc  MAC Dest  Eventerror .. Eventwarni...
- S I~ 58395361 Packet BLE LL - Adv Scan Reguest TF A7 32.. 90FD 9F.

Field 56395361 56.398191 58395989  Packet BLE LL - Adv Indication 90 FD 9F..
Sjoaton | 000440144682 0004407144581 58396722 Packet BLE LL - Adv Indication 90 FD OF..
v bleAdvHeader present different & 58397426  Packet BLE LL - Adv Indication 90 FD 9F...
h;:jzr 330‘ gos L. 58398191 Packet BLE LL - Adv Scan Response 90 FD 9F...
;xAdd 1 0 58419827  Packet BLE LL - Adv Indication 90 FD 9F...
chsel 0 0 58420626  Packet BLE LL - Adv Indication 90 FD 9F...
pduType 3 4 58421327  Packet Access Message: Config Composition... 90 FD 9F...
length c 6 58421395  Packet BLE LL - Adv Indication 90 FD 9F...
scanA JEAT 32 2E 1492 missing 58.421942  Packet Access Message: Config Composition.. 90 FD 9F..
advA 90 FD 9F C8 FO 19 90 FD 9F C8 FO 19 58422526  Packet Access Message: Config Composition.. 90 FD 9F...
advACompal 9502111 9502111 58425361 Packet Access Message: Config Composition.. 90 FD 9F...
advACompal 13168665 13168665 58.425977  Packet Access Message: Config Composition.. 90 FD 9F..
radiolnfoEfr32  present different 58426591  Packet Access Message: Config Composition... 90 FD 9F...

4.1.2 Bluetooth Low Energy Data Decryption

Network Analyzer decrypts Legacy encryption automatically. In effect, the keys are harvested from the Bluetooth LE traffic data. When
packets are encrypted using Secure Connection on the other hand, they can only be decrypted when using the security manager of the
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Bluetooth Low Energy stack in debug mode. In the Silicon Labs Bluetooth Low Energy stack, this can be turned on using the following
routine:

sl status_t sl bt sm set debug mode (void)

When using Secure Connections, this has the effect of having the Security Manager using debug keys. Those keys are also known by
the Network Analyzer, which allows it to decrypt the Bluetooth LE data traffic.

To disable debug mode, restart the device. For more information, please refer to docs.silabs.com.

4.2 Network Analyzer for Bluetooth Mesh

This section presents the capabilities of Network Analyzer for the Bluetooth mesh protocol. Network Analyzer offers the following features:

Decryption of the Bluetooth mesh packets at all levels (network, application...)

Handles Network-level segmentation / reassembly.
Tracing packets from nodes out of RF reach from the PC (over Ethernet)
Tracing packets from multiple nodes at once (several WSTKs connected over Ethernet)

As a reminder, Network Analyzer currently supports the Bluetooth mesh 1.0.1 profile and model specification. Support of Bluetooth mesh
devices properties is limited. Provisioning Data PDUs cannot be decrypted and the map pane is not reliable.

4.2.1 Default IV Index Value

A Bluetooth mesh live or recorded session that has a non-zero 1V index will not be decrypted properly. This can be adjusted in the
Bluetooth decoder (Preferences > Network Analyzer > Decoding > Bluetooth) by setting the default IV index value. The following
figure illustrates this.

EJ Preferences O * ‘
type filter text Bluetooth - - 8
M= - [D fault IVl value(s): | 00 00 00 20 | |
Bluetooth efaul value(s):
Frames and Fields []Enable persistent cache of connection records.
Reports Today: 71 5993 AC 12 50 = 90 FD 9F C8 EF FC Delete
Security Keys Today: 71 5993 AC12 50 = 90 FD 9F CB F0 19
Stack Versions Today: 60 EE A9 E6 FO 62 = 16 17 FE 9F 03 03 Delete a

Transaction Groupers
Energy Profiler Integration
Node Icons
Optional Dialogs
Stream Visualization
Timeline
Wireshark

Run/Debug
Simplicity Studio
Team

Terminal

Wireless Development

v Restore Defaults Apply
@ g eh Apply and Close Cancel

Make sure to import the ISD capture file again to see the change being applied.

Note: More information on the 1V index can be found in AN1318: IV Update in a Bluetooth Mesh Network.

4.2.2 Keys

The Bluetooth mesh stack is composed of several layers, starting from the network layer up to the access layer. Data traffic can be
encrypted in various context (that is, stack layer levels):

o Network: Each Bluetooth mesh network has its associated network key. A node can have several network keys.

e Device: Each device in a particular network has its own device key.

e Application: Each application, depending on how it is configured, has its own application key.
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For more detail on how Bluetooth mesh security and encryption work, refer to the Bluetooth mesh profile specification.

When building a Bluetooth mesh network using a smart phone application or a gateway, it should be possible to export the corresponding
security keys. The security keys can correspond to any of the three types: network, device, or application. The provisioner should allow
you to export the keys in a text format that can then be shared with other applications.

This is useful typically in the case of analyzing network traffic or rebuilding a network from scratch. Network Analyzer can import and
export Bluetooth mesh keys. With the Silicon Labs Bluetooth mesh mobile application, a JSON text format is used for keys import/export.

The following steps indicates how to export keys using the Silicon Labs Bluetooth mesh phone application. Note that the steps are
independent from the phone operating system, but the graphic layout of the smart phone application might differ.

1. Browse to the export menu.

ol Telekom HU = 11:07

SILIEON LABS

- Demo network
£

-0

2. Use the Export cryptographic keys button to create the corresponding JSON file. The JSON file called MeshDictionary.json can now
be sent via email.

all Telekom HU % 11:08

Export cryptography keys
Export logs

Reset local database

Bluetooth mesh by Silicon Labs
Application version: 3.0.2
ADK version: 3.0.2

This should make a menu open allowing the user to select by which mean it wished to send the MeshDictionary.json file.
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The content of the (generated) MeshDictionary.json JSON file is human readable text and contains a collection of keywords and hexa-
decimal coded Bluetooth mesh keys.

The following steps indicates how to import the corresponding keys in Network Analyzer.
1. Go to Preferences > Network Analyzer > Decoding > Security Keys.

Bl Preferences m] %
type filter text | Security Keys MR
Install/Update ~
MCU Check to activate. Enter 16 char ASCIl or 32 char Hex
~ Network Analyzer 2 T Name Key Touched ~ New
Capture Configuration W [ AppBootload.. 656D 62 6572204540 3235302061 626C4C  Sep.15,20 T
Capture File Storage W [ AppBootload.. 656D 62 65 72 20 45 4D 32 35 30 20 61 62 6C 4€ Sep. 15, 20
Connectivity Display M1 [ ConnectSampl.. AAAAAAAA AAAA AA AA AA AA AAAA AAAA .. Sep.15,20 Clane
~ Decoding M [ Default Frame.. 05 05 05 05 05 05 05 05 05 05 05 05 05 05 05 05 Sep. 15, 20 E—
Bluetooth M [ Default Frame.. 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 04 Sep. 15, 20
Frames and Fields I [ Default IP Test. BF BE BD BC BB BA BI B8 87 B6BS B4 B3 B2 B1B0  Sep.15,20 Invert
Reparts M [ Default OWL.. 12345678 9ABCDEF0123456789ABCDEFD  Sep.15,20 Cleat All
W[ Default OWL.. 22222222222222222222222222222222 Sep. 15, 20
Stack Versions 1 F DeviceKey:(5) 54A19AAB97C6E0ABBAFDOA ETBESER22  Jun.1 G (L
Transaction Graupers M F Device Key:(§) A3 FD CFDE6A 261023 96BA6ACBEIFFFD30  Jun.1 ASCHI edit.
Energy Profiler Integration
N M Harvested 4E3DAB1AS48318FD STAF 139D COBA14CT  Today
Optional Dialogs MF NetKey: (2) 06 EC 38 C4 914C 36 06 60 89 ED EI6ECE4B46  Jun. 1
- W [ Sensor/Sink Link 5A 69 67 62 65 65 20 53 65 63 7572 60 74 79 21 Sep. 15, 20
Stream Visualization
Timeline M € Sensor/SinkN.. 656D 62 65 72 20 45 4D 32 35 30 20 63 68 69 70 Sep. 15, 20
Wireshark M T SmartEnergy.. 12333333333333333333333333333333 Sep. 15,20
2t sty |y T S
Simplicity Swdio
Team i )
Terminal [ save decryption keys in ISD files Disable keys when not used for ‘E days
Wireless Development “ Restore Defaults Apply
@ S Cancel

2. Deselect all default and saved keys that are already present and click Import...
3. Browse to the MeshDictionary.json file.

B Encryption Ky File x|@
* . g ThisPC > Downloads » keys v O | seax 2 | security keys V
Grgmize = Newiolder Checkto activele Enter 16 ehor ASCI or 32 char Hex
- . ] A 1 Name Koy New
# Quick access Instl fUpclate | 5 Tigee liancet 5416967 42165 65 41 6C 60 69 61 6E 63,65 30 39
E ETEIREE, =
o == | — =)
EDE; ~ Ne o Super Porent Link Gone
»ThisPe 5] o Standaton e
5 o o Standatone
ifestar, 5 o Smant Energy et
4 Documents ~ Decoding Smant Energy Link RHRBBBRBBRBRARAND Toarin
+ Downioas mincath o Sensesfsin Network S350 6268 72 2045 4D 32 35 30 208368 69 70
~yren arves seu Flekd o o SenscnSiic ink SRESAT 2565 0SB ETITIEITA TS Bom HMAC
o £ Net Key: @ Asal et
" Hanestes
; 54AT9A ABI7 C5 £ AB BAFD0A 1E T8 E5 60 22
o o nnnnnnnnnnnnnnnn
kv o o 12 34 56 78 34 BE DE F0 12 34 56 78.94 BC DE 0
S e o 9F 56 BD BC 83 84 B2 B8 B7 65 85 B483 6281 B0
é B Tanetoe °
Vireshart °
e e — “ g RunvDeouy o o Comnecrsampleappkey AL AR AA A Bk AL AR RA AA A A& AR 28 KA AA AL
Sy S o o App BootcaderNetwcrk 6560 2 65 72 20 454D 32 35 30 206162 6C 48
Te o ‘App Bootioader Link 656D 62 65 72 2045 4D 32 35 30 20 61 62 6C €
Termingt
Vereless Development . .
] fes 2 for [365 | doys
Restare Detauits|| Agpty

@ 2aus Carce

4. Click Open and see the keys imported in the “Security Keys* window. For debugging purposes, the decryption keys can be saved in
the I1SD file (by checking the corresponding checkbox). This is not best practice from a security point of view but is acceptable for
debugging. These instructions assume you have checked this.
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5. Click Apply and Close.

type filter text Security Keys o

General
Check 1o activate. Enter 16char ASTIl or 32 char Hex

A T Name Key Al New

Install/ Update ZigheeAlliance0s 5A 69 67 42 65 65 41 6C 6C 69 61 6E 63 6530 39

u [
MWCU ] ) Super Parent Network 53757065 72 50 61 72 65 6 74 4E 65 74 77 48 il
w Network Analyzer ul >] Super Parent Link 5373 706572 50 61 72 65 6F 74 4C 69 6E 68 4B Clone
Capture Configuration ] ] Standalone Bootioader Netwark 65601 62 65 72 20 45 40 32 35 30 20 66 77 66 20 e
Caplure File Storsge o ) Standalone Bootloader Link 65 60162 65 72 20 45 4D 32 35 30 20 6 69 66 68
Cannectivity Display o D Smart Energy Network ST RARABRNNINT Inwert:
¥ Decoiag | ] Sman Energy Link RHRRBBBBRBRBHNHBY e
Bl ] ] SensQr/Sink Network 6560 6265 72 2045 4D 32 35 30 20 63 68 69 70
i el 1 D Sensor/Sink Lk SA 60 67 62 65 65 20 53 65,63 7572697479 21 R HMAC
Reports ] F Net Key: (2) 06 EC 38 C4 91 4 36 06 60 89 ED E3 6F CE 4B 46 ASCH edit..
i (] 3 et ke A 36807 STBITABIDOCITESI EASTIE )
et ] W Hanvestea 4E30 AB 1A 54 83 18 FD 57 AF 13 9D COBA 14 C7
Transaction Groupers =
Eaargyy Piofies bageation ] F Device Key: (5) A3 FD CF DE 6A 26 10 23 96 A 6A CB 63 FF FD 30
Node icons ] f Device Key: (5) 5441 9A A8 97 C6 E0.AB BA D OA 1€ 7B ES EB 22
Optional Dialogs a D Default OWL AES Key 2 RRRBDRRRDRRDNRL2ND
s s m] ) Default OWL AES Key 1 1234 56 78 94 BC DE F0 12 34 56 78 94 BC DE RO
Tl i} 3 Oetaul P Test Evens Key B BE BD BC B8 B B9 68 67 B6 85 64 B3 82 6160
Wireshark 1 D Detault Framework V1 Nwk Key 04 04 04 04 D4 04 D4 04 D4 04 04 04 04 04 04 04
Run/Debug ] [ Default Framework V1 Lk Key 0505 0505 05 05 05 05 05 05 05 05.05 05,05 05
Simplicity Studio o D ConnectSampleAp pKey AA AA AL AA AL AA BA AA AA AL AA AS AA AA A AA
Team & G Aop Key: 5265 A% 5C E7 26 9 70 93 £A DC 55 4F 42 56.86 )
Terminal ] o ‘App Baotioader Nework 55 60 62 65 72 20 45 40 32 35 30 20 61 62 6 AE
Wireless Development 1 n i Bntinaer Liny 56 61 62 £5 72 20 48 8N 32 15 30 M A1 £ AC 4 v
S »
& es | & for [365 | dap
Restore Defaults | Apply

6. After importing the keyfile, select File > Other Network Analyzer Actions ... > Reload to refresh the data.
7. Finally, save the ISD file (checkbox in the bottom left of the security key dialog box).

The access layer Bluetooth mesh data should now be decrypted. The following sections show the expected result, in green on the top
right corner of the figures.

4.2.3 Bluetooth Mesh Advertising Packets

The Bluetooth mesh technology is based on Bluetooth LE advertising packets. Bluetooth mesh traffic is differentiated from the regular
Bluetooth LE traffic through the AD types used by the Bluetooth mesh advertising packets. Network Analyzer can filter advertising packets
in a number of ways.

The following AD types are used for advertising bearer-based Bluetooth mesh traffic:

AD Type value Data type name Reference for definition

Bluetooth Mesh Profile specification

0x29 PD-ADV section 5.2.1

Bluetooth Mesh Profile specification

O0x2A Mesh Message section 3.3.1

Bluetooth Mesh Profile specification

0x2B Mesh Beacon section 3.9
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Based on this information, Bluetooth mesh advertising packets can be filtered. The following filters can be entered in the filter bar:

e DbleAdv.adv _type O 0x2b.

secure data information propagation (secure beacons). The following shows an example.

[4 sl btmesh.apih 4 sLbtmesh libc  [d sl_btmesh se. [6sibtapih  @mainc  [&sl_systemi 65l event ha...

L sl_btmesh.c

& s|_btmesh_ge. [ sl btmesh bg.. & sl bluetoothh & battery ser.. abattery ser.. " =8

2 saved fiters...| ANI

7.00 p’a
0_000s;

~Eooa

Time:32301267  Real timean. 1, 07:1432 Nodest) _EventEFR T packet O % Event Detail CL]
) " ~ | BLE Advertisement Data [2 bytes] ~
° . ® ® ® * ° @ @ e e e ® ®
000440141582
20103 (010
@ o ° o ° 3 ® ® ® ° ® ° ° ° ° ° ° e e e v BT Mesh Beacon [19 bytes]
oy P, - Beacon Type: Unprovisioned Device Beacon (0
Device UUID: 53 69 6C 6162 73 44 65 76 2D 19
Transactions _total:3.235 showni25 <8 008 Inf £ 00000
Time Duration Summary NWK Src NWK Dest P# M# & Error Status Warning Status A On Device: false
24600334 2003 BT Mesh - Looking for Provisioner (Device: 53 69 6C 6. 90 FD 9F CBF0 19 3 Missing packets Insice Manual: false
26803225 1.200 BT Mesh - Looking for Provisioner (Device: 53 69 6C6.. 90 FD OF CBF0 19 2 Missing packets On Piece Of Paper: false
28200534 1405 BT Mesh - Looking for Provisioner (Device: 53 69 6C 6. Q0 FD OF CBF0 19 2 Missing packets Insice Box: false
29803402 1403 BT Mesh - Looking for Provisioner (Device: 53 69 6C 6. 90 FD 9F CF0 19 2 Missing packets On Box: false
I 314032 2800 BT Mesh - Looking for Provisioner (Device: 53 69 6C 6.. 90 FD OF C8F0 19 48 Missing packets String: alse
34403689 3000 BT Mesh - Looking for Provisioner (Device: 53 69 6C 6. 90 FD 9F C8F0 19 48 Missing packets MNumber: false
37601058 2903 BT Mesh - Looking for Provisioner (Device: 53 69 6C 6.. 90 FD 9F C8F0 19 48 Missing packets Nic false
40701230 2802 BT Mesh - Looking for Provisioner (Device: 53 60 6C 6.. 90 FD OF C8F0 19 45 Missing packets Bar Code: false
43704583 2993 BT Mesh - Looking for Provisioner (Device: 53 69 6C 6.. 90 FD 9F C8F0 13 48 Missing packets 2D Machine Readable Code: false
46901576 2805 BT Mesh - Looking for Provisioner (Device: 53 69 6C 6.. 90 FD OF C8 F0 19 45 Missing packets Electronic Uri: false
49904523 4407 BT Mesh - Looking for Provisioner (Device: 53 69 6C 6.. S0FDOFCBFO19  715993ACT250 65 Other: false
52971368 1340 BT Mesh - Looking for Provisioner (Device: 5369 6C6.. S0FDOFCBFO19  T15993ACIZS0 23 v || v Radiolnfo EFR32 (11 bytes]
e 5 Ce2:352216
HW End: T Success (0xFD)
Events _101al:27,086 shown:1,044 _Decoders: Bluetooth Low Energy, Defaut Profile o Sync Words: B 89 BE D6
Time Type Summary MAC Stc MAC Dest Event error status Event warning status s Radio info: 0x00
1 3230167 Packet Unprovisioned Device Beacon 90 FD 9F (87019 Antenna Select: 000
I 32301803 Packet Unprovisioned Device Beacon 90 FD 9F C8 0 19 Sync Word Select 0x00
I 32500774 Packet Unprovisioned Device Beacon 90 FD 0F C3 70 19 Channel Number: RF channel 0, 2402 MHz (0,
I 32501308 Packet Unprovisioned Device Beacon 90 FD 9F C8 70 19 Status byte: 0403 .
1 32501813 Packet Unprovisioned Device Beacon 90FD 9F C8F0 19 < >
1 32700784 Packet Unprovisioned Device Beacon 90FD 9F (870 19 ]
[ 5 (JE1Y Packet Unprovisioned Device Beacan 90FD 9F C4F0 19 FC 02 c8 9F FD
1 32701823 Packet Unprovisioned Device Beacon 90 FD 9F C8 FO 19 Zg x ig :g -'}g 35 ?5 Ea
I 32803568 Packet Unprovisioned Device Beacon 90 FD 0F C8 0 19 Cd 9F FD 90 00 00 36 22
1 32804073 Packet Unprovisioned Device Beacon 90 FD 9F €8 F0 19 ;s FD Dé BE 89 8E 00 03
1 32804609 Packet Unprovisioned Device Beacon 90FD 9F C8 F0 19 -
I 3300311 Packet Unprovisioned Device Beacon 90 FD 9F C8 70 19
I 33004185 Packet Unprovisioned Device Beacon 90FD 9F C8 70 19
I 33004650 Packet Unprovisioned Device Beacon 90 FD 9F C8 70 19
1 332008013 Packet Unprovisioned Device Beacon 90 FD 9F €8 7019
1 3320147 Packet Unprovisioned Device Beacon 90 FD 9F C8 0 19
I 32082 Packet Unprovisioned Device Beacon 90FD 9F C870 19
I 33403604 Packet Unprovisioned Device Beacon 90 FD 9F C8 70 19
1 33404138 Packet Unprovisioned Device Beacon 90 FD 9F C8 70 19
1 3340468 Packet Unprovisioned Device Beacon 90 FD 9F 8019
1 33600834 Packet Unprovisioned Device Beacon 90FD 9F C8F0 19
I 3s0133 Packet Unprovisioned Device Beacon 90 FD 9F C870 19
I 3e0E7s Packet Unprovisioned Device Beacon 90 FD 0F C8F0 19
I 3380365 Packet Unprovisioned Device Beacon 90 FD 9F C8 0 19
I 33804191 Packet Unprovisioned Device Beacon 90FD 9F (87019
I 3380469 Packet Unprovisioned Device Beacon 90FD 9F C8 F0 19
I 34003667 Packet Unprovisioned Device Beacon 90 FD 9F C8 F0 19
1 34004172 Packet Device Beacon 90FD 9F C870 19 v

This shows only Bluetooth mesh beacons that are used essentially for provisioning and

¢ DbleAdv.adv _type O 0x2a. Shows Bluetooth mesh messages. Bluetooth mesh messages are used for common Bluetooth

mesh data traffic. The payload of those mesh advertising packets is called “Network PDUs” (specified by the Bluetooth mesh profile
specification). “Network PDUs” are the containers of the Network layer data. This is very useful because it allows you to display only

the data traffic using the advertising bearer on provisioned nodes in a network. The following figure shows an example:

5 f_btmesh_spin Subtapin  Gmaine  Bdssemi.  Esievemha.  [sibimeshc  [Csbmeshge. [ bimeshbp.  ©slbluctoothh  dbateryser.  m batieryicr
2 saved filters.. AND| Foom
TimeS8100700s Real tmedan 1,071458 Nodes0  fventEFR Tx packet O % fvent Detail -0

- -
. L I
oopansez
[ 2010y
e ¢ s o e e & e & = s s e s e+ e & s » R T T
(conoy cauou) v Sornl il
-0
Time Dustion  Summary naviK sic N Dest Pe w6 Ervor Stans WATING SIS | BT Mesn Network Layer 3 bytes] |
I sameen Config GATT Proxy Set Transaction TISINACIZ  NIDICBROIS W0 BT Mesn Lower Transport Layer (Access Message) [4 )
58390478 0294 Config Compasition Data Get Transaction TISIPACIZSD  HFDIFCBROIS 1B BT Mesh Access Message 3 bytes)
58760499 0197 Config Node Identity Set Transaction TISIWACIZSD WD CBROIS 10 BT Mesh Network Encryption WIC [4 bytes]
63480721 0245 Config AppKey Add Tranc TNSBACI2S VKBRS T BT Mesh App Enceyption MIC |4 bytes]
67555912 031 Config Model App Bind Transaction TISINACI2SD VDK BRI 14  Radio Into EFR32 [11 bytes
68043443 0392 Config Model Publication Set Transaction TISIWACI2S  NFDFCBROIG 15 Crck AEEDFB
68530975 0215 Config Model Subscription Agd Transaction TISHBACI2S)  FDFCBROIS M HIW EnetTx Success (047D)
easane02 0234 Config Model App Bind Transaction 15993AC1250  9FDIFCAFOIG 14 Sync Worcs 9E 89 BE DG
¢0311008 0254 Config Model Publication Set Transaction NSGEIACT25  WIDHCBROIS 15 Racio infe: 0
69701024 0294 Config Model Subscription Ag Transaction TISINACI2H  HFDICBROIS 14 Antenna Seiect 0x00
70139792 0245 Config Model App Bind Transaction TISINACI2S  WEDIFCBROIS 14 Sync Word Select: w00
0520808 0343 Cenfig Mede! Publication Set Transaction TIS03ACI1250 9OFDOFCBFOIS 15 Chwenel Nurvioer RF chennel 12, 2426 MHz (12
70968575 0245 Contig Model Subscription Ad Transaction 75993ACT250  NIDHCBROID 14 Status byte: 003
150013705 11348 BT hesh Control Message: Frend Request 0¥ CBI9  FHD 6 Esck Code: Sucoes ()
150115113 0003 BT Mesh Control Message: Friend Offer WNIDWCBEFFC 2012 3 Frotec) 10 HE O
10165230 oot6 T Mesh Convrol Mesape: Fiend Undate NIDFCBEFRC 2012 5 A;;E’;;“::Y'm’!\n'gm =
150185028 [ BT Mesh Control Message: Friend Subsciption Lst Add S0FDOFCEFO19 2010 [ R T Ry
e
150.196435 [ BT Mesh Control Message: Fiend Subscription List Co.. 90FDOFCBEFFC 2012 9
152341463 0003 BT Mesh Control Message: Fiend Request RIDFCBII  FHD 3 <
152442884 0002 8T Mesh Control Message: Fiend Offer WD WCBEFFC 212 3 Hex Dum 146 bytes]
152452338 0131 BT Mesh Control Message: Fiend Poll FDOFCERNTY 2010 1 re 07 0 1 re co 9r i)
152482298 2103 T Mesh Control Message: Friend Update WU CAEFFC 2012 u it dedha i i
152572407 o037 BT Mesh Control Message: Friend Subscription List Add 80FD85 (8018 2010 6 B B1 ED 47 AS 85 04 C6
152584688 0035 BT Mesh Control Message: Friend Subscription List Co.. 90FD9F CBEFFC 2012 6 [o0 R0 18 sman AR AN
156, 032 BT Mesh Control Message: Friend Foll s0fDOFCAROTY 2010 2z “
i i Skt e B . )
Events 1012127086 shown912 _ Decode Energy, Default Profile o
Time Type Summany WAC S MAC Dest fventemorsiatus  Event waming status B

| saosaaz acket 51 Mesh Segment Acknowledgement Message: 90FD 9 8019
| saosa%s Packet Mesh Segment Acknowledgement Message 05D 5 CBRO19
| seosasz Facket 87 Mesh Segment Acknowledgement Message S0FD 8RO 19
I sat00700 Packet ccess Message: Config GATT Praxy Status [1/1]

1 1276 Packet Access Mestage: Cantig GATT Prosy St 1
' 1 Packet Access W s

58393931 Packet BT Mesh Seqment Adknowledgement Message S0FD 9 CBF19
s8304475 Packet BT Mesh Sagment Acknowledgemen Message 0FD o CaF019
sa305051 BT Mesh Segment Acknowledgement Mescage 0FD o CA019
essage-Contig @01
sage- Cantig @0
Access Messoge: Contig wc8ro19

: A v Raw captured data (3 more)
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¢ DbleAdv.adv _type 0 == 0x29. This shows Bluetooth mesh provisioning advertising packets. Those packets use the PB-ADV
provisioning bearer and are used to provision a device using “Provisioning PDUs".

4.2.4 Proxy Protocol

The Bluetooth mesh technology is mainly based on Bluetooth LE advertisement packets used along with Bluetooth mesh AD types.
Nevertheless, in some cases, some devices are not able to advertise using the Bluetooth mesh AD types. As a consequence, the Blue-
tooth mesh specification allows communication over a GATT connection and uses what is called the Proxy protocol to exchange Network
PDUs.

The proxy protocol is designed to enable nodes to send and receive Bluetooth mesh network packets over a connection-oriented bearer.
As mentioned earlier, a node could support GATT but not be able to advertise the Bluetooth mesh Message AD Type. This node will
establish a GATT connection with another node that supports the Bluetooth LE ATT bearer, called GATT bearer, and the advertising
bearer, using the Proxy protocol to forward messages between these bearers.

Note: The term "GATT bearer", in effect, corresponds exactly to the ATT bearer as specified in the Bluetooth Host specification (Blue-
tooth Core specification, Host Vol. 3, 3.2.11).

Once the Bluetooth LE connection is established, the node can send and receive what are called "Proxy PDUs". A Proxy PDU is essen-
tially a data container for the following PDUs:

0x00 Network PDU The message is a Network PDU as defined in Section 3.4.4
of the profile spec.

0x01 Mesh Beacon The message is a Blue'tooth mesh beacon as defined in
Section 3.9. of the profile spec.

0x02 Proxy Configuration The message is a proxy qonflguratlon message as defined
in Section 6.5. of the profile spec.

0x03 Provisioning PDU The message is a Provisioning PDU as defined in Section
5.4.1. of the profile spec.

The Network PDU corresponds to all messages handled at the "Network Layer".

Network Analyzer allows you to filter Bluetooth mesh GATT bearer data in a live (or recorded) network session. Based on this information,
Bluetooth mesh packets can be filtered. The following filters can be entered in the filter bar:
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e DbtMeshProxy.type 0x0. This shows all Network layer traffic. This is the GATT bearer equivalent to filter Bluetooth mesh
Messages on advertising bearer traffic. The following figure shows an example (note the application and network key data in green in

the top right corner).

sl btmeshapih [ sibimeshlibc  [@sibtmeshse.  [@sibtapih o mainc [l slsystemi Gsleventha.  Gsibtmeshc Gsibtmeshge. [0sibtmeshbg.. (sibluetoothh  Abatteryser.  abatteryser. i

2 saved fifters..| AND((btMeshProxy.type == 0x0 e o

Time:180122895 Real timedan. 1, 07:14:18 Nodes0 _EventBT Mesh Access Message Transactions O % EventDetsil g
e e e e e
N
oooatoTuassz 0004101 oEmu01 4se1
ooy Goiz) (o) (2010 o

ransactio

-0 BLE Data [2 bytes]
Time Duation  Summary NWK Src NWK Dest o M g Eror Status Waring Status A | > L2CAP Protocol 4 bytes]

i 8012289 0197 Config GATT Proxy Set Transaction 715993AC1250  90FDOF CEEFFC 10 Annhme?vom(ol[sby\;ﬂb g
m e

Teai0z 0485 Contg Campostion Ot G Tschon TSACTEI0 RO BEFKC 3
18889831 0197 Config Node Identity Set Transaction 715993AC1250 90 FD 9F CB EF FC 10 Broaykiesie O
2210007 09 Contg Aopkes Add Tanacion Nssaciz wrosGEK 1 Sesmextatonnd teaserily omat
sz 029t Conta o Ao 3 Tmsacion sz wrosEK
e 0290 Contg gl Abicatonset Tamacion Msssaciz wrosGEK 15 BTN N DI
2200 0298 Contg ol Sbscrpion A Tmachon Nsssacizo RS 18 1M Lowe Tarson e s eso)|
s 0245 Contglooe App St Tomacton Tsseicn  mrosEic 16 -
ssarss 094 Contgiooe Polcatonset Tamacion Nssaciz wrowGEK 15 BT e e Expon M 4 1
st 025 Contg el ubsrpion A Tanacion sssacizso wrosER A

- 27714m4 0245 Confin Model Ann Rind Transaction. 715093 AC 1250 90 FDN OF (R FFFC 14 - v

= e = B
Time Type. Summary MAC Src MAC Dest Event error status Event warning status ~

r 18012289 Packet Access Message: Config GATT Proxy Set [1/1] 715993 AC1250 90 FD 9F C8 EF FC

1 18.061354 Packet BT Mesh (GATT Bearer) - BT Mesh Segment Acknowledgement M.. 90 FD OF CBEFFC 715993 AC 1250

1 18.110107 Packet Access Message: Config GATT Proxy Status [1/1] 90FD 9F CBEFFC 715993 AC 1250

Lowamw e e GATT S T s Seqment Acmideman .. 715933 AC 1250 507D C 5
W e cces esage-ConlaCompostion e 11 15955 AC 1250 s01D5F ot <
v o T s GATT Baren - s Seament Acnowledemerc . 00 SECBEFRC 715953 AC 1230
wasn mas ces Mesag Cont Compostion bt S (15 rosrCaEriC 713953 AC 1230
18500126 Packet Access Message: Config Composition Data Status [2/6] 90 FD 9F CBEf 715993 AC 1250 <
s e e Mesoge ot a4 15953 AC 1250 AR IR

frs ket e Mesge:Cor Dot St 575 715993 AC 1250 13 02 20 20 09 0a b3 oe
e . e Message:Confy Compestion Dats St (/5 75992 AC 1250 20 0120 10 80 01 20 00
jreied ciet 6 Mesh (GATTBesrer - £ Mesh SeqmentAcknowiecgement . 71 5993 AC1250 90709 8 £ FC
bhywe Pcket ccess Mersage:Config Node ety St (11 15393 AC 1250, S0FDSF C B €
Tasses pacet 7 Mesh (GATTBearer - B Mesh Seqment Acknowiederment .. 507D 9F CBEFFC. 715993 AC 1250
7645 ket Accse Mesage:Conig Node denty Sats (11 RO CEEr R 715993 AC 250
1o0ese3n acket T s (GATT Bearr - Mesh Segment Adknowledgement .. 71535 AC 1250 30FD5FCB F£C
22400000 oo Access Mesage:Conig AppKey Ad (12 T15993ACT2S0 907D CAEFRC
22.546578 Packet BT Mesh (GATT Bearer) - BT Mesh Segment Acknowledgement M.. 90 FD 9F CBEFFC 715993 AC 1250
e Pciet e Merge.Cont Aoprey St /1 R CREr R 715993 AC 250
ey acket 5 s (GATT Bearr - T e Segment Adknowledgement .. 71535 AC 1250 30FD5FCi £ £C
2sazases aciet Access esage:Conig Mol App Bind 11 T15993ACT2S0 907D CAEFRC
255201 aciet O Mesh (GATTBearen - B Mesh Segment AcknowiecgermentM.._ S0FD 9F CBEFFC. 715993 AC 1250
e cess Messao:Conig Model Ao St (172 0FDSFCREFFC 715993 AC 1250

e btMeshProxy.type 0x1. This shows Bluetooth mesh beacons on GATT bearer. The following figure shows an example,
and shows an example of the secure beacon:

[ s btmeshapih (@ sbtmeshlibc (05l bimeshse.  [dsibtapih  ©mainc  [dsl systemi Gsleventha.  [sibtmeshc  [sibtmeshge. [Isibtmeshbg.. [©sibluetoothh  Sbatteryser.  abatteryser. & t

2 saved filters... AND |(BtMeshProxyty;

Time:178180925 Real time:Jan. 1,07:1418 Nodes EventEFR Tx packet O % Event Detail =
~ > BLE Data 2 bytes]
> D L2CAP Protocol [4 bytes]
rd
0004401 4452 0004401 DB 44581 Attribute Protocol [3 bytes]
010 (2012) (2012) 2010y BT Mesh prory Protocol [1 byes]
Transactions _ total:3235 shown2 <o Proxy Header. 0501
Time Duration  Summary NWK Sre NWK Dest pe M 2] Error Status Warning Status Segmentation and Reassembly information: [
i 17818092 0002 BT Mesh (GATT Bearer) - Secure Network Beacon GOFDOFCREFFC  715993AC1250 1 pezage e e feacangl
58000776 0002 BT Mesh (GATT Bearer) - Secure Network Beacon 90FDOFCBFOT9  715993ACT250 1 7 BT Mesh Beacon [22 bytes]
Beacon Type: Secure Network Beacon (0301)
Flags: 000

Wi Update Flag: Normal Operation (0)
Key Refresh Flag: 0400

< > Network ID: C2 50 £2 DO B5 2559 43

IV Index 0x00000020

Authentication Value: 90 27 66 4F 3€ 37 50 88

Time Type Summary MAC Src MAC Dest Event error status Event waming status
Radio Info EFR32 (11 bytes]
£ 1781808 Packet BT Mesh (GATT Bearer) - 90D 9F CBEF FC_ 715993 AC 1250
58000776 Packet BT Mesh (GATT Bearer) - Secure Network Beacon 90FDIFCBFO19 715993 AC1250

<

Hex Dump [44 bytes] =

EC 06 1E 1A 00 04 00 1B
00 01 01 00

DO B5 25 59 43 00 00 00
90 27 66 4F 3E 37 50

88 0C 29 BB FD 16 52 65

50 17 03 20

e DbtMeshProxy.type == 0x2. This shows Proxy client and server configuration messages. Proxy configuration messages are

used to configure the proxy filters. The proxy server uses a filter to decide whether to forward the message to the proxy client or not.
In practice that filter is only useful in certain specific cases.
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e btMeshProxy.type == 0x3. This shows Provisioning PDUs over the GATT bearer. This is the GATT bearer equivalent of
filtering PB-ADV adverting packet on advertising bearer Bluetooth mesh traffic. The following figure shows an example:

(sl btmeshapih [ slbtmeshlibc  [Gslbtmeshse.  [dsibtapih  [mainc (4 slsystem.i sl eventha..  [dsibtmeshc  [Eslbtmeshge. [dsibimeshbg. (2l bluctoothh  &batteryser. | mbatteryser. i |™

2 saved fiters.| AnD [

[

Time:13475834s Real timeJan. 1,07:1413  NodesO EventEFR Rx packet O % EventDetail <
18 aBn ~ | > BLEData 2 bytes]
. . - N N L2CAP Protocol 14 bytes]

000440144682 0004401 DERUO14 4681 Attribute Protocol 3 bytes]
taniny (2012 (z012) 010y BT RESPTD A
Transactions _total:3.235 shown4 <o Proxy Header: 0x03
Time Duation  Summary NWK Src NWK Dest pe Me & Enor Status Warning Status Segmentation and Reassembly informatior
[ 5001 BT Mesh - Looking for Provisioner (Device: 53 69 6C 61.. 90 FDOF CBEFFC  715993AC1250 59 Messzae e Brotisionios EOU )
® nams 1991 BT Mesh - Looking for Provisioner (Device: 53 69 6C 61.. 90 FD9F C8EF FC  715993AC1250 41 BT Mesh Provisicning PDU [2 bytes]
49904523 1407 BT Mesh - Looking for Provisioner (Device: 53 69 6C61.. 90 FDOF CBFO19  715993ACT250 65 Radio nfo EFR32 (12 bytes]
52971368 1390 BT Mesn - Looking for Provisioner (Device: 53 69 6C61.. 90 FDOF CBFO 19 715993AC1250 23
< >
Events 1012127086 shown22 _Decoders: Bluetooth Low Energy, Default Profile Cl
Time Tyve Summary MAC Src MAC Dest Eventermorstatus  Event waming status
| a47ses Packet BT Mesh (GATT Bearer) - Provisioning: Provisioning Invite 715993AC1250 90 FD 9F CBEF FC
I 1352899 Packet BT Mesh (GATT Bearer) - Provisioning: Provisioning Capabliies 90 FD9F CBEFFC 715993 AC 1250
I 13622091 Packet B Mesh (GATT Bearer) - Provisioning: Provisioning Start 715993AC1250 90FD 9F CBEFFC
I n7eses Packet 8T Mesh (GATT Bearer) - Provisioning: Provisioning Public Key 715993AC1250 90 FD 9F CBEFFC
I 13866165 Packet 8T Mesh (GATT Bearer) - Provisioning: Provisioning Public Key S0FDOFCBEFFC 715093 AC1250
I 1391606 Packet B Mesh (GATT Bearer) - Provisioning: Provisioning Confirmation 715083 AC 1250 90 FD OF CBEF FC
I 1396369 Packet BT Mesh (GATT Bearer) - Provisioning: Provisioning Confirmation 90 FD9F CBEFFC 715993 AC 1250
| aoi2i0e Packet BT Mesh (GATT Bearer) - Provisioning: Provisioning Random 715993AC1250 90FD 9F CBEFFC .
I a0en73 Packet BT Mesh (GATT Bearer) - Provisianing: Provisioning Random SOFD9FCBEFFC 715993AC1250
I 14158364 Packet BT Mesh (GATT Bearer) - Provisioning: Provisioning Data 715993 AC1250 90FDOF CBEFFC  Encrypted BT Mesh Pr. E:E;f“:: l:zbz‘sflm — 1
L w20t Packet B Mesh (GATT Bearer) - Provisioning: Provsioning Complete SOFDOFCOEFFC 715993 AC1250 13 00 [H 00 00 58 05 £2
53481486 Packet BT Mesh (GATT Bearer) - Provisioning: Provisioning Invite 715993 AC1250 90FD 9F C8FO19 :; EE 9C 4D 65 S50 1D 03
53579305 Packet BT Mesh (GATT Bearer) - Provisioning: Provisioning Capabiliies 90 FD9F C8F019 715993 AC 1250
53676495 Packet BT Mesh (GATT Bearer) - Provisioning: Provisioning Start 715993AC1250 90FD9F CBFO19
53725251 Packet B Mesh (GATT Bearer) - Provisioning: Provisioning Public Key 715093AC1250 90FD9F C8FO19
53871624 Packet B Mesh (GATT Bearer) - Provisioning: Provisioning Public Key SOFDIFCBFOT9 715993 ACT250
5396018 Packet BT Mesh (GATT Bearer) - Provisioning: Provisioning Confirmation 715993 AC 1250  90FD 9F CBF0 19
54018085 Packet BT Mesh (GATT Bearer) - Provisioning: Provisioning Confitmation 90 FD9F C8F019 715993 AC 1250
54066527 Packet BT Mesh (GATT Bearer) - Provisioning: Provisioning Random 715993AC1250 90FD9F CBFO19
54115503 Packet 8 Mesh (GATT Bearer) - Provisioning: Provisioning Random SOFDOFCBRO19  715993AC1250
54261540 Packet B Mesh (GATT Bearer) - Provisioning: Provisioning Data 715993AC1250 90FDIFCBFO19  Encrypted BT Mesh Pr..
54310605 Packet B Mesh (GATT Bearer) - Provisioning: Provisioning Complete SOFDIFCBFO19 715993 ACT250

Note: When using Bluetooth mesh, the node map may not be totally reliable. This is a known issue in Network Analyzer.

Alternatively, filtering can be done on both bearers using frame patterns. When selecting a packet containing Bluetooth mesh Network
layer data, in the Event detail pane, right-click the Bluetooth mesh Network data of that packet and click Filter by Frame Pattern. This
filters all Network messages regardless of the bearer. The same procedure can be done with Bluetooth mesh beacons and provisioning
PDUs.
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5 Bluetooth Mesh Networking and the Network Analyzer.

In a Bluetooth mesh network, especially on the field, node access can be challenging. Even when accessible, all nodes might not have
the PTI pins exposed allowing network monitoring.

This section describes briefly what techniques can be used to monitor the Bluetooth mesh traffic in such environments.

The Silicon Labs recommendation for this use case is to set up a WSTK-based proxy node. That would be, in effect, a dedicated sniffer
node. The sniffer node does not need to run any particular model beyond the basics. It would only need to have the network key associated
with the Bluetooth mesh network to decipher the traffic.

Using a mobile phone application, connect to the proxy sniffer node that would be used with the Network Analyzer to see the Bluetooth
mesh traffic. That way, not only traffic on the advertising channels can be monitored but also data using the GATT bearer. This can be
quite helpful when debugging issues that occur between the mobile phone application and the nodes.

Proxy node

Android or i0S phone
running 2 Mesh application <:>

jol u SILICON LABS -“

USB cable/FT1 over UART

\ VD/

Alternatively, a sniffer node can be created in a Bluetooth mesh network by simply loading a demo or sample application that is constantly
scanning onto a WSTK-based Bluetooth LE device (i.e. an EFR32BG radio board mounted on a WSTK).

As an example, the soc-thermometer-host, constantly scanning for health thermometer server devices, would receive all Bluetooth mesh
advertising-based PDUs. The fact that it is not a Bluetooth mesh node is not a problem as this can be recorded and decoded later on in
Network Analyzer (see section 4.2 Network Analyzer for Bluetooth Mesh)

@ veshroce

Advertising bearer Mesh traffic

Sriffer device constantly scanning on the priarfary
advertisnig channels

/

Although this type of sniffer is very useful in the field, it has a couple of limitations: GATT bearer Bluetooth mesh data would not be sniffed
and only packets within radio range will be caught. In practice, the latter can be mitigated if the sniffer node is close to a relay node.

Finally, a standalone Java-based packet trace tool exist that is worth mentioning. The data stream recorded can be decoded in Network
Analyzer (and Wireshark) or can simply be stored in text or binary format. For more detail, refer to Github.
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