SILICON LABS

AN1325: ZCL Advanced Platform (ZAP) User's
Guide

ZAP is an advanced configuration tool within Simplicity Studio that
allows the developer to manage Zigbee endpoints, clusters and KEY POINTS
commands implemented by their device. ZAP works in concert with

. . . . e Introduces ZCL and describes how to
the Zigbee Application Framework to generate code for setting up use it
the endpoints, clusters, attributes, and commands that constitute a « Covers adding and modifying endpoints.

Zigbee application. ZAP, which is also used in Matter configuration, » Describe how to configure a cluster.
is known as the Zigbee Cluster Configurator (ZCL) in the Zigbee + Discusses adding custom clusters.
context.

silabs.com | Building a more connected world. Copyright © 2023 by Silicon Laboratories




AN1325: ZCL Advanced Platform (ZAP) User's Guide
Introduction

1 Introduction

ZAP, also known as the Zigbee Cluster Configurator (ZCL), is a separate tool within Simplicity Studio. It is used to generate code into the
Simplicity Studio Zigbee project that is used to define important aspects of the Zigbee application, such as its endpoints, clusters, attrib-
utes, attribute storage, and commands. ZCL presents the user interface for managing these aspects of the Zigbee application. If you are
familiar with the former Simplicity Studio AppBuilder, you can think of the Zigbee Cluster Configurator as replacing the ZCL tab in that
interface.

This document assumes that you have downloaded Simplicity Studio 5 and the Zigbee SDK and are familiar with other aspects of creating
and configuring a Zigbee project. If not, see QSG180: Zigbee EmberZNet SDK Quick-Start Guide for SDK 7.x and Higher and the Sim-
plicity Studio v5 User's Guide.
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2 About ZAP/ZCL

Simplicity Studio offers several ways to access or launch ZCL. The easiest way is through the Project Configurator's CONFIGURATION
TOOLS tab. If the Project Configurator is not open, double-click the .slcp file in the Project Explorer view.

Iiil ii ‘ = 0

Z3Light CONFIGURATION TOOLS
Description

Graphical tool for configuring pins on your hardware.

I Zigbee Cluster Configurator ‘°‘¢ Open

Description

Graphical configuration tool for application and libraries based on Zigbee Cluster Library.

I Memory Editor

Description

Graphical tool for editing the memory layout of the applications in your workspace

Click Open on the Zigbee Cluster Configurator card to open ZCL for your project. This launches ZCL in a new tab next to the <pro-
ject>.slcp tab, with the title “zcl_config.zap.” The main ZCL user interface is shown in the following figure.

&% Z3Light.slcp & m iﬁﬂiiﬁliii E = B
ZCL @ zigbee B N i O

Options Extensions Notifications Tutorial

<+ ADD ENDPOINT

Endpoints

No Filter « Q_ Search Clusters CLOSE ALL

Endpoint 1 Clusters

Closures

<

Endpoint - 1 s 00 -~
Device LO Dimmable Light [ General o )
(0x0101)

Network 0 [ GP - )
Profile ID 0x0104
Version (SE - )
Endpoint - 2 s 00 v

(Zigbee Direct > )
Endpoint - 242 s 00 v

<
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3 Saving and Generating Configuration Files

ZCL opens in edit mode, as noted by the asterisk on the tab. Save changes at any time using CRTL-S or any other file save function. If
you close ZCL with unsaved changes, the tool prompts you to save.

’.H. Z3Light.slcp % *z¢l_config.zap X
ZCL

Configuration changes made through ZCL are saved to the zc/_config.zap file. The .zap file is the backing data file for the ZCL configu-
ration for your application. When you save the file, ZCL not only saves the .zap file into your project, but also automatically generates all
the .c and .h files required by the Zigbee Application Framework for your Zigbee application. These files show up in two locations in your
project. The .zap file is saved in the project’s config > zcl folder.

v 2= Z3Light [GNU ARM v10.3.1 - Default]
> ﬁPBinaries
> [l Includes
> [=-autogen
v [=config

v [=zcl

, % zcl_config.zap

The files generated by ZCL for the application are placed in the project’s autogen folder and all start with the “zap” prefix.

€] zap-cli.c

E| zap-cluster-command-parser.c
@ zap-cluster-command-parser.h
[k zap-command.h

|| zap-command-structs.h

@ zap-config.h

@ zap-enabled-incoming-commands.h
@ zap-event.c

[h| zap-event.h

[K| zap-id.h

[K| zap-print.h

[h| zap-tokens.h

[K| zap-type.h

VW WV WV VWV WV VWV VYV VWY
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4 Adding Endpoints

A Zigbee application can have multiple endpoints. Each endpoint contains a device configuration made up of Clusters on that endpoint.
Add a new endpoint to your application by clicking ADD NEW ENDPOINT in the top left corner of ZCL interface.

ZCL @ zigbee LG L

Options Extensions Notifications

<

Closures

<

Endpoints -+ ADD ENDPOINT .
End pOInt 1 CIUSterS No Filter ~ Q_ search Clusters CLOSE ALL
Endpoint - 1 s 00 -~
Device LO Dimmable Light ( General o )
(0x0101)
Network 0 [ GP - )
Profile ID 0x0104
Version 1 (SE - )
Endpoint - 2 s 00 v
(Zigbee Direct > )
Endpoint - 242 s 00 v

( HVAC

A dialog opens in which you can select the device type for the endpoint.

GF
Create New Endpoint
Endpoint
3
Profile ID
Device v
Network Version
0 1
CANCEL CREATE
=
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From here, you can select whether you would like the endpoint to represent something like a Light or a Door Lock. You can find the
Zigbee device type by entering the name of the device in the Device field.

CBA On/Off Light (0x0100)

CBA On/Off Light Switch (0x0103)

HA Color Dimmable Light (0x0102)

HA Dimmable Light (0x0101)

HA Light Sensor (0x0106)

HA On/Off Light (0x0100)

HA On/Off Light Switch (0x0103)

LO Color Dimmable Light (0x0102)

LO Color Temperature Light (0x010C)

Device

light
Network Version
0 1

CANCEL CREATE

To change the number of the endpoint on which you would like this device to appear, change the Endpoint setting.

Create New Endpoint

Endpoint

& S

Once you have configured the endpoint, click CREATE to add the endpoint to your configuration.
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5 Modifying an Endpoint

Select an endpoint to modify by clicking on the endpoint configuration on the left side of ZCL. The Endpoint highlighted with a blue border
is the endpoint that you are in the process of modifying.

% Z3Light.slcp A i =8
i = o 0 Q
ZCL @ z'gbee Opt:o_ns Extensions Notifications Tutorial
s i Endpoint 1 Clusters NoFilter v || Q Search Clusters CLOSE ALL
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<
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[}
b
<
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Version
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m
<

Endpoint - 2 s 0

o
<
<

Zigbee Direct
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Closures

z
>
o
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Lighting

<
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<

<
—

Security & Safety
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When the endpoint is highlighted, you can modify the clusters enabled on that endpoint in the cluster configuration editor on the right-
side of ZCL.

Eﬂdein'[ 1 Clusters No Filter + Q_ search Clusters CLOSE ALL

General v

)
o
<

Zigbee Direct v

Closures v

[ HVAC v

The dropdown tab highlighted below gives you options by which to view the clusters that are available or enabled on your endpoint. To
see only clusters that are enabled on the endpoint, select the Enabled Clusters option.

N N N7 N7 Y
m
<
(A A WA NS S

1
Endp0| n't 1 Clusters Enabled Clusters ~ || Q, search Clusters CLOSE ALL
|
==l ~
~
Cluster Required Cluster Cluster ID Manufacturer Code Enable Configure
Basic Server 0x0000 Server - @3
Identify Server 0x0003 - Client & Server « @
Groups Server 0x0004 Server v @
Scenes Server 0x0005 Server v @3
On/off Server 0x0006 Server v @
Level Control Server 0x0008 Server - @3
Qver the Air Bootloading Client 0x0019 - Client - @
& J
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You can enable either the Client or Server (or both) sides of a cluster, by changing the Client and Server settings in the Enable column.
If these settings are changed, you may be notified that components have been added to your project.

Endp0|n‘t 1 Clusters NoFilter v || Q, Search Clusters CLOSE ALL
L | o
~
Cluster Required Cluster Cluster ID  Manufacturer Code Enable Configure
Basic Server 0x0000 Server - €§3
Not Enabled
Client
Server
Identify Server 0x0003 @
Client & Server
Groups Server 0x0004 - \ ) @

To remove the cluster entirely from the configuration, select ‘Not Enabled' in the Enable menu.
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6 Configuring a Cluster

Each cluster can be configured to implement Zigbee cluster attributes and commands. The Enable Command Discovery toggle, under
the ZCL Global options, allows the list of commands supported by the device to be visible through the Zigbee General Command Discov-
ery command interface.

% Z3Light.slcp .z ig.zap > = g

Global Options

Product Manufacturer

Ember (0x1002)

Default Response Policy

Always

Enable Command Discovery @i

To configure a cluster, click on the gear icon on the right side of the cluster row.

On/off Server 0x0006 - Server - @

When you click the icon, a page opens specific to that cluster on that endpoint. In this interface, you can enable or disable attributes,
manage how they are stored, manage attribute reporting, and manage the enabled commands on that cluster.

The cluster configuration interface consists of three tabs:

e Attributes

e Attribute Reporting

¢ Commands
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6.1 Configuring Attributes

Attributes are configured through the first tab in the cluster configuration interface, as shown.

% Z3Light.slcp N ig = 0

On/off X

Endpoint 1 / General / On/off

Attributes and commands for switching devices between 'On’ and 'Off' states.

St h attribut
Cluster ID: 0x0006, Enabled for Server Q search attributes

Attribute Reporting Commands
N
Enabled  Attribute ID Attribute Required Client/Server &~ Mfg Code Storage Option Singleton Bounded Type Defaul
@ 0x0000 on/off Yes Server RAM  ~ O [[] BooLean 0
@ 0x4000 global scene control Yes Server RAM  ~ O [[]  BooLEAN 1
@ 0x4001 on time Yes Server RAM  ~ O O INT16U | 0
C ) 0x4002 off wait time Yes Server RAM  ~ ‘ O O INT16U | 0
‘ 0x4003 start up on off Yes Server RAM  ~ D D ENUM8 0
‘ OxFFFD cluster revision Yes Server RAM ~ D I:' INT16U 1
» OXFFFE reporting status Server D |:| ENUM8
» 0x0000  Sample Mfg Specific Attribute: 0x0000 0x1002 Server 0x1002 v |:| |:| INT16U
Records per page: All + 1-110f 11
. J/

To enable or disable an attribute for a given cluster, click the On/Off toggle. When the toggle is shaded blue and to the right the attribute
is on. If the toggle is grey and to the left, the attribute is off and thus not enabled for that cluster. In the figure below, the on/off attribute is
implemented, whereas the reporting status attribute is not.

Enabled Attribute ID Attribute

E 0x0000 on/off D) OxFFFE reporting status
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6.2  Configuring Attribute Reporting

Default attribute reporting is configured through the Attribute Reporting tab in the cluster configuration interface.

Attributes Attribute Reporting Commands
~
Enabled Attribute ID Attribute Reporting Policy Client/Server Mfg Code Min Interval Max Interval Type Reportable Change
(‘ 0x0000 on/off suggested Server 1 65534 BOOLEAN not analog
» 0x4000 global scene control optional Server 1 65534 BOOLEAN not analog

As with attribute enablement, default attribute reporting is controlled through the toggle interface to the left of the Attribute Reporting table.
An attribute is set up to be reported by default when the toggle is on.

Attributes Attribute Reporting Commands

Enabled Attribute ID Attribute

@ 0x0000 on/off

For instance, in the following example, Endpoint 1 only implements the Server side of the On/Off cluster. Therefore, it is only possible for
the cluster to receive the Off command In, which is in fact enabled for that cluster.

On/off

Endpoint 1 / General / On/off

Attributes and commands for switching devices between 'On’ and 'Off' states.
Cluster ID: 0x0006, Enabled for Server

Attributes Attribute Reporting

Out In Direction ID Command

Client = Server  0x00 Off

With this setting enabled, ZCL automatically generates command header code for the On/Off cluster’'s Off command.

Note: To ensure that enabled commands in the ZCL Configurator tool are handled, follow Section 6.4 ZCL Command Handling Callbacks
of UG491: Zigbee Application Framework Developer’s Guide for SDK 7.0 and Higher.
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7 Adding Custom Clusters

In Zigbee, developers can add their own custom clusters to their applications. This functionality is supported by the Zigbee Cluster Library
(ZCL). The custom ZCL must be described in the Silicon Labs ZCL XML format. For examples of custom ZCL XML, see the file sample-
extensions.xml in the <GSDK install location>/app/zcl directory. This XML file can be used as a reference for your custom ZCL XML file.

Once you have created your custom ZCL XML file, it can be added to your project through the ZCL EXTENSIONS... interface.

° -k
ZCL 72 zigbee T
Options Extensions Notifications Tutorial
Endpoints -+ ADD ENDPOINT (General v]
Endpoint - 1 s 0O 0 -~ (GP o j
Device LO Dimmable Light
(0x0101) ( S o J
Network (1]
Profile ID 0x0104
(Zigbee Direct v j
Version 1
Endpoint - 2 s 08 v (Closures v ]
Endpoint - 242 s 0§ v (HVAC " ]

Clicking ZCL EXTENSIONS... opens the Custom ZCL page in ZCL.

Add Custom ZCL

You can use this functionality to add custom ZCL clusters or commands to the Zigbee Clusters Configurator
zcl-zap.json i DELETE v
gen-templates.json 'i DELETE v 0
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Adding Custom Clusters
Click Add to add your custom ZCL XML to the project. Browse to the location of the custom ZCL XML, select a file, and click Open.

< 8|~ B =7 Custom Extensions Q
Today
<
=

cluster-
extensions-cs.xml

XML files (*xml)

New Folder Options

Once the custom ZCL XML has been read into ZCL, your custom clusters, attributes, commands, and so on are accessible to the config-
uration of your application.
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