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SILICON LABS

AN1501: SiWx917 NCP Enterprise Client

Application Note

In wireless networks, most of the data transmissions are broadcast over radio waves
through the open air. Hence, they are more susceptible to security attacks than wired
networks. Network Security is vital in protecting client data and information, keeping
shared data secure, ensuring reliable access, network performance, and protection from
cyber threats.

This document provides information about how to configure the SiWwx917 NCP (Network
Co-Processor) device as Enterprise Client, and to connect with Enterprise Secured Ac-

cess-Point (AP) using any of the EAP-TLS, EAP-TTLS, EAP-FAST, and PEAP methods.

For reference, refer to latest enterprise client example in wiseconnect SDK.
Note: For NCP, SiWx917 would be called SiWN917 in the following document sections.
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1. Enterprise Security

Enterprise Security provides the capability to the Wi-Fi devices to connect to enterprise Wi-Fi networks with WPA and WPA2 security
that leverage the IEEE 802.1x authentication mechanism using Extensible Authentication Protocol (EAP). EAP is used with an authenti-
cation server, which provides strong mutual authentication between the client and the wireless network via the access point.

Enterprise security mode is best suited for businesses and organizations with multiple Wi-Fi clients. Enterprise security mode provides
better safety and security compared to the Personal or Pre-Shared Key (PSK) security mode. Securing the Network has three chief
aims to,

1. prevent unauthorized access to network resources.

2. detect and stop cyberattacks and security breaches in progress,

3. ensure that authorized users have secure access to the network resources when they need them.
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2. Enterprise Network

In Wireless Communication, an enterprise network refers to a wireless network infrastructure within an organization to facilitate seam-
less communication, data transfer, uninterrupted execution of business applications, and resource sharing among employees, and devi-
ces. Enterprise wireless networks are designed to provide reliable and secure wireless connectivity throughout the organization.

Here, a wireless station (supplicant) connects to an enterprise enabled access point. Firstly, Open System Authentication takes place
with Authentication Request, Authentication Response, Association Request & Association Response. Once the Open System Authen-
tication phase is completed, the EAP method starts.

The EAP authentication starts with the authenticator sending an EAP Request/Identity frame to the supplicant. The supplicant, on re-
ceiving the EAP Request/Identity, responds with EAP Response/ldentity, response frame containing its identity information such as
Username or User ID. The authenticator then forwards the EAP Response/ldentity message to the authentication server (e.g., RADIUS
server) for further processing. Depending on the EAP method being used and the security requirements, authentication server sends
EAP request/access challenge to authenticator. The authentication server and the supplicant must agree on one EAP method to pro-
ceed with the authentication process. Based on the EAP method, EAP requests and EAP responses are sent between supplicant and
authentication server until the authentication server responds with EAP-Success or EAP failure packet.

After verifying the supplicant's credentials, the authentication server sends an EAP Success message to the access point if authentica-
tion is successful. If authentication fails, the authentication server sends an EAP Failure message.
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Figure 2.1. Enterprise Network Authentication Flow Diagram
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3. EAP Methods

EAP methods are specific authentication mechanisms used within the EAP framework to facilitate the authentication process between a
supplicant and an authentication server. These methods define how authentication credentials are exchanged and verified during the
EAP authentication process. Here are the EAP methods supported by SiWN917.

3.1 EAP TLS - EAP Transport Layer Protocol

EAP-TLS utilizes mutual authentication and digital certificates to establish a secure TLS-encrypted tunnel between the supplicant and
the authentication server. It is considered highly secure and is widely used in enterprise environments that require strong authentica-
tion.

» The supplicant sends an EAPOL-Start message to the access point (AP) to initiate the EAP authentication process.

» The EAP server must respond with EAP Request/Identity message to the supplicant with EAP-Type set to EAP-TLS, the Start(S) bit
is set (True) and without any data and asks the supplicants to provide its identity.

» The supplicant then sends an EAP-Response packet with EAP-Type to EAP-TLS, containing a TLS client_hello along with the ci-
pher suites supported, in the handshake message.

» The EAP server, then responds with a handshake message — server_hello (with the cipher suite picked and supported), TLS certifi-
cate, server_key_exchange, certificate_request, server_hello_done.

+ The Client must respond to the EAP-Request with an EAP-Response packet of EAP-Type set to EAP-TLS. And the authentication
server starts verifying the data sent by supplicant like TLS certificate verify, TLS client_key_exchange, change_cipher_spec.

« If a ChangeCipherSpec message is sent by the client and the server responds with its own ChangeCipherSpec message to confirm
the change to new Cipher Spec.

« If the EAP server authenticates successfully, the peer must send an EAP-Response packet of EAP-Type to EAP-TLS
» The EAP server then responds with an EAP-Success message.
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Figure 3.1. EAP - TLS Method
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3.1.1 Configuring SiWN917 in EAP-TLS

To configure SIWN917 in EAP-TLS, follow the steps below:

» Change the security type to SL_WIFI_WPA2_ENTERPRISE. Supported Enterprise client securities are:
+ WPA-EAP: SL_WIFI_WPA_ENTERPRISE
+ WPA2-EAP: SL_WIFI_WPA2_ENTERPRISE

» Change the encryption type to SL_WIFI_EAP_TLS_ENCRYPTION.

» Mostly, EAP-TLS method uses root CA certificate and public-private key pairs for authentication.

Note: To know more about loading certificates, and other configurations, refer to the readme.
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3.2 EAP TTLS - EAP Tunneled Transport Layer Security

EAP-TTLS was developed as an extension of the EAP-TLS (Transport Layer Security) protocol. It provides a way to secure the authen-
tication process while still using existing username and password-based authentication mechanisms. In EAP-TTLS, the authentication
process is divided into two phases, the tunnel establishment phase and the authentication phase.

Tunnel Establishment: This phase sets up a secure tunnel between the client and the authentication server using Transport Layer
Security (TLS) to provide encryption and integrity protection. And this phase protects the subsequent authentication process within the
tunnel, including the exchange of credentials.

Authentication: Once the secure tunnel is established, the client sends its credentials (typically a username and password) to the au-
thentication server. The server authorizes client access based on the authentication and authorization results. If successful, the authen-
tication process ends and provides a successful connection.
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Figure 3.2. EAP - TTLS Method
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3.2.1 Configuring SiWN917 in EAP-TTLS

To configure SIWN917 in EAP-TLS, follow the steps below
» «Change the security type to SL_WIFI_WPA2_ENTERPRISE. Supported Enterprise client securities are:
+ WPA-EAP: SL_WIFI_WPA_ENTERPRISE
+ WPA2-EAP: SL_WIFI_WPA2_ENTERPRISE
» Change the encryption type to SL_WIFI_EAP_TTLS_ENCRYPTION.

Note: To know more about loading certificates, and other configurations, refer to the readme.

3.3 EAP PEAP - EAP Protected Extensible Authentication Protocol

The Protected Extensible Authentication Protocol, also known as Protected EAP or simply PEAP, is a protocol that encapsulates the
Extensible Authentication Protocol (EAP) within an encrypted and authenticated Transport Layer Security (TLS) tunnel.

PEAP is similar to EAP-TTLS in design, requiring only a server-side certificate to create a secure TLS tunnel to protect user authentica-
tion, and uses server-side public key certificates to authenticate the server. It then creates an encrypted TLS tunnel between the client
and the authentication server. The tunnel method is also referred to as the "inner method" and provides user authentication.
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Figure 3.3. EAP - PEAP Method
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3.3.1 Configuring SiWN917 in EAP-PEAP

To configure SIWN917 in EAP-TLS, follow the steps below:

» Change the security type to SL_WIFI_WPA2_ENTERPRISE. Supported Enterprise client securities are:
+ WPA-EAP: SL_WIFI_WPA_ENTERPRISE
+ WPA2-EAP: SL_WIFI_WPA2_ENTERPRISE

» Change the encryption type to SL_WIFI_PEAP_MSCHAPV2_ENCRYPTIONS.

» Supported inner method in SIWN917 is MSCHAPV?2.

Note: To know more about loading certificates, and other configurations, refer to the readme.
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3.4 EAP FAST - EAP Flexible Authentication via Secure Tunneling

In EAP FAST, Use of server certificates is optional and uses a Protected Access Credential (PAC) to establish a TLS tunnel in which
client credentials are verified and ensure a secure connection. These PAC files can be provisioned either AUTO or MANUAL.

1. Auto Provisioning (PAC file is not required)

2. Manual Provisioning (PAC file is required)

1. Auto Provisioning:
The connection between the AP and the client is done without loading the PAC file into the Client. And this can be done in 2 ways,

Internal Radius server: Some Access Points have this feature, configure the Access Point in the Enterprise mode by selecting an
option for the Internal radius server and add a WLAN user with the username, password, and Shared secret. Configure the client in
EAP-FAST and enter the username and Password as mentioned in the Access Point.

External Radius server: There is no specific Access Point required here, Any Access Point supporting EAP can be used. Configure
the radius server for EAP-FAST and add the IP address of the PC running the radius server in Access Point settings. Configure the
client in EAP-FAST and enter the username and Password as mentioned in the radius server.

2. Manual Provisioning:
The connection between the AP and the client is done only when the PAC file is loaded into the Client.

This can be done by using both internal and external radius servers. Any Access Point supporting EAP can be used. Configure the
radius server for EAP-FAST and add the IP address of the PC running the radius server in AP settings. Configure the client in EAP-
FAST, load the PAC file and enter the username and Password as mentioned in the radius server.
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Figure 3.4. EAP - FAST Method
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3.4.1 Configuring SiWN917 in EAP-FAST

To configure SIWN917 in EAP-FAST, follow the ste[s below:

» Change the security type to SL_WIFI_WPA2_ENTERPRISE. Supported Enterprise client securities are,
+ WPA-EAP: SL_WIFI_WPA_ENTERPRISE
+ WPA2-EAP: SL_WIFI_WPA2_ENTERPRISE

» Change the encryption type to SL_WIFI_EAP_FAST_ENCRYPTION.

Note: To know more about loading certificates, and other configurations, refer to the readme.
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4,

Cipher Suites Supported

Below is the list of 11 cipher suites supported by the SIWN917

DHE-RSA-AES256-SHA256
DHE-RSA-AES128-SHA256
DHE-RSA-AES256-SHA
DHE-RSA-AES128-SHA
AES256-SHA256
AES128-SHA256
AES256-SHA

AES128-SHA

RC4-SHA

DES-CBC3-SHA

RC4-MD5
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5. Wireshark Captures

In this section, we can see the on-air sniffer captures (Wireshark captures) of different EAP methods.

5.1 EAP-TLS
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Figure 5.1. EAP-TLS Wireshark Capture
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5.2 EAP-TTLS
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5.3 EAP-PEAP
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Figure 5.3. EAP-PEAP Wireshark Capture
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5.4 EAP-FAST
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6. Recommendations

1. SiWN917 supports only .pem format certificates. Users need to convert their certificates of other formats (like .der) to .pem format
and then load them into the module. One can use OpenSSL tool to convert .der format certificate into .pem using the following
command:

openssl x509 -in <nane of der format certificate> -out <nane for pemfornmat certificate>
Ex: openssl x509 -in cert.der -out cert.pem

2.Load the EAP certificates in order of private key, public key, and CA certificates individually with certificate type as 17,33 and 49
respectively. Maximum certificate length for each individual certificate is 4088 bytes or aggregate the certificates in to one file in a
fixed order of private key, public key, intermediate CA/dummy certificate, and CA certificate and load the certificate with certificate
type 1.

3. The maximum size for CA certificate is 12280 bytes. The maximum size for other certificate types like Client certificate and Private
key etc., is 4088 bytes for each of them.

4. The total maximum size for a single certificate set of one CA certificate, one client certificate and one private key is 12280 bytes +
4088 bytes + 4088 bytes = 20456 bytes.

5. Supported TLS versions with WPA2 Enterprise Security are TLS v1.0 and TLS v1.2. And the corresponding settings for selecting
TLS v1.0/v1.2 should be done at server end.

6. Whenever there is an EAP failure, user can check for the validity of the certificates loaded by decoding the certificates at cert logik.

7.During the handshake mechanism whenever the user observes the close notify alert, check whether the certificate loaded into the
module has ended with proper " \n” which indicates the end of the certificate.

8. Make sure the certificate loaded has no space.
9. If the user wants to use a certificate size more than 2048 bytes, then the user needs to enable the following:

BIT(1) - SL_SI91X EXT_FEAT_RSA KEY_W TH 4096 _SUPPORT

and

BI T(3) -SL_SI 91X EXT_FEAT_SSL_CERT_W TH_4096_KEY_SUPPORT in extended custom feature bitmap.
And, to enable parameters in extended custom feature bitmap, you need to first enable

BI T(31) - SL_SI 91X CUSTOM FEAT_EXTENTI ON_VALI Din custom feature bitmap.
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7. Revision History
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