SILICON LABS

SiWG917 SoC Errata ®

This document contains information on the SiIWG917 SoC Errata. The latest available revision of this
device is revision B. Errata that have been resolved remain documented and can be referenced for
previous revisions of this device. The device datasheet explains how to identify the chip revision ei-
ther from the package marking or electronically.

Errata effective date: June TBD, 2025.

Errata Summary

Designator Title/Problem Workarounds Exists on Revision A Exists on Revision B
OSC_32kHz_E301 |Recommendation for an external XTAL No X X
as a mandatory requirement
OSC_32kHz_E302 |Device hangs on application reset and Yes X X
after FW upgrade by commander
OSC_32kHz_E303 |Calendar Timer is inaccurate No
EXIP_E301 Devices with a certain eFuse configura- No
tion cannot support encrypted XiP for
Cortex-M4
EXIP_E302 Encrypted XiP for Cortex-M4 disabled No X X

in default MBR configuration flash for
SoC OPNs with in-package flash

CONFIG_TIM- 32-bit State Configurable Timer option No X X
ER_E301 removed from the datasheet
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SiWG917 SoC Errata
OSC_32kHz_301: Recommendation for External XTAL as Mandatory Requirement

1. OSC_32kHz_301: Recommendation for External XTAL as Mandatory Requirement

Description

The SIWG917 datasheet 0.7 and earlier revisions provide options for two types of external clock, an external 32 kHz oscillator or an
external 32 kHz XTAL. In future revisions of the datasheet, an external 32 kHz XTAL will be mandatory for Wi-Fi, BLE, and Coex Power
saving use-cases and ULP MCU applications with accurate timing requirements.

Affected Condition/Impacts

Timing accurate ULP MCU applications and wireless power consumption will be impacted.
Workaround

No workaround available.

Resolution

Hardware Design Change: Use an external 32 kHz XTAL for high timing accuracy use-case on pins XTAL_32KHz_P and
XTAL_32KHz_N.
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SiWG917 SoC Errata
OSC_32kHz_302: Device Hangs on Application Reset and After FW Upgrade by Commander

2. OSC_32kHz_302: Device Hangs on Application Reset and After FW Upgrade by Commander

Description

When the SiWG917 is designed with an external 32 kHz oscillator connected to the UULP_VBAT_GPIO_3 pins and used with SW SDK
versions 3.3.2 or before, hardware hang issues have been observed during the FW update via Simplicity Commander or programmatic
reset by applications.

Affected Condition/Impacts

The SiWG917 will hang and will not reset after FW upgrade via JTAG or Serial Wire Debug (SWD), or application-based reset.
Workaround

In the affected condition, the device will need an externally triggered power cycle or hard reset (POC_IN).

Resolution

This issue is resolved by upgrading to the latest SiSDK (with WiSeConnect SDK 3.3.4 or above) and Commander version 1.17.0 or
above.
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SiWG917 SoC Errata
OSC_32kHz_303: ULP MCU Calendar Peripheral is Inaccurate

3. OSC_32kHz_303: ULP MCU Calendar Peripheral is Inaccurate

Description

When the SiWG917 is designed with an external 32 kHz oscillator connected to the UULP_VBAT_GPIO_3 pin, the ULP MCU Calendar
peripheral is inaccurate.

Affected Condition/Impacts

The device cannot maintain accurate real-time calendar for MCU applications.
Workaround

No workaround available.

Resolution

Hardware Design Change: Use a 32 kHz XTAL for high timing accuracy use-case on pins XTAL_32KHz_P and XTAL_32KHz_N.
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SiWG917 SoC Errata
EXIP_301 — Devices with a Certain eFuse Configuration cannot Support Encrypted XiP for Cortex-M4

4. EXIP_301 - Devices with a Certain eFuse Configuration cannot Support Encrypted XiP for Cortex-
M4

Description

eFuse configuration has a bit called disable_m4_kh_access which disables encrypted XiP for M4. This bit is set to 1 by default. Howev-
er, if this configuration is programmed in the OTP of the device for the OPNs listed below, it cannot be set to 0 and causes Encrypted
XiP of Cortex-M4 to be permanently disabled.

Affected Condition/Impacts
SoC devices with date code 2440 or earlier where this eFuse configuration is programmed in OTP will be impacted.

OPNs:

+ SIWG917M141XGTBA
+ SIWG917M141XGTBAR
« SIWG917M121XGTBA
* SIWG917M121XGTBAR
« SIWG917M111XGTBA
* SIWG917M111XGTBAR

Workaround
No workaround available.
Resolution

Devices manufactured with date code 2441 and above will have this bit set to 0. Contact Silicon Labs if your application is using En-
crypted XiP and you have parts with affected date codes.
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EXIP_302 — Encrypted XiP for Cortex-M4 Disabled in Default MBR Configuration Flash for SoC OPNs with In-Package
Flash

5. EXIP_302 - Encrypted XiP for Cortex-M4 Disabled in Default MBR Configuration Flash for SoC OPNs
with In-Package Flash

Description

MBR configuration has a bit called disable_m4_kh_access which disables encrypted XiP for M4. This bit is set to 1 by default in the
MBR on the flash of the device for the listed OPNs below.

Affected Condition/Impacts

SoC devices where default MBR configurations are programmed in flash will be impacted in the execution of Cortex-M4 applications
with encryption.

OPNs:

* SIWG917M111MGTBA

+ SIWG917M111MGTBAR
« SIWG917M110LGTBA

« SIWG917M110LGTBAR
« SIWG917M100MGTBA

+ SIWG917M100MGTBAR

Workaround
No workaround available.
Resolution

Simplicity Commander version 1.17.3 and beyond can clear encrypted XiP bit in MBR while enabling SiWG917 security configurations
automatically to resolve the issue.
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SiWG917 SoC Errata
CONFIG_TIMER _E301 — 32-bit State Configurable Timer option removed from the datasheet

6. CONFIG_TIMER_E301 — 32-bit State Configurable Timer option removed from the datasheet

Description

The 32-bit configuration timer option for State Configurable Timer (SCT) is not supported and has been removed from the device data
sheet. Only Dual 16-bit timer operation is supported.

Affected Condition/Impacts

All SoC OPNs with MCU applications that utilize SCT are impacted.
Workaround

No workaround available.

Resolution

No resolution is available.
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SiWG917 SoC Errata
Revision History

7. Revision History

Revision 0.3

July, 2025
* Added 6. CONFIG_TIMER_E301 — 32-bit State Configurable Timer option removed from the datasheet.

Revision 0.2

February, 2025
» Added 4. EXIP_301 — Devices with a Certain eFuse Configuration cannot Support Encrypted XiP for Cortex-M4.

* Added 5. EXIP_302 — Encrypted XiP for Cortex-M4 Disabled in Default MBR Configuration Flash for SoC OPNs with In-Package
Flash.

Revision 0.1

December, 2024
 Initial release.
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Disclaimer

Silicon Labs intends to provide customers with the latest, accurate, and in-depth documentation of all peripherals and modules available for system and software imple-
menters using or intending to use the Silicon Labs products. Characterization data, available modules and peripherals, memory sizes and memory addresses refer to each
specific device, and “Typical” parameters provided can and do vary in different applications. Application examples described herein are for illustrative purposes only. Silicon
Labs reserves the right to make changes without further notice to the product information, specifications, and descriptions herein, and does not give warranties as to the
accuracy or completeness of the included information. Without prior notification, Silicon Labs may update product firmware during the manufacturing process for security or
reliability reasons. Such changes will not alter the specifications or the performance of the product. Silicon Labs shall have no liability for the consequences of use of the infor-
mation supplied in this document. This document does not imply or expressly grant any license to design or fabricate any integrated circuits. The products are not designed or
authorized to be used within any FDA Class Il devices, applications for which FDA premarket approval is required or Life Support Systems without the specific written consent
of Silicon Labs. A “Life Support System” is any product or system intended to support or sustain life and/or health, which, if it fails, can be reasonably expected to result in
significant personalinjury or death. Silicon Labs products are not designed or authorized for military applications. Silicon Labs products shall under no circumstances be used
in weapons of mass destruction including (but not limited to) nuclear, biological or chemical weapons, or missiles capable of delivering such weapons. Silicon Labs disclaims
all express and implied warranties and shall not be responsible or liable for any injuries or damages related to use of a Silicon Labs product in such unauthorized applications.

Trademark Information

Silicon Laboratories Inc.®, Silicon Laboratories®, Silicon Labs®, SiLabs® and the Silicon Labs logo®, Bluegiga®, Bluegiga Logo®, EFM®, EFM32¢, EFR, Ember®, Energy Micro, Energy
Micro logo and combinations thereof, “the world’'s most energy friendly microcontrollers”, Redpine Signals®, WiSeConnect , n-Link, EZLink®, EZRadio®, EZRadioPRO®, Gecko®,
Gecko OS, Gecko OS Studio, Precision32®, Simplicity Studio® Telegesis, the Telegesis Logo®, USBXpress® , Zentri, the Zentri logo and Zentri DMS, Z-Wave®, and others are
trademarks or registered trademarks of Silicon Labs. ARM, CORTEX, Cortex-M3 and THUMB are trademarks or registered trademarks of ARM Holdings. Keil is a registered
trademark of ARM Limited. Wi-Fiis aregistered trademark of the Wi-Fi Alliance. All other products or brand names mentioned herein are trademarks of their respective holders.
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400 West Cesar Chavez
Austin, TX 78701
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