AES Bootloader Proposal

· Introduction
· [bookmark: _GoBack]Bootloader
· Symmetric Encryption
· Verification hash
· Security
· Protecting the key
· Debug lock
· Firmware vulnerabilities
· Bootloader
· Memory layout
· State machine
· Backup firmware
· Failure recovery
· Preparing firmware
· Linker file
· Padding to block size (XMODEM)
· Appending hash
· Encrypt image
