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World-Wide Security 
Regulation Landscape



May 2021 - President Biden Executive Order on Improving the Nation’s Cybersecurity



June 2022 - NIST IR 8425 – Consumer IoT Product Security Profile



Governmental Regulatory Landscape — United States

SB-327

HB 2395

HB 2793
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Requirement Federal Requirement

Asset Identif ication

(Secure Identity)
The IoT product is uniquely identif iable and inventories all of the IoT 

product’s components

Product Configuration

(Secure Boot)
The IoT product configuration is changeable, ability to restore a secure 

default setting, changes only performed by authorized entities

Data Protection

(Cryptography)
The IoT product can protect the data it stores and transmits from 

unauthorized access, disclosure, and modif ication.

Interface Access 

Control

(Secure Debug)

The IoT product restricts access to all interfaces to limit access to only 

authorized entities

Softw are Update

(Secure OTA 

Updates)

The IoT product’s software can be updated by authorized entities only by 

using a secure and configurable mechanism.

Cybersecurity State 

Aw areness

(Tamper)

The IoT product supports detection of cybersecurity incidents affecting or 

affected by the IoT product and they store and transmit

Jun 2022

Biden Executive Order

On Improving the Nation’s Cybersecurity

May 2021
Jan 2020

Jan 2020

Jul 2021

US IoT Security
Labeling Program

Summer 2023?
California

Oregon

Virginia

Softw are 
Transparency

Vulnerability 
Disclosure

Cyber Shield Act

NISTIR 

8259A

Firmw are 
Updates PendingPublished

L E G E N D

SP 800-213A

Appendix

2020

Dec 2020 - Fed Govt Only

May 2020

Nov 2021

NISTIR

8259D

Dec 2020

IoT Improvement Act

Congress
Department 
Commerce



Governmental Regulatory Landscape – Europe

IoT Code of Practice

Germany

Technical Specif ication

TS 103 645

European Standard

EN 303 645

Singapore

Australia

TS103 645 / EN 303 645

Cyber Security for Consumer Internet of Things 

▪ No universal default passwords

▪ Implement a means to manage reports of vulnerabilities

▪ Keep software updated

▪ Securely store credentials and security-sensitive data

▪ Communicate securely

▪ Minimize exposed attack surfaces

▪ Ensure software integrity

▪ Ensure that personal data is protected 

▪ Make systems resilient to outages 

▪ Examine system telemetry data

▪ Make it easy for consumers to delete personal data

▪ Make installation and maintenance of devices easy

▪ Validate input data

Secure Debug

Secure Boot

Secure Identity

Secure OTA Updates

Radio Equipment Directive (RED)

?

European Electrotechnical Committee 

for Standardization

EU

Countries

Recent Wild Card

Oct ‘21

Apr ‘22

Jun 2020

Jun 2020

Oct 2018

UK Product Security and 

Telecom Infra Act

Dec 2022

PendingPublished

L E G E N D

U.K.



European Union - Radio Equipment Directive (RED) Security Requirements

2 0 1 4  D IR E C TIVE  5 3  –  AR T IC L E  3 ( 3 )

OC T 2 9 ,  2 0 2 1  –  S U P P L E ME N T TO 2 0 1 4  D IR E C TIVE  5 3

▪ (d) radio equipment does not harm the network or its functioning nor 

misuse network resources, thereby causing an unacceptable 
degradation of service; (example given: Denial of Service)

▪ (e) radio equipment incorporates safeguards to ensure that the personal 

data and privacy of the user and of the subscriber are protected;

▪ (f) radio equipment supports certain features ensuring protection from 

fraud;

▪ Deadline set for August 1st, 2024 – first regulation to specify compliance 

date

▪ Compliance date depends on “Voluntary Harmonized Standards” being in 

place and industry adopted – i.e.CENELEC -> ETSI EN 303 645?

▪ Any device must be “capable itself to communicate over the internet” (IPv(X) 
based comms i.e. WiFi or Thread)

• Exception: childcare, toys, and wearables are in scope even if 
connected to a gateway (i.e. ZigBee, Z-Wave, Proprietary)

Applies To:

▪ Devices capable of communicating via the Internet: Examples of 

such equipment include electronic devices such as smartphones, 

tablets, electronic cameras; telecommunication equipment as well 
as equipment that constitutes the ‘internet of things’.

▪ Toys and childcare equipment: Toys and baby monitors can be 
vulnerable to cybersecurity threats that monitor or collect 

information about children.

▪ Wearables: Devices like smartwatches and fitness trackers.



CENELEC Joint Technical Committee (JTC) 13 / Work Group (WG) 8

T IME L IN E C U R R E N T MAIN  R E QU IR E ME N TS  IN  FE B  2 0 2 3  D R AFT

S TAN D AR D IZAT ION  R E QU E S T ( S C OP E )

▪ Jul 7, 2022 - JTC 13/WG8 established

▪ Feb 2, 2023 – First Draft (complete)

▪ Sep 2023 – Acceptance of Final Version

▪ Sep 2023 - Submission to Formal Vote

▪ Nov 2023 – Closure of Formal Vote

▪ Dec 2023 – Ratification and Availability of Definitive Text **

** Note – If 5G included then June 2024

“… shall contain technical specifications that ensure… radio equipment, where 
applicable:

▪ Monitor and control network traffic

▪ Mitigate DOS attacks

▪ Up-to-date software without known vulnerabilities

▪ Secure mechanisms for updating software and firmware

▪ Protect exposed attack surfaces and minimize impact of attacks

▪ Protect personal and financial data at rest and during transit

▪ Inform users of changes that affect data protection and privacy

▪ Log internal activity that may affect security of the above

▪ Allow users to easily delete personal data

▪ Access control mechanism –> access control of resources

▪ Authentication mechanism –> the entity is what it claims to be

▪ Update mechanism –> patch vulnerabilities

▪ Secure storage mechanism –> privileged data at rest

▪ Secure communication mechanism –> privileged data in motion

▪ Logging mechanism -> events that might impact privileged data

▪ Deletion mechanism -> deletion of privileged data

▪ Resilience mechanism -> mitigate DOS attack and return to defined state after 

attack

▪ Attack surface reduction -> input validation 

▪ Network monitoring mechanism -> detect DOS and defend

▪ Traffic control mechanism -> source address validation

▪ User notification mechanism -> notify user of changes of privileged data

▪ Critical Security Parameter (CSP) generation mechanism -> i.e. strong 

passwords, crypto keys, etc.

▪ General equipment capabilities – up-to-date software and hardware with no 

known “exploitable” vulnerabilities, no unnecessary external interfaces, 

▪ Cryptography -> shall use for Secure Update, Secure Storage, Secure Comms, 

CSP generation, etc.



Singapore Cybersecurity Labeling Scheme (CSL)
Voluntary for now but will likely become mandatory

▪ Level 1 (Self Assessment)

• No Universal Passw ords

• Report Vulnerabilities

• Keep Softw are Securely Updated

▪ Level 2 (Self Assessment)

• Meet all selected ETSI 303 645 Requirements

▪ Level 3 (Level 2 + Lab Verification)

• Secure By Design

▸ Threat Modeling

▸ Secure by  Design (Sof tware/Hardware)

▸ Secure Supply  Chain w/ no known v ulnerabilities

▸ Publish Security  Policies

▸ Penetration Testing and Hardening

• Softw are contains no know n vulnerabilities

▪ Level 4 (Level 3 + Black Box Pen Testing

▸ Perf orm prescribed minimum test

▸ Ports and Serv ices

▸ Firmware and Firmware Updates

▸ Communications

▸ Conf iguration Portal

▸ Mobil Applications

▸ Authentication

▸ Phy sical Attacks

▸ Simple Side Channel Analy sis & Fault Injection

▸ Interf aces: JTAG, UART, Debug, etc

• 4 Days of Freedom Pen Testing

• Automated Fuzz Testing

M A R C H  2 0 2 0



India IoT Standards
Released May 18, 2023 — Voluntary for now

# of 

Requirements

42

143

304

10

26

Total: 525

IR 8228

EN 303 645



Certification Processes

E XA M P L E

Connectivity Standards Alliance (CSA) Product Security Certification



Protocol Security vs. Product Security 

Connectivity Standards Alliance © 2023

IoT Product Security

Protocol Security

(e.g., Matter)

Back-end 

services
APPs

IoT Devices

Data Privacy

Data in 

transit

Data at 

rest

Data

Encryption



First Baseline Tech Spec Approved – v0.7 - June 2023
Full Certification Program by April 2024

Connectivity Standards Alliance © 2023

EO 14028

RED

CSA CLS

NIST 8425

EN 303645

CLS Publications

Technical

Non-technical

CSA PSWG



IoT Product

PSWG Certification

IoT Device

Backend

IoT Device Platform

APPs

Hardware Sub-components (e.g. IC)

Software Sub-component (e.g. OS)CSA PSWG Dependent 
Certification Programs

CC, SESIP, PSA Certified

CSA PSWG 

IoT Device 
Certification

Conformance Evidence:

▪ EU RED

▪ USA IoT Labelling

▪ Singapore CSA CLS

▪ …



Secure Software Development 
Lifecycle (SDLC)



US Government contracts will require SDLC

(i) secure software development environments, including such 

actions as:

(iv)  employing automated tools, or comparable processes, 

that check for known and potential vulnerabilities and 

remediate them, which shall operate regularly, or at a 

minimum prior to product, version, or update release;

(viii) participating in a vulnerability disclosure program that 

includes a reporting and disclosure process;

(ix)  attesting to conformity with secure software 

development practices; and

(x) ensuring and attesting, to the extent practicable, to the 

integrity and provenance of open-source software used within 

any portion of a product.

(r)…NIST…shall publish guidelines recommending minimum 

standards for vendors’ testing of their software source code, 

including identifying recommended types of manual or automated 

testing (such as code review tools, static and dynamic analysis, 

software composition tools, and penetration testing).



March 30, 2023 - US Food and Drug (FDA)
Cybersecurity in Medical Devices will require SDLC

II.Policy 

Effective March 29, 2023, the FD&C Act is amended to include section 

524B “Ensuring Cybersecurity of Devices.” Among section 524B’s 

cybersecurity provisions are:

(a) IN GENERAL.—A person who submits an application or 

submission under section 510(k), 513, 515(c), 515(f), or 520(m) for 

a device that meets the definition of a cyber device under this 

section shall include such information as [FDA] may require to 

ensure that such cyber device meets the cybersecurity 

requirements under subsection (b).

(b) The sponsor of an application or submission described in 

subsection (a) shall-

(1) submit to the Secretary a plan to monitor, identify, and address, 

as appropriate, in a reasonable time, postmarket cybersecurity 

vulnerabilities and exploits, including coordinated vulnerability 

disclosure and related procedures; 

(2) design, develop, and maintain processes and procedures to 

provide a reasonable assurance that the device and related 

systems are cybersecure, and make available postmarket updates 

and patches to the device and related systems to address—

(A) on a reasonably justified regular cycle, known 

unacceptable vulnerabilities; and

(B) as soon as possible out of cycle, critical vulnerabilities that 

could cause uncontrolled risks;



June 2022 - NIST IR 8425
Requires elements of SDLC



Singapore Cybersecurity Labeling Scheme (CSL)
Voluntary for now but will likely become mandatory

▪ Level 1 (Self Assessment)

• No Universal Passw ords

• Report Vulnerabilities

• Keep Softw are Securely Updated

▪ Level 2 (Self Assessment)

• Meet all selected ETSI 303 645 Requirements

▪ Level 3 (Level 2 + Lab Verification)

• Secure By Design

▸ Threat Modeling

▸ Secure by  Design (Sof tware/Hardware)

▸ Secure Supply  Chain w/ no known v ulnerabilities

▸ Publish Security  Policies

▸ Penetration Testing and Hardening

• Softw are contains no know n vulnerabilities

▪ Level 4 (Level 3 + Black Box Pen Testing

▸ Perf orm prescribed minimum test

▸ Ports and Serv ices

▸ Firmware and Firmware Updates

▸ Communications

▸ Conf iguration Portal

▸ Mobil Applications

▸ Authentication

▸ Phy sical Attacks

▸ Simple Side Channel Analy sis & Fault Injection

▸ Interf aces: JTAG, UART, Debug, etc

• 4 Days of Freedom Pen Testing

• Automated Fuzz Testing

M A R C H  2 0 2 0



Cumulative approach and alignment with SDLC



A possible implementation of the Secure-SDLC Maturity Framework (SSMF)

Level 2?



Software Bill of Materials 
(SBOM)



US Contracts will require an SBOM

(vii) providing a purchaser, a Software Bill of 

Materials (SBOM) for each product directly or by 

publishing it on a public website;

(f) …the Secretary of Commerce, …and the 

Administrator of the National Telecommunications 

and Information Administration, shall publish 

minimum elements for an SBOM.



National Telecommunications and Information Administration (NTIA) is driving the Standard 

for SBOMs       https://ntia.gov/page/software-bill-materials

The data formats that are being used to generate and consume 

SBOMs are: 

▪ Software Package Data eXchange (SPDX)12 

▪ CycloneDX13 

▪ Software Identification (SWID) tags14 

The SBOM must be conveyed across organizational 

boundaries in one of these interoperable formats.

Frequency. If the software component is updated with a new build or 

release, a new SBOM must be created to reflect the new version of the 

software. 

Depth. An SBOM should contain all primary (top level) components, with 

all their transitive dependencies listed. 

Known Unknowns. For instances in which the full dependency graph is 

not enumerated in the SBOM, the SBOM author must explicitly identify 

“known unknowns.” 

Distribution and Delivery. SBOMs should be available in a timely 

fashion to those who need them and must have appropriate access 

permissions and roles in place.

https://ntia.gov/page/software-bill-materials


March 30, 2023 - US Food and Drug (FDA) – Cybersecurity in Medical Devices 

will require an SBOM

II.Policy 

Effective March 29, 2023, the FD&C Act is amended to include 

section 524B “Ensuring Cybersecurity of Devices.” Among section 

524B’s cybersecurity provisions are:

(a) IN GENERAL.—A person who submits an application or 

submission under section 510(k), 513, 515(c), 515(f), or 520(m) 

for a device that meets the definition of a cyber device under this 

section shall include such information as [FDA] may require to 

ensure that such cyber device meets the cybersecurity 

requirements under subsection (b).

(b) The sponsor of an application or submission described in 

subsection (a) shall-

(3) provide to the Secretary a software bill of materials, including 

commercial, open-source, and off-the-shelf software 

components;



June 2022 - NIST IR 8425 – Requires an SBOM



CENELEC Joint Technical Committee (JTC) 13 / Work Group (WG) 8

T IME L IN E C U R R E N T MAIN  R E QU IR E ME N TS  IN  FE B  2 0 2 3  D R AFT

S TAN D AR D IZAT ION  R E QU E S T ( S C OP E )

▪ Jul 7, 2022 - JTC 13/WG8 established

▪ Feb 2, 2023 – First Draft (complete)

▪ Sep 2023 – Acceptance of Final Version

▪ Sep 2023 - Submission to Formal Vote

▪ Nov 2023 – Closure of Formal Vote

▪ Dec 2023 – Ratification and Availability of Definitive Text **

** Note – If 5G included then June 2024

“… shall contain technical specifications that ensure… radio equipment, where 
applicable:

▪ Monitor and control network traffic

▪ Mitigate DOS attacks

▪ Up-to-date software without known vulnerabilities

▪ Secure mechanisms for updating software and firmware

▪ Protect exposed attack surfaces and minimize impact of attacks

▪ Protect personal and financial data at rest and during transit

▪ Inform users of changes that affect data protection and privacy

▪ Log internal activity that may affect security of the above

▪ Allow users to easily delete personal data

▪ Access control mechanism –> access control of resources

▪ Authentication mechanism –> the entity is what it claims to be

▪ Update mechanism –> patch vulnerabilities

▪ Secure storage mechanism –> privileged data at rest

▪ Secure communication mechanism –> privileged data in motion

▪ Logging mechanism -> events that might impact privileged data

▪ Deletion mechanism -> deletion of privileged data

▪ Resilience mechanism -> mitigate DOS attack and return to defined state after 

attack

▪ Attack surface reduction -> input validation 

▪ Network monitoring mechanism -> detect DOS and defend

▪ Traffic control mechanism -> source address validation

▪ User notification mechanism -> notify user of changes of privileged data

▪ Critical Security Parameter (CSP) generation mechanism -> i.e. strong 

passwords, crypto keys, etc.

▪ General equipment capabilities – up-to-date software and hardware 

with no known “exploitable” vulnerabilities, no unnecessary external interfaces, 

▪ Cryptography -> shall use for Secure Update, Secure Storage, Secure Comms, 

CSP generation, etc.



Summary

▪ Regulation timelines are accelerating and will be in full force in the next 1-2 years

▪ Once regulations are in place… the next frontier will be Certification processes to assure 

the requirements are being met

▪ Besides Requirements… the regulations are imposing development methodologies

• Secure Software Development Lifecycles (Secure SDLC) which include public product incident 

response programs for a continuous feedback loop

• Software Bill of Materials (SBOM)



Q&A
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