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Why Matter?
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Thread/Wi-Fi/Other protocol

Not secured!



Matter Journey

1. Device is manufactured and shipped

2. User brings Device to Smart Home

3. User intros Device to Commissioner

(Tablet, Phone, Smart Speaker, etc.)

4. User initiates commissioning

5. Device is commissioned

6. Device operates smoothly in Smart Home

Light Switch
Commissioner

Wi-Fi Router

StoreFactory

Thread Border Router
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Secure Manufacturing

Verified Software Updates Secure Commissioning

Secure Communication

4 Important Pieces to Securing Matter Devices



Matter Commissioning – Verifying the DAC

Matter Device

Product Attestation Authority (PAA) Certificate 

(Cert)
Issuer: Bulby

Subject: Bulby

Product Attestation Intermediate (PAI) (Cert)

Issuer: Bulby
Subject: Bulby PAI

Device Attestation Cert (DAC)

Issuer: Bulby PAI
Subject: Bulb 32487

Vendor ID (VID): 273

Product ID (ID): 298



Matter Commissioning – Verifying the Certification Declaration (CD)
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VID/PID

Certification

Complete

VID/PID

Certification

Declaration

Device Type

submitted for Certification

VID/PID
VID/PID

VID/PID
VID/PID

VID/PID

During Matter Certification

During Matter Production



Secure Commissioning Requirement: Unique DAC and Private Key
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True Random Number Generator (TRNG)
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Key Generator 

Function

Physical Entropy 

Source

DAC Private Key

Benefits

1. Key is unique to device

2. True Random Number Generator 
meets NIST SP 800-90A/B/C and AIS-

31

TRNG 100101101

Silicon Labs 

MG24 device

Matter Bulb



Verified Software Updates Requirement: Image Encryption & Over-the-Air (OTA) Software 

Updates
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Secure Boot and OTA Firmware Updates

ROM Bootloader
Application 

Code

Software

Version x

✓ ✓✓

?

1 2 3

Matter Device Silicon Labs 

MG24 device



Secure Communication Requirement: Secure Key Storage 
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Physically Unclonable Function (PUF)
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Unique Digital 

Fingerprint

RAM 

Signature

PUF Key or 

Seed Key

PUF

Symmetric Key 
Encryption 

Engine

DAC 

Private Key

Encrypted 

Key

Available only when 

powered on
Matter Device

Silicon Labs 

MG24 device



Memory Registers

ARM TrustZone
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Secure Execution 

Environment

Non-Secure Execution 

Environment
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Attack



Manufacturing Requirements: Device Fusing 
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Secure Debug
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Private Key

Public Key

{…</>.. }

{…</>.. }

+



Authenticated 

Debugger

Smart Device Silicon Labs 

MG24 device



Secure Programming with CPMS
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Silicon Labs Contract 

Manufacturer

Firmware Authentication / OTA 

Decryption / Debug keys

Matter Device 

Manufacturer

Bad Actor

DAC Private Keys, Certification Declaration, 

Secure Boot keys, etc.



CPMS is Secure Provisioning… not just programming!

▪ Available for Series 1 and Series 2 EFRx parts

• Matter DAC injection available for EFR32MG24A/B 
parts

▪ Easy to use web user interface

▪ Flash Programming

▪ Matter DACs/Secure Identity (Certificates) 
Injection

▪ User Private/Public Key Injection

▪ Security Settings: 

• Lock the debug port

• Enable Secure Boot and Secure OTA

• Set Anti-Tamper bits

• Set Anti-rollback config

▪ Bootloader pre-flashed for protection of Software 
IP

▪ Receive 10 samples within 4-6 weeks



CPMS Matter Alpha Program Live Now!
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• Simplify the DAC injection process for your Matter devices with our Custom Part 
Manufacturing Service.

• Scan the QR code and join the CPMS Matter Alpha Program today!
• As part of the alpha program:

• Matter samples are free of cost!
• One hour of free consultation to walk you through the UI/security 

configurations, etc.



1
Secure Manufacturing

4
Verified Software Updates 

2
Secure Commissioning

3
Secure Communication

+

Device Manufacturer POV

▪ CPMS for injection of  

Matter DACs, Certification 
Declaration

▪ Injection of keys for Secure 

Boot, OTA, Secure Debug, 
etc.

▪ Physically Unclonable 

Function (PUF)

▪ ARM TrustZone

▪ TRNG (True Random 

Number Generator)

▪ Secure Boot

▪ Secure OTA updates



Key Takeaways

Sno. Matter Security Piece Matter Requirement Recommended Silicon Labs Solution

1 Secure Commissioning Unique DAC and Private Key True Random Number Generator (TRNG)

2 Verified Software Updates
Image Encryption & Over – the – Air 

(OTA) Software Updates
Secure Boot and OTA Firmware Updates

3

Secure Communication Protected Key Storage

PUF key as Root encryption key

4 Trusted Execution Environment

5

Secure Manufacturing Device Fusing

Secure Debug

6 Secure Provisioning with CPMS



Thank you!
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