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Accelerating Bluetooth Mesh Development

= An overview of Silicon Labs’ development tools and their unique and differentiating value to accelerate Bluetooth
Mesh development

= Qutline of what will be covered
- What does a typical wireless lighting solution consist of

- Where to get started — introduction to the SDK sample apps that map into each of those wireless lighting
solution components (lights, controls, sensors)

« How to customize to your specific applications needs — Studio’s Project Configurator, SW components,
Bluetooth Mesh Configurator

« Additional tools for SW development: pyBGAPI and Mobile ADK

- Advanced Debugging Tools: Energy Profiler and Network Analyzer
« Hardware Tools

= Hands-on demo showcasing Energy Profiler and Network Analyzer
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Components of a Wireless Lighting Solution

SWITCH LEVEL SLIDER SCENESELECTOR [ ——] DIMMER Lighting controls (mains or battery powerd)
« On/Off switches

« Dimmers

| | « Scene selectors
[/ Sensors (mains or battery powerd)

SMART LUMINAIRE | SENSOR
« Occupancy

! O T occumaer sensine - Ambient Light Level

CONTROLLER .
Light sources and controllers
- Controlled by lighting controls and/or sensors
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LIGHT SOURCE

Optional smart phone app or gateway
« Provisioning and configuration

SMARTPHOME APP

- Device control

- Life cycle management
(OTA, removing devices etc.)

- Value added services

As discussed on MSH-102 ]
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Getting Started with Demos and Sample Apps

= Rich set of sample apps to get you started quickly and effectively
= In addition to embedded sample apps (below) also host sample apps are available

EFR32xG21 2.4 GHz 10 dBm Radio Board (BRD4181B)

OVERVIEW

EXAMPLE PROJECTS & DEMOS

DOCUMENTATION COMPATIBLE TOOLS

Run a pre-compiled demo or create a new project based on a software example.

Run EFR32 as
NCP and move

application to host

Filter on keywords

EMos »

8 resources found

Bluetooth Mesh - NCP Empty
Bluetooth Mesh NCP (Network Co-Processor) target demenstrates the bare minimum needed for a Bluetooth
Mesh NCP Target C application, that makes it possiple for the NCP Host Cqntroller to access the Bluetooth

—

What are Demo and Example Projects?

Technology Type © Clear Filter
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[] Amazon (4)

[ Bluetooth (17)
Bluetooth Mesh (8)
[] Bootloader (9)

[ Homexit (3)

[] Platform (54)

[ Proprietary (12)
[] Thread (10)

[] zigbee (20)

A Provider € Clear Filter

[ Gecko SDK Suite v3.2.0 (8)

A Quality € Clear Filter
[J ALPHA(0)

[J INTERNAL (0)

[J None Specified (0)

[] PRODUCTION (8)

fesh stack via UART. It provides access to the h@ ﬁ@jﬁol}t¢e link layer via HCI. The
communication between the Host Controller and arge. can De Stcufed stalling the Secure NCP

component. This example requires the BGAPI UART DFU Bootloader.

Bluetooth Mesh - SoC Empty

This example demonstrates the bare minimum needed for a Bluetooth Mesh C application that allows Over-

the-Air Device Firmware Upgrading (OTA DFU). The application starts Unprovisioned Device Beaconing after

boot waiting to be provisioned to a Mesh Nel@ﬁ ag(r EQ be used as a starting point for
an SoC project and it can be customized by ad il cmu s ffljﬂ Component Browser or by

modifying the application (app.c). This example requires one of the Internal Storage Bootloader (single image)

variants depending on device memory.

Build your
own
application
from scratch

Bluetooth Mesh - SoC HSL Light

This example is an out-of-the-box Software Demo where the LEDs of the WSTK can be controlled by push
button presses on another device (soc_btmesh_switch). Beside switching on and off the LEDs, their lighting
intensity can also be set. Hue and saturation (only displayed on the LCD) can be set by hsl client. The example
also fries to establish friendship as Friend node and prints its status to the LCD. The example is based on the
Bluetooth Mesh Generic On/Off Model, the Light Lightness Model, HSL Model and LC Model. This example
requires one of the Internal Storage Bootloader (single image) variants depending on device memory.

Bluetooth Mesh - SoC Sensor Client

This example demonstrates the Bluetooth Mesh Sensor Client Medel. It collects and displays sensor
measurement data from remote device(s) (eg soc_btmesh_sensor_server). The current status is displayed on
the LCD and also sent to UART. This example requires one of the Internal Storage Bootloader (single image)
variants depending on device memory.

Bluetooth Mesh - SoC Switch

This example is an out-of-the-box Software Demo optimized for user experience where the device acts as a
switch. Push Button presses on the WSTK or CLI commands can control the state, lightness and color
temperature of the LEDs and also scenes on a remote device (soc_bimesh_light). The example also acts as a
LPN and tries to establish friendship. The statusr are also disp on the LCD and sent to UART.
The example is based on the Bluetooth Mesh Generic On/Off Client Model, the Light Lightness Client Model,
CTL Client Medel and Scene Client Model. This example requires one of the Internal Storage Bootloader...

Bluetooth Mesh - SoC Light
This example is an out-of-the-box Software Demo where the LEDs of the WSTK can be controlled by push

= bujton presses on another device (soc_btmesh_switch). Beside switching on and off the LEDs, their lighting
g h n$cc\ur temperature and delta UV (only displayed on the LCD) can also be set. The example also tries
to establish friendship as Friend node and prints its status to the LCD. The example is based on the Bluetooth

Mesh Generic On/Off Model, the Light Lightness Model, CTL Model and LC Model. This example requires one

of the Internal Storage Bootloader (single image) variants depending on device memory.

Bluetooth Mesh - SoC Sensor Server

This example demonstrates the Bluetooth Mesh Sensor Server Medel and Senser Setup Server Model. It
@r‘ S @sreﬁnperature and people count and sends the mearurement data to a remote device (eg

soc_btmesh_sensor_client). The current status is displayed on the LCD and also sent to UART. This example

requires one of the Internal Storage Bootloader (single image) variants depending on device memory.

Bluetooth Mesh - SoC Switch Low Power
This example is an out-of-the-box Software Demo optimized for low current consumption where the device
acts as a switch. It has disabled CLI, logging and LCD. Push Button presses on the development board can
@it ﬁo e, lightness and color temperature of the LEDs and also scenes on a remote device
C( 0 ,ﬁSght] The example also acts as a LPN and tries to establish friendship. The example is based
on the Bluetooth Mesh Generic On/Off Client Model, the Light Lightness Client Model, CTL Client Model and
Scene Client Model. This example requires one of the Internal Storage Bootloader (single image) variants...
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Application Customization — Project Configurator

= Need more? Project Configurator allows the inclusion of SW components into your project effortlessly and across all
supported parts

£ soc_btmesh_lightsicp &2 | (}) ded_config btmeshcont |

soc_btmesh_light SOFTWARE COMPONENTS U Se r fl Ite rs an d
—
Y Filter: Configurable Components D Installed Components |:| Components Installed by You |:| Q, search keywords, component's name » Search to fl n d

—————————x functionality
» Board Drivers SPIDRV lml

w Bootloader

@ Bootloader Application Interface

Description
» CMSIS

The SPI USERT driver sets up the USART for SFI cormunicaticn and Supports both master and slave roles, Both

blocking and interrupt driven asynchrouncus APIs are provided for transmit and receive operations.
» Common
» Device This compensnt is instancisble, mesning that ssveral named instances can be  crested. Far sash instance & ' Com ponent and ItS

configuration is generated along with an initialization struct set according te this configuration. These

v Driver instance defines and veriables sve available in s generaced hesdes fils, sl spidey inscances.i dependenc|es

> Button If the Services->Runtime->System Setup->System Init component is included in & project, the driver instances will
» 12C be initialized autematically, using the instance configurations, during the sl system init() call in main.c.
» LED Selecting this componsnt will alse include the SPIDRV Core compenent, which iz the implemsntation of the SEI
SW Components are oy
grouped in logical Quality
Categones v SPI PRODUCTION
SPIDRV o
SPIDRV Core ] Open in Browser

SPIDRV USART < SPIDRYV - SPI Driver G-
» UART BUIlt'In

Coulomb Counter o Description

documentation

Serial Peripheral Interface Driver.

DMADRV o]

The spidrv.c and spidrv.h source files for the SPI driver library are in the emdrv/spidrv folder.
@ EMDRV Common Headers

@ GLIB Graphics Library — Component
-
dependencies

@ GLIB driver for SHARP Memory LCD
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Application Customization — Bluetooth Mesh Configurator

= Selecting functionality for your node is a breeze with the Bluetooth Mesh Configurator

Bluetooth Mesh Configurator
5] L
Company Company | Product 1D Version Number

Foundation models Silicon Laboratories - 0Ox 02ff 0x 0005 0x 0210
* Configuration Client 0x0001
2 Health Server 0x0002 Main Location Location ID
e 0. Element unknown M 0x 0000 X
25 Health Client 0x0003

SIG Models Model ID Vendor Models Medel ID  Company ID +
Generic models ¢ Configuration Server 0x0000 n Vendor Model 0x0000 0x02Ef b
<o Generic OnOff Server 0x1000 Q2 Health Server 0x0002 X Kl vendorModel 0xo0on  oxo2fr X

_ i Add vendor
<o Generic OnOff Client 0x1001 (¥) Generic Level Client 0x1003 X models
(:f; Generic Level Server 0xlo0z <+ ::LD Scheduler Setup Server 0x1207 X
Add standard (#) Generic Level Client 0x1003 (t+)) Sensor Server %110
models
: Generic Default Transition Time Server 0x1004 (1)) Sensor Setup Server %1101
: Generic Default Transition Time Clisnt 0x1005 #I Add elements I
(D Generic Power OnOff Server 01006
Q} Generic Power OnOff Setup Server 0x1007 ﬁ B Problems (3 errors)
() Generic Power OnOff Client 0x1008 Description
Generic Power Level Server ox1002 ~ @ Errors (3) "
@ Solve issues
@ Generic Power Level Setup Server 0x100a @ SceneSetupServer (0x1204): required 1 but only have 0!
@ SchedulerServer (0x1206): required 1 but enly have 0
@ Generic Power Level Client 0x100b
@ 0th element includes multiple models with same Model ID (0x0000) and Company 1D (0x02ff)

. Generic Battery Server 0x100c
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PyBGAPI Python Library

= Prototyping and developing host side applications has never been easier: https://pypi.org/project/pybgapi/

= Extensively used by customers as well as Silicon Labs’ teams for test automation

w Search projects Q Help Sponsors Login Register

pybgapi 1.0.0 Py

pip install pybgapi IE Released: Apr 19, 2021

Python interface for the BGAPI binary protocol

Navigation Project description

PyBGAPI

D Release history
This package provides a Python interface for the BGAPI binary protocol. It reads the BGAPI definition file and

& Download files dynamically generates a parser forit.

Getting Started
Project links
To get started with Silicon Labs Bluetooth software, see QSG169: Bluetooth® SDK v3.x Quick Start Guide.

A Homepage
In the NCP context, the application runs on a host MCU or a PC, which is the NCP Host, while the Bluetooth stack runs
on an EFR32, which is the NCP Target.

Statistics
The NCP Host and Target communicate via a serial interface (UART). The communication between the NCP Host and

Vimuas mémticticn Fmethin meminet oin Trrmnt in Anfimad in the Ciliram | abe memmiatams mesteenl DEADL moDEAD in tha cafaramen bl amsnsatinm A Han
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https://pypi.org/project/pybgapi/
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Mobile Application Development Kit (ADK)

Provision Bluetooth mesh
devices

! PROVISION
L

. light node d3:24 -
| | PROVISION

_~,light node d3:2¢ ;
4| inno-,us@rq

. Switch node ff:d1
(54

l PROVISION

#workswith

Control Bluetooth mesh

9:41

< Network 1

Light Node 1

Switch Node 1

Light Node 2

Light Node 3

nodes

Group A

ADKs enable Bluetooth mesh application
development for phones

Both iOS and Android platform are supported
ADKs provide a Bluetooth mesh stack for both platforms

ADK contains example code how to provision, configure and
control mesh devices

LE connectivity uses the underlying Bluetooth API provided
by iOS or Android

Mobile app Source code available via Simplicity Studio

Features

Node provisioning over LE connection and PB-GATT
Mesh node configuration

Mesh model configuration

Node control

Mesh database import/export

Download for evaluation from iTunes or Gooaqgle
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https://itunes.apple.com/us/app/bluetooth-mesh-by-silicon-labs/id1411352948?mt=8
https://play.google.com/store/apps/details?id=com.siliconlabs.bluetoothmesh&hl=en

Advanced

Debugging Tools




Advanced Debugging — Energy Profiler
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= Energy Profiler measures current consumption
« Leverages AEM (Advanced Energy Monitoring) on Pro Kit

« Can also be used on custom hardware

= ldentify misbehavior on your device based on energy
signature
- Extract peak current, average and other metrics

+ High level of detail, comparable to bench instruments

= Capture directly from WSTK’s USB or Ethernet

+ Live capture from multiple Ethernet networked
Pro Kits from a single PC

« Set triggers to start capturing only on specific activity
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Advanced Debugging — Network Analyzer

- live I [=]
2 saved filters...| AND BECY-1=
TimeZ3 63067 Real tmel/A Nodesi10 Event8T Mesh Relay B [ Event Getal -8
. . . . . . . 190 .
000440120578
2003 2008 COOD BLE Advertisement Data [2 bytes]
v BLE Advertisement Header [6 bytes]
Advertisement Header: 00221
R Address: Public (1)
T Address: Public (0)
h Sek: LE Channel Selection Algerithm #1(0)
PDY Type: Adv Non-connectable Indication (2)
Length: 021
Advertiser Address: 68 04 £2 28 77 26
Company Id: OB80AE2
Company Assigned Id: 0Q8TT2E
BT Mlesh Network Layer [3 bytes]
BT Mesh Lower Transport Layer (Access Mesaage) [1 bytes]
BT Mesh Access Message 7 bytes]
BT Mesh Network Encryption MIC [4 bytes]
BT Mesh App Encryption MIC [4 bytes]
~ Radia Info EFR32 [12 bytes]
Cred CABADS
HW End: R Success (0eF9)
Rosi Offset32: 17 dm (0:21)
Sync Word: B 83 BE D5
o Radio info: (200
-8 s Setect: 0600
Duratian Summary MW Src MWK Dest [ M B Errar Status Warning Status A Sync Word Select 0D
0002 L Sat Unveliable BEOAEIETT2E [ i Channel Number: RF channel 0, 2402 MHz (0]
002 ‘Access Message: Light Lightness Set Unrelisble BOAE2ZBTTZE oo 0 Stotus byte: 003
0,002 Access Message: Light Lightniess Set Unrelisble 6804 E2 2877 26 000 1 Error Code: Success (0)
0001 BLE Adv - Scan Request/Respanse. TDAAEREB G243 MTITEERCT 2 Protocol ID: BLE (3)
0001 BLE Adv - Scan Request/Response 7D AAES 6B 9243 BTI2TEER2CT 2 Info Configuratiors (:69
0001 BLE Adv - Scan Request/Response. 7D AL EI 6B 8243 BTITERCT 2 Tak Indicator: R (1) "
0001 BLE Adv - Sean Request/Response TDAAES B2 43 MTIZTEERCT 2 . loo=pdediofe Leacke I N
00z Access Message: Light Lightness Set Unrelisble GOAE28TT2E o 1
231908452 0002 Access Message: Light Lightness Set Unvelisble 680AE228772E 00D 1 Hex Dump [48 bytes} -0
21977610 002 Access Message: Light Lightness Set Unrelisble SBOAE2 287728 oo 1 FRoz212e a7 EZ L 68 L l.w(.h
24002645 0001 BLE Ady - Scan Request/Response. TDAAES B 9243 TR CT 2 CO 00 73 82 4D FF FF 0C 00 s K
24203306 000z Aceess Message: Light Lightness Set Unrelisble 0N 28TT2E o 1 HxDoobhanle ..L.Pe2
24345306 0002 ‘Access Message: Light Lightness Set Unrelisble GBOAE2 2877 2E <000 1 [T ERT] T
24395801 0.002 Access Message: Light Lightriess Set Unreliskle BBOAE2 287726 coon 1
24730634 00z Access Message: Light Lightness Set Unreliable BOAE228TTZE o0 1 -
< >
Events  totak], 707 shown:1,591 Decoders: Auto-detecting decoder stack, Defauft [=]
Time. Type Summary MAC Sec MAC Dest Event error status Event warning status -
C zmasmwer Packet Access Message: Light Lightess Set Unreliable 680AE22877 26
23169439 Packst BLE LL - Adv Non-connectable Indicstion 68 T2CIEADC 43
.55 Packet Access Message: Light Lightness Set Unrefiable S80KE22BTIZE
23285969 Packet Access Message: Light Lightress Set Unrelisble 6808 E2 2877 2€
] Packet BLE LL - Adv Indicafion BT EERCT
230140 Packst BLE LL - Adv Sean Request TOAAESEER23  BTIZTEERCT
22302249 Packet BLELL - Adv Scan Response MTIZERCT
23.300552 Packet BLE LL - Adv Indication BTI2TEEF2CT
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Network Analyzer captures and decodes
Bluetooth LE and mesh packets
« Understand the network traffic easily

- Debug connectivity or protocol issues

Packets are received form a dedicated PTI
interface on EFR32

- PTI accurately captures what a device transmits or
receives

- A Bluetooth sniffer only captures what it hears

Capture directly from WSTK’s USB or Ethernet

« Live capture from multiple Ethernet networked
WSTKSs from a single PC

« No need to be in the range of all devices in a network
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Hardware Tools — Kit Overview

Explorer Kit  Dev Kit Pro Kit ,
DR 1.6MHz 1.6MHz 8MHz | sSa =
DTS Full Speed  Full Speed  High Speed e 3 ey -
Packet Trace Interface (PTI) 2X i » —T K . z 7';"’
Breakout Pads o 2
Pushbutton s & User LEDs A J
Virtual COM
7
Coin cell battery holder -
Explorer Kit Dev Kit Pro Kit
On-board Sensors -
Battery Pack Connector [ = Lowest price point = Single device = Modular development platform
development board
Radio Board Connectors [l - = On-board debugger and » Advanced development use
signal breakouts = On-board debugger and cases
EXP Connector [ - signal breakouts
: = Minimal on-board * Energy profiling and external
DINEVE - - features = On-board sensors device debug
Debug OUT [ - EFM8/32, EFR32, EZR32 _
- / = 3" part hardware = Impressive out-of-the- = Designed to maximize reuse of
Debug Ethernet [ - 100 Mbit/s support box demos EFR32 devices
Energy Monitor (AEM) [ - . = Ethernet for large network test
3" Party Hardware addons - - Available with BG22/BGM220 Available with BG21
L Ideal for battery powered nodes (LPN) ) Ideal for mains powered nodes
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Hardware Tools — Pro Kit
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= Remote Development and Debug

WSTKs can be Ethernet connected
Enables debug over IP

Enables firmware updates over IP
Enables NCP over IP

USB also available

= Protocol Capture and Analysis

WSTKs have a Packet Trace Interface available

Can be used to capture all packets the radio sends
and receives

Packet Trace is also accessible over IP

= WSTKs can also be used to build
large test networks

Silicon Labs has WSTK networks up to 240 nodes

Used for Silicon Labs’ own test networks for various
mesh protocols such as Zigbee, Z-Wave and Wi-Sun
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Summary

Silicon Labs’ Bluetooth Mesh SDK sample apps offer optimal starting point

= Project Configurator and Bluetooth Mesh Configurator for application customization according to the customer
requirements

= PyBGAPI for test automation and Bluetooth Mesh ADK for mobile app development

= Energy Profiler and Network Analyzer for advanced debugging

= Hardware Kit offering for various use cases and needs

= Energy Profiler and Network Analyzer Hands-on Demo
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