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What do the Following 

Have in Common?



 Security researchers from KU Leuven 

published this attack in October 2018
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A N S W E R

All are examples of weak or missing Authentication



Authentication = Trust



 HTTPS uses certificate-based 

authentication (“lock” icon in Google 

Chrome)

 Chrome trusts the root certificate in the 

workswith.silabs.com certificate chain

Certificate-Based Authentication



 Matter and Thread are actively exploring 

certificates

 Zigbee Smart Energy requires certificates

 Wi-SUN requires certificates

 Bluetooth Mesh v1.1 supports certificates

 ioXt is defining security certificates

Emerging IoT Adoption of Certificate-Based Authentication



Elements of a Secure 

Identity



Requirements for a Secure Identity

 A Secure Identity should be:

• Unique for each instance of the product

• Hard to fake

• Hard to steal

Signature

Device Identity Public Key

Unique ID



What a Device Certificate Looks Like (1)

 Common attributes of a Device Certificate

• Signature of the Device Certificate

Signature



What a Device Certificate Looks Like (2)

 Common attributes of a Device Certificate

• Signature of the Device Certificate

• Device Identity Public Key

Signature

Device Identity Public Key



What a Device Certificate Looks Like (3)

 Common attributes of a Device Certificate

• Signature of the Device Certificate

• Device Identity Public Key

• Unique ID

• (optional) Custom information

Signature

Device Identity Public Key

Unique ID



What a Device Certificate Looks Like (4)

 Note that the Device Identity Private key isn’t in 

the Device Certificate

• The Private key is securely stored inside the device, 

ideally in secure key storage

Signature

Device Identity Public Key

Unique ID



How Secure Identities are Generated and Provisioned

1. Device generates a Device ID 

keypair and securely stores its 

Private key

2. Device sends its Public key 

to the PKI

3. PKI generates and signs the Device 

Certificate using a root Private key

4. The signed Device Certificate is 

programmed into the device

D E V I C E
P U B L I C  K E Y  

I N F R A S T R U C T U R E  ( P K I )
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Block diagram showing a 

Device with a public key and 

a private key inside it
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Signature

Unique ID

PKI
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Block diagram showing a 

Device with a public key and 

a private key inside it

S P



The Hard Problem to Solve – Protecting the Keys

Use a Hardware Security Module

Physical security

Access controls and policies

PROTECTING KEYS 

IN  THE PKI

Use Secure Key Storage

Use TrustZone

Use obfuscation techniques

PROTECTING KEYS 

ON THE DEVICE

Signature

Unique ID

PKI

S

P

Block diagram showing a 

Device with a public key and 

a private key inside it
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Authentication Example 

using Device Certificates 



 Protects against counterfeit products and 

malicious apps or attackers

 Smartphone authenticates a Device

 Device authenticates a Smartphone 

application

Use Case – Mutual Authentication Using Certificates



 Continuous Glucose Meter

• Ensure that the CGM is authentic (not 

counterfeit) and is not an attacker sending false 

readings to the Smartphone

Smartphone Authenticates a Device



 Insulin Delivery Device

• Ensure that Smartphone app and user are 

authentic and is not an attacker sending false 

commands to the insulin pump to harm the 

end user

Device Authenticates a Smartphone Application



 Give the official your passport

• Is the passport authentic?

• Is the passport related to you?

Authentication Example Using a Passport



1. The App requests the Device Certificate

2. The App receives the Device Certificate 

and verifies its authenticity

1. The App sends a random challenge for the 

device to sign using the device’s Private

key

2. The App verifies the signature using 

the device’s Public key from the 

Device Certificate

Smart Phone Authenticating a Device

Request Device Certificate

Device Certificate containing Device Public Key

Challenge: Sign this random number 1872783878

P

Signature of the Challenge

Is the certificate authentic?

Is the certificate related to 

this device?P



Customized 

Device Certificates



Use Cases for Standard and Customized Device Certificates

Protects against counterfeit products

Protects against impersonation attacks

Supports streamlined commissioning

CUSTOMIZED DEVICE 

CERTIF ICATES

Protects against counterfeit components

STANDARD DEVICE 

CERTIF ICATES

Standard Device 

Certificates are stored in 

dedicated OTP memory 

and included with all 

Secure Vault High devices

Custom Device Certificates 

can be securely 

provisioned into flash in 

any Series 2 products.

In SVH, the custom Device 

Certificates replace the 

Standard Device 

Certificates in OTP 

memory

Signature

Device Identity Public Key

Unique ID

Signature

Device Identity Public Key

Unique IDCustomization



 SEC-301: Hands on with CPMS Security

 https://cpms.silabs.com

 AN1268: Authenticating Silicon Labs Devices Using Device Certificates

 https://www.silabs.com/security/secure-attestation

 https://www.silabs.com/support

 Brent.Wilson@silabs.com

Resources

https://cpms.silabs.com/
https://cpms.silabs.com/
https://www.silabs.com/documents/public/application-notes/an1268-efr32-secure-identity.pdf
https://www.silabs.com/security/secure-attestation
mailto:Brent.Wilson@silabs.com
mailto:Brent.Wilson@silabs.com



