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Secure IoT Products with Custom Part 
Manufacturing Service (CPMS)

Mike Glazebrook



The Leader in Short 
Range IoT Wireless 
Connectivity

2015
BT Smart Modules

2012
Software ZigBee SoC

2015
ZigBee/Thread 

Modules

2017
Cloud Connected 

Wi-Fi

2013
Low-power 32-bit 

MCUs

2016
Software RTOS

2018
Smart Home 

Protocol

2020
Ultra Low Power Wi-

Fi

100%
Revenue Based 

on IoT

1st
To Market with 

Multiprotocol, BLE Mesh, 
BLE 5.1

#1
Share in Mesh

Innovation
Performance, Power, 

CoEx, Xpress, Modules

Breadth and Depth of Wireless IoT Protocols



Use Case – #1

4

Use Case – #1 Over Manufacturing/Grey Market Manufacturing



§ What is preventing your mobile app or 
cloud back end from accepting a 3rd party 
or malicious device onto your network?

§ What is preventing your edge node 
device from releasing sensitive customer 
data to a 3rd party mobile app?
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Use Case - #2 Mutual App and Device Authentication



CPMS

§ What is CPMS?
• CPMS (Custom Part Manufacturing Service) is a 

service offered by Silicon Labs that allows you to 
order custom parts that have your firmware and 
security settings programmed into them before 
they are sent to the CM

§ Why is this important?
• IoT security is complex, and it’s easy to 

accidentally leave a system vulnerable. CPMS 
provides a “checklist” of easily enabled security 
features

• IoT devices are at their most vulnerable during 
production. CPMS allows you to secure your parts 
from the moment they’re programmed

§ Where is it?

• https://cpms.silabs.com/
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https://cpms.silabs.com/


Futureproof Your Design and Start Building Products Today

§ Question: 
• I’m developing new products today. How does Matter 

affect my development path?

§ Answer:
• The new application protocol will complement existing 

technologies

• Start building products today using existing 
technologies like Zigbee or Thread

• Update your product in the future using secure over the 
air updates

• Use larger memory variant ICs and Modules since 
memory requirements are not fully defined today 

• Join project Connected Home Over IP
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https://www.connectedhomeip.com/


Introducing the Wireless Gecko Series 2 Platform

§ Optimized for IoT Protocols
• Zigbee, Thread, Bluetooth, Z-Wave and Wi-Fi

• Multiband and multiprotocol portfolio

§ High performance and integration
• Arm Cortex-M33 processor core

• Up to 125 dBm link budget with fully integrated 
PA/LNA

§ Ultra-low power
• Very low active current (27 µA/MHz)

• Low sleep current (1.4 µA)

§ Dedicated security core
• Hardware crypto 

• Secure Boot

• Secure Debug Access

• True random number generator (TRNG)

Application Optimized for the IoT 
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Base Mid High Feature

P P P True Random Number Generator

P P P Crypto Engine

P P P Secure Application Boot

— VSE/HSE HSE Secure Engine

— P P Secure Boot with RTSL

— P P Secure Debug with Lock/Unlock

— Optional P DPA Countermeasures

— — P Anti-Tamper

— — P Secure Attestation

— — P Secure Key Management

— — P Advanced Crypto

SecureVault™

9

Designing 
Secure
IoT Devices

https://www.silabs.com/support/training/discover-the-security-features-of-
secure-vault

https://www.silabs.com/support/training/discover-the-security-features-of-secure-vault


CPMS - Customization Options
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§ CPMS allows you to program your application and/or bootloader into the device before it is sent to the CM
§ The Fill character can be specified to aid in detecting memory corruption

Flash Programming
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Custom Marking
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Use Case: Over Manufacturing – Addressable by custom Part Numbers

13



Authentication = Trust



§ HTTPS uses certificate-based 
authentication (“lock” icon in Google 
Chrome)

§ Chrome trusts the root certificate in the 
zoom.us certificate chain

Certificate-Based Authentication
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Customization Options
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Elements of a Secure 
Identity



Requirements for a Secure Identity

§ A Secure Identity should be:
• Unique for each instance of the product

• Hard to fake

• Hard to steal

Signature

Device Identity Public Key

Unique ID
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What a Device Certificate Looks Like (1)

§ Common attributes of a Device Certificate
• Signature of the Device Certificate

Signature
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What a Device Certificate Looks Like (2)

§ Common attributes of a Device Certificate
• Signature of the Device Certificate

• Device Identity Public Key

Signature

Device Identity Public Key
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What a Device Certificate Looks Like (3)

§ Common attributes of a Device Certificate
• Signature of the Device Certificate

• Device Identity Public Key
• Unique ID

• (optional) Custom information

Signature

Device Identity Public Key

Unique ID
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What a Device Certificate Looks Like (4)

§ Note that the Device Identity Private key isn’t in 
the Device Certificate
• The Private key is securely stored inside the device, 

ideally in secure key storage

Signature

Device Identity Public Key

Unique ID
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§ CPMS allows you to specify how to incorporate your own certificate chains into the Silicon Labs cert 
chain

§ Cert chain implementations vary by use case, so certificate field details should be provided in the “Special 
Instructions” section 

Custom Identity
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Use Cases for Standard and Customized Device Certificates

Protects against counterfeit products
Protects against impersonation attacks
Supports streamlined commissioning

CUSTOMIZED DEVICE 
CERTIF ICATES

Protects against counterfeit 
components

STANDARD DEVICE 
CERTIF ICATES

Standard Device 
Certificates are stored in 
dedicated OTP memory 

and included with all 
Secure Vault High 

devices

Custom Device 
Certificates can be 

securely provisioned into 
flash in any Series 2 

products.

In SVH, the custom 
Device Certificates 

replace the Standard 
Device Certificates in 

OTP memory

Signature

Device Identity Public Key

Unique ID

Signature

Device Identity Public Key

Unique IDCustomization
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§ Protects against counterfeit products and 
malicious apps

§ An example of a Smartphone 
authenticating a Device
• Start by providing the certificate

• Is the certificate authentic?

• Is the certificate related to this device?

§ An example of a Device authenticating a 
Smartphone application or user
• Start by providing the certificate

• Is the certificate authentic?

• Is the certificate related to this app or user?
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Use Case - Mutual App and Device Authentication using Public Key Certificates



Customization Options
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Initialize OTP Settings

§ CPMS allows you to configure OTP security 
settings. Since these settings are One Time 
Programmable, once set, they cannot be cleared
• Enable Secure Boot requires that any code on the 

device must have a valid signature or certificate in 
order to run. This ensures that only approved 
code runs on the device.

• Require Verify Certificate before secure boot
requires that certificates be used in the Secure 
Boot chain, rather than direct signing. This 
reduces the need to access the private key 
corresponding to the signing public key on the 
device.

• Enable Anti Rollback prevents applications from 
“updating” to older (potentially vulnerable) 
versions of the firmware

• Flash Page Locking prevents applications from 
writing to certain flash pages
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Secure Debug

§ Vulnerabilities
• Unlocked ports are a significant security vulnerability

• Unlocking debug ports typically wipes the memory to 
protect IP but this limits device failure analysis 
capabilities

§ Secure Debug
• Lock the emulation port and use optional cryptographic 

tokens to unlock it allowing memory to remain intact

LOCAL ATTACK VECTOR

SWD/JTAG SWD/JTAG

Customer Facility Silicon Labs Facility

Customer 
Public Key

Customer Secret Private Key

1<96dFB)
v@#zQy-
yRq430

Signed Token

1<96dFB)
v@#zQy-
yRq430

Coded Challenge

SWD/JTAG

Chip sent to Silicon Labs to be analyzed

Challenge to be signed

Token signed with customer secret private key
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§ CPMS allows you to select the state of the debug lock when the part is shipped to the CM
§ Series 2 devices have 4 options for the debug lock:
• Permanent – the debug port is locked and cannot be unlocked

• Standard – the debug port is locked, but it can be unlocked with a full flash erase

• Secure – the debug port is locked, but it can be unlocked with a full flash erase or with a debug unlock token. The debug 
unlock token is verified with a public key stored in the device, and it only unlocks the debug port until the next reset

• Unlocked – the debug port is unlocked 

Debug Lock
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§ CPMS allows you to provision standard security keys into the device
• The Secure Boot Key is a public key used as the root of trust during the secure boot process to authenticate the firmware

• The Command Key is a public key used to validate Secure Debug tokens

• The OTA Decryption Key is a symmetric key used for decrypting GBL firmware upgrades

Standard Security Keys
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Custom Keys

§ In addition to the standard Security Keys, CPMS 
allows you to provision custom keys

§ These custom keys will be wrapped by the 
Secure Element, then stored at a specified 
address in user flash

§ To provision a custom key, you must provide:
• Key Value – the value of the key to be wrapped

• Key Address – the address where the wrapped 
key will be stored

• Key Metadata – a 32-bit key specification used by 
the SE (this value can be generated from a key 
descriptor using sli_se_key_to_keyspec)

• Key Auth – an 8-byte password used to allow 
access to the wrapped key
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§ CPMS allows you to configure responses for 27 tamper sources
§ When a tamper source is triggered, the device can choose to either:
• Ignore it

• Generate an Interrupt

• Increment the Filter Counter

• Trigger a System Reset

• Erase the OTP memory (note that this will make the device and all wrapped secrets unrecoverable. After this response, the 
device will no longer be able to boot.)

Tamper Response Configuration
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§ Every tamper source has the option to increment the “Filter Counter”
§ The Counter resets to 0 at a pre-defined period
§ Once the Counter reaches a pre-determined Trigger Threshold, the Filter Counter tamper source is 

triggered
§ Both the Reset Period and the Trigger Threshold can be configured in CPMS

Tamper Response Configuration – Filter Counter
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Why use CPMS?
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§ Manufacturing processes around programming and provisioning are getting more and more complex



Why use CPMS?
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• Available for Series 1 and Series 2 EFRx
parts

• Easy to use web user interface
• User Private/Public Key Injection
• Security Settings: 
▸ Secure Debug Locked
▸ Secure Boot Enable
▸ Tamper Options Set
▸ Anti-rollback Set

• Bootloader pre-flashed for protection of 
Software IP

• Secure Identity (Certificates) Injection
• Flash Programming

Silicon Labs Factory

Standard Part Custom Part

Secure Provisioning

Contract
Manufacturer C

Contract
Manufacturer B

Secure? Contract
Manufacturer A

Secure Provisioning?

Secure Provisioning

Non-Secure Provisioning



Miss a previous Tech Talk? Watch on Demand 
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https://www.silabs.com/about-us/events/wireless-connectivity-tech-
talks-2021

https://www.silabs.com/about-us/events/wireless-connectivity-tech-talks-2021


Continue discussion in 
our community!

How to navigate:
• “Products” to troubleshooting forums
• “Applications” to discuss IoT
• “Share” to view example projects and existing groups
• “Blogs” to view and discuss thoughts from our specialists



Stay tuned for our next Tech Talk series in 2022!

Silicon Labs Confidential42



Q&A



THANK YOU



Why – Protecting the Keys

Use a Hardware Security Module
Physical security

Access controls and policies

PROTECTING KEYS 
IN THE PKI

Use Secure Key Storage
Use TrustZone

Use obfuscation techniques

PROTECTING KEYS 
ON THE DEVICE

Signature

Unique ID

PKI

S

P
Block diagram showing a 
Device with a public key 

and a private key inside it
S P
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Securing Ecosystems requires a Secure Identity to Authenticate Devices
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Approved by 
Ecosystem

Certificate
Signing
Request

(CSR) Pre-register
Devices in bulk

Ecosystem 
Cloud Provisioning

Ecosystem 
Cloud Services

ODM/OEM/CM

Secure
Identity



§ CPMS allows you to select the Secure Element firmware version that is programmed into your custom 
parts
• We recommend using the latest SE version to ensure all patches are in place

SE Version
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