SILICON LABS

QSG155: Using the Silicon Labs Dynamic
Multiprotocol Demonstration Applications in
GSDK v2.x

This document shows how to use the dynamic protocol lighting
demonstrations. Two demonstrations may be used, one
incorporating Zigbee 3.0 and Bluetooth functionality and the other | « Prerequisite for the demos
RAIL and Bluetooth functionality. RAIL (Radio Abstraction Interface | e Demo fimware installation
Layer) is Silicon Labs’ intuitive, easily-customizable radio interface | e Instructions for using the demos
layer that supports proprietary or standards-based wireless
protocols. In both demonstrations, a dynamic multiprotocol light
application can be controlled either from a protocol-specific switch
application or from a Bluetooth-enabled smartphone app.
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1 Prerequisites

The Silicon Labs dynamic multiprotocol demonstrations are designed to illustrate dynamic multiprotocol operation without any need to
configure or compile software. This document assumes that you have already obtained your hardware and installed the required software.
You will need an EFR32MG Wireless Starter Kit (SLWSTK6000B). For the demo you will use at least two WSTK main boards with
demonstration-specific radio boards installed. If you already have the WSTK main boards, you can purchase the required radio boards
here.

Simplicity Studio must be installed to configure the boards. Installing Simplicity Studio and the required SDKs are described in their
respective quick start guides, listed below.
e Zigbee/Bluetooth Demonstration
e Radio boards: EFR32MG12 SoC radio boards (SLWRB4161A or SLWRB4162A). Note: You will use three boards if you would
like to use the sleepy end device demonstration.
e SDK: Version 6.6.0.0 or higher of the EmberZNet SDK, as described in QSG106: Getting Started with EmberZNet PRO.
¢ RAIL/Bluetooth Demonstration
e Radio boards: EFR32MG12 2.4 GHz/915 MHz dual band radio boards (SLWRB4164A)
e SDKs: Version 2.8.0.0 or higher of the Bluetooth SDK (QSG139: Bluetooth Development with Simplicity Studio), which contains

the light application, and version 2.2.0 or higher of the Flex SDK (QSG138: Getting Started with the Silicon Labs Flex SDK for the
Wireless Gecko (EFR32™) Portfolio), which contains the RAIL switch application.

Note: This document describes using the precompiled images supplied with the SDKs. See section 6 Next Steps for information on
continuing with customizing the source code for these demonstration images.

You should also download the Wireless Gecko by Silicon Labs smartphone application for Android or iOS. Note that there are several
Silicon Labs apps - be sure to download Wireless Gecko, not Blue Gecko. The mobile application is available here:

Google Play: https://play.google.com/store/apps/details?id=com.siliconlabs.wirelessgecko

App Store: https://itunes.apple.com/us/app/wireless-gecko/id1315784335?mt=8

Note: The minimum requirement for the smartphone is Android 6 (API23). iPhones should run the most recent version of 10S.

Use the support portal to contact Customer Support for any questions you might have about the demonstrations. You can access the
Silicon Labs support portal at https://www.silabs.com/support through Simplicity Studio Resources. Click the “Email-Support” link and log
in with your self-registered credentials.
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2 Demonstration Devices

The following features on the WSTK are used in the demos.

M:ghty Gecko

_ _ o) o 0 o 000 p Q
For the Zigbee variant: st sl eaa e dd

Short press for network form/join.
Long press to leave network.

On the switch once it’s in a two-
light network, press to toggle the
always-on light.

On the light device,
both LEDs toggle
along with the LCD

T

or

R -~ 30
e | W,

-

For the RAIL variant, toggles be-
tween READY and ADVERT (light)
and LINK and SCAN (switch)

Press to restart
code execution

|mm|||||II||II|III|....
l‘ 5|l||:[|N LABSRESI:T

IBISPLTPIOP PGy ¥ , JFAUG
0000000
000000 Press to toggle

0
RN  the light

- REET

The following is a typical demo setup with two WSTKs and a smart phone (the sub-Gigahertz setup for RAIL/Bluetooth is shown).
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3 Install the Demonstration Applications

Open Simplicity Studio. In general, to load a demo, click a device in the Devices pane, then click the demo. The Select Demo dialog
opens. In the Mode drop-down, select Run. Click Start. The demo software downloads automatically to the selected device.

==+ Demos X

Select Demo

Select a demo and the mode with which to run it.

Name Description G
DynamicMultiprotocollight This is a sample application demonstrating a ...
DynamicMultiprotocollightSed This is a sample application demonstrating a ...
DynamicMultiprotocolSwitch This is a Zighee switch application using NV...
Light (SeC) This application acts as a simple dimmable li...
MNCP target - Empty Bluetooth: NCP (Metwork co-processor) targ...
S0C - Empty EBluetooth: A minimal project structure, used ...
50C - Empty - RAIL - DMP Bluetooth: A minimal project structure, used ...
SOC - Light - RAIL - DMP Bluetooth: Implements the Light (GATT Serve...
SOC - Smart Phone App Bluetooth: For use with the Silicon Labs Smar... ,

This is a Zighee switch application using NVM3 designed to work with the dynamic multiprotocol demonstration light.
Reguires IAR.

MOdE:

Filter by selected product line

@

3.1 RAIL/Bluetooth

To run the RAIL/Bluetooth demo, in the Flex SDK, load one device with RAIL: Switch. Then go to the Bluetooth SDK and load the other
device with SOC - Light -RAIL - DMP.

Note: The SoC Demo Connect Light application in the Flex SDK is used with the Connect/Bluetooth DMP demo, not the RAIL/Bluetooth
demo.

After installation is complete, the LCDs show the application “Light Bulb” display. The RAIL Switch application briefly scans for a nearby
switch and then shows the short ID of the switch with the strongest signal.
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3.2  Zigbee/Bluetooth

To run the Zigbee/Bluetooth demo with both a full function device and a sleepy end device, load one device with DynamicMultiproto-
colLight (the full function device demo), one device with DynamicMultiprotocolSwitch, and one device with DynamicMultiprotocol-
LightSed (the sleepy end device demo)

The DynamicMultiprotocolLight demo acts as a Zigbee coordinator and is required to form the network.

=== Launcher - Z3LightSoc_2/Z3LightSec_2isc - Simplicity Studic ™ - [m] x
File Edit Mavigste Search Project Run Window Help &% App Builder

cjowens325@earthlink.net v {} 8 F |Sear:h ‘

i sa-no-s J-Link Silicon Labs (440085388)

Preferred 3D Gecko SDK Suite w2 6.0: Blugtooth 2.12.0.0, EmberZNet 6.6.0.0, Micriurm OS Kernel 5.7.0, Thread 210.0.0
Click here to change the preferred S0OK.

. 2 | Launcher {} Simplicity IDE #}: Canfigurator

el

Debug Mode: MCL Change
Adapter Firmware Wersion: Tw3pdb828 Mo local adapter firmware availshle. Download

Recent Projects -

Getting Started | Documentation | Compatible Tools | Resources

Demos = & [¥] = Software Examples = 4 [ = SDK Documentation - V=
(23 My Products = 8
-
Cide X & B v EmberZNet SDK 6.6.0.0 + EmberZNet SDK 6.6.0.0 ¢ Fundamentals
‘ 5 - EmberZNet 6.6.0.0 GA Green Power b Quick Start Guides
nter product name | ’ !
Device Framework Examples
DynamicMultiprotocollight @ ¢ Release Notes
EmberZNet 6.6.0.0 GA Network . R
» User's Guides

This is a sample application demenstrating a Coprocessor (NCP) Application
light application using dynamic multiprotocal Framework Examples ~ EmberZNet SDK 6.6.0.0

» EmberZNet 6.6.0.0 GA SoC Examples » APl References

DynamicMultiprotocolLightSed ® ~ Gecko Bootloader 1.9.0 » Application Notes

» Gecko Bootloader Examples » Fundamentals
This is a sample application demenstrating a R
sleepy light application using dynamic « Thread SDK 2.10.0.0 » Getting Started

» Silicon Labs Thread Examples » Quick Start Guides
DynamicMultiprotocolSwitch ® » Release Notes

. .
Thisis a Zighee switch application using NVM3 » User's Guides
designed to work with the dynamic + Gecko Bootloader 1.9.0 ©
| -4 cjowens325@earthlink.net ] © © 2018 Silicon Labs

A sleepy end device (SED) powers down its radio when idle, and thus extends battery life. However, it must poll its parent to receive
incoming messages and acknowledgments; no data is sent to the SED until the end device requests it. The full-function device (FFD)
remains powered during operation and acts as a coordinator that forms and manages the network. The SED polls the FFD every 5
seconds in the demo application to receive any messages that were sent to it by the Switch or Bluetooth App while it was asleep.

When the Zigbee/Bluetooth demo applications download, they first show a help menu on the LCD, and then show the main display. The
help menus are also displayed for approximately 10 seconds if you restart code execution by pressing the Reset button or power cycling
the device. Note that resetting the application breaks the Bluetooth connection between devices, if one has been formed, and interrupts
communication on the device network, if one has been formed. The Help menus are:
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After installation is complete, the LCDs show the application “Light Bulb” display.
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4 Use the Zigbee/Bluetooth Demonstration

In this section, a WSTK loaded with the Full-Function DynamicMultiprotocolLight is referred to as the always-on device. The WSTK
loaded with the Sleepy End Device DynamicMultiprotocolLightSed is referred to as the sleepy device. The following sections illustrate
the demo options using:

¢ Either the always-on or sleepy devices with the Bluetooth Smartphone app alone
e The always-on device with the switch
e The sleepy device demo with the always-on device and the switch

4.1 With the Bluetooth Smartphone App Alone

The DynamicMultiprotocolLight and the DynamicMultiprotocolLightSed applications behave identically when used with the Bluetooth
Smartphone app alone. For simplicity only the DynamicMultiprotocolLight images have been shown.

When both devices are ready, open the app and tap Connected Lighting Demo.
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If you have a sleepy device and an always-on device in the demo you will see more than one device, with different IDs. Tap the one with
the ID matching the ID on the device you wish to control.

Note: The app can only connect to one device at a time. To control both the always-on and the sleepy devices you would need to have
two smartphones, with each app connected to a different device.

The app display changes to the Light Bulb, and the Bluetooth icon on the light's LCD changes as well, indicating a connection.

™% Y uB05AM

Press the bulb icon to toggle fght

Last Event: Light Off
Source: Unknown
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Tap the bulb icon on the smartphone app to toggle the light. The app display, the LCD display, and the LEDs all turn on. The app shows
Last Event: Light On and Source: Bluetooth.

3 WA 1611

0 F24F2E P28 P30 V2 VM VB PR A P Pl N BN IV Press the bulb icon 1o toggle light

Last Event: Light On
Source: Bluetooth

Tap again to turn the light off. The app shows Last Event: Light Off and Source: Bluetooth.

As you toggle the light with the app, an arrow is briefly displayed on the light LCD to indicate that the source of the command is Bluetooth.

On the light device, press PBO to toggle the light. The app display now shows Source: Button.

4.2  With the Switch and the Always-On Device

In order to operate the always-on device from the Zigbee switch application, you need to form a Zigbee network. Press PB1 on the always-
on device. The display changes from No Nwk to Forming and then to a flashing PAN ID. While the PAN ID is flashing the application is
in permit join mode. Press PB1 on the switch. The display changes to Joining and, after a brief delay, to the network’s PAN ID.

DMP Demo Switch DMP Demo Light

Note: If you are in a busy environment, the switch might join to another network. Make sure the PAN IDs on both the always-on device
and the switch are the same. If not, press and hold PB1 on the switch for more than 5 seconds to take it off the network. Press PB1 on
the always-on device to put it back into permit join mode. Once the PAN ID is flashing, press PB1 on the switch.
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Once the switch is connected, press PBO on the switch to toggle the always-on device. The app shows Source: Zigbee.

™3 WM E5IAM

Press the bulb icon to toggle fight

Last Event; Light Off
Source: Zigbee

7]

Again, a briefly-displayed arrow shows the source of the command on the always-on device LCD.

DMP Deno Lisht

Press the bulb icon to toggle fight

Last Event: Light On
Source: Bluetooth
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4.3  With the Switch, the Always-On Device, and the Sleepy Device

Because the sleepy device serves only as a light, the always-on device running the DynamicMultiprotocolLight application is also
required to form the network and to allow the sleepy device to join it.

If you have not already formed a Zigbee network as described in the previous section, you need to do so before adding the sleepy device
to it. Press PB1 on the always-on device. The display changes from No Nwk to Forming and then to a flashing PAN ID. While the PAN
ID is flashing the application is in permit join mode. Press PB1 on the switch. The display changes to Joining and, after a brief delay, to
the network’s PAN ID.

To add the sleepy device to the Zigbee network that has just been created, ensure that the sleepy device is displaying No Nwk. If not,
hold PB1 on the sleepy device for more than 3 seconds to leave the network. Press PB1 on the always-on device again. The PAN ID on
the display will begin to flash, indicating that it is open for other devices to join. Now press PB1 on the sleepy device. The display will
change to Joining and, after a brief delay, to the network’s PAN ID.

Note: If you are in a busy environment, the joining device (switch or sleepy device) might join to another network. Make sure the PAN
IDs on both the always-on device and the joining device are the same. If not, press and hold PB1 on the joining device for more than 5
seconds to take it off the incorrect network. Press PB1 on the always-on device to put it back into permit join mode. Once the PAN ID is
flashing, press PB1 on the joining device, then verify that the PAN IDs match.

Once all three devices are on the same network, PBO on the switch controls the sleepy device, and PB1 controls the always-on device.

When the app is powered up with a sleepy device and an always-on device present it will show two Bluetooth devices. The app can be
connected to either Bluetooth device but not both. Connect to the sleepy device as described in section 4.1 With the Bluetooth Smartphone
App Alone.
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Press PBO on the switch to toggle the sleepy device. The app shows Source: Zigbee.

™3 WM E5IAM

Press the bulb icon to toggle fight

Last Event; Light Off
Source: Zigbee

7]

Again, a briefly-displayed arrow shows the source of the command on the Light LCD.

DMP Deno Lisht

Press the bulb icon to toggle fight

Last Event: Light On
Source: Bluetooth
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5 Use the RAIL/Bluetooth Demonstration

5.1 With the Bluetooth Smartphone App Alone
When both devices are ready, open the app and tap Connected Lighting Demo.

wil Verizon & 10:49 AM 7 52% )
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The app display changes to the Light Bulb, and the Bluetooth icon on the light's LCD changes as well, indicating a connection.

3 W B 845 AM

Press the bulb icon to toggle light

Last Event: Light Off
Source: 54:f7.a8:57:0b:00:00:00

Tap the bulb icon on the smartphone app to toggle the light. The app display, the LCD display, and the LEDs all turn on. The app shows
Last Event: Light On. Source is the MAC address of the device sending the command, in this case the smartphone.

Press the bulb icon to toggle light

Last Event: Light On
Source: 66:¢6:b5:3b:d3:44:0b:00

Tap again to turn the light off. The app shows Last Event: Light Off and Source: Smartphone MAC address. As you toggle the light with
the app, an arrow is briefly displayed on the light LCD to indicate that the source of the command is Bluetooth.

DMP Demo Light

On the light device, press PBO to toggle the light. The app display now shows the source as the MAC address of the light device.

Note that the light demo has two modes, Advertise (ADVERT) and READY. These are for operation by the switch device, as described
next. The smartphone app toggles the light regardless of the mode.
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5.2  With the Switch
In order to operate the light from the RAIL Switch application, you first need to link the two devices.

The RAIL switch starts in SCAN mode to look for lights in the vicinity. The light starts in ADVERTISE mode and broadcasts its address
to nearby RAIL Switches.

Once a RAIL switch receives a light's advertisement packet it displays its short ID in the bottom left corner. If more lights are advertising
at the same time, the switch displays the ID of the Light with the strongest signal:

Finally, press PB1 on the Light to place it to READY mode, in which it sends out the status of the light periodically and accepts toggle
commands from the linked Switch:

You should now be able to toggle the light using the linked switch.

Note that more than one switch can be linked to a single light, but one switch cannot control more than one light.
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The app shows the source as the MAC address of the switch.

39 01029 AM

Press the bulb icon to toggle light

Last Event: Light Off
Source: 6f:f7:a8:fe:ff:57:0b:00

Press the hulh icon to taggle light

Last Event: Light On
Source: 6f:f7:a8:fe:ff:57:0b:00
S
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6 Next Steps

UG305: Dynamic Multiprotocol User’s Guide contains details on the functionality underlying dynamic multiprotocol applications. It also
describes how the Radio Scheduler, a key component of the dynamic multiprotocol solution, works. The following figure shows the current
documentation set for dynamic multiprotocol.

The source code for the smartphone application is also available. Contact Technical Support if you are interested.

= _p o
__'.. _..
S === [ — .
UG103.16: UG305: Q5G155:
M uttiprotocol Dynamic Multiprotocol Using the Silicon Labs Dynamic
Fundamentals U=ers Guide W ultiprotocol Applications

AN1209:
Dynamic M ultiprotocol
Development with
Bluetooth® and Conned

——
AN1T133
Dynamic Multiprotocol
Development with
Biluetooth® and Zgbee

——
AN1134:
Dynamic Multiprotocol
Development with
Bluetooth® and Proprietany
Protocolz on RAIL

AN1136:
Using Third G eneration Mon-
Volatile Memory (WWM3)
[rata Storage

AN1114:
Integrating Silicon Labs
Bluetoothr® Applications with
the Micrium RTOS

Figure 6-1. Dynamic Multiprotocol Documentation Set

6.1 Zigbee/Bluetooth

The EmberZNet SDK contains the code used to produce the demo images. AN1133: Dynamic Multiprotocol Development with Bluetooth
and Zigbee contains a summary procedure for these examples, and QSG106: Getting Started with EmberZNet describes in detail how to
generate, build, and flash example code. AN1133 also describes how to change configuration settings to make an EmberZNet application
into a dynamic multiprotocol application, and contains details on the functionality underlying this demo.
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Note that you must download the following in order to fully explore the examples:
e The EmberZNet SDK

e Version 6.0.0.0 or higher for the switch and always-on light.
e Version 6.4.0.0 or higher on all three devices for the sleepy light.

e The Bluetooth SDK

e Version 2.6.0.0 or higher for the switch and sleepy light,
e Version 2.10.0.0 or higher for the switch, always-on light and sleepy light

e Micrium OS kernel (as of Bluetooth SDK version 2.9.0 installed with the SDK)

You must also install and use IAR-EWARM as your compiler. The version of IAR-EWARM that you use must be compatible with your
SDK version. See the release notes for that version of the SDK for compatible compiler version information.

The Zigbee dynamic multiprotocol solution is currently only supported for SoC architectures (not NCP). Support for NCP is not yet avail-
able. Please contact Silicon Labs Sales for more information on our multiprotocol software roadmap.

6.2 RAIL/Bluetooth

The Flex SDK (version 2.2.0.0 or higher) contains the code used to produce the Switch demo image. The Bluetooth SDK (version 2.8.0.0
or higher) contains the code used to produce the RAIL/Bluetooth dynamic multiprotocol light example. AN1134: Dynamic Multiprotocol
Development with Bluetooth and Proprietary Protocols on RAIL contains summary procedures for these examples as well as instructions
on starting with your own proprietary protocol-based application. QSG138: Getting Started with the Silicon Labs Flex SDK for the Wireless
Gecko (EFR32™) Portfolio and QSG139: Bluetooth Development with Simplicity Studio), respectively, describe in detail how to make
and flash example applications.

Note that you must download not only the Flex and Bluetooth SDKs, but also the Micrium OS kernel in order to fully explore the examples.
As of Bluetooth SDK version 2.9.0, the Micrium OS kernel is installed with the SDK.

6.3 Connect/Bluetooth

Connect/Bluetooth dynamic multiprotocol implementations were supported beginning with Silicon Labs Flex SDK version 2.6.0.0. See
AN1209: Dynamic Multiprotocol Development with Bluetooth and Connect for details. The SDK includes two applications that show a use
case of a dynamic multiprotocol application using the Silicon Labs Connect stack.

e Connect (SoC): Demo Connect Light: This is a non-DMP application running the Connect stack only. When in "factory reset" state
upon power up (or optionally on a user action), scans all allowed channels for the lowest energy and forms a Connect point-to-point
network. Upon user action, it opens its network for another device to join.

e Connect (SoC): Demo DMP Connect Switch: On a user action (for example a button press) starts scanning on all allowed channels
to find the above open network and connect.

A Connect (SoC): Empty Example - DMP sample application is also included in the Flex SDK. This is a minimal project structure that
can be used as a starting point for custom applications that will run both Connect and Bluetooth LE protocols.
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