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1 Introduction

Wireless Smart Ubiquitous Network (Wi-SUN) is the leading IPv6 sub-GHz mesh technology for smart city and smart utility applications.
Wi-SUN brings Smart Ubiquitous Networks to service providers, utilities, municipalities/local government, and other enterprises, by ena-
bling interoperable, multi-service, and secure wireless mesh networks. Wi-SUN can be used for large-scale outdoor loT wireless com-
munication networks in a wide range of applications covering both line-powered and battery-powered nodes.

Silicon Labs has enhanced Wi-SUN to work with Silicon Labs hardware. The Wi-SUN stack library is available as a software development
kit (SDK) installed as part of the Gecko SDK (GSDK), the suite of Silicon Labs SDKs. To quickly get started with GSDK, start by installing
Simplicity Studio 5 (SSv5), which will set up your development environment and walk you through GSDK installation. Simplicity Studio 5
includes everything needed for loT product development with Silicon Labs devices, including a resource and project launcher, software
configuration tools, full IDE with GNU toolchain, and analysis tools. Installation instructions are provided in the Simplicity Studio 5 online
User’s Guide.

Alternatively, Gecko SDK may be installed manually by downloading or cloning the latest from GitHub. See https:/github.com/Sili-
conLabs/gecko sdk for more information.

The Wi-SUN SDK includes a number of fully tested examples in source code. It supports a broad range of hardware, and includes
documentation and tools.

This guide describes how to get started developing Wi-SUN applications using the Silicon Labs Wi-SUN SDK and SSv5.

11 About the Silicon Labs Wi-SUN SDK

The Silicon Labs Wi-SUN SDK is composed of the Wi-SUN FAN stack and example applications as well as the addition of metadata to
allow for the seamless integration into Simplicity Studio 5.

The Silicon Labs Wi-SUN SDK is based on the Gecko Platform component-based design, where each component provides a specific
function. Components are made up of a collection of source files and properties. The component-based design enables customization by
adding, configuring, and removing components. The application developer can use SSv5’s Project Configurator and Component Editor
to easily assemble the desired features by including those components that match the required functionality and by configuring the various
properties associated with those components.

The Silicon Labs Wi-SUN SDK contains the Wi-SUN stack in a library format.
For details on the Wi-SUN stack version included within the Silicon Labs Wi-SUN SDK, refer to the Wi-SUN SDK release notes.

1.1.1 Simplicity Studio 5 (SSv5)

SSv5 is the core development environment designed to support the Silicon Labs IoT portfolio of system-on-chips (SoCs) and modules. It
provides access to target device-specific web and SDK resources; software and hardware configuration tools; an integrated development
environment (IDE) featuring industry-standard code editors, compilers and debuggers; and advanced, value-add tools for network anal-
ysis and code-correlated energy profiling.

SSv5 is designed to simplify developer workflow. It intelligently recognizes all Silicon Labs evaluation and development kit parts and,
based on the selected development target, presents appropriate software development kits (SDKs) and other development resources.

The Silicon Labs Wi-SUN SDK is downloaded through SSv5. The GNU Compiler Collection (GCC) is provided with SSv5. Other important
development tools provided with SSv5 are introduced in section 5 Development Tools.

1.1.2 Gecko Bootloader

A bootloader is a program stored in reserved flash memory that can initialize a device, update firmware images, and possibly perform
some integrity checks. Silicon Labs networking devices use bootloaders that perform firmware updates in two different modes: standalone
(also called standalone bootloaders) and application (also called application bootloaders). An application bootloader performs a firmware
image update by reprogramming the flash with an update image stored in internal or external memory. By default, a new device is factory-
programmed with a bootloader, which remains installed until you erase the device. The Gecko Bootloader is a code library configurable
through Simplicity Studio’s IDE to generate bootloaders that can be used with a variety of Silicon Labs protocol stacks. The Gecko
Bootloader is used with all EFR32xG parts. For more information about bootloaders see UG103.6: Bootloader Fundamentals.
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1.1.3 Gecko Platform

The Gecko Platform is a set of drivers and other lower layer features that interact directly with Silicon Labs chips and modules. Gecko
Platform components include EMLIB, EMDRYV, RAIL Library, NVM3, and MbedTLS. For more information about Gecko Platform, see
release notes that can be found in SSv5’s Documentation tab, as well as online APl documentation in https://docs.silabs.com/.

1.2 Prerequisites

Before following the procedures in this guide you must have:

e Purchased one of the Wireless Gecko (EFR32) Portfolio Wireless Kits with compatible radio boards, listed on https://www.si-
labs.com/wireless/wi-sun.

¢ Downloaded SSv5 and the Gecko SDK and be generally familiar with the SSv5 Launcher perspective. SSv5 installation and getting
started instructions along with a set of detailed references can be found in the online https:/docs.silabs.com/simplicity-studio-5-
users-guide/latest/ss-5-users-guide-overview/.

e Obtained a compatible compiler (See the Wi-SUN SDK'’s release notes for the compatible versions):

¢ Simplicity Studio comes with a free GCC C-compiler.
IAR Embedded Workbench for ARM (IAR-EWARM) can also be used as the compiler for Silicon Labs Wi-SUN projects. Once
IAR-EWARM is installed, the next time Simplicity Studio starts it will automatically detect and configure the IDE to use IAR-
EWARM.

To get a 30-day evaluation license for IAR-EWARM:
e Go to the Silicon Labs support portal at https://www.silabs.com/support.

Scroll down to the bottom of the page, and click Contact Support

If you are not already signed in, sign in.

Click the Software Releases tab. In the View list select Development Tools. Click Go. In the results is a link to the IAR-EWARM
version named in the release notes.

Download the IAR package (takes approximately 1 hour).
Install IAR.
In the IAR License Wizard, click Register with IAR Systems to get an evaluation license.

Complete the registration and IAR will provide a 30-day evaluation license.

Once IAR-EWARM is installed, the next time Simplicity Studio starts it will automatically detect and configure the IDE to use IAR-
EWARM.

silabs.com | Building a more connected world.



https://docs.silabs.com/
https://www.silabs.com/wireless/wi-sun
https://www.silabs.com/wireless/wi-sun
https://www.silabs.com/support

QSG181: Silicon Labs Wi-SUN SDK Quick-Start Guide
Introduction

1.3  Support

Access the Silicon Labs support portal at https://www.silabs.com/support through SSv5’s Welcome view under Learn and Support. Use
the support portal to contact Customer Support for any questions you might have during the development process.
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1.4 Documentation

Relevant documentation is available through SSv5. It is filtered based on the device selected in either the Debug Adapters view or the
My Product view. Hardware-specific documentation for the device can be accessed through links on the OVERVIEW tab.
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SSv5 and its tools are documented in the online Simplicity Studio 5 User’s Guide.
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2 About Example Applications and Demos

Because starting application development from scratch is difficult, the Silicon Labs Wi-SUN SDK comes with a number of built-in example
applications and demos covering the most frequent use cases designed to illustrate common application functions. Silicon Labs strongly
recommends starting development from one of the example applications.

Like everything in SSv5, the examples and the demos shown on the EXAMPLE PROJECTS & DEMOS tab are filtered based on the part
you have connected or selected.

2.1 Demos

Demos are prebuilt firmware images that are ready to download to a compatible device. The quickest way to find if a demo is available
for your part is by adding the part or board information in the My Products view and then navigating to the EXAMPLE PROJECTS &
DEMOS tab in the Launcher Perspective. Disable the Example Projects filter. The Solution Examples filter is provided for future use.
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Precompiled demo application images provided with the Wi-SUN SDK are compatible with the following boards:

e brd4163a
e brd4164a
e brd4170a
e brd4172a
e brd4173a
e brd4253a
e brd4254a

2.2  Software Examples

When you work with examples, the process is:

e Select an example

e Change the example configuration (if needed)
e Build the example
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e Load the example to the target device

Since typically you will finish by flashing a compiled application image to a device, connect a device to your computer and select it in the
Debug Adapters view. In the EXAMPLE PROJECTS & DEMOS tab on the Launcher perspective, enter ‘wi-sun’ as a keyword. A number
of other filters are provided. To see the examples only, turn off Demos.
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Each example has its own documentation accessible by clicking View Project Documentation below the example description. The
HTML document covers the steps to set up the example and run the associated demonstration.

The example applications provided with the Silicon Labs Wi-SUN SDK are as follows.

Wi-SUN — CLI example: Acts as a Wi-SUN router node in a network, and provides an interface device functionality.
Wi-SUN — SoC CoAP Collector: Collects data from other devices configured as meters using CoAP.
Wi-SUN — SoC CoAP Meter: Provides basic meter functionality to communicate with a collector using CoAP.
Wi-SUN — SoC Empty: Provides a basic framework to begin adding custom functionality.

Wi-SUN — SoC Collector: Collects data from other devices configured as meters.

Wi-SUN — SoC Network Measurement: Provides a tool to measure the Wi-SUN solution performance
Wi-SUN — SoC Meter: Provides basic meter functionality to communicate with a collector.

Wi-SUN — SoC Ping: Provides simple connectivity testing.

Wi-SUN - SoC TCP Client: Works with the TCP server example using the TCP protocol.

Wi-SUN — SoC TCP Server: Works with the TCP client example using the TCP protocol.

Wi-SUN — SoC UDP Client: Works with the UDP server example using the UDP protocol.

Wi-SUN — SoC UDP Server: Works with the UDP client example using the UDP protocol.

Wi-SUN — RCP: Radio co-processor border router implementation that pairs with a Linux host running the Wi-SUN stack upper layers.
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3 Getting Started with Development

This section assumes that you have downloaded SSv5 and the Silicon Labs Wi-SUN SDK, and are familiar with the features of the SSv5
Launcher perspective.

You should have your mainboard connected.

Note: For best performance in Simplicity Studio 5, be sure that the power switch on your mainboard is in the Advanced Energy Monitoring
or “AEM” position, as shown in the following figure.
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In these instructions you will compile and load a simple Wi-SUN Ping application on a node and a Wi-SUN Border Router demo image
on another node. Section 3.6 Creating a Network describes how to use the examples to create a network. Section 5.3 Network Analyzer
describes how to use Network Analyzer to observe traffic across the network.

When working with an example application in Simplicity Studio, you will be executing the steps in the following order:

1. Create a project based on an example.

2. Configure the project.

3. Build the application image and flash it to your device.

These steps are described in detail in the following sections. These procedures are illustrated for a mainboard with an EFR32MG12.
Note: Your SDK version may be later than the version shown in the figures.

3.1 Flashing the Wi-SUN Border Router

Every Wi-SUN example requires a Wi-SUN Border Router to create and manage a Wi-SUN Network for the Wi-SUN devices to join. It
allows an easy and quick medium to evaluate the Silicon Labs Wi-SUN stack solution without deploying an expensive and cumbersome
production-grade Wi-SUN Border Router. A CLI (Command-Line Interface) is exposed to facilitate the configuration.

Note: Make sure your mainboard has the latest “Adapter FW” to avoid any issue when using the example CLI. To do so:

¢ Inthe Launcher perspective, click the radio board listed in the Debug Adapters view.

¢ Inthe OVERVIEW tab, verify the Adapter FW version in the General Information card.

e If Simplicity Studio 5 proposes to update the firmware, do so.

silabs.com | Building a more connected world.




QSG181: Silicon Labs Wi-SUN SDK Quick-Start Guide
Getting Started with Development

The Wi-SUN Border Router demonstration is delivered only in a binary format. The implementation does not scale for a production-grade
Border Router maintaining several thousand Wi-SUN nodes. For a production-grade border router solution, refer to AN1332: Silicon Labs
Wi-SUN Network Setup and Configuration to get started with Silicon Labs Linux-based Wi-SUN border router solution.
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1. In the Debug Adapters view, select the device that will be the Wi-SUN border router. Note: To rename the device so that you know
which device is the Border Router, right-click it and select Rename on the context menu.

2. Navigate to the EXAMPLE PROJECTS & DEMOS tab and turn off the Example Projects filter. Click RUN next to Wi-SUN — SoC
Border Router demo.

3. Start the Wi-SUN Border Router with the CLI interface. In the Debug Adapters view, right-click the Border Router device and click
Launch Console, as shown. Alternatively, click Tools in the Simplicity IDE menu and select Device Console.
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Stop capture
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Upload application...
Upload adapter firmware...

Make a sniffer

Launch Console...
Sniffer Configurator...

AoA Analyzer
Bluetooth NCP Commander...

¥ @072

Device configuration...

Force Unlock...
Start Wireshark Data Source
. Start Wireshark Data Source With Options...

4. To get a prompt on the Console, go to the Serial 1 tab and press Enter. To start the Wi-SUN Border Router, enter:

> wisun start
Border router started
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3.2 Creating a Project Based on an Example

Simplicity Studio 5 (SSv5) offers a variety of ways to begin a project using an example application. The online Simplicity Studio 5 User’s
Guide, available both through https://docs.silabs.com/ and the SSv5 help menu, describes them all. This guide uses the File > New >
Silicon Labs Project Wizard method because it takes you through all three of the Project Creation Dialogs. Details on each creation
dialog option may be found in the Simplicity Studio 5 User’s Guide.

1. Inthe Debug Adapters view, select the target part for the application node. This should be a different part than the one used for the
border router in the previous section.

2. Open SSv5’s File menu and select New > Silicon Labs Project Wizard. The Target, SDK, and Toolchain Selection dialog opens.
Do not change the default Simplicity IDE / GNU ARM v<version> toolchain supported by Wi-SUN. Click NEXT.

New Praject Wizard o X

Target, SDK, and Toolchain Selection
Select the target board, device, SDK, and IDE/toclchain to use for the project.

°Tavge\,SDK ° Example ° Configuration

Target Boards:

Search or Select -
EFR32MG12 2400/915 MHz 19 dBm Dual Band Radio Board (BRD4164A Rev A02) 6

Wireless Starter Kit Mainboard (BRD4001A Rev A01) €3

Target Device:
Search or Select -

EFR32MG12P433F1024GL125
SDK:
Select SDK
Gecko SDK Suite: Amazon 202012.00, Bluetooth 4.1.0, Bluetooth Mesh 3.0.1, EmberZNet 7.1.1.0, Flex 3.4.1.0, MCU 6.3.1.0, Micrium

Q Manage SDKs

IDE / Toolchain:
Select IDE / Toolchain
Simplicity IDE / GNU ARM v10.3.1 v

CANCEL ‘ BACK ‘ m ‘ FINISH |
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3. The Example Project Selection dialog opens. Use the ‘Wi-SUN’ Technology Type and Keyword filters to search for a specific exam-
ple, in this case Wi-SUN — SoC Ping. Select it and click NEXT.

New Project Wizard

Example Project Selection =
Select the project template to open in Simplicity IDE.

o Target, SDK o Examples ° Configuration

Filter on keywords 2 resources found
ping @

Wi-SUN - SoC Ping
The Wi-SUN Ping sample application demonstrates how to use the Wi-SUN
Technology Clear Filter application framework and the POSIX-like socket API to implement a bas...

Wireless

[] Bluetooth (1)

[] Bluetooth Mesh (0) Wi-SUN - SoC Network Measurement
The Wi-SUN Network Measurement application provides a performance

[ connect (1) measurement solution based on the ping mechanism

[] RAIL(2)

[] Thread (0)
Wi-SUN (2)
[J Zigbee (0)

Device Type © Clear Filter

[0 Host ()

[] NcP (0)

[] rep(0)

[ soc(2)

MCU @ Clear Filter
[ 32-bit MCU (0)

[] Bootloader (0)

Capability © Clear Filter

CANCEL BACK m ‘ FINISH
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4. The Project Configuration dialog opens. Here you can rename your project, change the default project file location, and determine if
you will link to or copy project files. Note that if you change any linked resource, it is changed for any other project that references it.
Click FINISH.

EB New Project Wizard ] x

Project Configuration
Select the project name and location.

° Target, SDK ° Examples ° Configuration

Project name: | wisun_soc_ping

Use default location

Location: | C:\Users\CAOWENS\SimplicityStudio\v5.rel.Staging_1646\wisun_soc_ping ‘ BROWSE ‘

With project files:

O Link to sources
@ Link sdk and copy project sources

(O copy contents

CANCEL BACK | NEXT | m
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5. The Simplicity IDE Perspective opens with the project documentation (readme.md). Click the <project>.slcp tab to see the Project
Configurator OVERVIEW tab. See the online Simplicity Studio 5 User’s Guide for details about the functionality available through the
Simplicity IDE perspective and the Project Configurator.

vi.rel Staging_1646 - wisun _soc_ping/wisun_soc_ping.slcp - Simplicity Studio™ - o x
File Edit MNavigste Search Project Run Mindow Help
v @vigh~ | S v | @ wil) v Gl vt v b [ A fy Welcome /D Recent 3 Tools ¥ Install %k Preferences | 7 Launcher {} Simplicity IDE
25 Project Explorer X | E % 7@ § = O || wisUNConfigurator |l wisun_soc pingziep X | [ readmemd | =5
~ 25 wisun_soc_ping [GNU ARM v10.3.1 - Default] [EFR32MG12P433F102 . .
- &5 Includes wisun_soc_ping OVERVIEW
» [z autegen -
> (= config
> = gecko_sdk 411 . N " . .
o [8 app.custom_callback.c Target and Tool Settings Project Details Quick Links
> B app_custom_callback.h
> g app_init.c
> A app_inith . .
> [& appc wisun_soc_ping /
> [H apph The Wi-SUN Ping sampie application demonstrates app.c
> € mainc howto use the Wi-SUN application framework and
@ readme_imgl.png the POSIX-ike socket AP fo implement 2 basic ping
@ readme_imgl.png application.
=/ readme.md
wisun_sec_ping.pintocl main.c
£ wisun_soc_ping.sicp < > Category
5] wisun_soc_ping.slps WiSUN Examples
> [E5 Z3Switch [GNU ARM v10.3.1 - Default] [EFRI2MG12P432F1024GL12
5 — ] Preferred SDK readme.md
< > Gecko SDK Suite: Amazon 202012.00, Blugtooth
BH Debug Adapters X |35 Outine | =g il ”H;'”l "H”H 41,0, Bluetooth Mesh 3.0.1, EmberZNet 7.1.1.0, Flex
= Lt 3.4.1.0,MCU 6.3.1.0, Micrium 05 Kernel 5.13.10,
& O E A , 11310,
B SRR T ;:j\i_{?gi ’;B?g_ £ SE BB OpenThread 2.1.10 (GitHub-2ce3430f0), Platform Pin Tool
’ L Z ek (D) 41.0.0,USB 1.0.0.0,Wi-SUN 13.1.0, Z-Wave SDK
7.18.1.0
EFR32MG12P433F1024GL125
EFR32MG12 2400/915 MHz 19 dBm Dual Band Radio
Board (BRD4164A Rev A02) Import Mode Proprietary Radio
Wireless Starter Kit Mainboard (BRD40014 Rev A01)
Link sdk and copy project sources  ~
Configurator
2] Problems % | 4 Search | 5* Call Hicrarchy | & Console 7 3 =0
0 items.
Description Resource Path Location Type

3.3  Configuring the Project

Silicon Labs Wi-SUN applications are built on a Gecko Platform component structure. Click the SOFTWARE COMPONENTS tab to see
a complete list of Component categories.

' Wi-SUN Configurstor sl wisun_soc_pingslep | [ resdmernd =na

wisun_soc_ping SOFTWARE COMPONENTS

component

Y Filter components by ¢ Configurable D @ Installed D 2 Installed by you D B2 SDK Extensions D R Quality ~ Q, search keywords

» Services
» Third Party
» Wi-Fi
v Wi-SUN
¥ Application
& Wi-SUN Configuration o
» Wi-SUN Plugin
RF Test Plugin
@ Stack Debug & Traces Plugin
Stack LFN Support Plugin
+ Wi-SUN Services
@ Application Core
CoAP
@ POSIX-compliant Socket

@ Ping

(2 Setting 2

4 8 4 8
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The project is configured by installing and uninstalling components and configuring installed components. Installed components are shown
with a circled checkmark on their left. Click Installed Components to see afiltered list of components installed by the example application.

Configurable components have a gear symbol on their right. Select a component to see information about it.

= Wi-SUN Configurator | ufk wisun soc pingssicp X | [ rezdmemd | =g

wisun_soc_ping SOFTWARE COMPONENTS

Y Filter components by ¢ Configurable [_] @ Installed [] 2 Installed by you [] &3 SDK Extensions [_] R Quality ~ Q_ search keywords, compo

> Services I Ping 2 Configure

» Third Party

» Wi-Fi

Description
The Ping component implements a ping service based on the ICMPvE protocol. The component is able to send
v Wi-SUN ICHPVE packets, receive the sssociated responses, and compute the round-trip latency. Using the
<1_wisun_ping request() API, an application emits a single ping packet. To receive the pong response, the
v Application application can then call the s1_wisun_ping_response() API. s1_wisun_ping() function provides a simple
. solution to periodically send and receive ping packets. To stop the process, call the 1_wisun_ping_step()
@ Wi-SUN Configuration o : . . . c s . : . .
function. A ping test is configurable in size, number of pings sent, and timeout if a response is not
. . received. To initialize the component, call s1_wisun_ping init() function.
¥ Wi-SUN Plugin
a ualit
RF Test Plugin Q Y
PRODUCTION
@ Stack Debug & Traces Plugin
Stack LFN Support Plugin
Dependencies v

v Wi-SUN Services
sl_wisun_ping requires 2 components
@ Application Core

o .
» Services
CoAP o
» Wi-SUN
@ POSIX-compliant Socket 0o o
Ping & % Uninstall
(2 Qattina -

If the component is configurable, click CONFIGURE to open the Component Editor in a new tab.

For example, in the Ping component you can configure various parameters that change the way the wisun-ping application behaves.

2" Wi-SUN Cenfigurator ‘ﬂ.w.sun;ogpmg slcp. ‘ [ readme.md [u Ping X ] = O

Ping | Documentation | | Pin Tool | | <[> View Source | X

Ping configuration

Packet Interval Maximum length of payload Ping timeout Default packet count for ping
“| 1000 R E “| 10000 “la

v v v v

Default packet size for ping Ping thread stack size in word

~ 40 ~ 156
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Any changes you make are autosaved, and project files are autogenerated.

&' Wi-SUN Configurator ‘J.wsun,mgpmg slep |E readme.md [n Ping X } =g
Ping | Documentation | Pin Tool | <[> View Source X
v Saved Changes b4
I Ping configuration
Packet Interval Maximum length of payload Ping timeout Default packet count for ping
“| 1000 4 “ | 10000 ~a

M v M v

Default packet size for ping Ping thread stack size in word
40 RES

In addition to the Project Configurator tab (<project>.slcp), a Wi-SUN Configurator tab is also available. For more information about using
the Wi-SUN Configurator and how to change the default Wi-SUN PHY, see UG495: Silicon Labs Wi-SUN Developer’s Guide.

< *Wi-SUN Configurator . | & wisun_soc_pingsicp | [ readme.md

Wi-SUN Configurator

&  Application Network Information

ﬁ Security Network Name Network Size

Wi-SUN_Network [~] small ~ | @
= Radio

Device Information

MAC Address Unicast Dwell Interval TX Output Power

EFR32 unique MAC address by default 9 255 ms | @ 20 dBm | @

MAC Allow/Deny List

MAC
Add =,
Address = B

List Type O Allow @ Deny

MAC
Address List

If you make changes, the Wi-SUN Configurator tab has an asterisk to the left. Save changes (CTRL-S) when you are finished updating
Wi-SUN Configurator settings. If you build the project without saving changes, the changes are saved automatically.

34 Building the Project

You can either compile and flash the application automatically, or manually compile it and then flash it.
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3.4.1 Automatically Compile and Flash

1. You can automatically compile and flash the application to your connected development hardware in the Simplicity IDE, and open a

Debug interface. Click the Debug control.

si | v3.rel.Staging_628 - wisun_ping/wisun_ping.slcp - Simplicity Studio™
sl Edit Mavigate Search Project Run  Window Help

Ot | B~ R -H-F-OCCrD | i
75 Project Explorer EE} EE Y § = O ||ﬁ Border Router (
v :L;C- wisun_ping [GNU ARM v10.2.1 - Debug] [EFREEMG'IEP433F1D24G[||

w
WANMS1IIRA A

2. Progress is displayed in the console and a progress bar in the lower right.

"
[ Problems |9" Search |} Call Hierarchy [E Conscle ><|

XL &5 B -BE #B-8-=18

DT Build Console [wisun_soc_ping]
Invoking: GNU ARM C Compiler
arm-none-eabi-gec -g3 -gdwarf-2 -mcpu=cortex-md -mthumb -std=c99 '-DDEBUG EFM=1' '-DEFR3IZMGL2P433F18246L125=1" '-DSL_BOARD NAME="BRDA164A"' '-DSL_BOARD REV="A83"' '-Decc
Finished building: C:/Users/CAOWENS/SimplicityStudio/sDks/gecko_sdk/util/third_party/crypto/sl_component/sl_psa_driver/src/crypto_management.c

Finished building: C:/Users/CAOWENS/SimplicityStudio/SDKs/gecko_sdk/util/third_party/crypto/sl_component/sl_psa_driver/src/sl_psa_its_nwm3.c

~

Building file: C:/Users/CAOWENS/SimplicityStudio/SDKs/gecko_sdk/util/third_party/crypto/sl_companent/sl_psa_driver/src/sli_psa_driver_init.c

Building file: C:/Users/CAOWENS/SimplicityStudio/SDKs/gecke sdk/util/third party/crypto/sl_component/sl psa_driver/src/sli_psa_trng.c
Invoking: GNU ARM C Compiler

v
<

Build Project: (47%) nE

The project should build without error.

(2] Problems |4 Search | 5 Call Hierarchy | ) Console %

X| & GG A -BE ®rE-5-=0
COT Build Console [wisun_soc_ping]

‘dEbug_str 2838571 ~
.debug_frame 137008 [
Total 5787570

©9:35:38 Build Finished. @ errors, © warnings. (took 1m:56s.656ms)

v
< >

When building and flashing are complete a Debug perspective is displayed. Click the Resume control to start the application running
on the WSTK.

si | v3.rel.5taging_828 - wisun_ping/main.c - Simplicity Studio™

File Edit Sgwess Refactor Mavigate Search Project Run Window Help
L e | e m @'i}_“@.ﬁ‘i@@]'@;E#VEQE Himilh AR ‘|m§§[.'_.]§§ﬁWelcome ) Recent i Tools ., Install X% Preferences
45 Debug 53 S=¥Project Explorer E <&~ 8§ = B ||&® Border Router (440050127) iigh radio_settings.radioconf |ﬂ wisun_ping.slcp [@ main.c &
~ {£} silicon Labs ARM MCU: EFR32MG12P433F1024GL125 4B /= oo
41 J/ Macros and Typedefs
v (i wisun_ping.zxf o e Ened ypedets
= main() at main.c:64 (274 P o
A f e e e e e
45 ff Static Function Declarations
I
47
ABE o oo e e e e mmmmmmmm e e
43 f/ Global Variables
se J/

Next to the Resume control are Suspend, Terminate, Disconnect, and stepping controls. Click Disconnect when you are ready to
exit Debug mode.

si | va.rel.Staging_628 - wisun_ping/main.c - Simplicity Studio™

File Edit Source Refa Navigate Search Project Run Window Help
BB‘Q| B 00 4#3 o e ..|i=9l§]v<;2;‘7§§:'§6§ : [ Hmig A== '|m ' Welcome €D Recent i Tools ¥, Install %% Preferences
# Debug 2 l|-1"‘_‘| Project rer | =] -@', = § = 0 | & Border Router (440050127) ﬁEﬂ radio_settings.radieconf |ﬂ wisun_ping.slcp [@ main.c %

w {2k Silicon Labs ARM MCU: EFR3ZMG12P433F1024GL125

wisun_ping.axf | T

Global Variables
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3.4.2 Manually Compile and Flash
1.

After you generate your project files, instead of clicking Debug, click the Build control (hammer icon) in the top tool bar.

si | v5.rel.Staging_628 - wisun_ping/wisun_ping.slcp - Simplicity Studio™

File Edit MNavigate Search Projpebesfyn Window Help

< gg i~ EE | [55] o Q Py v A == v| [ £ Welcome  #D) Recent 258 Tools . #, Install %% Preferences

[ Project Explorer EX] =] % Y § = 0O ||@ Border Router (440030127) |C§8 radio_settings.radioconf Iﬁ wisun_ping.slcp EX[

=L ; ARM v10.2.1 - 5 Ip: 02:
v iz \orlsun_plng [GNU ARM v10.2.1 - Debug] [EFR3:_I‘v'1G1:_P-133F1..:_-1Gl|| wieln nina AVERVIEW
2. You can load the binary image through Project Explorer view.
Locate the <project>.bin, .hex, or .s37 file in the Binaries subdirectory.

File Edit MNavigate Search Project Run  Window Help
bR B Rl A =N
[ Project Explorer X] = <:=:{> T i =0
v =1 wisun_soc_ping [GNU ARM v10.3.1 - Default] [EFR32ZMG12P433F A

~ 4% Binaries
» % wisun_soc_ping.axf
» {3 wisun_soc_ping.bin
> 0 wisun_soc_ping.hex
> 0 wisun_soc_ping.s37
> [kl Includes
> [= autogen
» [= config
> = gecko_sdk_4.1.1
> (= GNU ARM v10.3.1 - Def
» [€ app_custom_callback.c
» [ app_custom_callback.h
» [ app_init.c
> [0 app_inith
» € app.c
> [n] app.h
5 g main.c
@ readme_imgl.png
@ readme_imgl.png
|E| readme.md

- [arm/lg]

- [unknown/le]
- [unknown/le]
- [unknown/le]

ault
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Right-click the file and select Flash to Device... If you have more than one device connected, select a device to program. The Flash
Programmer opens with the file path populated. Click PROGRAM to flash the image to the device.

E Flash Programmer m] x
Change Device
Device
Board Mame: Wireless Starter Kit Mainboard
Board Name: EFR32MG12 24007915 MHz 19 dBm Dual Band Radio Board
MCU Mame: EFR32MG12P433F1024GL125
Adapter
Mame: J-Link Silicon Labs (440083386)

Flash Part

File Type ®hex Obin  Hase address 0x0

File

‘ NS\SimplicityStudiotvs.rel Staging_6284wisun_ping\GNU ARM w10.2.1 - Debugiwisun_ping.s37 | | Browse...

Advanced Settings...

Erase Program
Flash Erase/Write Protection
(®) Select flash range VA -+ v A
() Select default sections Lock Main Flash Lock User Page
Protect Remove Protection
Debug Lock Tools

The unlock function only works using Silicon Labs EFM32 and EFR32 boards.
Unlocking the chip will erase all data on flash and SRAM.

Unlock Debug Access | | Lock Debug Access

@ Cloze

3.5 Flashing a Bootloader

All Silicon Labs examples require that a bootloader be installed. By default, a new device is factory-programmed with a bootloader. If you
have a new device, haven't cleared the bootloader region for your part or have a supported bootloader image already flashed on your
device, skip this step and continue with the next section.

With Silicon Labs Wi-SUN, the bootloader serves to start the application code within the image you created and flashed in the previous
procedure. Once you have installed a bootloader image, it remains installed until you erase the device.

To flash a bootloader, first select one of the bootloader examples, such as SPI Flash Storage Bootloader (single image), and build and
flash it as described above. For more information see UG266: Silicon Labs Gecko Bootloader User’s Guide for GSDK 3.2 and Lower or
UG489: Silicon Labs Gecko Bootloader User’s Guide for GSDK 4.0 and Higher.

If you are working with the Gecko Bootloader, bootloader images must be formatted as GBL files. To create a GBL file from an .s37 or
binary, follow the instructions in UG162: Simplicity Commander Reference Guide, section 6.7.1, GBL File Creation. The exact format of
the GBL file depends on the hardware you selected.
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3.6  Creating a Network

Depending on the example application, you may be able to interact with it through your development environment’s Console interface
using a CLI (command-line interface). The console interface allows you to form a network and send data using the border router device
created in section 3.1 Flashing the Wi-SUN Border Router and the application node.

To launch the Console interface, in the Simplicity IDE perspective right-click the application node in the Debug Adapters View. Select
Launch Console. Alternatively, click Tools in the Simplicity IDE menu and select Device Console.

[WDebugAdap'(ers EX]EE Outline | = 8 |
PHEEAXRREV-EEE

i W EFR32MG12 24007315 A= 10 ARwa RR (INAANNSNT 3T

EFR32MG1z Rename
Wireless Stz Connect
Disconnect

Start capture

Start capture with options...
i Stop capture

Redo last upload

Upload application...
Upload adapter firmware...
Make a sniffer

Launch Console...
L{“' Sniffer Configurator...

38 Device configuration...

Farce Unlock...

To get a prompt on the Console, go to the Serial 1 tab and press Enter.

Connect the Wi-SUN Ping WSTK

The Wi-SUN Ping application automatically starts by connecting to the Border Router. If the connection is successful, the application
should output the traces below in the console.

[Connecting to "Wi-SUN Network'"]

> [Join state: Authenticate (2)]
[Join state: Acquire PAN Config (3)]
[Join state: Configure Routing (4)]
[Join state: Operational (5)]

Addresses:

[GLOBAL : £d00:7283:7e00:0:5e02:72ff:fe96:cadc]
[LINK LOCAL : fe80::5e02:72ff:fe%96:cadc]

[BORDER ROUTER : £d00:6172:6d00:0:b6e3:f9ff:feab:3aa]
[170 s]
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The following is an illustration of connecting the Wi-SUN SoC Border Router application to the Wi-SUN SoC Ping Example Application.
This setup allows showing the Border Router and the device consoles side by side, where Wi-SUN settings can be compared. If these
do not match, the connection will fail. When using a Linux Border Router, use ‘wsbrd cli status’ to check the Border Router
settings.

[l v5.rel.Staging_1837 - Adapter: ms-md-063-558 - Simplicity Studio™ - o X
File Edit Mavigate Search Project Run Window Help

=@ S S0 Dlw o Goow o v | P98y Welcome €D Recent B Tools &, Install %X Preferences T | # Launcher |1, Network Analyzer

Elinahugmaptersux\ a%ﬁjxxﬁ'ﬁ.ﬁal“ﬁ =

[ other adapters

v 0 ms-mdl-063-558 (P<10.158.112.59) & |No transiation | Line terminator: | CR-LF (00! || @ | |No translation | Line terminator: | CR-LF (DOS, 05/2, MS Windows) v | Buffer size

£ EFR32MG12 2400/856-915 MHz 19 dBm Dual Band Radio Board (SLWRB41704)

&8 ms-md-176-008 X | 88 ms-md-063-558 %

7 - Seriall 2 z - Serial0 <2 Seiall 7 Admin .
< o e 175,008 (P56 1558 7 Seriald 7 Admin 7, Debug 7 Seriald 5 7 Admin 7, Debug
<Eout sbout
£ EFRI2MG12 2400/868-915 MHz 19 dBm Dual Band Radio Board (SLWRB41704) SEUERN Posdes Bowtes CIT Applicasion e Pine Application
Fersicns Tersions
* Compiler (G00)° 10.3 1 = Compi ler (600} 103 1
* Hicrium 05 kormel: 5 12 1 x Wicrium 0% kernel: 5 140
* PioSON: 1.3.0 * Wi-SUN: 1.4.2
» wisun get wisun = wbed TLS 3.2 1
wisun stats - initialized (1) > help
wisun network_nans = "Wi-SUN Hetwork” abont Get info sbout the running spp
wisun rogulatory dowain - FA (1] wisnn Wi-SUN connands
wisun operatingclass = 1 > wisun help
wisun operating_nods = Dxlb join_fanid Comnect to a Wi-SUN nstwork using FANL 0 ssttings
wisun metwork size = small (1) oin fanil Comnect to a Wi-SUN network using FANL 1 ssttings
wizun. tx_pover = 20 disconnect Disconnect from the Wi-SUN network
wisun unicast_dvell_intorval = 255 amt Sat a wariable
isun DreadcsSt intZrval - 1020 [x] enpty | help | [string] Hey [string] Value
visun brosdcast_deell_interval - 255 get Get & variabls
wisun chamnel nask [=] enpty | help | [string] ey
D000 0000 0 0000 000000 00 DA< 0000060000 00 save Save warisbles o nom-valatile storage
00:00-00:00-00:00-00:00.00:00:00:00:00:00 resst Fosot warisbles to default ssttings
wisun aliowed chammels - "0-255" ping Fing a renate host
wioun asc sdiress - biedif8iifife s 03 00 [string] Remote sddress
wisun ip_addresess = [11 dodagid: 0] > wisun get wisun
isun tRes filter D00-031 - BREZEEffes wisun networl nams = Wi-SUH Hetwork
wisun.trace filter 032-063 = DRfffEEEEE wisun.phy_config type = FAN 1.0 (0)
wisun regulation = nons (0) wisun metwork_size - small (1
> wisun start wisun. tx_powsr = 20
Border router started wisun. regulatory_donsin = A (1
11l Radio Info X | £ Event Diff... | &4 Connecti.. © Data Capt... =75 wioin povaring Tlase = 1 =
P wisun.operating_wods = 0xlb

wisun chen_plan_id = 1 (unused)

wisun phy_mode_1d = 2 {(unused)
wisun.chi_fzequency = 0 (unus=d)

wisun nunber_of_chamnsls = 0 (unused)
wisun channel_spacing = 100kHz (0) (unused)
wisun. join_state = Disconnected (0)
wisun. ip_address global = Hone

wisun ip_sddress_link local = Hone
wisun. ip_address_border_router - Hone
wisun ip_address_primary_parent = Neme
wisun. regulation = none (0)

wisun regulation_varning_threshold = 85
visim regulation aler:_threshold = 95

> wisun join_fanl

[Join state 900 pan (1311

[Comnecting to 'Wi-SUN Network']

> [Join state: Authenticate (2)]
[Join state: Acquire PAN Config (3)]
[Join state: Configurs Routing (4)
[Join state: Operational (5)]

Addresses

[GLDBAL deD 7283:7e00:0:5202: 72 fe96 cadc]
[LINK_L Sel2:72£f:f=96:ca%Cc]
[EDRDER RDUTER deD 6172:6d400:0:bheld: f9ff feah 3aa]
[170 =]
1= | ] || % & ~

The two Wi-SUN devices (Border Router and Wi-SUN SoC Ping) are now part of the same Wi-SUN network.

Ping the Wi-SUN Border Router

To check the commands exposed in the Wi-SUN Ping application, enter:

wisun help

To retrieve the Border Router IPv6 address, enter:

wisun get wisun.ip address border router

The Wi-SUN Ping application has a specific command: “wisun ping [IPv6 address]". Use the command to ping the Border Router.
wisun ping [Border Router Global IPv6 address]

If the ping command is successful, the pong message size and latency are output on the console.

> wisun ping £d00:6172:6d00:0:20d:6£f£ff:£e20:bd95
PING £d00:6172:6d00:0:20d:6£fff:£fe20:bd95: 40 data bytes
> [40 bytes from £d00:6172:6d00:0:20d:6fff:fe20:bd95: icmp seg=1 time=196.231 ms]

In this case, the ping took 196 milliseconds to come back to the Wi-SUN device. The ping command can be used to communicate with
other Wi-SUN devices in the same Wi-SUN network.

Disconnect and Reconnect the Ping WSTK

You need to disconnect the WSTK and reconnect it to apply new network settings, in case you modified them on the Border Router (check
these on the Linux Border Router using ‘wsbrd cli status’).

Note: It may be worth going through this in situations where the Wi-SUN device does not connect to the Border Router.
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To disconnect the WSTK, enter:
wisun disconnect

Check the Wi-SUN settings using:
wisun get wisun

Set the new Wi-SUN settings using:

wisun set wisun.<parameter> <value>

Use the online help or refer to the readme.md file (at the root of you project) to check what parameters are required for your FAN
configuration, using:

wisun set wisun help
If you want to preserve your settings following a power cycle or reset, use:
wisun save

Depending on the FAN configuration, use one of the commands below to connect with your new settings:

wisun join fanlO
wisun join fanll

wisun join explicit (only for the Wi-SUN SoC CLI application)
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4 Next Steps

Some next steps:

e Explore the functions available through the Wi-SUN CLI example. In the Serial 1 console connected to a device running the example,
enter wisun help to see alist of commands. Enter wisun get wisun to see a list of Wi-SUN network parameters.

e Compile and flash different example applications and explore the functionality they provide.
e Explore configuring one of the example applications to meet your needs.
e Explore the documentation.

Getting Started

QSG181 Silicon Labs Wi-SUN Quick-Start Guide
Silicon Labs Wi-SUN Release Notes
Gecko Platform Release Notes

Wi-SUN References

UG495 Silicon Labs Wi-SUN Developer’s Guide
API reference

uG162 Simplicity Commander Reference Guide

Bootloading

UG103.06 Bootloader Fundamentals

UG266/UG489 Silicon Labs Gecko Bootloader User's Guide for GSDK 3.2 and Lower/4.0 and Higher
Memory Management

UG103.07 Non-Volatile Data Storage Fundamentals

AN1135 Using Third Generation Non-Volatile Memory (NVM3) Data Storage

Performance

AN1330 Silicon Labs Wi-SUN Mesh Network Performance
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5 Development Tools

5.1 Simplicity Commander

Simplicity Commander is a simple flashing tool, available through the Simplicity Studio Tools control, which can be used to flash firmware
images, erase flash, lock and unlock debug access, and write-protect flash pages via the J-Link interface. Both GUI and CLI (Command
Line Interface) are available. See UG162: Simplicity Commander Reference Guide for more information.

F Simplicity Commander - [m] >
File Help
440085386  * Debug Interface SWD ~ | 8000 kHz ~ Device| EFR.32ZMG12P433F 1024GL 125 | Reload Tab
[ | Update Kit
u Installation package
,—_co ‘ Browse...
: X Install Fackage
Kit
T Kit Information Network Information
H = Kit: Wireless Gecko Multband 2.4GHz/Sub-GHz Kit TP Address: 0.0.0.0/0
E E WSTKBO005A Rev. AD1 Gateway: 0.0.0.0
LLLLLL) Firmware version: 1v3p3ba2s DMS Server: 0.0.0.0
. ILink serial number: 440085386 MAC Address:
Device Info
VCOM port: COMs
- -LLLL, - Mickname:
= = Debug Mode: MCU w Edit
I
Board Information
Flash
Wireless Starter Kit Mainboard
BRD4001A Rev. AQ01-5/MN: 170326985
) - EFR32MG12 2400915 MHz 19 dBm Dual Band Radio Board
BRD4164A Rev. AQ3 - 5/N: 134400404
SWO Terminal
Log Windaw
09:01:45.007 Connected to 440085386
Hide Log

silabs.com | Building a more connected world. Rev. 0.7 |24



https://www.silabs.com/documents/public/user-guides/ug162-simplicity-commander-reference-guide.pdf

QSG181: Silicon Labs Wi-SUN SDK Quick-Start Guide
Development Tools

5.2 Pin Tool

Simplicity Studio offers a Pin tool that allows you to easily configure new peripherals or change the properties of existing ones. If the
project is not open, in the Project Explorer view double-click the <project>.slcp file. In the CONFIGURATION TOOLS tab, click Open on
the Pin Tool card or double-click the file <project>.pintool in the Project Explorer view. See the Simplicity Studio v5 User’s Guide for more
information.

[ XoN ) v5.rel.Staging_49 - ot-cli-ftd/ot-cli-ftd.pintool - Simplicity Studio ™
(AR Qi TS Biv & (=R £ fy Welcome fDRecent §38Tools ¥, Install ¥ Preferences B # Launcher |{} Simplicity IDE | % Debug Ay Network Analyzer
: - : = T -
[ Project Explorer 52 EE Y & O || @ ot-cli-ftd.slep f Stack (FTD) P ot-cli-ftd.pintool 52 m]
¥ (5 ot-cli-ftd [GNU ARM v7.2.7 - Debug] [EFR32MG12P432 . i )
¥ 34 Binaries DefaultMode Port I/0: PORTIO Configure Soarch v &
¥ 35 ot-cli-ftd.axf - [arm/le] —y
> gat-cli-hd‘bin - [unknawn/le] X Pins | Functions | Peripherals |
> 0 ot-cli-ftd.hex - [unknownjle] o O O @ O O O O Pin # Pin Name Function Custom Pin Name Software Component
i M13 PAO USARTO_TX UARTDRY USART Dril
¥ (2 ot-cli-ftd.s37 - [unknown/le] O O O G O O O O O L13 PA1 USARTO_RX UARTDRY USART Dril
¥ [} Includes &
L2 PA2 USARTO_CTS UARTDRY USART Dril
y Dirciuier 00O 0O oY X ) ,
+ - K13 PA3 USARTO_RTS UARTDRV USART Dri
» = conf 000 @® o0 Kz e —
» (= gecko_sdk_3.0.0 2 i e T J13 PAS GPIO mode Board Control : SL_B
» (= GNU ARM v7.2.1 - Debug (ONONO) o0 A2 A
» [ mainc o) 00 J1 PA7
P ot-cli-ftd.pintool b e :12 ::g
= ot-cli-ftd.slcp Q Q O O @ e o
=) ot-cli-ftd.slps olle 00 E13 PB7
LA = E12 PB8
O O . D13 PB9
- - D12 PB10 GPIO mode Board Control : SL_B.
ON ] D11 PB11 PTLDCLK RAIL Utility, Packet Td
S c13 PB12 PTI_DOUT RAIL Utility, Packet Ti
(N ] c12  PB13 PTI_DFRAME RAIL Utility, Packet T
g cn PB14
O O O . c10 PB15
[# Debug Adapters 52 | 5= outline | = 8 [ONONONON ] :: :g?
% X O X-EEEE cs  pc2
» WM EFR32MG12 2.4 GHz 19 dBm RB (IP:10.4.187.163) 125-pin BGA, 7x7 - (top view) Al Pga
B4 PC4
A A3 PC5
Zoom: | 54, ey ¥4 Ra P&
/(2] Problems 4 Search %* Call Hierarchy ‘ & console 2 | X R B8-8-° 0
| Program Output Console

Double-click a Software Component to open the Component Editor and configure that function. Like the Wi-SUN Configurator, Pin Tool
does not autosave. If you make changes, the Pin Tool tab has an asterisk to the left. Save changes (CTRL-S) when you are finished
updating pin configurations. If you build the project without saving changes, the changes are saved automatically.

5.3  Network Analyzer

Silicon Labs Network Analyzer is a packet capture and debugging tool that can be used to debug connectivity between wireless nodes
running Wi-SUN stack on EFR32 platform. It significantly accelerates the network and application development process with graphical
views of network traffic, activity, and duration.

The Packet Trace application captures the packets directly from the Packet Trace Interface (PTI) available on the Wireless Gecko SoCs
and modules. It therefore provides a more accurate capture of the packets compared to air-based capture.
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To capture Wi-SUN packets using the Silicon Labs Network Analyzer, in the Debug Adapters view, first make sure you are connected
and then right-click the device that is running on a Wi-SUN network and select Start capture.

#-0

"%
[

3

L{t“
@
@
*®

wIoplLcal LOulL

Rename

Connect

Disconnect

Start capture

Start capture with options...
Stop capture

Redeo last upload

Upload application...
Upload adapter firmware...

Make a sniffer

Launch Consale...

Sniffer Configurator...

AchA Analyzer

Bluetooth NCP Commander...

Device configuration...

Force Unlock...

Start Wireshark Data Source

Start Wireshark Data Source With Options...

You should now be able to see the Wi-SUN traffic as shown below. Click the packets to see more details about its contents in the Event

Detail view (on the right).

File Edit Nav Search  Project Window
EaidN-BRif-i-tvma-
5 | # Launcher {} Simplicity IDE &, Network Analyzer # Debug

Run

ate Help Network Analyzer

2 T e ed | Solo Rl dlul & @G R A[E 288 v TiZL ¥ |5 %:

- a x

¥ Welcome £ Recent

Tools &, Install % Preferences

BH Debug Adapters: 2 5 ]

AEETEAXRROG-OB

=]
{! EFR32MG12 2400/868 MHz 10 dBm RB
¢V EFR32MG12 2400/868 MHz 10 dBm RB.

*
40139576

= O | & wisun_ping.slcp ‘@mam( ‘@J{mki\llcnnLabs(MmSBﬂ?SJ ‘@Jimkﬁ\hmnLabs(MJOB‘JS'fE] I-"Lwe 2@] = g
2 saved filters...| AND | BEX-X-)S]

|- 11 _680s)

Time:335637045 Realtime:N/A Nodes:S  Event:fFR Te packet | [% Event Detail E=|

>

EEE 802.15.4 [14 bytes] ~
Auiliary Security Header [6 bytes]
~ Wi-SUN Header Information Elements [17 bytes]
UTT-IE Header: 0x1505
UTT-IE Length: 0x05
UTT-IE Element ID: 0x2A
UTT-E Type: 0x00
UTT-IE Sub-ID: Bx01
UTT-IE Content Frame Type: 0x02
UTT-IE Content Unicast Fractional Seq. Internal: 0xD34
BT-IE Header: 0x1506
BT-IE Length: 0x06
BT-IE Element ID: 0x2A
BT-IE Type: 0x00
BT-IE Sub-ID: 0x02
BT-IE Slot Number: 0x00ES
BT-IE Interval Offset: 0x00029D
o Termination Header: (x3F00

Transactions  total:0 shown:0 - B Termination Length: 0x00
Termination Element ID: 0x7E
Events total:351 shown:346 Decoders: Auto-detecting decoder stack, Defautt =1
GRE|EE |7 g = Type: 0x00
. s . Time Type Summary MAC Sre MACDest  Eventerrorsta.. Eventwaming.. ® | | v Wi-SUN Payload Information Elements [2 bytes]
1 it
. ® e count & B coum 33.154847 Packet Secured PAN Configuration D0ODGFFFFE20B6F9 Wi-SUN Payload IE Header: 0x205D
A Sender: 000440139576 [FF] 33.180487 Packet Secured PAN Configuration DDUDBFFFFE20B6F9 Wi-SUN Payload IE Length: 0x5D
Time: 33.563704 33.206027 Packet Secured PAN Configuration O00DEFFFFE2086F2 Wi-SUN Payload IE Group ID: 0x00 ©
Bytes: 5C 9D FD 2F 0001 33.231565 Packet Secured PAN Configuration D0ODGFFFFE20B6FO < d
Type: EFR Te packet 33257105 Packet Secured PAN Configuration OODDGFFFFE20B6FI Hex Dump [116 bytes]
Status: 00 33282647 Packet Secured PAN Configuration ODODEFFFFE20B6FS FC 08 6D 09 E3 51 C2 F3
33308190 Packet Secured PAN Configuration OODDSFFFFE20B6FO TR R Rt
33333733 Packet Secured PAN Configuration OODDFFFFE20B6FO 02 7B 42 03 06 15 02 E9
iurati 00 9D 02 00 00 3F 5D 80
33350275 Packet Secured PAN Configuration ODODEFFFFE20B6FS o e bt
33384829 Packet Secured PAN Configuration O0ODGFFFFE20B6FO 0A 61 88 ED 70 C6 BD 4C
33.410382 Packet Secured PAN Configuration ODUDEFFFFE20B6FY EZ_; i;: gg ﬂ) gg %.12 :'{: 3%
33.435036 Packet Secured PAN Configuration ODODFFFFE20B6FS E7 05 26 3B 02 43 30 2B
33.461490 Packet Secured PAN Configuration (DODD6FFFFE20B6F g% gl{_ l}g ;g 22 g; Elaj g;
33467042 Packet Secured PAN Configuration O0DDEFFFFE20B6FS CC 1F 9B 47 89 9F CE 33
33512507 Packet Secured PAN Configuration ODODFFFFE20B6FS 2C B6 17 84 92 3A 5C 9D
33538148 Packet Secured PAN Configuration OODDGFFFFE20B6FI FD 2F 00 01
T 33563704 Packet Secured PAN Configuration O0DDFFFFE20B6FO
33589257 Packet Secured PAN Configuration O0ODFFFFE20B6FS
33614812 Packet Secured PAN Configuration OODDGFFFFE20B6FI
33640359 Packet Secured PAN Configuration O0ODEFFFFE20B6FS
33665911 Packet Secured PAN Configuration O0ODFFFFE20B6FS
33601463 Packet Secured PAN Configuration OODDGFFFFE20B6FI
v
< >

m:

In the current state, the Network Analyzer does not decrypt the Wi-SUN Upper Layer Application Data. To decrypt the packet and analyze

the complete payload including the data, refer to UG495: Silicon Labs Wi-SUN Developer’s Guide.
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Silicon Labs intends to provide customers with the latest, accurate, and in-depth documentation of all peripherals and modules available for system and software imple-
menters using or intending to use the Silicon Labs products. Characterization data, available modules and peripherals, memory sizes and memory addresses refer to each
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