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The EFR32xG22 Wireless Gecko SoC includes the EFR32BG22, EFR32FG22, and
EFR32MG22 Wireless Gecko families. The EFR32xG22 improves processing capability
with a Cortex M33 core, while providing for lower active current for both the MCU and
radio. This low power and application optimized device supports Bluetooth 5.2 (including
Direction Finding), Proprietary 2.4 GHz & Zigbee PRO/Green Power protocols.
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PRS_CONSUMER_TIMER3_CC1 - TIMER3 CC1 Consumer Selection
PRS_CONSUMER_TIMER3 CC2 - TIMER3 CC2 Consumer Selection
PRS_CONSUMER_TIMER3 DTI - TIMER3 DTI Consumer Selection .
PRS_CONSUMER_TIMER3_DTIFS1 - TIMER3 DTIFS1 Consumer Selection
PRS_CONSUMER_TIMER3_DTIFS2 - TIMER3 DTIFS2 Consumer Selection
PRS_CONSUMER_TIMER4 _CCO - TIMER4 CCO Consumer Selection
PRS_CONSUMER_TIMER4_CC1 - TIMER4 CC1 Consumer Selection

PRS CONSUMER_TIMER4 CC2 - TIMER4 CC2 Consumer Selection
PRS_CONSUMER_TIMER4_DTI - TIMER4 DTI Consumer Selection .
PRS_CONSUMER_TIMER4_DTIFS1 - TIMER4 DTIFS1 Consumer Selection
PRS_CONSUMER_TIMER4_DTIFS2 - TIMER4 DTIFS2 Consumer Selection
PRS_CONSUMER_USARTO0_CLK - USARTO CLK Consumer Selection
PRS_CONSUMER_USARTO_IR - USARTO IR Consumer Selection
PRS_CONSUMER_USARTO0_RX - USARTO0 RX Consumer Selection
PRS_CONSUMER_USARTO_TRIGGER - USARTO TRIGGER Consumer Selectlon
PRS_CONSUMER_USART1_CLK - USART1 CLK Consumer Selection
PRS_CONSUMER_USART1_IR - USART1 IR Consumer Selection
PRS_CONSUMER_USART1_RX - USART1 RX Consumer Selection . . .
PRS_CONSUMER_USART1_TRIGGER - USART1 TRIGGER Consumer Selectlon

. 369
. 369
. 370
. 370
. 371
.371
.372
.372
.373
.373

374
374
375

.375
376
376

377
377
378

.378
379
379

380
380
381

. 381
382
.382

383
383
384

.384
.385
.385

386
386
387

. 387
.388
.388
.389

389

. 390
.390
.391

391

. 392
.392



13.5.76 PRS_CONSUMER_WDOGO0_SRCO0 - WDOGO0 SRCO Consumer Selection
13.5.77 PRS_CONSUMER_WDOGO0_SRC1 - WDOGO0 SRC1 Consumer Selection

14. GPCRC - General Purpose Cyclic Redundancy Check
14.1 Introduction.
14.2 Features

14.3 Functional Description
14.3.1 Polynomial Specification .
14.3.2 Input and Output Specification .
14.3.3 Initialization
14.3.4 DMA Usage . .
14.3.5 Byte-Level Bit Reversal and Byte Reorderlng .

14.4 GPCRC Register Map

14.5 GPCRC Register Description. .
14.5.1 GPCRC_IPVERSION - IP Version ID
14.5.2 GPCRC_EN - CRC Enable .
14.5.3 GPCRC_CTRL - Control Register.
14.5.4 GPCRC_CMD - Command Register .
14.5.5 GPCRC_INIT - CRC Init Value . .
14.5.6 GPCRC_POLY - CRC Polynomial Value
14.5.7 GPCRC_INPUTDATA - Input 32-Bit Data Reglster
14.5.8 GPCRC_INPUTDATAHWORD - Input 16-Bit Data Register
14.5.9 GPCRC_INPUTDATABYTE - Input 8-Bit Data Register
14.5.10 GPCRC_DATA - CRC Data Register . .
14.5.11 GPCRC_DATAREYV - CRC Data Reverse Reglster
14.5.12 GPCRC_DATABYTEREYV - CRC Data Byte Reverse Reglster

15. RTCC - Real Time Clock with Capture.
15.1 Introduction.
15.2 Features

15.3 Functional Description .
15.3.1 RTCC Counter
15.3.2 Capture/Compare Channels
15.3.3 Interrupts and PRS Output .
15.3.4 Register Lock
15.3.5 Programmer's Model
15.3.6 Debug Features and Descrlptlon

15.4 RTCC Register Map .

15.5 RTCC Register Description
15.5.1 RTCC_IPVERSION - IP VERSION
15.5.2 RTCC_EN - Module Enable Register
15.5.3 RTCC_CFG - Configuration Register
15.5.4 RTCC_CMD - Command Register
15.5.5 RTCC_STATUS - Status Register
15.5.6 RTCC_IF - RTCC Interrupt Flags .
15.5.7 RTCC_IEN - Interrupt Enable Register
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15.5.8

15.5.9

15.5.10
15.5.11
15.5.12
15.5.13
15.5.14
15.5.15

16. BURTC

RTCC_PRECNT - Pre-Counter Value Register
RTCC_CNT - Counter Value Register

RTCC_COMBCNT - Combined Pre-Counter and Counter Valu... .

RTCC_SYNCBUSY - Synchronization Busy Register .
RTCC_LOCK - Configuration Lock Register .
RTCC_CCx_CTRL - CC Channel Control Register .
RTCC_CCx_OCVALUE - Output Compare Value Register .
RTCC_CCx_ICVALUE - Input Capture Value Register

- Back-Up Real Time Counter .

16.1 Introduction.
16.2 Features

16.3 Functional Description

16.3.1
16.3.2
16.3.3
16.3.4
16.3.5
16.3.6
16.3.7

Clock Selection .

Configuration

Debug Features and Descrlptlon
Counter

Compare Channel

Interrupts

Register Lock

16.4 BURTC Register Map
16.5 BURTC Register Description .

16.5.1
16.5.2
16.5.3
16.5.4
16.5.5
16.5.6
16.5.7
16.5.8
16.5.9
16.5.10
16.5.11
16.5.12
16.5.13

BURTC_IPVERSION - IP Version ID
BURTC_EN - Module Enable Register
BURTC_CFG - Configuration Register
BURTC_CMD - Command Register
BURTC_STATUS - Status Register

BURTC_IF - Interrupt Flag Register

BURTC_IEN - Interrupt Enable Register
BURTC_PRECNT - Pre-Counter Value Register .
BURTC_CNT - Counter Value Register .

BURTC_EM4WUEN - EM4 Wakeup Request Enable Reglster

BURTC_SYNCBUSY - Synchronization Busy Register
BURTC_LOCK - Configuration Lock Register
BURTC_COMP - Compare Value Register

17. BURAM - Backup RAM

17.1 Introduction.

17.2 Functional Description
17.3 BURAM Register Map
17.4 BURAM Register Description.

17.4.1

BURAM_RETx_REG - Retention Reglster .

18. LETIMER - Low Energy Timer.
18.1 Introduction.
18.2 Features
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18.3 Functional Description
18.3.1 Internal Overview .
18.3.2 Free Running Mode
18.3.3 One-shot Mode .
18.3.4 Buffered Mode
18.3.5 Double Mode

18.4 Clock Frequency .

18.5 PRS Input Triggers

18.6 Debug

18.7 Output Action

18.8 PRS Output

18.9 Interrupts

18.10 Using the LETIMER in EM3 .
18.11 Register Access.

18.12 Programmer's Model
18.12.1 Free Running Mode .
18.12.2 One Shot Mode
18.12.3 DOUBLE Mode
18.12.4 BUFFERED Mode :
18.12.5 Continuous Output Generatlon
18.12.6 PWM Output

18.13 LETIMER Register Map

18.14 LETIMER Register Description.
18.14.1 LETIMER _IPVERSION - IP Version
18.14.2 LETIMER_EN - Module En :
18.14.3 LETIMER_CTRL - Control Register.
18.14.4 LETIMER_CMD - Command Register .
18.14.5 LETIMER_STATUS - Status Register .
18.14.6 LETIMER_CNT - Counter Value Register.
18.14.7 LETIMER_COMPO - Compare Value Register 0
18.14.8 LETIMER_COMP1 - Compare Value Register 1
18.14.9 LETIMER TOP - Counter TOP Value Register .
18.14.10 LETIMER_TOPBUFF - Buffered Counter TOP Value
18.14.11 LETIMER _REPO - Repeat Counter Register 0.
18.14.12 LETIMER_REP1 - Repeat Counter Register 1.
18.14.13 LETIMER_IF - Interrupt Flag Register
18.14.14 LETIMER_IEN - Interrupt Enable Register
18.14.15 LETIMER_SYNCBUSY - Synchronization Busy Reglster

18.14.16 LETIMER_PRSMODE - PRS Input Mode Select Register .

19. TIMER - Timer/Counter
19.1 Introduction.
19.2 Features

19.3 Functional Description
19.3.1 Register Access.
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19.3.2
19.3.3
19.3.4
19.3.5
19.3.6
19.3.7

Counter Modes .
Compare/Capture Channels
Dead-Time Insertion Unit

Debug Mode . .
Interrupts, DMA and PRS Output .
GPIO Input/Output .

19.4 TIMER Register Map
19.5 TIMER Register Description

19.5.1
19.5.2
19.5.3
19.5.4
19.5.5
19.5.6
19.5.7
19.5.8
19.5.9
19.5.10
19.5.11
19.5.12
19.5.13
19.5.14
19.5.15
19.5.16
19.5.17
19.5.18
19.5.19
19.5.20
19.5.21
19.5.22
19.5.23
19.5.24
19.5.25
19.5.26

TIMER_IPVERSION - IP Version ID .

TIMER_CFG - Configuration Register

TIMER_CTRL - Control Register

TIMER_CMD - Command Register

TIMER_STATUS - Status Register

TIMER_IF - Interrupt Flag Register

TIMER_IEN - Interrupt Enable Register .

TIMER_TOP - Counter Top Value Register

TIMER_TOPB - Counter Top Value Buffer Register.
TIMER_CNT - Counter Value Register .
TIMER_LOCK - TIMER Configuration Lock Reglster .
TIMER_EN - Module En
TIMER_CCx_CFG - CC Channel Conflguratlon Reglster
TIMER_CCx_CTRL - CC Channel Control Register
TIMER_CCx_OC - OC Channel Value Register
TIMER_CCx_OCB - OC Channel Value Buffer Register .
TIMER_CCx_ICF - IC Channel Value Register .

TIMER_CCx_ICOF - IC Channel Value Overflow Reglster

TIMER_DTCFG - DTI Configuration Register
TIMER_DTTIMECFG - DTI Time Configuration Reglster
TIMER_DTFCFG - DTI Fault Configuration Register
TIMER_DTCTRL - DTI Control Register

TIMER_DTOGEN - DTI Output Generation Enable Reglster

TIMER_DTFAULT - DTI Fault Register :
TIMER_DTFAULTC - DTI Fault Clear Register .
TIMER_DTLOCK - DTI Configuration Lock Register

20. PDM - PDM Interface
20.1 Introduction.
20.2 Features

20.3 Functional Description

20.3.1
20.3.2
20.3.3
20.3.4
20.3.5
20.3.6
20.3.7
20.3.8

Overview

PDM Clock Generatlon
Filter Order

Down Sample Rate

Multi Channel Operation .
Output Options

FIFO

DMA Support
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20.3.9 PRSSupport. . . . . . . . . . . . . . . . . . ... .. . . .. .53

20.3.10 PDM EnergyModes . . . . . . . . . . . . . . . . . . . . . . . . .53
20.3.11 Debug Mode e X 14
20.3.12 Pin Configurations e < X 15
20.3.13 Programmer's Model. . . . . . . . . . . . . . . . . . . . . . . . . b3
20.4 Applications .. e e ... ... . b38
20.4.1 PDM Mlcrophones .. . e .. ... ... ... . . .-5g38
20.4.2 lIsolated Sigma Delta Modulators X e
20.5 PDM RegisterMap . . . . . . . . . . . . . . . . . . . . . . . . . . .b40
20.6 PDM Register Description . . . N o 2 ¥
20.6.1 PDM_IPVERSION - IP Version ID T - 7
20.6.2 PDM_EN - PDM Module Enable Register . . . . . . . . . . . . . . . . . .b42
20.6.3 PDM_CTRL - PDM Core Control Register . . . . . . . . . . . . . . . . . .b542
20.6.4 PDM_CMD - PDM Core Command Register . . . . . . . . . . . . . . . . .543
20.6.5 PDM_STATUS - PDM Status Register . . . . . . . . . . . . . . . . . . .b44
20.6.6 PDM_CFGO - PDM Core Configuration Register0 e 5 72 15
20.6.7 PDM_CFG1 - PDM Core Configuration Register1 e o ¥ 4
20.6.8 PDM_RXDATA - PDM Received Data Register . . . . . . . . . . . . . . . .547
20.6.9 PDM_IF - Interrupt Flag Register . . . . . . . . . . . . . . . . . . . . .b48
20.6.10 PDM_IEN - Interrupt Flag Register . . . .. . . . . . . . . . . . .b48
20.6.11 PDM_SYNCBUSY - Synchronization Busy Reglster I o 72 ¢
21. USART - Universal Synchronous Asynchronous Receiver/Transmitter . . . . . . . 550
21.1 Introduction. . . . . . . . . . . . . . . . . . . . . . . . . . . . . .50
21.2 Features o)
21.3 Functional Description . . . . . . . . . . . . . . . . . . . . . . . . . .58
21.3.1 Modes of Operation P o Lo X |
21.3.2 Asynchronous Operation. . . . . . . . . . . . . . . . . . . . . . . .B553
21.3.3 Synchronous Operation . . . . . . . . . . . . . . . . . . . . . . . .569
21.3.4 Hardware Flow Control 1 £
21.3.5 Debug Halt Coe N o T4
21.3.6 PRS-triggered Transmlssmns e Y6
2137 PRSRXIpput . . . . . . . . . . . . . . . . . . . . . . . . . . .b75
2138 PRSCLKIpput. . . . . . . . . . . . . . . . . . . . . . . . . . .57
21.3.9 DMA Support e o Y4 ¢)
21310 Timer . . . . . . . . . . . ..o BT
21.3.11 Interrupts .o T Yo v
21.3.12 IrDA Modulator/ Demodulator LK
21.4 USART RegisterMap . . . . . . . . . . . . . . . . . . . . . . . . . b8
21.5 USART Register Description . . . 1Y
21.5.1 USART_IPVERSION - IPVERSION e 51574
21.5.2 USART_EN - USART Enable . . . . . . . . . . . . . . . . . . . . . .b87
21.5.3 USART_CTRL - Control Register . . . . . . . . . . . . . . . . . .b88
21.5.4 USART_FRAME - USART Frame Format Reglster I 1K
21.5.5 USART_TRIGCTRL - USART Trigger Control Register S e . . ... .. . . . 59

21.5.6 USART_CMD - Command Register . . . . . . . . . . . . . . . . . . . .59



21.5.7

21.5.8

21.5.9

21.5.10
21.5.11
21.512
21.5.13
21.5.14
21.5.15
21.5.16
21.5.17
21.5.18
21.5.19
21.5.20
21.5.21
21.5.22
21.5.23
21.5.24
21.5.25
21.5.26
21.5.27

22, EUART -

USART_STATUS - USART Status Register

USART_CLKDIV - Clock Control Register .

USART_RXDATAX - RX Buffer Data Extended Reglster
USART_RXDATA - RX Buffer Data Register

USART_RXDOUBLEX - RX Buffer Double Data Extended Reglster .

USART_RXDOUBLE - RX FIFO Double Data Register
USART_RXDATAXP - RX Buffer Data Extended Peek Register

USART_RXDOUBLEXP - RX Buffer Double Data Extended Peek R...

USART_TXDATAX - TX Buffer Data Extended Register .
USART_TXDATA - TX Buffer Data Register .

USART_TXDOUBLEX - TX Buffer Double Data Extended Reglster .

USART_TXDOUBLE - TX Buffer Double Data Register
USART _IF - Interrupt Flag Register.

USART _IEN - Interrupt Enable Register
USART_IRCTRL - IrDA Control Register .
USART_I2SCTRL - I12S Control Register .
USART_TIMING - Timing Register .
USART_CTRLX - Control Register Extended
USART_TIMECMPO - Timer Compare 0
USART_TIMECMP1 - Timer Compare 1
USART_TIMECMP2 - Timer Compare 2

Enhanced Universal Asynchronous Receiver/Transmitter

22.1 Introduction.
22.2 Features

22.3 Functional Description

22.3.1
22.3.2
22.3.3
22.34
22.3.5
22.3.6
22.3.7
22.3.8
22.3.9
22.3.10
22.3.11
22.3.12
22.3.13
22.3.14
22.3.15
22.3.16
22.3.17
22.3.18
22.3.19
22.3.20
22.3.21
22.3.22

Modes of Operation
Frame Format
Parity Bit Calculation and Handllng
Clock Generation
Auto Baud Detection
Data Transmission .
Transmit FIFO Operation
Frame Transmission Control
Transmission Delay
Data Reception
Receive FIFO Operation
Blocking Incoming Data.
Data Sampling and Filtering
Parity Error . .
Framing Error and Break Detectlon .
Programmable Start Frame
Programmable Signal Frame .
Local Loopback .o
Half Duplex Communication
Single Data-link
Single Data-link with External Drlver
Two Data-links.
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22.3.23
22.3.24
22.3.25
22.3.26
22.3.27
22.3.28
22.3.29
22.3.30
22.3.31
22.3.32

Multi-Processor Mode

Collision Detection

Hardware Flow Control .
Debug Halt .

PRS-triggered Transm|SS|ons
PRS RX Input .

DMA Support

Interrupts

EM2 Operation (LF Mode OnIy)
IrDA Modulator/ Demodulator .

22.4 EUSART Register Map .
22.5 EUSART Register Description

22.51
22.5.2
22.5.3
2254
22.5.5
22.5.6
22.5.7
22.5.8
22.5.9
22.510
22.5.11
22.512
22.513
22.5.14
22.5.15
22.5.16
22517
22.5.18
22.519
22.5.20

EUSART_IPVERSION - IP Version ID
EUSART_EN - Enable Register .
EUSART_CFGO - Configuration 0 Reglster
EUSART_CFG1 - Configuration 1 Register
EUSART_FRAMECFG - Frame Format Register
EUSART_IRHFCFG - HF IrDA Mod Config Register
EUSART_IRLFCFG - LF IrDA Pulse Config Register
EUSART_TIMINGCFG - Timing Register . .
EUSART_STARTFRAMECFG - Start Frame Reglster :
EUSART_SIGFRAMECFG - Signal Frame Register
EUSART_CLKDIV - Clock Divider Register
EUSART_TRIGCTRL - Trigger Control Register
EUSART_CMD - Command Register
EUSART_RXDATA - RX Data Register .
EUSART_RXDATAP - RX Data Peek Register .
EUSART_TXDATA - TX Data Register
EUSART_STATUS - Status Register
EUSART _IF - Interrupt Flag Register
EUSART_IEN - Interrupt Enable Register

EUSART_SYNCBUSY - Synchronization Busy Reglster.

23. 12C - Inter-Integrated Circuit Interface .

23.1 Introduction.
23.2 Features

23.3 Functional Description

23.3.1
23.3.2
23.3.3
23.34
23.3.5
23.3.6
23.3.7
23.3.8
23.3.9
23.3.10

12C-Bus Overview
Enable and Reset
Pin Configuration
Safely Disabling and Changlng FoIIower Conflguratlon.
Clock Generation
Arbitration .
Buffers . .
Leader Operation
Bus States
Follower Operation
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23.3.11
23.3.12
23.3.13
23.3.14
23.3.15
23.3.16

234 12C

23.5 12C
23.51
23.5.2
23.5.3
23.54
23.5.5
23.5.6
23.5.7
23.5.8
23.5.9
23.5.10
23.5.11
23.5.12
23.5.13
23.5.14
23.5.15
23.5.16
23.5.17

Transfer Automation .
Using 10-bit Addresses .
Error Handling .

DMA Support

Interrupts

Wake-up .

Register Map.

Register Description

I2C_IPVERSION - IP VERSION Reg|ster

I2C_EN - Enable Register

I2C_CTRL - Control Register

12C_CMD - Command Register

I2C_STATE - State Register

I2C_STATUS - Status Register

12C_CLKDIV - Clock Division Register

I2C_SADDR - Follower Address Register .

12C_SADDRMASK - Follower Address Mask Reglster .
I2C_RXDATA - Receive Buffer Data Register .o
12C_RXDOUBLE - Receive Buffer Double Data Register
[2C_RXDATAP - Receive Buffer Data Peek Register .

[2C_RXDOUBLEP - Receive Buffer Double Data Peek Reglster

[2C_TXDATA - Transmit Buffer Data Register
[2C_TXDOUBLE - Transmit Buffer Double Data Reglster
I2C_IF - Interrupt Flag Register

I2C_IEN - Interrupt Enable Register

24. IADC - Incremental Analog to Digital Converter

24.1 Introduction.
24.2 Features

24.3 Functional Description

24.3.1
24.3.2
24.3.3
2434
24.3.5
24.3.6
24.3.7
24.3.8
24.3.9

Register Access.

Clocking

Conversion Timing . .o
Reference Selection and Analog Galn
Input and Configuration Selection .
Gain and Offset Correction

Output Data FIFOs.

Window Compare

Interrupts

24.4 |ADC Register Map
24.5 IADC Register Description.

24.51
24.5.2
24.5.3
2454
24.5.5
24.5.6

IADC_IPVERSION - IPVERSION .
IADC_EN - Enable .

IADC_CTRL - Control . .
IADC_CMD - Command .
IADC_TIMER - Timer . .
IADC_STATUS - Status
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24.5.7 IADC_MASKREQ - Mask Request
24.5.8 IADC_STMASK - Scan Table Mask

24.5.9 |IADC_CMPTHR - Digital Window Comparator Threshold .

24.5.10 IADC_IF - Interrupt Flags

24.5.11 |ADC_IEN - Interrupt Enable

24.5.12 |IADC_TRIGGER - Trigger .

24.5.13 IADC_CFGx - Configuration

24.5.14 |IADC_SCALEX - Scaling

24.5.15 |ADC_SCHEDx - Scheduling .

24.5.16 |IADC_SINGLEFIFOCFG - Single FIFO Conflguratlon
24.5.17 |IADC_SINGLEFIFODATA - Single FIFO Read Data
24.5.18 |IADC_SINGLEFIFOSTAT - Single FIFO Status.
24.5.19 |IADC_SINGLEDATA - Single Data .

24.5.20 IADC_SCANFIFOCFG - Scan FIFO Conflguratlon
24.5.21 IADC_SCANFIFODATA - Scan FIFO Read Data
24.5.22 IADC_SCANFIFOSTAT - Scan FIFO Status .
24.5.23 IADC_SCANDATA - Scan Data

24.5.24 |ADC_SINGLE - Single Queue Port Selectlon
24.5.25 |IADC_SCANx - SCAN Entry

25. GPIO - General Purpose Input/Output.
25.1 Introduction
25.2 Features

25.3 Functional Description .
25.3.1 Pin Configuration
25.3.2 Alternate Port Control
25.3.3 Slew Rate.
25.3.4 Input Disable .
25.3.5 Configuration Lock .
25.3.6 EM2 Functionality
25.3.7 EM4 Functionality
25.3.8 EM4 Wakeup
25.3.9 Debug Connections
25.3.10 Interrupt Generation .
25.3.11 Output to PRS . .
25.3.12 Peripheral Resource Routlng

25.4 Synchronization
25.5 GPIO Register Map .

25.6 GPIO Register Description .
25.6.1 GPIO_PORTA_CTRL - Port Control .
25.6.2 GPIO_PORTA_MODEL - Mode Low .
25.6.3 GPIO_PORTA_MODEH - Mode High
25.6.4 GPIO_PORTA_DOUT - Data Out .
25.6.5 GPIO_PORTA_DIN - Data in .
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25.6.9 GPIO_PORTB_DIN - Data in

25.6.10
25.6.11
25.6.12
25.6.13
25.6.14
25.6.15
25.6.16
25.6.17
25.6.18
25.6.19
25.6.20
25.6.21
25.6.22
25.6.23
25.6.24
25.6.25
25.6.26
25.6.27
25.6.28
25.6.29
25.6.30
25.6.31
25.6.32
25.6.33
25.6.34
25.6.35
25.6.36
25.6.37
25.6.38
25.6.39
25.6.40
25.6.41
25.6.42
25.6.43
25.6.44
25.6.45
25.6.46
25.6.47
25.6.48
25.6.49
25.6.50
25.6.51
25.6.52
25.6.53
25.6.54
25.6.55
25.6.56

GPIO_PORTC_CTRL - Port Control
GPIO_PORTC_MODEL - Mode Low
GPIO_PORTC_DOUT - Data Out

GPIO_PORTC_DIN - Data in .

GPIO_PORTD_CTRL - Port Control
GPIO_PORTD_MODEL - Mode Low
GPIO_PORTD_DOUT - Data Out

GPIO_PORTD_DIN - Data in .

GPIO_LOCK - Lock Register .
GPIO_GPIOLOCKSTATUS - Lock Status
GPIO_ABUSALLOC - A Bus Allocation
GPIO_BBUSALLOC - B Bus Allocation
GPIO_CDBUSALLOC - CD Bus Allocation
GPIO_EXTIPSELL - External Interrupt Port Select Low
GPIO_EXTIPSELH - External Interrupt Port Select High .
GPIO_EXTIPINSELL - External Interrupt Pin Select Low
GPIO_EXTIPINSELH - External Interrupt Pin Select High
GPIO_EXTIRISE - External Interrupt Rising Edge Trigger
GPIO_EXTIFALL - External Interrupt Falling Edge Trigger
GPIO_IF - Interrupt Flag

GPIO_IEN - Interrupt Enable . .
GPIO_EM4WUEN - EM4 Wakeup Enable
GPIO_EM4WUPOL - EM4 Wakeup Polarity . .
GPIO_DBGROUTEPEN - Debugger Route Pin Enable
GPIO_TRACEROUTEPEN - Trace Route Pin Enable
GPIO_CMU_ROUTEEN - CMU Pin Enable . . .
GPIO_CMU_CLKINOROUTE - CLKINO Port/Pin Select
GPIO_CMU_CLKOUTOROUTE - CLKOUTO Port/Pin Select
GPIO_CMU_CLKOUT1ROUTE - CLKOUT1 Port/Pin Select
GPIO_CMU_CLKOUT2ROUTE - CLKOUT?2 Port/Pin Select
GPIO_DCDC_ROUTEEN - DCDC Pin Enable
GPIO_FRC_ROUTEEN - FRC Pin Enable
GPIO_FRC_DCLKROUTE - DCLK Port/Pin Select :
GPIO_FRC_DFRAMEROUTE - DFRAME Port/Pin Select
GPIO_FRC_DOUTROUTE - DOUT Port/Pin Select
GPIO_I2C0_ROUTEEN - 12C0 Pin Enable .
GPIO_I2C0_SCLROUTE - SCL Port/Pin Select
GPIO_I2C0_SDAROUTE - SDA Port/Pin Select
GPIO_I2C1_ROUTEEN - 12C1 Pin Enable
GPIO_I2C1_SCLROUTE - SCL Port/Pin Select
GPIO_I2C1_SDAROUTE - SDA Port/Pin Select
GPIO_LETIMERO_ROUTEEN - LETIMER Pin Enable :
GPIO_LETIMERO_OUTOROUTE - OUTO Port/Pin Select
GPIO_LETIMERO_OUT1ROUTE - OUT1 Port/Pin Select
GPIO_EUARTO_ROUTEEN - EUART Pin Enable .
GPIO_EUARTO_CTSROUTE - CTS Port/Pin Select
GPIO_EUARTO_RTSROUTE - RTS Port/Pin Select

819

820

821

826

. 826

827

828

830

. 831
. 831

832
833
835

. .837
. . 839
. 842

844

.847
.848
. 849

850

. 852

854

. 854
.855

856

. 857
. 857

858
858
859

. 859

860
860

.861
.861

. 862
. 862

863

. .863
. 864

864
865
865
866

. 866
. 867
. 867



25.6.57 GPIO_EUARTO_RXROUTE - RX Port/Pin Select

25.6.58 GPIO_EUARTO_TXROUTE - TX Port/Pin Select

25.6.59 GPIO_MODEM_ROUTEEN - MODEM Pin Enable

25.6.60 GPIO_MODEM_ANTOROUTE - ANTO Port/Pin Select

25.6.61 GPIO_MODEM_ANT1ROUTE - ANT1 Port/Pin Select

25.6.62 GPIO_MODEM_ANTROLLOVERROUTE - ANTROLLOVER Port/Pln Select
25.6.63 GPIO_MODEM_ANTRROROUTE - ANTRRO Port/Pin Select
25.6.64 GPIO_MODEM_ANTRR1ROUTE - ANTRR1 Port/Pin Select
25.6.65 GPIO_MODEM_ANTRR2ROUTE - ANTRR2 Port/Pin Select
25.6.66 GPIO_MODEM_ANTRR3ROUTE - ANTRR3 Port/Pin Select
25.6.67 GPIO_MODEM_ANTRR4ROUTE - ANTRR4 Port/Pin Select
25.6.68 GPIO_MODEM_ANTRR5ROUTE - ANTRRS Port/Pin Select
25.6.69 GPIO_MODEM_ANTSWENROUTE - ANTSWEN Port/Pin Select
25.6.70 GPIO_MODEM_ANTSWUSROUTE - ANTSWUS Port/Pin Select
25.6.71 GPIO_MODEM_ANTTRIGROUTE - ANTTRIG Port/Pin Select
25.6.72 GPIO_MODEM_ANTTRIGSTOPROUTE - ANTTRIGSTOP Port/Pin Select
25.6.73 GPIO_MODEM_DCLKROUTE - DCLK Port/Pin Select

25.6.74 GPIO_MODEM_DINROUTE - DIN Port/Pin Select

25.6.75 GPIO_MODEM_DOUTROUTE - DOUT Port/Pin Select .
25.6.76 GPIO_PDM_ROUTEEN - PDM Pin Enable

25.6.77 GPIO_PDM_CLKROUTE - CLK Port/Pin Select

25.6.78 GPIO_PDM_DATOROUTE - DATO Port/Pin Select

25.6.79 GPIO_PDM_DAT1ROUTE - DAT1 Port/Pin Select

25.6.80 GPIO_PRSO_ROUTEEN - PRS0 Pin Enable oo
25.6.81 GPIO_PRSO0_ASYNCHOROUTE - ASYNCHO Port/Pin Select .
25.6.82 GPIO_PRSO_ASYNCH1ROUTE - ASYNCH1 Port/Pin Select .
25.6.83 GPIO_PRSO0_ASYNCH2ROUTE - ASYNCH2 Port/Pin Select .
25.6.84 GPIO_PRSO_ASYNCH3ROUTE - ASYNCH3 Port/Pin Select .
25.6.85 GPIO_PRSO_ASYNCH4ROUTE - ASYNCH4 Port/Pin Select .
25.6.86 GPIO_PRSO_ASYNCH5ROUTE - ASYNCHS Port/Pin Select .
25.6.87 GPIO_PRS0_ASYNCHG6ROUTE - ASYNCH6 Port/Pin Select .
25.6.88 GPIO_PRSO_ASYNCH7ROUTE - ASYNCH7 Port/Pin Select .
25.6.89 GPIO_PRSO0_ASYNCH8ROUTE - ASYNCHS Port/Pin Select .
25.6.90 GPIO_PRSO_ASYNCH9ROUTE - ASYNCH9 Port/Pin Select
25.6.91 GPIO_PRSO_ASYNCH10ROUTE - ASYNCH10 Port/Pin Select
25.6.92 GPIO_PRSO0_ASYNCH11ROUTE - ASYNCH11 Port/Pin Select
25.6.93 GPIO_PRSO0_SYNCHOROUTE - SYNCHO Port/Pin Select .
25.6.94 GPIO_PRSO_SYNCH1ROUTE - SYNCH1 Port/Pin Select .
25.6.95 GPIO_PRSO0_SYNCH2ROUTE - SYNCH2 Port/Pin Select .
25.6.96 GPIO_PRSO_SYNCH3ROUTE - SYNCH3 Port/Pin Select .
25.6.97 GPIO_TIMERO_ROUTEEN - TIMERO Pin Enable .

25.6.98 GPIO_TIMERO_CCOROUTE - CCO Port/Pin Select

25.6.99 GPIO_TIMERO_CC1ROUTE - CC1 Port/Pin Select

25.6.100 GPIO_TIMERO_CC2ROUTE - CC2 Port/Pin Select .

25.6.101 GPIO_TIMERO_CDTIOROUTE - CDTIO Port/Pin Select
25.6.102 GPIO_TIMERO_CDTHMROUTE - CDTI1 Port/Pin Select
25.6.103 GPIO_TIMERO_CDTI2ROUTE - CDTI2 Port/Pin Select
25.6.104 GPIO_TIMER1_ROUTEEN - TIMER1 Pin Enable

. 868
. .868
. 869
870
. 87
. 871
.872
.872
.873
.873
.874
.874

875
875
876

876
. .877
. 877
. 878
.878

879
879
880
881

. 882
. 883
. 883
. 884
. 884
. 885
. 885
. 886
. 886
. 887
. 887
. 888
. 888
. 889
. 889
. 890
. 891
892
. 892
. 893

893
894
894
895



25.6.105
25.6.106
25.6.107
25.6.108
25.6.109
25.6.110
25.6.111
25.6.112
25.6.113
25.6.114
25.6.115
25.6.116
25.6.117
25.6.118
25.6.119
25.6.120
25.6.121
25.6.122
25.6.123
25.6.124
25.6.125
25.6.126
25.6.127
25.6.128
25.6.129
25.6.130
25.6.131
25.6.132
25.6.133
25.6.134
25.6.135
25.6.136
25.6.137
25.6.138
25.6.139
25.6.140
25.6.141
25.6.142
25.6.143
25.6.144
25.6.145

GPIO_TIMER1_CCOROUTE - CCO Port/Pin Select .
GPIO_TIMER1_CC1ROUTE - CC1 Port/Pin Select .
GPIO_TIMER1_CC2ROUTE - CC2 Port/Pin Select .
GPIO_TIMER1_CDTIOROUTE - CDTIO Port/Pin Select
GPIO_TIMER1_CDTI1ROUTE - CDTI1 Port/Pin Select
GPIO_TIMER1_CDTI2ROUTE - CDTI2 Port/Pin Select
GPIO_TIMER2_ROUTEEN - TIMER2 Pin Enable
GPIO_TIMER2_CCOROUTE - CCO Port/Pin Select .
GPIO_TIMER2_CC1ROUTE - CC1 Port/Pin Select .
GPIO_TIMER2_CC2ROUTE - CC2 Port/Pin Select .
GPIO_TIMER2_CDTIOROUTE - CDTIO Port/Pin Select
GPIO_TIMER2_CDTI1ROUTE - CDTI1 Port/Pin Select
GPIO_TIMER2_CDTI2ROUTE - CDTIZ2 Port/Pin Select
GPIO_TIMER3_ROUTEEN - TIMERS3 Pin Enable
GPIO_TIMER3_CCOROUTE - CCO Port/Pin Select .
GPIO_TIMER3_CC1ROUTE - CC1 Port/Pin Select .
GPIO_TIMER3_CC2ROUTE - CC2 Port/Pin Select .
GPIO_TIMER3_CDTIOROUTE - CDTIO Port/Pin Select
GPIO_TIMER3_CDTI1ROUTE - CDTI1 Port/Pin Select
GPIO_TIMER3_CDTI2ROUTE - CDTI2 Port/Pin Select
GPIO_TIMER4_ROUTEEN - TIMER4 Pin Enable
GPIO_TIMER4_CCOROUTE - CCO Port/Pin Select .
GPIO_TIMER4_CC1ROUTE - CC1 Port/Pin Select .
GPIO_TIMER4_CC2ROUTE - CC2 Port/Pin Select .
GPIO_TIMER4_CDTIOROUTE - CDTIO Port/Pin Select
GPIO_TIMER4_CDTI1ROUTE - CDTI1 Port/Pin Select
GPIO_TIMER4_CDTI2ROUTE - CDTI2 Port/Pin Select
GPIO_USARTO_ROUTEEN - USARTO Pin Enable
GPIO_USARTO_CSROUTE - CS Port/Pin Select
GPIO_USARTO_CTSROUTE - CTS Port/Pin Select.
GPIO_USARTO_RTSROUTE - RTS Port/Pin Select.
GPIO_USARTO_RXROUTE - RX Port/Pin Select :
GPIO_USARTO_CLKROUTE - SCLK Port/Pin Select
GPIO_USARTO_TXROUTE - TX Port/Pin Select .
GPIO_USART1_ROUTEEN - USART1 Pin Enable
GPIO_USART1_CSROUTE - CS Port/Pin Select
GPIO_USART1_CTSROUTE - CTS Port/Pin Select.
GPIO_USART1_RTSROUTE - RTS Port/Pin Select.
GPIO_USART1_RXROUTE - RX Port/Pin Select :
GPIO_USART1_CLKROUTE - SCLK Port/Pin Select
GPIO_USART1_TXROUTE - TX Port/Pin Select .

26. LDMA - Linked DMA

26.1 Introduction.
26.1.1 Features

26.2 Block Diagram.

26.3 Functional Description
26.3.1 Channel Descriptor

. 896
. 896
. 897

897
898
898
899

. 900
. 900
. 901

901
902
902
903

. 904
. 904
. 905

905
906
906
907

. 908
. 908
. 909

909
910
910

. .91
. 912

. 912

. 913

. 913

. .914
. 914

. . 915
. 916

. 916

. 917

. 917

. .918
. 918

919

. 919
.920

. 921

.. 922
. 922



26.3.2
26.3.3
26.3.4
26.3.5
26.3.6
26.3.7
26.3.8
26.3.9
26.3.10

Channel Configuration
Channel Select Configuration
Starting a Transfer .
Managing Transfer Errors
Arbitration . .
Channel Descriptor Data Structure
Interaction with the EMU .
Interrupts

Debugging

26.4 Examples

26.4.1
26.4.2
26.4.3
26.4.4
26.4.5
26.4.6
26.4.7
26.4.8

Single Direct Reglster DMA Transfer
Descriptor Linked List .

Single Descriptor Looped Transfer
Descriptor List with Looping .

Simple Inter-Channel Synchronization
2D Copy

Ping-Pong

Scatter-Gather

26.5 LDMA Source Selection Details .

26.5.1

LDMA Source Selection Details

26.6 LDMA Register Map .
26.7 LDMA Register Description

26.7.1
26.7.2
26.7.3
26.7.4
26.7.5
26.7.6
26.7.7
26.7.8
26.7.9
26.7.10
26.7.11
26.7.12
26.7.13
26.7.14
26.7.15
26.7.16
26.7.17
26.7.18
26.7.19
26.7.20
26.7.21
26.7.22
26.7.23
26.7.24
26.7.25

LDMA_IPVERSION - DMA Channel Request Clear Reglster
LDMA_EN - DMA Module Enable Disable Register .
LDMA_CTRL - DMA Control Register

LDMA_STATUS - DMA Status Register. . .
LDMA_SYNCSWSET - DMA Sync Trig Sw Set Reglster
LDMA_SYNCSWCLR - DMA Sync Trig Sw Clear Register
LDMA_SYNCHWEN - DMA Sync HW Trigger Enable Register .

LDMA_SYNCHWSEL - DMA Sync HW Trigger Selection Register.

LDMA_SYNCSTATUS - DMA Sync Trigger Status Register .
LDMA_CHEN - DMA Channel Enable Register .
LDMA_CHDIS - DMA Channel Disable Register
LDMA_CHSTATUS - DMA Channel Status Register
LDMA_CHBUSY - DMA Channel Busy Register .
LDMA_CHDONE - DMA Channel Linking Done Register
LDMA_DBGHALT - DMA Channel Debug Halt Register .
LDMA_SWREQ - DMA Channel Software Transfer Request
LDMA_REQDIS - DMA Channel Request Disable Register .
LDMA_REQPEND - DMA Channel Requests Pending Register
LDMA_LINKLOAD - DMA Channel Link Load Register
LDMA_REQCLEAR - DMA Channel Request Clear Register
LDMA_IF - Interrupt Flag Register
LDMA_IEN - Interrupt Enable Register .
LDMA_CHx_CFG - Channel Configuration Reglster
LDMA_CHx_LOOP - Channel Loop Counter Register

LDMA_CHx_CTRL - Channel Descriptor Control Word Register

927

. .927
. 927

928

. 928

930

. 933
. 934
.934

. 934
. 934
. 935

937

. 938
.939
..o
. 943
.944

. 944

945

. 947

. 950
. 950
. 950

951

. 9562
. 953

. 953
. 954
. 955
. 956

. 956

957

. 957

958
959

. 960
. 960
. 961
.961
.962
.962
. .963
. 964
.965

966

. 967



26.7.26 LDMA_CHx_SRC - Channel Descriptor Source Address
26.7.27 LDMA_CHx_DST - Channel Descriptor Destination Address
26.7.28 LDMA_CHx_LINK - Channel Descriptor Link Address

26.8 LDMAXBAR Register Map

26.9 LDMAXBAR Register Description
26.9.1 LDMAXBAR_CHx_REQSEL - Channel Perlpheral Request Select Reg

27. WDOG - Watch Dog Timer
27.1 Introduction
27.2 Features

27.3 Functional Description .
27.3.1 Clock Source
27.3.2 Debug Functionality
27.3.3 Energy Mode Handling
27.3.4 Warning Interrupt
27.3.5 Window Interrupt
27.3.6 PRS as Watchdog Clear .
27.3.7 PRS Rising Edge Monitoring

27.4 WDOG Register Map

27.5 WDOG Register Description .
27.5.1 WDOG_IPVERSION - IP Version Reglster
27.5.2 WDOG_EN - Enable Register
27.5.3 WDOG_CFG - Configuration Register
27.5.4 WDOG_CMD - Command Register
27.5.5 WDOG_STATUS - Status Register
27.5.6 WDOG_IF - Interrupt Flag Register
27.5.7 WDOG_IEN - Interrupt Enable Register.
27.5.8 WDOG_LOCK - Lock Register . .
27.5.9 WDOG_SYNCBUSY - Synchronization Busy Reglster .

28. Revision History.
Appendix 1. Abbreviations

silabs.com | Building a more connected world.

. 970
970
971

. 971

972
972

.973
973
. 973

. 974
. 974
974
974
974
. 975
. 976
976

977

. . 978
. 978
.978
979
.982
982

. .983
. 984
. 985
. 985

. 986
.989

Rev. 1.1| 23




Reference Manual
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1. About This Document

1.1 Introduction

This document contains reference material for the EFR32xG22 devices. All modules and peripherals in the EFR32xG22 devices are
described in general terms. Not all modules are present in all devices and the feature set for each device might vary. Such differences,
including pinout, are covered in the device data sheets.

silabs.com | Building a more connected world. Rev. 1.1 | 24




Reference Manual
About This Document

1.2 Conventions

Register Names

Register names are given with a module name prefix followed by the short register name:
TIMERN_CTRL - Control Register

The "n" denotes the module number for modules which can exist in more than one instance.
Some registers are grouped which leads to a group name following the module prefix:
GPIO_Px_DOUT - Port Data Out Register

The "x" denotes the different ports.

Bit Fields

Registers contain one or more bit fields which can be 1 to 32 bits wide. Bit fields wider than 1 bit are given with start (x) and stop (y) bit
[y:x].

Bit fields containing more than one bit are unsigned integers unless otherwise is specified.
Unspecified bit field settings must not be used, as this may lead to unpredictable behaviour.
Address

The address for each register can be found by adding the base address of the module found in the Memory Map (see Figure 4.1 Sys-
tem Address Space with Core and Code Space Listing on page 37), and the offset address for the register (found in module Register
Map).

Access Type

The register access types used in the register descriptions are explained in Table 1.1 Register Access Types on page 25.

Table 1.1. Register Access Types

Access Type Description

R Read only. Writes are ignored

RW Readable and writable

RWA1 Readable and writable. Only writes to 1 have effect

W1 Read value undefined. Only writes to 1 have effect

w Write only. Read value undefined.

RWH Readable, writable, and updated by hardware

RW(nB), RWH(nB), etc. "(nB)" suffix indicates that a bitfield explicitly does not support pe-
ripheral bit set/clear/toggle operations (see 4. Memory and Bus
System)

RW(r), R(r), etc. "(r)" suffix indicates that reading the register causes an action and
may alter the register value.

Number format

0x prefix is used for hexadecimal numbers

0b prefix is used for binary numbers

Numbers without prefix are in decimal representation.
Reserved

Registers and bit fields marked with reserved are reserved for future use. These should be written to their reset value unless otherwise
stated in the Register Description. Read values for reserved bits may be different in future or prior devices.

Reset Value
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The reset value denotes the value after reset.

Registers denoted with X have unknown value out of reset and need to be initialized before use. Note that read-modify-write operations
on these registers before they are initialized results in undefined register values.

Pin Connections
Pin connections are given with a module prefix followed by a short pin name:
CMU_CLKOUT1 (Clock management unit, clock output pin number 1)

The location for the pin names given in the module documentation can be found in the device-specific datasheet.

1.3 Related Documentation
Further documentation on the EFR32xG22 devices and the ARM Cortex-M33 can be found at the Silicon Labs and ARM web pages:
www.silabs.com

www.arm.com
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2. System Overview

01

©)

Quick Facts
What?

The EFR32 Wireless Gecko is a highly integrated,
configurable and low power wireless System-on-
Chip (SoC) with a robust set of MCU and radio pe-
ripherals.

Why?

The Radio enables support for Bluetooth, Propriet-
ary, and ZigBee protocols in 2.4 GHz frequency
bands while the MCU system allows customized
protocols and applications to run efficiently.

How?

Dynamic or fixed packet lengths, optional address
recognition, and flexible CRC and security schemes
makes the EFR32xG22 ideal for many wireless loT
applications. High performance analog and digital
peripherals allow complete applications to run on the
EFR32xG22 SoC.
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2.1 Introduction
The high level features of EFR32xG22 include:

 High performance radio transceiver
» Low power consumption in transmit, receive, and standby modes
« Excellent receiver performance, including sensitivity, selectivity, and blocking
» Excellent transmitter performance, including programmable output power, low phase noise, and power-amplifier (PA) ramping
» Ultra-low energy RF detection for wake-up from any energy mode, through RFSENSE
» Configurable protocol support, including standards and customer-developed protocols
* Preamble and frame synchronization insertion in transmit, and recovery in receive
* Flexible CRC support, including configurable polynomial and multiple CRCs for single data frames
» Basic address filtering performed in hardware
* High performance, low power MCU system
» High Performance 32-bit ARM Cortex-M33 CPU
» Flexible and efficient energy management
» Complete set of digital peripherals
* Peripheral Reflex System (PRS)
» Precision analog peripherals
» Low external component count
* Fully integrated 2.4 GHz BALUN
* Integrated tunable crystal loading capacitors

A further introduction to the MCU and radio system is included in the following sections.

Note: Detailed performance numbers, current consumption, pinout etc. are available in the device datasheets.

2.2 Block Diagrams

The block diagram for the EFR32xG22 System-On-Chip series is shown in (Figure 2.1 EFR32xG22 System-On-Chip Block Diagram on
page 28).

Core / Memory Clock Management Energy Management Security

ARM Cortex™ M33 processor
with DSP extensions,
FPU and TrustZone Fast Startup Precision LF
RC Oscillator RC Oscillator

Voltage DC-DC
Regulator Converter

Brown-Out

RAM Memory LDMA LF Crystal Ultra LF RC Detector

DEBNGntEHace Controller Oscillator Oscillator
] - ] ]
32-bit bus
C I e I B e
Peripheral Reflex System
| | | | |
Radio Subsystem Serial 1/0 Ports Timers and Triggers Analog I/IF
Interfaces

RFSENSE

External
wi OOK Detect terna

Interrupts

General . 5 Temperature
Purpose l/0 Low Energy Timer Watchdog Timer 5T

Real Time Back-Up Real

Pin Reset Capture Counter Time Counter

Pin Wakeup

Lowest power mode with peripheral operational:

EMO0—Active _ EM2—Deep Sleep EM3—Stop

EM4—Shutoff

Figure 2.1. EFR32xG22 System-On-Chip Block Diagram
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2.3 MCU Features overview

* ARM Cortex-M33 CPU platform
» High Performance 32-bit processor @ up to 76.8 MHz
» DSP instruction support and floating-point unit
* Memory Protection Unit
» Wake-up Interrupt Controller
* Flexible Energy Management System
» Five Energy Modes from EMO to EM4 provide flexibility between higher performance and low power
» Power routing configurations including DCDC control
» Voltage Monitoring and Brown Out Detection
» Automatic voltage scaling for additional energy savings
» State Retention
» Selective RFSENSE wakeup source
* Up to 512 kB Flash
* Up to 32 kB RAM
* Up to 26 General Purpose I/O pins
» Configurable push-pull, open-drain, pull-up/down, input filter, slew rate
» Configurable peripheral I/O locations
» 16 asynchronous external interrupts
» Output state retention and wake-up from Shutoff Mode
» 8 Channel DMA Controller
» Alternate/primary descriptors with scatter-gather/ping-pong operation
+ 16 Channel Peripheral Reflex System (PRS)
» Autonomous inter-peripheral signaling enables smart operation in low energy modes
» 12 asynchronous channels with configurable logic functionality
» 4 synchronous channels for high-speed signalling between TIMER and IADC
» Cryptographic Accelerator (CRYPTOACC)
» AES encryption / decryption, with 128 or 256 bit keys

» Multiple AES modes of operation, including Counter (CTR), Electronic CodeBook (ECB), Cipher Block Chaining (CBC), Counter
mode with CBC-MAC (CCM), and Cipher-based Message Authentication Code (CMAC).

» Accelerated SHA-1 and SHA-2 (SHA-224 / SHA-256)
» Accelerated Elliptic Curve Cryptography (ECC), with binary or prime fields
» Flexible 256-bit ALU and sequencer
* True random number generation
* General Purpose Cyclic Redundancy Check (GPCRC)
* Programmable 16-bit polynomial, fixed 32-bit polynomial
* The GPCRC module is in addition to the radio CRC
+ Communication interfaces
» 2 x Universal Synchronous/Asynchronous Receiver/Transmitter (USART)
+ UART/SPI/SmartCard (ISO 7816)/IrDA/I2S
« Triple buffered full/half-duplex operation
» Hardware flow control
* 4-16 data bits
* Enhanced Universal Asynchronous Receiver/Transmitter (EUART)
* UART and IrDA support
» High-speed operation in EM0/1 using high-frequency clock source
* Low-energy operation in EM2 using 32.768 kHz clock source
+ Buffered full/half-duplex operation
» Hardware flow control
*+ 7/8/9 data bits
* 2 x |2C Interface (12C) with SMBus support
» Address recognition in EM3 Stop Mode
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+ Timers/Counters
» 1 x 32-bit and 4 x 16-bit Timer/Counters (TIMER)
» 3 Compare/Capture/PWM channels
* Dead-Time Insertion
* 24-bit Low Energy Timer (LETIMER)
» 32-bit Real-Time Capture Counter (RTCC)
» 32-bit Ultra Low Energy Backup Real Time Counter (BURTC) for periodic wake-up from any Energy Mode
» Watchdog Timer (WDOG)
+ Ultra low power precision analog peripherals
* Incremental Analog to Digital Converter (IADC) with 12-bit resolution at 1 Msps and 16-bit resolution at 76.9 ksps
» Single ended or differential operation
» Conversion tailgating for predictable latency
* Analog Bus (ABUS) signal routing
* Accurate die temperature sensor
» External thermistor interface
+ Ultra efficient Power-on Reset (POR) and Brown-Out Detector (BOD)
+ Debug Interface
* 4-pin Joint Test Action Group (JTAG) interface
* 2-pin serial-wire debug (SWD) interface
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3. System Processor

Quick Facts
What?

The EFR32xG22 features the industry leading Cor-
tex-M33 CPU from ARM.

Why?

The ARM Cortex-M33 is designed for exceptionally
|_| |_| |_| |_| |_| |_| |_| |_| |_| |_| |_| |_| short response time, high code density, and high 32-

bit throughput while maintaining a strict cost and
CM33 Core power consumption budget.

32-bit ALU How?

Single cycle
32-bit multiplier

Combined with the ultra low energy peripherals
available in EFR32xG22 devices, the Cortex-M33
processor's Harvard architecture, 3 stage pipeline,
single cycle instructions, Thumb-2 instruction set
support, and fast interrupt handling make it perfect
for 8-bit, 16-bit, and 32-bit applications.

Hardware divider

DSP extensions

<= Instruction Interface Data Interface e

Thumb & Thumb-2

NVIC Interface Decode

(I I I PPI I P rIrdr
HEEEEENEEEEEEEEEEEEREEN

HREREREREREEEREREEEREEE

3.1 Introduction

The ARM Cortex-M33 32-bit RISC processor provides outstanding computational performance and exceptional system response to in-
terrupts while meeting low cost requirements and low power consumption.

The ARM Cortex-M33 implemented is revision rOp4.
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3.2 Features

Harvard architecture

» Separate data and program memory buses (No memory bottleneck as in a single bus system)
3-stage pipeline

Thumb-2 instruction set

» Enhanced levels of performance, energy efficiency, and code density
Single cycle multiply and hardware divide instructions

» 32-bit multiplication in a single cycle

» Signed and unsigned divide operations between 2 and 11 cycles

1.5 DMIPS/MHz

TrustZone

+ Independent Secure and Privileged states

» Accelerated context switching

16 Region MPU

24-bit System Tick Timer for Real Time OS

Excellent 32-bit migration choice for 8/16 bit architecture based designs

« Simplified stack-based programmer's model is compatible with traditional ARM architecture and retains the programming simplici-
ty of legacy 8-bit and 16-bit architectures

Aligned or unaligned data storage and access
» Contiguous storage of data requiring different byte lengths
» Data access in a single core access cycle
Integrated power modes
» Sleep Now mode for immediate transfer to low power state
» Sleep on Exit mode for entry into low power state after the servicing of an interrupt
 Ability to extend power savings to other system components
Optimized for low latency, nested interrupts

3.3 Functional Description

For a full functional description of the ARM Cortex-M33 implementation in the EFR32xG22 family, the reader is referred to the ARM
Cortex-M33 documentation.
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3.3.1 Interrupt Operation

Module Cortex-M NVIC
IEN[N] ]
Register
Write | SETENA[J/CLRENA[n] |
\ 4 Active interrupt
Interrupt set  clear »\ N IRQ + Interrupt
condition IF[n] —i/ > = - request
SETPENDI[n])/CLRPEND|nN]

Software generated interrupt

Figure 3.1. Interrupt Operation

The interrupt request (IRQ) lines are connected to the Cortex-M33. Each of these lines (shown in 3.3.3 Interrupt Request Lines (IRQ))
is connected to one or more interrupt flags in one or more modules. The interrupt flags are set by hardware on an interrupt condition. It
is also possible to set/clear the interrupt flags through the IF register interface. When setting or clearing and interrupt through the IF
register use of the IF_SET or IF_CLR bit operation registers is required; directly writing the main interrupt flag register will have no ef-
fect.

Each interrupt flag is then qualified with its own interrupt enable bit (IEN register), before being OR'ed with the other interrupt flags to
generate the IRQ. A high IRQ line will set the corresponding pending bit (can also be set/cleared with the SETPEND/CLRPEND bits in
ISPRn/ICPRn) in the Cortex-M33 NVIC. The pending bit is then qualified with an enable bit (set/cleared with SETENA/CLRENA bits in
ISERN/ICERN) before generating an interrupt request to the core. Figure 3.1 Interrupt Operation on page 33 illustrates the interrupt sys-
tem. For more information on how the interrupts are handled inside the Cortex-M33, the reader is referred to the ARM Cortex-M33
Processor Technical Reference Manual.

3.3.1.1 Avoiding Extraneous Interrupts

There can be latencies in the system such that clearing an interrupt flag could take longer than leaving an Interrupt Service Routine
(ISR). This can lead to the ISR being re-entered as the interrupt flag has yet to clear immediately after leaving the ISR. To avoid this,
when clearing an interrupt flag at the end of an ISR, the user should execute ARM's Data Synchronization Barrier (DSB) instruction.
Another approach is to clear the interrupt flag immediately after identifying the interrupt source and then service the interrupt as shown
in the pseudo-code below. The ISR typically is sufficiently long to more than cover the few cycles it may take to clear the interrupt sta-
tus, and also allows the status to be checked for further interrupts before exiting the ISR.

irgXServiceRoutine() {
do {
clearlrgXStatus();
servicelrgXQ;
} while(irgXStatuslsActive());
3

3.3.2 TrustZone

The Cortex-M33 implements ARM TrustZone which provides the ability to restrict access to peripherals and memory regions based on
the CPU security attribute. TrustZone works in combination which the MPU which controls privileged/unprivileged execution of code to
provide a full security solution. The Security Management Unit (SMU) is used to configure access restrictions in the various modes.
Refer to 10. SMU - Security Management Unit for more information.

For information about TrustZone features in the core or information on TrustZone specific instructions please see the ARM Cortex-M33
Processor Technical Reference Manual provided by ARM
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3.3.3 Interrupt Request Lines (IRQ)
This table shows all IRQ's for the system processor. M33 High Speed interrupts are indicated by an ™'.

See the individual peripheral chapters for more information on interrupt function.

IRQ # Name

0 CRYPTOACC
1* TRNG

2 PKE

3* SMU_SECURE
4 SMU_S_PRIVILEGED
5* SMU_NS_PRIVILEGED
6* EMU

7 TIMERO

8* TIMER1

o TIMER2

10 TIMER3

11 TIMER4

12 RTCC

13 USARTO_RX
14* USARTO_TX
15* USART1_RX
16* USART1_TX
17 ICACHEO

18 BURTC

19 LETIMERO
20* SYSCFG

21* LDMA

22 LFXO

23 LFRCO

24 ULFRCO

25* GPIO_ODD
26* GPIO_EVEN
27" 12C0

28* 12C1

29* EMUDG

30* EMUSE

31* AGC

32+ BUFC

33 FRC_PRI
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IRQ # Name

34* FRC

35* MODEM

36* PROTIMER
37* RAC_RSM
38* RAC_SEQ
39* RDMAILBOX
40* RFSENSE
41* PRORTC
42* SYNTH

43* WDOGO

44* HFXO0

45* HFRCOO0
46* CMU

47* AES

48* IADC

49* MSC

50* DPLLO

51* PDM

52* SWo

53* SWi1

54* SW2

55* SW3

56* KERNELO
57* KERNEL1
58* M33CTIO
59* M33CTI1

60* EMUEFP
61* DCDC

62* EUARTO_RX
63* EUARTO_TX
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4. Memory and Bus System

I Flash

ARM Cortex-M

Peripherals

4.1 Introduction

Quick Facts
What?

A low latency memory system including low energy
Flash and RAM with data retention which makes the
low energy modes attractive.

Why?

RAM retention reduces the need for storing data in
Flash and enables frequent use of the ultra low en-
ergy modes EM2 and EM3.

How?

Low energy and non-volatile Flash memory stores
program and application data in all energy modes
and can easily be reprogrammed in system. Low
leakage RAM with data retention in EMO to EM3 re-
moves the data restore time penalty, and the DMA
ensures fast autonomous transfers with predictable
response time.

The EFR32xG22 contains a set of AMBA buses which move data between peripherals, memory, and the CPU. All memories and regis-

ter interfaces are memory mapped into a unified address space.
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4.2 Functional Description

The internal memory segments of the Cortex-M33 are mapped into the system memory map as shown by Figure 4.1 System Address
Space with Core and Code Space Listing on page 37.

oxfffffffe
0xe0100000

m33 Peripherals

0xe00fffff
0xe0000000

Oxdfffffff
0xb0005000

FRCRAM

0xb00O4fTT
0xb0004000

SEQRAM

0xb00O3fff
0xb0000000O

0x5c023fff
0xa8000000

oxafffffff
0xa0005000

FRCRAM_S

0xab004fff
0xa0004000

SEQRAM_S

0xa0003fff
0xa0000000

0x4c023fff
0x88000000

Ox9ffFFfff
0x5c029000

PKRAM_MAIN

0x5c028fff
0x5c028000

RNGOUT_FIFO

0x5c027fff
0x5c024000

Peripherals

oxa7ffffff
0x50000000

Ox4fffffff
0x4c029000

PKRAM_MAIN_S

0x4c028fff
0x4c028000

RNGOUT_FIFO_S

0x4c027fff
0x4c024000

Peripherals (secure)

Ox87ffFfff
0x40000000

Ox3fFFFfff
0x20008000

RAMO_RAM

0x20007fff
0x20000000

Flash

Ox1ffFffff

0x00000000

Flash for the main program memory (CODE) is located at address 0x00000000 in the memory map of the EFR32xG22.

0xe0100000
m33 ROM Table

0xe00ff000

0xe0042000
ETM

0xe0041000
TPIU

0xe0040000

0xe000f000

System Control Space

0xe000e000

0xe0003000
FPB

0xe0002000
DWT

0xe0001000
™

0xe0000000

0x0fe0e600

FLASH_CHIPCONFIG
0x0fe0e000
0x0fe08400
FLASH_DEVINFO
0x0fe08000
0x0fe00400
FLASH_USERDATA
0x0fe00000
0x00080000
FLASH
0x00000000

Figure 4.1. System Address Space with Core and Code Space Listing

SRAM for the main data memory (RAM) is located at address 0x20000000 in the memory map of the EFR32xG22. When running code
located in RAM, the Cortex-M33 uses the System bus interface to fetch instructions. This results in reduced performance as the Cortex-

M33 accesses stack, other data in SRAM and peripherals using the System bus interface.

The Sequencer RAM (SEQRAM) is located at address 0xA0000000 and is used by the Sequencer for both instructions and data. This
RAM is also available for general use if not required by the RF subsystem.
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4.2.1 Bus Matrix

A multilayer AMBA AHB bus matrix connects the manager bus interfaces to the AHB subordinates. The bus matrix allows several AHB
subordinates to be accessed simultaneously. An AMBA APB interface is used for the peripherals, which are accessed through an AHB-
to-APB bridge connected to the AHB bus matrix.

The CPU has two AHB bus managers (Code and System) so that it may retrieve instructions and data in parallel. The Code manager is
used to access all memory below address 0x20000000 and the System manager access addresses 0x20000000 and above.

»| AHB Multilayer «—»| Flash

System o | Bus Matrix
> RAM (DMEM)
Cohi <> SEQRAM

«<«—»| RDMAILBOX
AHB/APB 4—>| Peripheral a

« | Bridge
(High

Frequency) 4—>| Peripheral n
AHB/APB <—>| Peripheral m

« | Bridge
"1 (Low

Frequency) <—>| Peripheral z

Figure 4.2. EFR32xG22 Bus System

4.2.1.1 Arbitration

The Bus Matrix uses a round-robin arbitration algorithm which enables high throughput and low latency, while starvation of simultane-
ous accesses to the same bus subordinate are eliminated. Round-robin does not assign a fixed priority to each bus manager. The arbit-
er does not insert any bus wait-states during peak interaction. However, one wait state is inserted for manager accesses occurring after
a prolonged inactive time. This wait state allows for increased power efficiency during manager idle time.

4.2.1.2 Bus Faults

System accesses from the core can receive a bus fault in the following condition(s):

» The core attempts to access an address that is not assigned to any peripheral or other system device. These faults can be enabled
or disabled by setting the ADDRFAULTEN bit in the SYSCFG_CTRL register.

» The core attempts to access a peripheral register that is LOCKED.

» The core attempts to access a peripheral or system device that has its clock disabled. This fault can be enabled or disabled by set-
ting the ADDRFAULTEN bit in the SYSCFG_CTRL register.

» System RAM controller or RADIO RAM controller detects a 2 bit ECC error. These faults can be enabled or disabled by setting the
RAMECCERRFAULTEN bit in the SYSCFG_CTRL register

» Registers with synchronization requirements may generate bus faults if accessed incorrectly. See 4.2.4.4 Peripheral Access Per-
formance for more details on register access types. In particular the following actions can cause bus faults:

» Config register written while peripheral enabled.

» Sync register written while peripheral disabled

» LfSync register written while a previous write is pending
 Peripheral disabled while any LfSync write is pending

In addition to any condition-specific bus fault control bits, the bus fault interrupt itself can be enabled or disabled in the same way as all
other internal core interrupts.
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4.2.2 Flash

The Flash retains data in any state and typically stores the application code and special user data. The Flash memory is typically pro-
grammed through the debug interface, but can also be erased and written to from software.

* Up to 512 kB of memory

» Page size of 8 KB (minimum erase unit)

* Minimum 10k erase cycles endurance

» Greater than 10 years data retention at 85°C
* Lock registers for memory protection

+ Data retention in any state

4.2.3 SRAM

The primary task of the SRAM memory is to store application data. Additionally, it is possible to execute instructions from SRAM, and
the DMA may be set up to transfer data between the SRAM, flash and peripherals.

The device contains several blocks of SRAM for various purposes including general data memory (DRAM) and various RF subsystem
rams (SEQRAM, FRCRAM). For more detailed information see 6. MSC - Memory System Controller .

» Up to 32 kB of memory (RAM)

* RAM blocks may be powered down when not in use

+ Data retention of the entire memory or selected banks in EM2 and EM3

Note: Root code requires some RAM storage during a system reset. The RAM used by root code is located at the top of the DRAM

memory space. If the user application requires RAM that persists through reset, it is recommended to use a statically allocated section
at the bottom of the SRAM memory space (address 0x20000000).

4.2.4 Peripherals

The peripherals are mapped into the peripheral memory segment, each with a fixed size address range shown in the 4.2.4.1 Peripheral
Map
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4.2.4.1 Peripheral Map

This table shows the address range for each peripheral. In addition it shows the lowest energy mode in which the peripheral is pow-
ered. Note that EM3 is defined as EM2 with all clocks disabled. Therefore all peripherals powered in EM2 are also powered in EM3 but
may not function if they require a running clock.

See the individual peripheral chapters for more information on low power operation.

Address Range Module Name Power Domain
0x40004000 - 0x40007FFF EMU EM2 (PDOA)
0x40008000 - 0x4000BFFF CMU EM2 (PDOB)
0x4000C000 - 0x4000FFFF HFXO0 EM1
0x40010000 - 0x40013FFF HFRCOO0 EM1
0x40018000 - 0x4001BFFF FSRCO EM4
0x4001C000 - 0x4001FFFF DPLLO EM1
0x40020000 - 0x40023FFF LFXO EM4
0x40024000 - 0x40027FFF LFRCO EM2 (PDOC) / EM4
0x40028000 - 0x4002BFFF ULFRCO EM4
0x40030000 - 0x40033FFF MSC EM1
0x40034000 - 0x40037FFF ICACHEO EM1
0x40038000 - 0x4003BFFF PRS EM2 (PDOB)
0x4003C000 - 0x4003FFFF GPIO EM2 (PDOB)
0x40040000 - 0x40043FFF LDMA EM1
0x40044000 - 0x40047FFF LDMAXBAR EM1
0x40048000 - 0x4004BFFF TIMERO EMA1
0x4004C000 - 0x4004FFFF TIMER1 EMA1
0x40050000 - 0x40053FFF TIMER2 EMA1
0x40054000 - 0x40057FFF TIMER3 EM1
0x40058000 - 0x4005BFFF TIMER4 EM1
0x4005C000 - 0x4005FFFF USARTO EM1
0x40060000 - 0x40063FFF USART1 EMA1
0x40064000 - 0x40067FFF BURTC EM4
0x40068000 - 0x4006BFFF 12C1 EMA1
0x40078000 - 0x4007BFFF SYSCFG EM1
0x4007C000 - 0x4007FFFF SYSCFG EM1
0x40080000 - 0x40083FFF BURAM EM4
0x40088000 - 0x4008BFFF GPCRC EM1
0x40094000 - 0x40097FFF DCDC EM2 (PDOB)
0x40098000 - 0x4009BFFF PDM EMA1
0x4009C000 - 0x4009FFFF RFSENSE EM4
0x44000000 - 0x440007FF RADIOAES EM1
0x44008000 - 0x4400BFFF SMU EM1
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Address Range

Module Name

Power Domain

0x4400C000 - 0x4400FFFF SMU EM1
0x48000000 - 0x48003FFF RTCC EM2 (PDOA)
0x4A000000 - 0x4A003FFF LETIMERO EM2 (PDOB)
0x4A004000 - 0x4A007FFF IADCO EM2 (PDOB)
0x4A010000 - 0x4A013FFF 12C0 EM2 (PDOB)
0x4A018000 - 0x4A01BFFF WDOGO EM2 (PDOB)
0x4A020000 - 0x4A023FFF AMUXCPO EM2 (PDOB)
0x4A030000 - 0x4A033FFF EUARTO EM2 (PDOB)
0x4C020000 - 0x4C0207FF CRYPTOACC EM1
0x4C021000 - 0x4C02107F CRYPTOACC EM1
0x4C022000 - 0x4C02201F CRYPTOACC EM1
0x50004000 - 0x50007FFF EMU_NS EM2 (PDOA)
0x50008000 - 0x5000BFFF CMU_NS EM2 (PDOB)
0x5000C000 - 0x5000FFFF HFXO0_NS EM1
0x50010000 - 0x50013FFF HFRCOO_NS EM1
0x50018000 - 0x5001BFFF FSRCO_NS EM4
0x5001C000 - 0x5001FFFF DPLLO_NS EM1
0x50020000 - 0x50023FFF LFXO_NS EM4
0x50024000 - 0x50027FFF LFRCO_NS EM2 (PDOC) / EM4
0x50028000 - 0x5002BFFF ULFRCO_NS EM4
0x50030000 - 0x50033FFF MSC_NS EM1
0x50034000 - 0x50037FFF ICACHEO_NS EM1
0x50038000 - 0x5003BFFF PRS_NS EM2 (PDOB)
0x5003C000 - 0x5003FFFF GPIO_NS EM2 (PDOB)
0x50040000 - 0x50043FFF LDMA NS EM1
0x50044000 - 0x50047FFF LDMAXBAR_NS EM1
0x50048000 - 0x5004BFFF TIMERO_NS EM1
0x5004C000 - 0x5004FFFF TIMER1_NS EM1
0x50050000 - 0x50053F FF TIMER2_NS EM1
0x50054000 - 0x50057FFF TIMER3_NS EM1
0x50058000 - 0x5005BF FF TIMER4_NS EM1
0x5005C000 - 0x5005FFFF USARTO_NS EM1
0x50060000 - 0x50063FFF USART1_NS EM1
0x50064000 - 0x50067FFF BURTC_NS EM4
0x50068000 - 0x5006BF FF 12C1_NS EM1
0x50078000 - 0x5007BFFF SYSCFG_NS EM1
0x5007C000 - 0x5007FFFF SYSCFG_NS EM1
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Address Range

Module Name

Power Domain

0x50080000 - 0x50083FFF BURAM_NS EM4
0x50088000 - 0x5008BFFF GPCRC_NS EM1
0x50094000 - 0x50097FFF DCDC_NS EM2 (PDOB)
0x50098000 - 0x5009BFFF PDM_NS EM1
0x5009C000 - 0x5009FFFF RFSENSE_NS EM4
0x54000000 - 0x540007FF RADIOAES_NS EM1
0x54008000 - 0x5400BFFF SMU_NS EM1
0x5400C000 - 0x5400FFFF SMU_NS EM1
0x58000000 - 0x58003FFF RTCC_NS EM2 (PDOA)
0x5A000000 - 0x5A003FFF LETIMERO_NS EM2 (PDOB)
0x5A004000 - 0x5A007FFF IADCO_NS EM2 (PDOB)
0x5A010000 - 0x5A013FFF I2C0_NS EM2 (PDOB)
0x5A018000 - 0x5A01BFFF WDOGO_NS EM2 (PDOB)
0x5A020000 - 0x5A023FFF AMUXCPO_NS EM2 (PDOB)
0x5A030000 - 0x5A033FFF EUARTO_NS EM2 (PDOB)
0x5C020000 - 0x5C0207FF CRYPTOACC_NS EM1
0x5C021000 - 0x5C02107F CRYPTOACC_NS EM1
0x5C022000 - 0x5C02201F CRYPTOACC_NS EM1
0xA8004000 - 0xA8007FFF FRC EM1
0xA800C000 - 0XA800FFFF AGC EM1
0xA8010000 - 0xA8013FFF RFCRC EM1
0xA8014000 - 0xA8017FFF MODEM EM1
0xA8018000 - 0xA801BFFF SYNTH EM1
0xA801CO000 - 0xA801FFFF PROTIMER EM1
0xA8020000 - 0xA8023FFF RAC EM1
0xA8028000 - 0xA802BFFF RDMAILBOX0 EM1
0xA802C000 - 0xA802FFFF RDMAILBOX1 EM1
0xAA000000 - OXAAOO3FFF BUFC EM1
0xB8004000 - 0xB80O7FFF FRC_NS EM1
0xB800CO000 - 0xB8OOFFFF AGC_NS EM1
0xB8010000 - 0xB8013FFF RFCRC_NS EM1
0xB8014000 - 0xB8017FFF MODEM_NS EM1
0xB8018000 - 0xB801BFFF SYNTH_NS EM1
0xB801C000 - 0xB801FFFF PROTIMER_NS EM1
0xB8020000 - 0xB8023FFF RAC_NS EM1
0xB8028000 - 0xB802BFFF RDMAILBOXO0_NS EM1
0xB802C000 - 0xB802FFFF RDMAILBOX1_NS EM1
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Address Range Module Name Power Domain
0xBA000000 - 0XBAOO3FFF BUFC_NS EM1
Note:

1. Peripherals listed as being in EM2 (PDOA) always remain powered in EM2 and EM3. Other EM2 power domains (PDOB, PDOC,
etc.) are powered down in EM2 and EM3 if all peripherals on that domain are unused.

2.LFRCO requires EM0, EM1, or EM2 when operating in precision mode, but can operate down to EM4 when precision mode is not
used.

4.2.4.2 Peripheral non-word access behavior

When writing to peripheral registers, all accesses are treated as 32-bit accesses. This means that writes to a register need to be large
enough to cover all bits of register, otherwise, any uncovered bits may become corrupted from the partial-word transfer. Thus, the saf-
est practice is to always do 32-bit writes to peripheral registers.

When reading, there is generally no issue with partial word accesses, however, note that any read action (e.g. FIFO popping) will be
triggered regardless of whether the actual FIFO bit-field was included in the transfer size.

4.2.4.3 Peripheral Bit Set and Clear

The EFR32xG22 supports bit set, bit clear, and bit toggle access to most peripheral registers. The bit set and bit clear functionality (also
called Bit Access) enables modification of bit fields without the need to perform a read-modify-write. Also, the operation is contained
within a single bus access. Bit access registers and their addresses are shown in the register map for each peripheral. Peripherals with
no _SET, _CLR, or _TGL registers in the register map to not support these functions.

Each register with Bit Set functionality will have a _SET register. Whenever a bit in the SET register is written to a 1 the corresponding
bit in its target register is set. The SET register is located at TARGET + 0x1000 where TARGET is the address of the target register and
has the same name as the target register with '_SET' appended.

Each register with Bit Clear functionality will have a CLR register. Whenever a bit in the CLR register is written to a 1 the corresponding
bit in its target register is cleared. The CLR register is located at TARGET + 0x2000 where TARGET is the address of the target register
and has the same name as the target register with '_CLR' appended.

Each register with Bit Toggle functionality will have a TGL register. Whenever a bit in the TGL register is written to a 1 the correspond-
ing bit in its target register is inverted. The TGL register is located at TARGET + 0x3000 where TARGET is the address of the target
register and has the same name as the target register with '_TGL' appended.

Note: It is possible to combine bit clear and bit set operations in order to arbitrarily modify multi-bit register fields without affecting other
fields in the same register. In this case, care should be taken to ensure that the field does not have intermediate values that can lead to
erroneous behavior. For example, if bit clear and bit set operations are used to change an analog tuning register field from 0x2 to Ox4
by clearing bit 1 and then setting bit 2, the field would take on a value of zero for short time. If the analog module is active at the time,
this could lead to undesired behavior.

4.2.4.4 Peripheral Access Performance

The Cortex-M33, DMA Controller, and peripherals run on clocks which can be pre-scaled separately. Clocks and pre-scaling are descri-
bed in more detail in 8. CMU - Clock Management Unit. This section describes the access performance for a peripheral register based
on its frequency relative to the CPUCLK frequency and its access type. For this discussion, PERCLK refers to a selected peripheral's
clock frequency and CPUCLK refers to the core's clock frequency.

The type of each register in a peripheral is indicated in the 'Access' column of the peripherals register table. Register types are: ENA-
BLE, CONFIG, SYNC, LFSYNC, and INTFLAG. If not type is listed then the register is a Generic register.
4.2.4.41 Generic Registers

Registers with no type listed are generic registers. They may be read or written to at any time. Access will not stall the CPU.
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4.2.4.4.2 CONFIG Registers
CONFIG Registers contain configuration that does not change during peripheral operation.

CONFIG registers may only be written when a peripheral is disabled. Writing to a CONFIG register when a peripheral is enabled will
result in a BUSFAULT. CONFIG register writes will not stall the CPU.

CONFIG registers may be read at any time. Reads will not stall the CPU.

4.2.4.4.3 SYNC Registers

SYNC registers are used to communicate with running high-speed peripherals where PERCLK is expected to be either higher or mar-
ginally slower (within an order of magnitude) than CPUCLK. For example a timer running at 76.8 MHz when the core is at 38.4 MHz or
at 9.6 MHz when the core is 76.8 MHz. In this case CPU stalls of several PERCLK cycles do not significantly impact overall system
performance in most systems.

SYNC registers may only be written to when the peripheral is enabled. Writing to a SYNC register when a peripheral is disabled will
result in a BUSFAULT. A write will take several (2 - 3) PERCLK cycles to complete (take effect) during which time the entire module will
be in a pending state. If a SYNC register is written to while the peripheral is already in a pending state, the CPU is stalled until the
previous write finishes. If a SYNC register is written to while the peripheral is not in a pending state, the CPU is not stalled.

SYNC registers may be read at any time. If a SYNC register is read while the peripheral is disabled, the CPU is not stalled. If a SYNC
register is read while the peripheral is enabled, the CPU will be stalled for several (2 -3) PERCLK cycles while up to date values are
retrieved from the peripheral.

4.2.4.4.4 LFSYNC Registers

LFSYNC registers are used to communicate with running low frequency peripherals where PERCLK is expected to be much lower than
the CPU clock and synchronization delays may be long. For example, a LETIMER running at 32 kHz when the core is at 76.8 MHz. In
this case CPU stalls of several PERCLK cycles represent a significant blockage of the CPU and need to be avoided whenever possible.
LFSYNC registers accommodate this by allowing the CPU to write the register and continue to do other work while the value is
synchronized.

LFSYNC registers may be written at any time. A write will take several (3 -4) PERCLK cycles to complete during which the register will
be in a pending state. If a LFSYNC register is written to while it is in a pending state, a BUSFAULT will occur. Each LFSYNC register
has a status bit indicating if it is currently pending.

LFSYNC registers may be read at any time. The CPU is never stalled on a read. If a LFSYNC register is read while pending, the pend-
ing (recently written) data will be returned even though it has not yet taken effect. Software may use the busy status bit to determine if
the read value has been applied to the hardware.

4.2.4.4.5 ENABLE Registers

ENABLE registers contain the enable bit for a peripheral.

ENABLE registers may be written at any time. When the peripheral is enabled it takes some time for the enable to take effect during
which time the module is pending. Peripherals will be in the pending state for a few (2 - 3) PERCLK cycles when first enabled. Since the
clock source for the peripheral may not be running before the peripheral is enabled, the start up time for the clock source may increase
the pending time. See EFR32xG22 Wireless Gecko for more information on on-demand clock sources.

Disabling a high frequency module will stall the CPU until all pending SYNC writes have completed and any pending enable has com-
pleted. If the module is fully enabled and no SYNC writes are pending, the disable will be instantaneous. Disabling low frequency pe-
ripheral which a LFSYNC is pending will result in a bus fault. Disabling a low frequency peripherals while an enable is still pending
causes no CPU stall.

ENABLE registers may be read at any time.

4.2.4.4.6 INTFLAG Registers

INTFLAG registers contain interrupt flags. To set or clear an interrupt flag, the _SET or _CLR register alias must be used. Writing di-
rectly to the INTFLAG register will have no effect.

Note that for an interrupt to occur when a flag is set the IRQ must be enabled in the NVIC.
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5. Radio Transceiver

Quick Facts
What?

01 . . . q
The Radio Transceiver provides access to transmit

and receive data, radio settings and control inter-
face.

Why?

The Radio Transceiver enables the user to commu-
nicate using a wide range of data rates, modulation
and frame formats.

How?

Dynamic or fixed frame lengths, optional address

recognition, flexible CRC and crypto schemes

makes the EFR32 Series 2 perfectly suit any appli-

cation using low or medium data rate radio commu-
( ) nication.
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5.1 Introduction

The Radio Transceiver of the EFR32 Series 2 enables the user to control a wide range of settings and options for tailoring radio opera-
tion precisely to the users need. It provides access to the transmit and receive data buffers and supports both dynamic and static frame
lengths, as well as automatic address filtering and CRC insertion/verification.

As seen in the Radio Overview illustration (Figure 5.1 Radio Overview on page 46), the radio consists of several modules all respon-
sible for specific tasks. Please refer to the abbreviations section (Appendix 1. Abbreviations) for a comprehensive description of acro-
nyms.

P
Radio Transceiver

RFOUTO

RFOUT1

Figure 5.1. Radio Overview

During transmission (TX), the Radio Controller enables the SYNTH, Modulator and PA. The Modulator requests data from the Frame
Controller, which reads data from a buffer. Based upon modulation format and data to send, the Modulator manipulates the SYNTH to
output the correct frequency and phase. When the whole frame has been transmitted, the radio can automatically switch to receive
mode.

In receive mode (RX), the radio controller enables the LNA, SYNTH, Mixer, ADC and Demodulator. The Demodulator searches for valid
frames according to modulation format and data rate. If a frame is detected, the demodulated data is handed to the Frame Controller,
which stores the data in the Buffer. When the complete frame has been received (determined by the Frame Controller), it is possible to
either go to TX or stay in RX to search for a new frame.

The Radio Transceiver interface is accessible through software drivers provided by Silicon Labs.

5.1.1 RF Frequency Synthesizer

The Fractional-N RF Frequency Synthesizer (SYNTH) provides a low phase noise LO signal to be used in both receive and transmit
modes.

The capabilities of the SYNTH include:

» High performance, low phase noise

» Fast frequency settling

» Fast and fully automated calibration

» Sub 100 Hz frequency resolution across the supported frequency bands
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5.1.2 Modulation Modes
EFR32xG22 supports a wide range of modulation modes in transmit and receive:

« 2-FSK, 2-GFSK, 4-FSK, MSK, GMSK, O-QPSK with half-sine shaping, ASK / OOK, DBPSK TX

* NRZ or Manchester support

+ UART mode over air for legacy protocols

» Baudrates ranging from below 100 Baud/s to 2 MBaud/s, allowing data rates up to 4 MBit/s

» Configurable frequency deviation

» Configurable Direct Sequence Spread Spectrum (DSSS), with spread sequences up to 32 chips encoding up to 4 information bits
» Configurable 4-FSK symbol encoding

5.1.3 Transmit Mode
In transmit mode EFR32xG22 performs the following functionality:

» Automatic PA power ramping during the start and end of a frame transmit

* Programmable output power

» Optional preamble and synchronization word insertion

» Accurate transmit frame timing to support time synchronized radio protocols

» Optional Carrier Sense Multiple Access - Collision Avoidance (CSMA-CA) or Listen Before Talk (LBT) hardware support
* Integrated transmit test modes, as described in 5.1.13 RF Test Modes

5.1.4 Receive Mode
In receive mode EFR32xG22 performs the following functionality:

» A single-ended LNA amplifies the input RF signal. The amplified signal is then mixed to a low-IF signal through the quadrature
down-coversion mixer. Further signal filtering is performed before conversion to a digital signal through the 1/Q ADC.

+ Digitally configurable receiver bandwidth from 100 Hz to 2.5 MHz

» Timing recovery on received data, including simultaneous support for two different frame synchronization words

» Automatic frequency offset compensation, to compensate for carrier frequency offset between the transmitter and receiver
» Support for a wide range of modulation formats as described in section 5.1.2 Modulation Modes

5.1.5 Data Buffering

EFR32xG22 supports buffered transmit and receive modes through its buffer controller (BUFC), with four individually configurable buf-
fers. The BUFC uses the system RAM as storage, and each buffer can be individually configured with parameters such as:

» Buffer size

 Buffer interrupt thresholds

» Buffer RAM location

» Overflow and underflow detection

In receive mode, data following frame synchronization is moved directly from the demodulator to the buffer storage.

In transmit mode, data following the inserted preamble and synchronization word is moved directly from the buffer storage to the modu-
lator.

5.1.6 Unbuffered Data Transfer

For most system designs it is recommended to use the data buffering within EFR32xG22 to provide a convenient user interface.

In unbuffered data transfer modes the hardware support provided by EFR32xG22 to perform preamble and frame synchronization in-
sertion in transmit mode and detection in receive mode can still optionally be used.
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5.1.7 Frame Format Support

EFR32xG22 has an extensive support for frame handling in transmit and receive modes, which allows effective handling of even ad-
vanced protocols. The frame format support is controlled by the Frame Controller (FRC). The support includes:

» Preamble and frame synchronization inserted into transmitted frames
* Full frame synchronization of received frames

» Simple address matching of received frames in hardware, further configurable address and frame filtering supported through se-
quencer

» Support for variable length frames
» Automated CRC calculation and verification
« Configurable bit ordering, with the most or least significant bit transmitted and received first

5.1.8 Hardware CRC Support
EFR32xG22 supports a configurable CRC generation in transmit and verification in receive mode:

« 8,16, 24 or 32 bit CRC value

» Configurable polynomial and initialization value

» Optional inversion of CRC value over air

» Configurable CRC byte ordering

» Support for multiple CRC values calculated and verified per transmitted or received frame

» The CRC module is typically controlled by the Frame Controller (FRC) for in-line operations in transmit and receive modes. Alterna-
tively, the CRC module may be accessed directly from software to calculate and verify CRC data.

5.1.9 Convolutional Encoding / Decoding

EFR32xG22 includes hardware support for convolutional encoding and decoding, for forward error correction (FEC). This feature is per-
formed by the Frame Controller (FRC) module:

» Constraint length configurable up to 7, for the highest robustness

» Configurable puncturing, to achieve rates between 1/2 rate and full rate

» Configurable soft decision or hard decision decoding

» Convolutional coding may be used together with the symbol interleaver to improve robustness against burst errors

5.1.10 Binary Block Encoding / Decoding

EFR32xG22 includes hardware support for binary block encoding and decoding, both performed real-time in the the transmit and re-
ceive path. This is performed in the Frame Controller (FRC) module:

The block coding works on blocks of up to 16 bits of data and adds parity bits to be capable of single or multiple bit corrections by the
receiver.

» One or more parity bits can be added and verified
+ Bit error correction
» Lookup-codes can be used to implement virtually any block coding scheme
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5.1.11 Data Encryption and Authentication

EFR32xG22 has hardware support for AES encryption, decryption and authentication modes. These security operations can be per-
formed on data in RAM or any data buffer, without further CPU intervention. The key size is 128 bits.

AES modes of operations directly supported by the EFR32xG22 hardware are listed in Table 5.1 AES modes of operation with hard-
ware support on page 49. In addition to these modes, other modes can also be implemented by using combinations of modes. For
example, the CCM mode can be implemented using the CTR and CBC-MAC modes in combination.

Table 5.1. AES modes of operation with hardware support

AES Mode Encryption / Decryption Authentication Comment

ECB Yes - Electronic Code Book

CTR Yes - Counter mode

CCM Yes Yes Counter with CBC-MAC

CCM* Yes Yes CCM with encryption-only and
integrity-only capabilities

GCM Yes Yes Galois Counter Mode

CBC Yes - Cipher Block Chaining

CBC-MAC - Yes Cipher Block Chaining, Mes-
sage Authentication Code

CMAC - Yes Cipher-based MAC

CFB Yes - Cipher Feedback

OFB Yes - Output Feedback

The Cryptographic Acceleration module can operate directly on data buffers provided by the buffer controller (BUFC) module. It is also
possible to provide data directly from the embedded Cortex-M33 or via DMA.

5.1.12 RFSENSE

The RFSENSE block on the EFR32xG22 is an ultra-low energy RF signal detector which provides wake-on-RF capabilites from any
energy mode. The system can remain in low energy modes such as EM2 or EM4 for long durations while continuously monitoring for a
valid wake condition. RFSENSE can operate as a selective On Off Keying (OOK) detector, or a simple RF energy detector.

» Selective OOK pattern detection:

» 1 kHz OOK symbol rate, manchester encoded (0.5 kHz bit rate)

» Configurable 4/8-bit preamble length with fixed 1010 pattern

» Configurable 8/16/24/32-bit sync word length with fully programmable pattern
» Simple RF energy threshold detection:

* Programmable RF energy trip point

» Configurable energy averaging duration

5.1.13 RF Test Modes
EFR32xG22 supports a wide range of RF test modes typically used for characterization and regulation compliance testing, including:

* Unmodulated carrier transmit

* Modulated carrier transmit, with internal configurable pseudo random data generator
» Continuous data reception for Bit Error Rate (BER) measurements

+ Storing of raw receiver data to RAM

» Transmit of raw frequency data from RAM
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6. MSC - Memory System Controller

01

01000101011011100110010101110010
01100111011110010010000001001101
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01100101011100110010000001110100
01101000011001010010000001110111
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01100101011011100110010101110010
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01100011011011110110111001110100
01110010011011110110110001101100
01100101011100100010000001100100
01100101011100110110100101100111
01101110001000010100010101101110

Quick Facts
What?

The user can perform flash memory read, read con-
figuration, and write operations through the Memory
System Controller (MSC). SRAM operation may be

configured though System Configuration (SYSCFG).

Why?

The MSC allows the application code and user data
to be stored in non-volatile flash memory. Certain
memory system functions, such as program memory
wait-states and flash lock bits are configured from
the MSC peripheral register interface, giving the de-
veloper the ability to dynamically customize the
memory system performance, security level, energy
consumption and error handling capabilities to the
requirements at hand.

How?

The MSC integrates a low-energy flash IP with a
charge pump, enabling minimum energy consump-
tion while eliminating the need for external program-
ming voltage to erase the memory. An easy to use
write and erase interface is supported by an internal,
fixed-frequency oscillator and autonomous flash tim-
ing and control reduces software complexity while
not using other timer resources.

A highly efficient low energy instruction cache re-
duces the number of flash reads significantly, thus
saving energy. Performance is also improved when
wait-states are used, since many of the wait-states
are eliminated. Built-in performance counters can be
used to measure the efficiency of the instruction
cache.

Instruction prefetcher improves program execution
performance by reducing the number of wait-state
cycles needed.

6.1 Introduction

The Memory System Controller (MSC) is the program memory unit of the EFR32xG22 microcontroller. The flash memory is readable
and writable from both the Cortex-M33 and DMA. The flash memory is divided into two blocks: the main block and the information
block. Program code is normally written to the main block. The information block is available for special user data. There is also a read-
only page in the information block containing system and device calibration data. Flash read and write operations are supported in en-
ergy modes EMO and EM1.
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6.2 Features

* AHB read interface
» Scalable access performance to optimize the Cortex-M33 code interface
» Advanced energy optimization functionality
» Conditional branch target prefetch suppression
+ Cortex-M33 disfolding of if-then (IT) blocks
* Instruction Cache
* Instruction Prefetch
* DMA read support in EMO and EM1
» Command and status interface
» Flash write and erase
» Accessible from Cortex-M33 in EMO
» DMA write support in EMO and EM1
» Core clock independent Flash timing
« Internal oscillator and internal timers for precise and autonomous Flash timing
» General purpose timers are not occupied during Flash erase and write operations
* No special time scaling registers needed
» Configurable interrupt erase abort
» Improved interrupt predictability
* Memory and bus fault control
» Security features
» Lockable debug access
» Page lock registers
* SW Mass erase and User Data lock bits
» End-of-write and end-of-erase interrupts

6.3 Functional Description

The size of the main flash block is device dependent. The largest size available is 512 kB (64 pages). The information block has 1 kB
available for user data. The information block also contains chip configuration data located in a reserved area. The main block is map-
ped to address 0x00000000 and the information block is mapped to address 0xOFE00000. Table 6.1 MSC Flash Memory Mapping on
page 51 outlines how the flash is mapped in the memory space. All flash memory is organized into 8 kB pages.

Table 6.1. MSC Flash Memory Mapping

Page Base address Write/Erase by... Software Reada- Purpose/Name Size
ble?
Main 0 0x00000000 Software, debug Yes User code and data 16 kB - 512 kB
1 0x00002000 Software, debug Yes

Software, debug Yes

631 0x0007E000 Software, debug | Yes
Information N/A 0xOFEO00000 Software, debug | Yes User Data (UD) 1kB
N/A 0xOFE08000 - Yes Device Information (DI) |1 kB

Note:
1.64 pages for largest device.

6.3.1 Ram Configuration

The SYSCFG module contains controls for configuring the various RAM blocks on the device. Options include enabling EM2/EM3 data
retention, ECC, prefetch, and cache. For a complete description see 6.6 SYSCFG - System Configuration.
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6.3.2 Instruction Cache

The instruction cache improves the speed and power consumption of the Cortex-M33 by providing fast, low-power access to recently
executed instructions. For detailed information see 6.5 ICACHE - Instruction Cache

6.3.3 Device Information (DI) Page

This read-only page holds calibration data from the production test, several unique device IDs, and other part specific information. For a
complete description see 6.4 DEVINFO - Device Info Page.

6.3.4 User Data (UD) Page Description
This is the user data page in the information block. The page can be erased and written by software.

This page is written in the same way as any page in the Main user code area.

6.3.5 Bootloader

The EFR32xG22 supports use of the Gecko Bootloader detailed in UG266: Silicon Labs Gecko Bootloader User’s Guide (https://
www.silabs.com/support/resources).To enable bootloader functionality the second stage of the bootloader must be configured and pro-
grammed into the beginning of flash.

6.3.6 Post-reset Behavior

Calibration values are automatically written to registers by the MSC before application code start-up. The values can also be read from
the DI page by software. Other information such as the device ID and production date is also stored in the DI page and is readable from
software.

As part of the reset, hardware performs repeated flash reads to determine when flash is fully powered up and available for use by the
CPU. PWRUPCKBDFAILCOUNT in MSC_STATUS contains the number of failed reads during the last reset.

6.3.7 Flash Startup

Flash wakeup on demand is supported when wakeup from EM2/3 to EMO0. Set bit FLASHPWRUPONDEMAND of register EMU_CTRL
to enable the power up on demand. When enabled, flash will not be powered up until accessed. In this case it is possible for the MCU
to wake, execute out of RAM or cache, and return to sleep mode without ever powering on the Flash. Software can force the flash to
power up by writing PWRUP in MSC_CMD. When flash is powered via MSC_CMD the MSC_IF.PWRUPF interrupt flag will be set when
power up is complete and the CPU will be interrupted if MSC_IEN.PWRUPF is set.

6.3.8 Flash EM0 / EM1 Power Down

It is also possible to put the flash in a power-saving sleep mode when the system is in EMO or EM1. Flash power down can be config-
ured to happen on entering EM1, radio-only sleep, or with an immediate manual operation.

During EMO, software can instruct the flash to go to power down mode with the MSC_CMD.PWROFF command. Any system IRQ or
flash read will wake the flash. The MSC_CMD.PWRUP command is used to power the flash back up in the absence of a wake event.

The MSC_PWRCTRL register allows the flash to be configured to automatically enter sleep mode on entering EM1 or radio-only sleep
with the bits PWROFFONEM1ENTRY and PWROFFONEM1PENTRY, respectively. If the flash is configured to sleep during one of
these states, it may sometimes be powered back up without processor intervention in EMO (for example, if DMA reads flash in EM1). By
default, the flash will remain powered on after such access. If the PWROFFENTRYAGAIN bit is set, it instructs the flash to re-enter the
power down state if no further access is seen during the timeout period defined by PWROFFDLY. Flash must be idle for PWROFFDLY
* 64 bus clocks before it will enter sleep again.

6.3.9 Wait-states

Since the CPU may be clocked faster than the flash can respond it is necessary to configure wait-states for flash accesses at higher
CPU clock speeds. See the device Datasheet for information on the maximum allowed frequency for each wait-state setting. To config-
ure the flash wait-states set the MODE field in MSC_READCTRL.

When changing wait states, care should be taken that the system is never in an invalid state. To ensure this, MODE should be changed
after the clock is changed when reducing clock speed and before the clock is changed when increasing clock speed.
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6.3.10 Cortex-M33 If-Then Block Folding

The Cortex-M33 offers a mechanism known as if-then block folding. This is a form of speculative prefetching where small if-then blocks
are collapsed in the prefetch buffer if the condition evaluates to false. The instructions in the block then appear to execute in zero cy-
cles. With this scheme, performance is optimized at the cost of higher energy consumption as the processor fetches more instructions
from memory than it actually executes. To disable the mode, write a 1 to the DISFOLD bit in the NVIC Auxiliary Control Register; see
the Cortex-M33 Technical Reference Manual for details. Normally, it is expected that this feature is most efficient when operating with 0
wait-states. Folding is enabled by default.

6.3.11 Line Buffering (Prefetch)

The MSC reads a 2 word line from flash on any flash access. The data being accessed is returned immediately and the other word
locally cached so that it can be provided immediately if accessed. This has the effect of pre-fetching the second word when the first is
read resulting in fewer wait-states when executing sequential code. This feature may be disabled by setting DOUTBUFEN in
MSC_READCTRL.
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6.3.12 Erase and Write Operations

The 20 MHz FSRCO is used for timing during flash write and erase operations. The default values in MSC_FLASHPROGRAMTIME
and MSC_FLASHERASETIME contain the recommended programming configuration.

To erase a page first set WREN in MSC_WRITECTRL and load any address in the page to be erased into the MSC_ADDRSB register.
Next check INVADDR, LOCKED, and WREADY in MSC_STATUS to ensure that the address is valid, not locked, and the MSC is ready
to modify flash. Writing ERASEPAGE in MSC_WRITEMD will execute the page erase operation. ERASE in MSC_IF will be set when
the page erase is complete. If ERASE in MSC_IEN is set, the end of a page erase will also trigger an interrupt. Finally, clear WREN to
disable flash operations.

In addition to a page erase, a mass erase will clear the entire contents of the main flash array. A mass erase can be initiated by the
Secure Engine. User Data page contents are not included in a mass erase.

To perform a programming operation, set WREN and load the address to be programmed into the MSC_ADDRSB register. Next check
INVADDR, LOCKED, WREADY, and WDATAREADY in MSC_STATUS to ensure that the address is valid, not locked, the MSC is
ready to modify flash, and the write data buffer is clear. Writing data to MSC_WDATA will begin the programming operation. If a burst
write is being performed, the next data word can be programmed to MSC_WDATA as soon as WDATAREADY is set. WRITE in
MSC_IF will be set when the programming operation is complete. If WRITE in MSC_IEN is set, the end of the program operation will
also trigger an interrupt. Finally, clear WREN to disable flash operations.

If data is written to the MSC_WDATA register faster than it can be processed, WDATAOV in MSC_IF will be set. If WDATAOV in
MSC_IEN is set an interrupt will also be fired.

The MSC_ADDRSB register only has to be written once when writing to sequential words. After each word is written, ADDRB is incre-
mented automatically by 4. The INVADDR bit of the MSC_STATUS register is set if the loaded address is outside the flash. The
LOCKED bit of the MSC_STATUS register is set if the page addressed is locked. Any attempts to erase or write to the page are ignored
if INVADDR or the LOCKED bits of the MSC_STATUS register are set.

Write and erase operations may be aborted by software. To abort an erase, set the ERASEABORT bit in the MSC_WRITECMD regis-
ter. To abort a write, set WRITEEND in MSC_WRITECMD

For a DMA write, CLEARWDATA in MSC_WRITECMD to assert a DMA request and transfer the first word. Alternately the first word
may be programmed manually into MSC_WDATA by code.

By default, if any interrupt occurs during an erase operation, the erase is aborted. This feature may be disabled by clearing IRQERA-
SEABORT in MSC_WRITECTRL. When an erase is aborted due to an interrupt, ERASEABORTED in MSC_STAUTS is set by hard-
ware.

Software may observe the status of the MSC via the MSC_STATUS register. When a flash operation is in progress, BUSY will be set. If
a flash operation has been requested but not yet started, PENDING will be set. This may occur if a subsystem is performing MSC oper-
ations. When the write buffer underflows, TIMEOUT will be set. Buffer underflow is a normal part of the write procedure since it will
occur once the last word has been written and no more data is available.

The Flash memory is organized into 64-bit wide double-words. Each 64-bit double-word can be written only twice between erase cy-
cles. The lower and upper 32-bit words may be written sequentially in any order, or one at a time. Each flash bit is 1 after erase. Writing
a 0 will clear the bit. Writing a 1 will not change the bit value.

While it is possible to write twice to the lower or upper 32-bit word of the 64-bit double word, then the other 32-bit word cannot be used.
In this case, it is permitted to write to either the lower or upper 32-bit word twice between each erase, so long as no bit is ever cleared
more than once.

Note: The ERASEPAGE bit in WRITECMD and the WDATA register cannot safely be written from code in flash. It is recommended to
place a small code section in RAM to set these bits and wait for the operation to complete. Also note that DMA transfers to or from any
other address in flash while a write or erase operation is in progress will produce unpredictable results.

Note: During a write or erase, flash read accesses will be stalled, effectively halting code execution from flash. Code execution contin-
ues upon write/erase completion. Code residing in RAM or ICACHE may be executed during a write/erase operation.

6.3.12.1 Low-Power Write/Erase

To limit maximum current, the programming operations can be slowed down. Set LPWRITE in MSC_WRITECTRL to double the write/
erase time, halving the write/erase current.
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6.3.12.2 Flash Lock

The ability to program or erase individual flash pages may be disabled using the MSC_PAGELOCKN registers. The bits in these regis-
ters may only be set to 1 by software on the device and are cleared when the device is reset. This means that once locked, a page may
not be unlocked until a reset occurs. Users wishing to lock accesses to flash should implement code to write to the MSC_PAGELOCKn
registers immediately after a reset. Any page locked in this way cannot be written to or erased.

Similarly, code may lock the user data page by setting UDLOCKBIT in MSC_MISCLOCKWORD, and mass erase may be disabled by
setting MELOCKBIT in MSC_MISCLOCKWORD.

6.4 DEVINFO - Device Info Page

The Device Info Page holds factory programmed information about the device. It contains the following data:
 Calibration values for reconfiguring the device

* Unique ID's

» OPN identifiers (family, feature set, flash size, etc.)
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6.4.1 DEVINFO Register Map

The offset register address is relative to the registers base address.

Offset Name Type Description

0x000 |DEVINFO_INFO R DI Information

0x004 |DEVINFO_PART R Part Info

0x008 | DEVINFO_MEMINFO R Memory Info

0x00C |DEVINFO_MSIZE R Memory Size

0x010 |DEVINFO_PKGINFO R Misc Device Info

0x014 | DEVINFO_CUSTOMINFO R Custom Part Info

0x018 | DEVINFO_SWFIX R SW Fix Register

0x01C | DEVINFO_SWCAPAO R Software Restriction

0x020 |DEVINFO_SWCAPA1 R Software Restriction

0x028 |DEVINFO_EXTINFO R External Component Info

0x040 |DEVINFO_EUI48L R EUI 48 Low

0x044 |DEVINFO_EUI48H R EUI 48 High

0x048 | DEVINFO_EUI64L R EUI64 Low

0x04C | DEVINFO_EUI64H R EUI64 High

0x050 |DEVINFO_CALTEMP R Calibration Temperature Information

0x054 |DEVINFO_EMUTEMP R EMU Temperature Sensor Calibration Information

0x058 | DEVINFO_HFRCODPLLCALN R HFRCODPLL Calibration

0x130 DEVINFO_MODULENAMEO R Module Name Information

0x134 DEVINFO_MODULENAME1 R Module Name Information

0x138 | DEVINFO_MODULENAME2 R Module Name Information

0x13C |DEVINFO_MODULENAME3 R Module Name Information

0x140 |DEVINFO_MODULENAME4 R Module Name Information

0x144 | DEVINFO_MODULENAME5 R Module Name Information

0x148 DEVINFO_MODULENAMEG6 R Module Name Information

0x14C |DEVINFO_MODULEINFO R Module Information

0x150 |DEVINFO_MODXOCAL R Module External Oscillator Calibration Information

0x180 | DEVINFO_IADCOGAINO R IADC Gain Calibration

0x184 | DEVINFO_IADCOGAIN1 R IADC Gain Calibration

0x188 | DEVINFO_IADCOOFFSETCALO |R IADC Offset Calibration

0x18C |DEVINFO_IADCONORMALOFF- |R IADC Offset Calibration
SETCALO

0x190 |DEVINFO_IADCONORMALOFF- |R IADC Offset Calibration
SETCALA1

0x194 | DEVINFO_IADCOHISPDOFF- R IADC Offset Calibration
SETCALO

0x198 | DEVINFO_IADCOHISPDOFF- R IADC Offset Calibration

SETCAL1
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Offset Name Type Description
0x1FC |DEVINFO_LEGACY R Legacy Device Info
0x25C |DEVINFO_RTHERM R Thermistor Calibration

6.4.2 DEVINFO Register Description

6.4.2.1 DEVINFO_INFO - DI Information

Bit Position
0000 |58 QKGRI CIYTR2RELRILNT 200~ oo voa o
N~ (e} (e}
Reset X X X
Access o 14 o
>
o
N 2 g
ame < nﬂ:
@ % %
a o (@]
Bit Name Reset Access Description
31:24 DEVINFOREV 0x7 R DI Page Version
DEVINFO layout revision as unsigned integer (initially 1)
23:16 PRODREV 0x0 R Production Revision
Production revision as unsigned integer
15:0 CRC 0x0 R CRC

CRC of DI-page (CRC-16-CCITT)
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6.4.2.2 DEVINFO_PART - Part Info

Offset Bit Position
0004 158 IRIRNILRIQY TR T2 T2 N2 0 (w/~oo/ v oo
Reset g % g
Access x x x
= =
) o)
P zZ
Name > > 3
s = >
2 3 3
Bit Name Reset Access Description
31:30 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
29:24 FAMILY 0x0 R Device Family
Encoded portion of the Device Family
Value Mode Description
0 FG Flex Gecko
1 MG Mighty Gecko
2 BG Blue Gecko
5 PG Pearl Gecko
23:22 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
21:16 FAMILYNUM 0x0 R Device Family
Numeric portion of the Device Family
15:0 DEVICENUM 0x0 R Device Number

Device Number. The device number is one letter and 3 digits. NUMBER = (alpha-'A")*1000 + numeric. 0 = A000; 1123 =

B123
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6.4.2.3 DEVINFO_MEMINFO - Memory Info

Offset Bit Position
0008 1 518RENIQRIRNSTR 22 TL2 T2 T 20 w~oow oo
Reset g % g
Access (14 o x
N
N 0
Name E %
z < 5
5 5 z
Bit Name Reset Access Description
31:16 DILEN 0x0 R Length of DI Page
Length of DI area (number of 32-bit words included in CRC)
15:8 UDPAGESIZE 0x0 R User Data Page Size
User Data page size
7:0 FLASHPAGESIZE 0x0 R Flash Page Size

Flash page size in bytes coded as 2*((MEMINFO.PAGESIZE +10) & OxFF. For example, the value of OxFF = 512 bytes

6.4.2.4 DEVINFO_MSIZE - Memory Size

Offset Bit Position
x00C 158 QI LI NIRRT eI ¥ @ olo|~rolv|t| o a0
Reset g g
Access x x
Name E (g)
n o
Bit Name Reset Access Description
31:27 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
26:16 SRAM 0x0 R Sram Size
Ram size, kbyte count as unsighed integer (eg. 16)
15:0 FLASH 0x0 R Flash Size

Flash size, kbyte count as unsigned integer (eg. 128)
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6.4.2.5 DEVINFO_PKGINFO - Misc Device Info

Offset Bit Position
0010 15|88 NIRRT IRV T|RI2|2||ele| 2|as ~ oo v |o a0
o o o
Reset 3 3 3
Access x x x
@)
Z w <
N 2 & &
ame o) > [0)
o = o
Z Y] =
= X L
o o [
Bit Name Reset Access Description
31:24 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
23:16 PINCOUNT 0x0 R Pin Count
Device pin count as unsigned integer (eg. 48)
15:8 PKGTYPE 0x0 R Package Type
Package identifier as character
Value Mode Description
74 WLCSP WLCSP package
76 BGA BGA package
77 QFN QFN package
81 QFP QFP package
7:0 TEMPGRADE 0x0 R Temperature Grade

Temperature Grade of produt as unsigned integer enumeration

Value Mode Description

0 N40TO85 -40 to 85 degC
1 N40TO125 -40 to 125 degC
2 N40TO105 -40 to 105 degC
3 NOTO70 0 to 70 degC
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6.4.2.6 DEVINFO_CUSTOMINFO - Custom Part Info

Offset Bit Position
x014 15|18 IQIRRQQ IR ] IR 2T eI 2 ¥ tQ|loo|~lo|lw|¢|m|a|- o
Reset g
Access x
o
z
Name £
<
o
Bit Name Reset Access Description
31:16 PARTNO 0x0 R Part Number
Custom part identifier as unsigned integer (eg. 903). 65535 for standard product
15:0 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions

6.4.2.7 DEVINFO_SWFIX - SW Fix Register

Offset Bit Position
x018 |15 3 IQIQNQQIQINIQRNS eI 2|¥CtQlolom|o/b|lt|m|a|~|0O

T

L

L

L
Reset -

L

(T

X

o
Access o

>
N %)
ame %
Bit Name Reset Access Description
31:0 RSV OxFFFFFF R Reserved

FF

Reserved for future use
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6.4.2.8 DEVINFO_SWCAPAO - Software Restriction

Offset Bit Position
x01C 158X KQQIIR QIR T2 IedtQo|w~lowv <o oal~|o
Access 14 14 1 14 x 14
D =
Name § E '{'JJ % m
v o) 2 5 £ &
n O m o — N
Bit Name Reset Access Description
31:22 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
21:20 SRI 0x0 R RAIL Capability
RAIL capability level
Value Mode Description
0 LEVELO RAIL capability not available
1 LEVEL1 RAIL enabled
2 LEVEL2 N/A
3 LEVEL3 N/A
19:18 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
17:16 CONNECT 0x0 R Connect Capability
Connect stack capability level
Value Mode Description
0 LEVELO Connect stack capability not available
1 LEVEL1 Connect enabled
2 LEVEL2 N/A
3 LEVEL3 N/A
15:14 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
13:12 BTSMART 0x0 R Bluetooth Smart Capability

Bluetooth SMART stack capability level

Value Mode Description

0 LEVELO Bluetooth SMART stack capability not available
1 LEVEL1 Bluetooth SMART enabled

2 LEVEL2 N/A

3 LEVEL3 N/A
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Bit Name Reset Access Description

11:10 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions

9:8 RF4CE 0x0 R RF4CE Capability
RF4CE stack capability level

Value Mode Description
0 LEVELO RF4CE stack capability not available
1 LEVEL1 RF4CE stack enabled
2 LEVEL2 N/A
3 LEVEL3 N/A
7:6 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions

5:4 THREAD 0x0 R Thread Capability

Thread stack capability level

Value Mode Description
0 LEVELO Thread stack capability not available
1 LEVEL1 Thread stack enabled
2 LEVEL2 N/A
3 LEVEL3 N/A
3:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions

1:0 ZIGBEE 0x0 R Zigbee Capability

ZigBee stack capability level

Value Mode Description

0 LEVELO Zigbee stack capability not available
1 LEVEL1 Green Power only

2 LEVEL2 Zigbee and Green Power

3 LEVEL3 Zigbee Only
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6.4.2.9 DEVINFO_SWCAPA1 - Software Restriction

Offset Bit Position
0x020 S RIQAQIRILIQIQIN IIRIZ 2T 2¥It|Qlow|~|lojlv|d|w|a|~|o
o 1o | o
Reset 5183
Access X |
prd
y
Name 5 G0
o | =
= O | L
0|z |x
Bit Name Reset Access Description
31:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
2 GWEN 0x0 R Gateway
Gateway enabled part
1 NCPEN 0x0 R NCP
Network co-processor enabled part. NCP only if RFMCUEN = 0
0 RFMCUEN 0x0 R RF-MCU

RF-MCU enabled part. RF-MCU only if NCPEN = 0
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6.4.2.10 DEVINFO_EXTINFO - External Component Info

Offset Bit Position
x028 1518 QX QLIQN IR =g ey ~lo|lw s | m N~ o
Reset 2 % g
Access x x x
zZ
)
3
Name %
2 g 2
i o -
Bit Name Reset Access Description
31:24 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
23:16 REV 0x0 R Revision
MCM Revision
15:8 CONNECTION 0x0 R Connection
Connection protocol to external interface
Value Mode Description
0 SPI SPI control interface
255 NONE No interface
7:0 TYPE 0x0 R Type
External Component
Value Mode Description
255 NONE
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6.4.2.11 DEVINFO_EUI48L - EUI 48 Low

Offset Bit Position
040 53RN QRIQNTR 2R RILIT 200~ 0w v oo
(e} (]
Reset X X
Access x x
a
w
—
)
Name g o
) pd
(@) )
Bit Name Reset Access Description
31:24 oul48L 0x0 R oul48L
Lower Octet of EUI48 Organizationally Unique Identifier
23:0 UNIQUEID 0x0 R Unique ID
Unique identifier
6.4.2.12 DEVINFO_EUI48H - EUI 48 High
Bit Position
004 |58 R KNQRIRIYSR22NLI2N T2 00~ 00+ oo
t
(e}
Reset “LL>2 3
o
Access I o
[m)
=
Name ﬁ %
2] A
iy )
x o
Bit Name Reset Access Description
31:16 RESERVED OxFFFF R RESERVED
15:0 OUI48H 0x0 R OUI48H

Upper two Octets of EUI48 OUI
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6.4.2.13 DEVINFO_EUI64L - EUI64 Low

Offset Bit Position
048 5 3R QKNQRIQNTR2EERILIT 20w~ 0w oo
Reset g
Access o

-

5
Name g

zZ

)
Bit Name Reset Access Description
31:0 UNIQUEL 0x0 R UNIQUEL

Lower 32 bits of EUI64 Unique Identifier

6.4.2.14 DEVINFO_EUI64H - EUI64 High

Offset Bit Position
x04C 15 18 IR QX RIQIRIIQ QIR g ¥ ¥t loo|~|lo|jw|t|m|a|-]|o
Reset g g
Access x o
T
w
Name > 8
) z
O )
Bit Name Reset Access Description
31:8 oule4 0x0 R oule4
24-bit OUI identifier
7:0 UNIQUEH 0x0 R UNIQUEH

Upper 8 bits of EUI64 unique identifier
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6.4.2.15 DEVINFO_CALTEMP - Calibration Temperature Information

Offset Bit Position
X050 158 RRKNILRIQYNTR2ZR TR IV T2 0 o/ ~ov <o a o
Reset g
Access x
o
Name =
|_
Bit Name Reset Access Description
31:8 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
7:0 TEMP 0x0 R Cal Temp

Calibration temperature as an unsigned int in DegC. (0x19 = 25 DegC)

6.4.2.16 DEVINFO_EMUTEMP - EMU Temperature Sensor Calibration Information

Offset Bit Position
0x054 S8R ILIQIQIN IR eI ¥t low~m|lojv|ld|v|la|~|o
Reset g
Access o
=
(@]
@]
T
Name =
L
|_
-
=
L
Bit Name Reset Access Description
31:11 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
10:2 EMUTEMPROOM 0x0 R Emu Room Temperature
1:0 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
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6.4.2.17 DEVINFO_HFRCODPLLCALnR - HFRCODPLL Calibration

Offset Bit Position
%058 |5 IR RN &LRIQN TR LL T2 2 olo~ow voa o
Reset = = = = = = = =
ese o o o o o o o o
Access x x o o x x 4 o
[
o 2
_ 2] <Z( z
Name O w > < & a ) O]
~ N 3 o G T = =
] < ¥4 < w o} 4 z
o O o O x g T =
Bit Name Reset Access Description
31:28 IREFTC 0x0 R
Tempco Trim
27:26 CMPSEL 0x0 R
Comparator Load Select
25:24 CLKDIV 0x0 R
Locally Divide HFRCO Clock Output
23:21 CMPBIAS 0x0 R
Comparator Bias Current
20:16 FREQRANGE 0x0 R
Frequency Range
15 LDOHP 0x0 R
LDO High Power Mode
14 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
13:8 FINETUNING 0x0 R
Fine Tuning Value
7 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
6:0 TUNING 0x0 R

Tuning Value
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6.4.2.18 DEVINFO_MODULENAMEO - Module Name Information

Offset Bit Position
130 |5 8RN LR IQNTR22T LR T2 2olon~owv v on o
L [V [T L
Reset =~ = = e~
o o o o
Access x x x x
< [s2] N ~—
[n'd [h4 x o
< < < <
T T T T
Name 3) O ) O
Q a [a) a
@] @) @) (@)
= = = =
Bit Name Reset Access Description
31:24 MODCHAR4 OxFF R
Fourth character of Module Name, 0xFF = unwritten, 0x00 = character not used in name
23:16 MODCHAR3 OxFF R
Third character of Module Name, 0xFF = unwritten, 0x00 = character not used in name
15:8 MODCHAR2 OxFF R
Second character of Module Name, OxFF = unwritten, 0x00 = character not used in name
7:0 MODCHAR1 OxFF R

First character of Module Name, OxFF = unwritten, 0x00 = character not used in name

6.4.2.19 DEVINFO_MODULENAME1 - Module Name Information

Bit Position
X134 158 RIRKNQLIRITR2RELRLILYT 200~ ob v oa o
TR L L TR
Reset = = = =
o o o o
Access I x x o
[ee) N~ © v
04 x X e
< < < <
T T T T
Name IS} IS} IS} O
[a) o [a) [a)
@] @) @) @)
= = = =
Bit Name Reset Access Description
31:24 MODCHARS8 OxFF R
Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
23:16 MODCHARY7 OxFF R
Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
15:8 MODCHAR®6 OxFF R
Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
7:0 MODCHAR5 OxFF R

Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
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6.4.2.20 DEVINFO_MODULENAME?2 - Module Name Information

Offset Bit Position
0x138 S RIQAQIRILIQIQIN IIRIZ 2T 2¥It|Qlow|~|lojlv|d|w|a|~|o
L [V [T L
Reset e~ L W L
o o o o
Access o o x I
N ~ o
~ ~ ~ ()}
x x x X
£ < < <
Name ) ) ) )
o [a] [a) =)
o ) @) @)
= = = =
Bit Name Reset Access Description
31:24 MODCHAR12 OxFF R
Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
23:16 MODCHAR11 OxFF R
Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
15:8 MODCHAR10 OxFF R
Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
7:0 MODCHAR9 OxFF R

Character of Module Name, OxFF = unwritten, 0x00 = character not used in name

silabs.com | Building a more connected world. Rev. 1.1 | 71




Reference Manual
MSC - Memory System Controller

6.4.2.21 DEVINFO_MODULENAME3 - Module Name Information

Offset Bit Position
x13C 1518128 QLIQNTRI22Teeee I ¥t Qoo ~oi b <t|o|laj-|o
L [V [T L
Reset e~ L W L
o o o o
Access o o x I
© 0 3 ©
x x x o
£ < < <
Name ) ) ) )
o [a] [a) =)
o ) @) @)
= = = =
Bit Name Reset Access Description
31:24 MODCHAR16 OxFF R
Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
23:16 MODCHAR15 OxFF R
Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
15:8 MODCHAR14 OxFF R
Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
7:0 MODCHAR13 OxFF R

Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
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6.4.2.22 DEVINFO_MODULENAME4 - Module Name Information

Offset Bit Position
0x140 S RIQAQIRILIQIQIN IIRIZ 2T 2¥It|Qlow|~|lojlv|d|w|a|~|o
L [V [T L
Reset e~ L W L
o o o o
Access o o x I
o » [o0] N~
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o [a] [a) =)
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Bit Name Reset Access Description
31:24 MODCHAR20 OxFF R
Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
23:16 MODCHAR19 OxFF R
Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
15:8 MODCHAR18 OxFF R
Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
7:0 MODCHAR17 OxFF R

Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
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6.4.2.23 DEVINFO_MODULENAMES5 - Module Name Information

Offset Bit Position
0x144 1513 IR QX RNIQIQIIQ QIR Ege I e¥t|Qloo|~|lojv|t|m|a|-]|o
L [V [T L
Reset e~ L W L
o o o o
Access o o x I
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AN N N AN
14 [h4 X [he
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Bit Name Reset Access Description
31:24 MODCHAR24 OxFF R
Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
23:16 MODCHAR23 OxFF R
Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
15:8 MODCHAR22 OxFF R
Character of Module Name, OxFF = unwritten, 0x00 = character not used in name
7:0 MODCHAR21 OxFF R

Character of Module Name, OxFF = unwritten, 0x00 = character not used in name

6.4.2.24 DEVINFO_MODULENAMES6 - Module Name Information

Offset Bit Position
x148 5|8 IQIXIKQQIQ ] IR e T2 ¥ T Q|lojo|~lo|lw|x|m| |~ o
[
L [ L
Reset b = e~
X o o
o
Access x x x
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o o
T T
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% S 8
& = =
Bit Name Reset Access Description
31:16 RSV OxFFFF R
Reserved for future use
15:8 MODCHAR26 OxFF R
Last possible character of module name, OxFF = unwritten, 0x00 = character not used in name
7:0 MODCHAR25 OxFF R

OxFF = unwritten, 0x00 = character not used in name
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6.4.2.25 DEVINFO_MODULEINFO - Module Information

Offset Bit Position
x14C 518121888 3IQ N T IfeeiteeT 2N 2o o~ ow v oal-|o
L w w
~ ~ ~ L ~ ~ ~ ~ ~ N~ -
Reset | XXX % EEEE % 3 X
o
Access | |x x ¥ x| e o o x x 14
m
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w|on | = ol B A Wl i = < T
Bit Name Reset Access Description
31 EXTVALID 0x1 R
EXTINFO entry used
Value Mode Description
0 EXTUSED EXT used
1 EXTUNUSED EXT not used
30 PHYLIMITED 0x1 R
PHY Limited
Value Mode Description
0 LIMITED
1 UNLIMITED
29 PADCDC 0x1 R
PAVDD Connection
Value Mode Description
0 VDCDC PAVDD connected to Vdcdc
1 OTHER PAVDD connected to Vdd or other
28:20 MODNUMBERMSB Ox1FF R
Counter allowing unique identification of module per lookup when combined with MODNUMBER
19 HFXOCALVAL 0x1 R
HFXO Factory Calibrated
Value Mode Description
0 VALID HFXO calibration in MODXOCAL is valid
1 NOTVALID HFXO calibration in MODXOCAL is not valid
18 LFXOCALVAL 0x1 R
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Bit Name Reset Access Description

LFXO Factory Calibrated

Value Mode Description

0 VALID LFXO Tuning in MODXOCAL is valid

1 NOTVALID LFXO Tuning value in MODXOCAL is not valid
17 EXPRESS 0x1 R

Blue Gecko Express

Value Mode Description

0 SUPPORTED Blue Gecko Express is supported

1 NONE Blue Gecko Express is not supported
16 LFXO 0x1 R

Module has LFXO

Value Mode Description
0 NONE LFXO is not installed
1 PRESENT LFXO is installed
15 TYPE 0x1 R
Module Type
Value Mode Description
0 PCB PCB
1 SIP SIP
14:8 MODNUMBER Ox7F R

Counter allowing unique identification of module per lookup when combined with MODNUMBER MSB

75 ANTENNA 0x7 R
Module Antenna Type
Value Mode Description
0 BUILTIN Built-in Antenna
1 CONNECTOR RF Connector
2 RFPAD RF Pad
3 INVERTEDF F-invert PCB
4:0 HWREV 0x1F R

Module Hardware Revision. Starting from 0

silabs.com | Building a more connected world. Rev.1.1 | 76




Reference Manual
MSC - Memory System Controller

6.4.2.26 DEVINFO_MODXOCAL - Module External Oscillator Calibration Information

Offset Bit Position

150 |5 8/ RN LR IQNTR22T L T2 2olon~owv von o
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Bit Name Reset Access Description

31:23 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
22:16 LFXOCAPTUNE Ox7F R
LFXO Cap Tuning
15:8 HFXOCTUNEXOANA OxFF R
Tuning capacitance on XO
7:0 HFXOCTUNEXIANA OxFF R

Tuning capacitance on XI

6.4.2.27 DEVINFO_IADCOGAINO - IADC Gain Calibration

Offset Bit Position

0x180 2 QIFQ QI QNI I el¥IfT@|loow~low|t m|la|~]|o
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Reset X X
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Z Z
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Bit Name Reset Access Description

31:16 GAINCANA2 0x0 R

Input Gain = 2x
15:0 GAINCANA1 0x0 R

Input Gain = 1x and 0.5x
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6.4.2.28 DEVINFO_IADCOGAIN1 - IADC Gain Calibration

Offset Bit Position
x184 1518 IQ QX RNIQIQIIQ QIR Ege I ¥t|Qloo|~|lojv|t|m|a|-]|o
Reset g g
Access e I
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zZ zZ
< <
Name (&) O
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Bit Name Reset Access Description
31:16 GAINCANA4 0x0 R
Input Gain = 4x
15:0 GAINCANA3 0x0 R
Input Gain = 3x

6.4.2.29 DEVINFO_IADCOOFFSETCALO - IADC Offset Calibration

Bit Position

0x188 1518 IR QX RNIQIQIIQ QIR Ege ¥ e¥t|Qlowo|~|lojv|t|m|a|-]|o
(e} (e}

Reset X X

Access x x
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L L
n 7
L L
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Bit Name Reset Access Description

31:16 OFFSETANA1THIACC 0x0 R

High-accuracy OSR adjustment term
15:0 OFFSETANABASE 0x0 R

Base analog offset term
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6.4.2.30 DEVINFO_IADCONORMALOFFSETCALO - IADC Offset Calibration

Offset Bit Position

x18¢ |5 8/ XIN LR IQNTRI22- L T2 2 olon~owv von o
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Reset X X
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Bit Name Reset Access Description

31:16 OFFSETANA2NORM 0x0 R

Normal mode offset gain adjustment term
15:0 OFFSETANATNORM 0x0 R

Normal mode analog offset term at OSR=2x, gain = 1x

6.4.2.31 DEVINFO_IADCONORMALOFFSETCALA1 - IADC Offset Calibration

Bit Position
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Bit Name Reset Access Description

31:16 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
15:0 OFFSETANA3NORM 0x0 R

Normal mode offset term for OSR>=4x
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6.4.2.32 DEVINFO_IADCOHISPDOFFSETCALDO - IADC Offset Calibration

Offset Bit Position
X194 15/8/2/8NSILIFIQNTIR2RTCLT2 N2 glo~ow <t oo
o o
Reset X X
Access x x
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Bit Name Reset Access Description
31:16 OFFSETANA2HISPD 0x0 R
High speed mode offset gain adjustment term
15:0 OFFSETANA1HISPD 0x0 R
High speed mode analog offset term at OSR=2x, gain = 1x
6.4.2.33 DEVINFO_IADCOHISPDOFFSETCAL1 - IADC Offset Calibration
Bit Position
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Bit Name Reset Access Description
31:16 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
15:0 OFFSETANA3HISPD 0x0 R

High-speed mode offset term for OSR>=4x
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6.4.2.34 DEVINFO_LEGACY - Legacy Device Info

Offset Bit Position
xFC 158 R8N QRIS K22E|2R T2 ~oo oo
o
Reset X
o
Access x
>
=
=
<
Name ]
Q
>
w
a
Bit Name Reset Access Description
31:24 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
23:16 DEVICEFAMILY 0x80 R Device Family
Device Family
Value Mode Description
16 EFR32MG1P EFR32 Mighty Gecko Family Series 1 Device Config 1
17 EFR32MG1B EFR32 Mighty Gecko Family Series 1 Device Config 1
18 EFR32MG1V EFR32 Mighty Gecko Family Series 1 Device Config 1
19 EFR32BG1P EFR32 Blue Gecko Family Series 1 Device Config 1
20 EFR32BG1B EFR32 Blue Gecko Family Series 1 Device Config 1
21 EFR32BG1V EFR32 Blue Gecko Family Series 1 Device Config 1
25 EFR32FG1P EFR32 Flex Gecko Family Series 1 Device Config 1
26 EFR32FG1B EFR32 Flex Gecko Family Series 1 Device Config 1
27 EFR32FG1V EFR32 Flex Gecko Family Series 1 Device Config 1
28 EFR32MG12P EFR32 Mighty Gecko Family Series 1 Device Config 2
29 EFR32MG12B EFR32 Mighty Gecko Family Series 1 Device Config 2
30 EFR32MG12V EFR32 Mighty Gecko Family Series 1 Device Config 2
31 EFR32BG12P EFR32 Blue Gecko Family Series 1 Device Config 2
32 EFR32BG12B EFR32 Blue Gecko Family Series 1 Device Config 2
33 EFR32BG12V EFR32 Blue Gecko Family Series 1 Device Config 2
37 EFR32FG12P EFR32 Flex Gecko Family Series 1 Device Config 2
38 EFR32FG12B EFR32 Flex Gecko Family Series 1 Device Config 2
39 EFR32FG12V EFR32 Flex Gecko Family Series 1 Device Config 2
40 EFR32MG13P EFR32 Mighty Gecko Family Series 13 Device Config 3
41 EFR32MG13B EFR32 Mighty Gecko Family Series 13 Device Config 3
42 EFR32MG13V EFR32 Mighty Gecko Family Series 1 Device Config 3
43 EFR32BG13P EFR32 Blue Gecko Family Series 1 Device Config 3
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Bit Name Reset Access Description
44 EFR32BG13B EFR32 Blue Gecko Family Series 1 Device Config 3
45 EFR32BG13V EFR32 Blue Gecko Family Series 1 Device Config 3
49 EFR32FG13P EFR32 Flex Gecko Family Series 1 Device Config 3
50 EFR32FG13B EFR32 Flex Gecko Family Series 1 Device Config 3
51 EFR32FG13V EFR32 Flex Gecko Family Series 1 Device Config 3
52 EFR32MG14P EFR32 Mighty Gecko Family Series 1 Device Config 4
53 EFR32MG14B EFR32 Mighty Gecko Family Series 1 Device Config 4
54 EFR32MG14V EFR32 Mighty Gecko Family Series 1 Device Config 4
55 EFR32BG14P EFR32 Blue Gecko Family Series 1 Device Config 4
56 EFR32BG14B EFR32 Blue Gecko Family Series 1 Device Config 4
57 EFR32BG14V EFR32 Blue Gecko Family Series 1 Device Config 4
61 EFR32FG14P EFR32 Flex Gecko Family Series 1 Device Config 4
62 EFR32FG14B EFR32 Flex Gecko Family Series 1 Device Config 4
63 EFR32FG14V EFR32 Flex Gecko Family Series 1 Device Config 4
71 EFM32G EFM32 Gecko Device Family
72 EFM32GG EFM32 Giant Gecko Device Family
73 EFM32TG EFM32 Tiny Gecko Device Family
74 EFM32LG EFM32 Leopard Gecko Device Family
75 EFM32WG EFM32 Wonder Gecko Device Family
76 EFM32zG EFM32 Zero Gecko Device Family
77 EFM32HG EFM32 Happy Gecko Device Family
81 EFM32PG1B EFM32 Pearl Gecko Device Family Series 1 Device Config 1
83 EFM32JG1B EFM32 Jade Gecko Device Family Series 1 Device Config 1
85 EFM32PG12B EFM32 Pearl Gecko Device Family Series 1 Device Config 2
87 EFM32JG12B EFM32 Jade Gecko Device Family Series 1 Device Config 2
89 EFM32PG13B EFM32 Pearl Gecko Device Family Series 1 Device Config 3
91 EFM32JG13B EFM32 Jade Gecko Device Family Series 1 Device Config 3
100 EFM32GG11B EFM32 Giant Gecko Device Family Series 1 Device Config 1
103 EFM32TG11B EFM32 Giant Gecko Device Family Series 1 Device Config 1
120 EZR32LG EZR32 Leopard Gecko Device Family
121 EZR32WG EZR32 Wonder Gecko Device Family
122 EZR32HG EZR32 Happy Gecko Device Family
128 SERIES2V0 DI page is encoded with the series 2 layout. Check alternate lo-
cation.
15:0 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions

silabs.com | Building a more connected world. Rev. 1.1 | 82




Reference Manual
MSC - Memory System Controller

6.4.2.35 DEVINFO_RTHERM - Thermistor Calibration

Offset Bit Position
x25C 158 RRKNILR I TIR2ZR TR IR N T2 o0 o/~ov/ <o ~|o
Reset g
Access x
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o
Bit Name Reset Access Description
31:16 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
15:0 RTHERM 0x0 R

Calibrated Thermistor Resistor

6.5 ICACHE - Instruction Cache

The ICACHE provides fast access to recently executed instructions improving both speed and power consumption of code execution.
The instruction cache is enabled by default, but can be disabled by setting CACHEDIS in ICACHE_CTRL. When enabled, the instruc-
tion cache typically reduces the number of flash reads significantly, thus saving energy. In most cases, a cache hit-rate of more than 70
% is achievable. When a 32-bit instruction fetch hits in the cache, the data is returned to the processor in one clock cycle, bypassing the
flash accesses wait-states. The cache content is retained in EM2 and EM3.

The instruction cache is connected directly to the CODE bus on the ARM core and functions as a memory access filter between the
processor and the memory system, as illustrated in Figure 6.1 Instruction Cache Block Diagram on page 83. The cache consists of an
access filter, lookup logic, SRAM, and three performance counters. The access filter checks if a transfer is an instruction fetch located
in a cacheable region. If it is the cache lookup logic and SRAM is enabled. Otherwise, the cache is bypassed and the access is forwar-
ded to the memory system. If lookup is enabled data is either returned from the cache (hit) or fetch from the memory system and cach-
ed (miss).

Instruction Cache CODE
AﬁgDBE AHB Bus
- Access Loop Cache -
Filter
Cache Performance ARM Core
Memory Look-up Logic > SRAM Counters
¢ SYSTEM
AHB Bus

Figure 6.1. Instruction Cache Block Diagram

Note that while all access to code spaces use the CODE bus only instruction fetches are cached. Data accesses to the CODE region
are passed through the ICACHE.

silabs.com | Building a more connected world. Rev. 1.1 | 83




Reference Manual

6.5.1 Cache Operation

It is highly recommended to keep the cache enabled. To improve cache-efficiency, sections of code with very low cache hit rate should
not be cached. This is achieved by placing these code sections in non-cacheable MPU regions and setting USEMPU in
ICACHE_CTRL. When USEMPU is set, instruction fetches to non-cacheable MPU regions will not be looked up or saved in cache. This
feature may also be used to avoid instructions from low-power memory taking up space from more power-hungry memory. For more
information on the MPU see the ARM Cortex-M33 MPU documentation.

The optional loop-cache is optimized to store smaller code-loops efficiently. The loop-cache is enabled when LPLEVEL in IC-
ACHE_LPMODE is set to ADVANCED or MINACTIVITY. The difference between the two settings is that when MINACTIVITY is selec-
ted loop-cache outputs may be gated off to reduce power at the cost of more wait-states due to loop-cache misses. Having LPLEVEL
set to BASIC disables the loop-cache functionality completely. NESTFACTOR in ICACHE _LPMODE is used to decide when to stick
with the currently detected loop rather than start tracking a new loop. Optimal value will depend on the actual code running, meaning
that this setting may be tuned for optimal performance.

By default, the instruction cache is automatically invalidated when the contents of the flash is changed (i.e. written or erased). In many
cases, however, the application only makes changes to data in the flash, not code. In this case, the automatic invalidate feature can be
disabled by setting AUTOFLUSHDIS in ICACHE_CTRL. The cache can also be manually invalidated by writing 1 to FLUSH in IC-
ACHE_CMD.

In the event that a parity error in the cache is detected, the RAMERROR flag will be set in ICACHE_IF. The data is automatically reloa-
ded when this occurs so no action is required by software. This flag informational only, and can be used to detect the rate of corruption
events. If RAMERROR in ICACHE_IEN is set, an interrupt will be triggered.

The cache is automatically flushed whenever a BUS-FAULT occurs. If this occurs during performance counting the counts will be effec-
ted.

6.5.2 Performance Measurement

To measure the hit-rate of a code-section, the built-in performance counters can be used. Before the section, start the performance
counters by setting STARTPC in ICACHE_CMD register. This starts the performance counters, counting from 0. At the end of the sec-
tion, stop the performance counters by setting STOPPC in ICACHE_CMD. The number of cache hits and cache misses for that section
can then be read from PCHITS and PCMISSES. The cache hit-ratio can be calculated as PCHITS / (PCHITS + PCMISSES). PCAHITS
contains the loopcache hits only. Any hits in PCAHITS are also counted in PCHITS. The loopcache hit-ratio can be calculated as PCA-
HITS / (PCHITS + PCMISSES). When PCHITS/PCAHITS/PCMISSES overflow, the HITOF/AHITOF/MISSOF interrupt flags are set re-
spectively. These flags must be cleared by software. The range of the performance counters can be extended by increasing a counter
in the interrupt routine. The performance counters only count when a cache lookup is performed. Access to non-cacheable regions,
data fetches, and access made while the ICACHE is disabled do not increment PCMISSES.

Software may check the if the performance counters are running using PCRUNNING in ICACHE_STATUS.
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6.5.3 ICACHE Register Map

The offset register address is relative to the registers base address.

Offset Name Type Description

0x000 |ICACHE_IPVERSION R IP Version

0x004 |ICACHE_CTRL RwW Control Register

0x008 |ICACHE_PCHITS RH Performance Counter Hits

0x00C |ICACHE_PCMISSES RH Performance Counter Misses

0x010 |ICACHE_PCAHITS RH Performance Counter Advanced Hits
0x014 |ICACHE_STATUS RH Status Register

0x018 |ICACHE_CMD w Command Register

0x01C | ICACHE_LPMODE RW Low Power Mode

0x020 |ICACHE_IF RWH INTFLAG Interrupt Flag

0x024 |ICACHE_IEN RwW Interrupt Enable

0x1000 |ICACHE_IPVERSION_SET R IP Version

0x1004 |ICACHE_CTRL_SET RW Control Register

0x1008 |ICACHE_PCHITS_SET RH Performance Counter Hits

0x100C |ICACHE_PCMISSES_SET RH Performance Counter Misses
0x1010 |ICACHE_PCAHITS_SET RH Performance Counter Advanced Hits
0x1014 |ICACHE_STATUS SET RH Status Register

0x1018 |ICACHE_CMD_SET w Command Register

0x101C | ICACHE_LPMODE_SET RW Low Power Mode

0x1020 |ICACHE_IF_SET RWH INTFLAG Interrupt Flag

0x1024 |ICACHE_IEN_SET RW Interrupt Enable

0x2000 |ICACHE_IPVERSION_CLR R IP Version

0x2004 |ICACHE_CTRL_CLR RwW Control Register

0x2008 |ICACHE_PCHITS_CLR RH Performance Counter Hits

0x200C |ICACHE_PCMISSES_CLR RH Performance Counter Misses
0x2010 |ICACHE_PCAHITS_CLR RH Performance Counter Advanced Hits
0x2014 |ICACHE_STATUS_CLR RH Status Register

0x2018 |ICACHE_CMD_CLR w Command Register

0x201C |ICACHE_LPMODE_CLR RwW Low Power Mode

0x2020 |ICACHE_IF_CLR RWH INTFLAG Interrupt Flag

0x2024 |ICACHE_IEN_CLR RwW Interrupt Enable

0x3000 |ICACHE_IPVERSION_TGL R IP Version

0x3004 |ICACHE_CTRL_TGL RW Control Register

0x3008 |ICACHE_PCHITS_TGL RH Performance Counter Hits

0x300C |ICACHE_PCMISSES TGL RH Performance Counter Misses
0x3010 |ICACHE_PCAHITS _TGL RH Performance Counter Advanced Hits

silabs.com | Building a more connected world.

Rev.1.1 | 85




Reference Manual
MSC - Memory System Controller

Offset Name Type Description
0x3014 | ICACHE_STATUS_TGL RH Status Register
0x3018 |ICACHE_CMD_TGL w Command Register
0x301C | ICACHE_LPMODE_TGL RW Low Power Mode
0x3020 |ICACHE_IF_TGL RWH INTFLAG Interrupt Flag
0x3024 |ICACHE_IEN_TGL RW Interrupt Enable

6.5.4 ICACHE Register Description

6.5.4.1 ICACHE_IPVERSION - IP Version

Offset Bit Position
%000 |58/ RN &R IQNTIR22E L T2dC2olon~owv voa o
Reset g
Access o

z

)
Name (£

w

>

o
Bit Name Reset Access Description
31:0 IPVERSION 0x0 R IP version ID

The read only IPVERSION field gives the version for this module. There may be minor software changes required for
modules with different values of IPVERSION.
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6.5.4.2 ICACHE_CTRL - Control Register

Offset Bit Position

0004 158 IRIRNILRIQY TR T2 T2 N2 0 (w/~oo/ v oo
(=R =N}

Reset 3 3|3

Access E E E
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Bit Name Reset Access Description

31:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
2 AUTOFLUSHDIS 0x0 RwW Automatic Flushing Disable
Disables automatic flushing based on Internal Flash write/erase
1 USEMPU 0x0 RW Use MPU
Use MPU to select non/cacheable regions
0 CACHEDIS 0x0 RwW Cache Disable

Disables caching for all regions

6.5.4.3 ICACHE_PCHITS - Performance Counter Hits

Bit Position
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Reset g
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o
Bit Name Reset Access Description
31:0 PCHITS 0x0 R Performance Counter Hits

Hit counter value
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6.5.4.4 ICACHE_PCMISSES - Performance Counter Misses

Offset Bit Position
0x00C |5 8RN QL QIQNIRI2I2 T 2¥ Qom0 /b|ld|m|a|~]|0O
Reset g
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Bit Name Reset Access Description
31:0 PCMISSES 0x0 R Performance Counter Misses

Miss counter value

6.5.4.5 ICACHE_PCAHITS - Performance Counter Advanced Hits

Offset Bit Position
%010 |58/ XIN&QRIQNTIRI22= LT 2C2olo~lowv v oa o
Reset g
Access o
%)
=
T
Name <
O
o
Bit Name Reset Access Description
31:0 PCAHITS 0x0 R Performance Counter Advanced Hits

Hit counter value for hits due to Advanced Buffering mode. These hits are also represented in PCHITS.
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6.5.4.6 ICACHE_STATUS - Status Register

Offset Bit Position
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Reset g
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Bit Name Reset Access Description

31:1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
0 PCRUNNING 0x0 R PC Running

Performance Counters are running

6.5.4.7 ICACHE_CMD - Command Register

Bit Position
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Bit Name Reset Access Description

31:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
2 STOPPC 0x0 W(nB) Stop Performance Counters
Stops the Performance Counters
1 STARTPC 0x0 W(nB) Start Performance Counters
Starts the Performance Counters
0 FLUSH 0x0 W(nB) Flush

Clears Cached Data
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6.5.4.8 ICACHE_LPMODE - Low Power Mode

Offset Bit Position
x01C 158K KNILR I TR2R TR IR N T2 o0 o/~ov/ <o ~|o
Reset g g
Access E 5
e
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3
—
Name E w
[
& —
z 5
Bit Name Reset Access Description
31:8 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
7:4 NESTFACTOR 0x2 RwW Low Power Nest Factor
Parameter used in the advanced buffering mode to control its estimation when a branch access is likely to be accssed in
the near future. In general, a higher number will improve performance in code with deeply nested loops.
3:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1:0 LPLEVEL 0x3 RwW Low Power Level

Controls the low-power level of the cache. In general, the default setting is best for most applications.

Value Mode Description

0 BASIC Base instruction cache functionality

1 ADVANCED Advanced buffering mode, where the cache uses the fetch pat-
tern to predict highly accessed data and store it in low-energy
memory

3 MINACTIVITY Minimum activity mode, which allows the cache to minimize ac-

tivity in logic that it predicts has a low probability being used.
This mode can introduce wait-states into the instruction fetch
stream when the cache exits one of its low-activity states. The
number of wait-states introduced is small, but users running with
0-wait-state memory and wishing to reduce the variability that
the cache might introduce with additional wait-states may wish
to lower the cache low-power level. Note, this mode includes the
advanced buffering mode functionality.
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6.5.4.9 ICACHE_IF - Interrupt Flag

Offset Bit Position
%020 |58 RRKNLRIQYNTR2R TR IV T2 0 o/ ~ov <o a~|o
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Bit Name Reset Access Description
31:9 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
8 RAMERROR 0x0 RW RAM error Interrupt Flag
RAM parity error detected
7:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
2 AHITOF 0x0 RwW Advanced Hit Overflow Interrupt Flag
Advanced hit performance counter has overflowed
1 MISSOF 0x0 RwW Miss Overflow Interrupt Flag
Miss performance counter has overflowed
0 HITOF 0x0 RW Hit Overflow Interrupt Flag

Hit performance counter has overflowed
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6.5.4.10 ICACHE_IEN - Interrupt Enable

Offset Bit Position
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Bit Name Reset Access Description
31:9 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
8 RAMERROR 0x0 RwW RAM error Interrupt Enable
Enable RAMERROR interrupt
7:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
2 AHITOF 0x0 RwW Advanced Hit Overflow Interrupt Enable
Enable AHITOF interrupt
1 MISSOF 0x0 RwW Miss Overflow Interrupt Enable
Enable MISSOF interrupt
0 HITOF 0x0 RwW Hit Overflow Interrupt Enable

Enable HITOF interrupt

6.6 SYSCFG - System Configuration

The SYSCFG block is used to configure SRAM. It also contains some interrupt flags for software use. The system has the following
major SRAM blocks:

* DMEMO - Primary system data memory (RAM)
* FRCRAM - Frame Rate Controller SRAM

+ SEQRAM - Sequencer SRAM

+ DEMODRAM - Demodulator SRAM

6.6.1 Ram Retention

DMEMO is broken into two 24 KB and 8 KB banks, beginning at address 0x20000000 and 0x20006000, respectively. By default both
banks are retained in EM2/EM3. Sleep mode current can be significantly reduced by powering down a bank that does not need to be
retained. RAMRETNCTRL in the SYSCFG_DMEMORETNCTRL register controls which banks are retained in EM2/EM3.

Note: Root code requires some RAM storage during a system reset. The RAM used by root code is located at the top of the DRAMO
memory space. If the user application requires RAM that persists through reset, it is recommended to use a statically allocated section
at the bottom of the SRAM memory space (address 0x20000000).

FRCRAM and all or part of SEQRAM may be powered down in EM2/EM3 if not required. To control retention of these areas, set
FRCRAMRETNCTRL or SEQRAMRETNCTRL in SYSCFG_RADIORAMRETNCTRL to the desired value.
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6.6.2 ECC

DMEMO, FRCRAM, and SEQRAM support one bit correction and two bit detection ECC. To enable error detection for DMEMO, set
RAMECCCHKEN in SYSCFG_DMEMOECCCTRL. To enable auto-correction of one bit errors in DMEMO, set RAMECCEWEN in
SYSCFG_DMEMOECCCTRL. To enable error detection for FRCRAM and SEQRAM, set FRCRAMECCCHKEN and SEQRA-
MECCCHKEN in SYSCFG_RADIOECCCTRL. To enable auto-correction of one bit errors in FRCRAM and SEQRAM, set FRCRAMEC-
CEWEN and SEQRAMECCEWEN in SYSCFG_RADIOECCCTRL.

When ECC error events are detected, the corresponding flags in SYSCFG_IF are set. When a flag is set, an interrupt will be triggered if
the corresponding interrupt enable bit is set in SYSCFG_IEN.

When an error occurs, the address of the detected error is written to SYSCFG_DMEMOECCADDR, SYSCFG_FRCRAMECCADDR, or
SYSCF_SEQRAMECCERR depending on the source of the error.

The recommend procedure for initializing ECC RAM is to first enable ECC, then write zeros to all locations. This will clear the RAM and
initialize the syndrome. If the ECC RAM is not written as described, then any reads to uninitialized RAM locations will result in an ECC
error.

Note: The RAM ECC feature must be enabled to achieve good long term reliability. The long term reliability of the RAM is only specified
with ECC enabled.

6.6.3 Software Interrupts

The SYSCFG block also provides some software interrupts that can be used to communicate between software tasks. To trigger a soft-
ware interrupt set the corresponding bit in SYSCFG_IF.

6.6.4 Bus faults

By default, two bit ECC errors and reads to unmapped addresses trigger a BusFault. These bus fault sources can be disabled by clear-
ing RAMECCERRFAULTEN and ADDRFAULTEN in SYSCFG_CTRL.

silabs.com | Building a more connected world. Rev. 1.1 | 93




Reference Manual
MSC - Memory System Controller

6.6.5 SYSCFG Register Map

The offset register address is relative to the registers base address.

Offset Name Type Description

0x000 |SYSCFG_IF RWH INTFLAG Interrupt Flag

0x004 |SYSCFG_IEN RwW Interrupt Enable

0x010 |SYSCFG_CHIPREVHW RWH Chip Revision, Hard-Wired

0x014 |SYSCFG_CHIPREV RW Part Family and Revision Values

0x020 |SYSCFG_CFGSYSTIC RW SysTick Clock Source

0x200 |SYSCFG_CTRL RW Memory System Control

0x208 |SYSCFG_DMEMORETNCTRL RW DMEMO Retention Control

0x210 |SYSCFG_DMEMOECCADDR RH DMEMO ECC Address

0x214 | SYSCFG_DMEMOECCCTRL RW DMEMO ECC Control

0x400 |SYSCFG_RADIORAM- RW RADIO RAM Retention Control Register
RETNCTRL

0x408 |SYSCFG_RADIOECCCTRL RW RADIO RAM ECC Control Register

0x410 |SYSCFG_SEQRAMECCADDR |RH SEQRAM ECC Address

0x414 | SYSCFG_FRCRAMECCADDR |RH FRCRAM ECC Address

0x600 |SYSCFG_ROOTDATAO RW Root Data Register 0

0x604 | SYSCFG_ROOTDATA1 RW Root Data Register 1

0x608 |SYSCFG_ROOTLOCKSTATUS |RH Lock Status

0x1000 |SYSCFG_IF_SET RWH INTFLAG Interrupt Flag

0x1004 |SYSCFG_IEN_SET RW Interrupt Enable

0x1010 |SYSCFG_CHIPREVHW_SET RWH Chip Revision, Hard-Wired

0x1014 | SYSCFG_CHIPREV_SET RW Part Family and Revision Values

0x1020 | SYSCFG_CFGSYSTIC_SET RW SysTick Clock Source

0x1200 |SYSCFG_CTRL_SET RW Memory System Control

0x1208 | SYSCFG_DMEMORETNCTRL_S | RW DMEMO Retention Control
ET

0x1210 |SYSCFG_DMEMOEC- RH DMEMO ECC Address
CADDR_SET

0x1214 |SYSCFG_DMEMOECCCTRL_SE |RW DMEMO ECC Control
T

0x1400 |SYSCFG_RADIORAM- RW RADIO RAM Retention Control Register
RETNCTRL_SET

0x1408 | SYSCFG_RADIO- RW RADIO RAM ECC Control Register
ECCCTRL_SET

0x1410 | SYSCFG_SEQRAMEC- RH SEQRAM ECC Address
CADDR_SET

0x1414 | SYSCFG_FRCRAMEC- RH FRCRAM ECC Address
CADDR_SET

0x1600 |SYSCFG_ROOTDATAO_SET RW Root Data Register 0
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Offset Name Type Description

0x1604 |SYSCFG_ROOTDATA1_SET RwW Root Data Register 1

0x1608 | SYSCFG_ROOTLOCKSTA- RH Lock Status
TUS_SET

0x2000 |SYSCFG_IF_CLR RWH INTFLAG Interrupt Flag

0x2004 |SYSCFG_IEN_CLR RwW Interrupt Enable

0x2010 |SYSCFG_CHIPREVHW_CLR RWH Chip Revision, Hard-Wired

0x2014 | SYSCFG_CHIPREV_CLR RW Part Family and Revision Values

0x2020 | SYSCFG_CFGSYSTIC_CLR RW SysTick Clock Source

0x2200 |SYSCFG_CTRL_CLR RW Memory System Control

0x2208 | SYSCFG_DMEMORETNCTRL_C|RW DMEMO Retention Control
LR

0x2210 | SYSCFG_DMEMOEC- RH DMEMO ECC Address
CADDR_CLR

0x2214 |SYSCFG_DMEMOECCCTRL_CL |RW DMEMO ECC Control
R

0x2400 | SYSCFG_RADIORAM- RwW RADIO RAM Retention Control Register
RETNCTRL_CLR

0x2408 | SYSCFG_RADIO- RW RADIO RAM ECC Control Register
ECCCTRL_CLR

0x2410 | SYSCFG_SEQRAMEC- RH SEQRAM ECC Address
CADDR_CLR

0x2414 | SYSCFG_FRCRAMEC- RH FRCRAM ECC Address
CADDR_CLR

0x2600 |SYSCFG_ROOTDATAO_CLR RW Root Data Register 0

0x2604 | SYSCFG_ROOTDATA1_CLR RW Root Data Register 1

0x2608 | SYSCFG_ROOTLOCKSTA- RH Lock Status
TUS_CLR

0x3000 |SYSCFG_IF_TGL RWH INTFLAG Interrupt Flag

0x3004 |SYSCFG_IEN_TGL RwW Interrupt Enable

0x3010 | SYSCFG_CHIPREVHW_TGL RWH Chip Revision, Hard-Wired

0x3014 | SYSCFG_CHIPREV_TGL RW Part Family and Revision Values

0x3020 | SYSCFG_CFGSYSTIC_TGL RW SysTick Clock Source

0x3200 |SYSCFG_CTRL_TGL RwW Memory System Control

0x3208 EISCFG_DMEMORETNCTRL_T RW DMEMO Retention Control

0x3210 | SYSCFG_DMEMOEC- RH DMEMO ECC Address
CADDR_TGL

0x3214 gYSCFG_DMEMOECCCTRL_T RW DMEMO ECC Control

L
0x3400 | SYSCFG_RADIORAM- RwW RADIO RAM Retention Control Register

RETNCTRL_TGL

0x3408 |SYSCFG_RADIO- RW RADIO RAM ECC Control Register
ECCCTRL_TGL
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Offset Name Type Description

0x3410 | SYSCFG_SEQRAMEC- RH SEQRAM ECC Address
CADDR_TGL

0x3414 | SYSCFG_FRCRAMEC- RH FRCRAM ECC Address
CADDR_TGL

0x3600 |SYSCFG_ROOTDATAO_TGL RW Root Data Register 0

0x3604 | SYSCFG_ROOTDATA1_TGL RW Root Data Register 1

0x3608 | SYSCFG_ROOTLOCKSTA- RH Lock Status
TUS_TGL
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6.6.6 SYSCFG Register Description

6.6.6.1 SYSCFG_IF - Interrupt Flag

Offset Bit Position
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Bit Name Reset Access Description
31:30 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
29 FRCRAMERR2B 0x0 RW FRCRAM 2-Bit Error Interrupt Flag
FRCRAM 2-bit ECC Error Interrupt flag.
28 FRCRAMERR1B 0x0 RW FRCRAM 1-Bit Error Interrupt Flag
FRCRAM 1-bit ECC Error Interrupt flag.
27:26 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
25 SEQRAMERR2B 0x0 RwW SEQRAM 2-Bit Error Interrupt Flag
SEQRAM 2-bit ECC Error Interrupt flag.
24 SEQRAMERR1B 0x0 RW SEQRAM 1-Bit Error Interrupt Flag
SEQRAM 1-bit ECC Error Interrupt flag.
23:18 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
17 RAMERR2B 0x0 RwW RAM 2-Bit Error Interrupt Flag
RAM 2-bit ECC Error Interrupt flag.
16 RAMERR1B 0x0 RwW RAM 1-Bit Error Interrupt Flag
RAM 1-bit ECC Error Interrupt flag.
15:4 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
3 SW3 0x0 RwW Software Interrupt 3
Software interrupts
2 SW2 0x0 RwW Software Interrupt 2
Software interrupts
1 SWi1 0x0 RwW Software Interrupt 1
Software interrupts
0 SWO0 0x0 RwW Software Interrupt 0
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Bit Name Reset Access Description

Software interrupts

silabs.com | Building a more connected world. Rev. 1.1 | 98




Reference Manual
MSC - Memory System Controller

6.6.6.2 SYSCFG_IEN - Interrupt Enable

Offset Bit Position
0004 158 IRIRNILRIQY TR T2 T2 N2 0 (w/~oo/ v oo
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Bit Name Reset Access Description
31:30 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
29 FRCRAMERR2B 0x0 RwW FRCRAM 2-bit Error Interrupt Enable
Set to enable the FRCRAM2ERR2BIF Interrupt
28 FRCRAMERR1B 0x0 RW FRCRAM 1-bit Error Interrupt Enable
Set to enable the FRCRAM2ERR1BIF Interrupt
27:26 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
25 SEQRAMERR2B 0x0 RwW SEQRAM 2-bit Error Interrupt Enable
Set to enable the SEQRAM2ERR2BIF Interrupt
24 SEQRAMERR1B 0x0 RW SEQRAM 1-bit Error Interrupt Enable
Set to enable the SEQRAM2ERR1BIF Interrupt
23:18 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
17 RAMERR2B 0x0 RwW RAM 2-bit Error Interrupt Enable
Set to enable the RAMERRZ2BIF Interrupt
16 RAMERR1B 0x0 RwW RAM 1-bit Error Interrupt Enable
Set to enable the RAMERR1BIF Interrupt
15:4 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
3 SW3 0x0 RwW Software interrupt 3
Set to enable the Software Interrupts
2 SW2 0x0 RW Software interrupt 2
Set to enable the Software Interrupts
1 SWA1 0x0 RwW Software interrupt 1
Set to enable the Software Interrupts
0 SWO0 0x0 RwW Software interrupt 0

Set to enable the Software Interrupts
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6.6.6.3 SYSCFG_CHIPREVHW - Chip Revision, Hard-Wired

Offset Bit Position
o010 5 3R QKN QRIRQIIR 22T I2d 20w~ ow oo
o Q ~—
Reset 3 g 3
Access E E E
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= w =
Bit Name Reset Access Description
31:20 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
19:12 MINOR 0x0 RwW Hardwired Chip Revision Minor value
Hardwired Chip Revision Minor signal value
11:6 FAMILY 0x30 RwW Hardwired Chip Family value
Hardwired Chip Family signal value
5:0 MAJOR 0x1 RW Hardwired Chip Revision Major value

Hardwired Chip Revision Major signal value

6.6.6.4 SYSCFG_CHIPREV - Part Family and Revision Values

Offset Bit Position
0x014 3 QKL QI YV I eI e|¥ItC|low~lojw|t ®|la|~]|o
o o o
Reset S 3 3
Access E E E
> x
N S = 9
ame > S S
= < <
= L =
Bit Name Reset Access Description
31:20 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
19:12 MINOR 0x0 RwW Chip Revision Minor value
Chip Revision Minor value
11:6 FAMILY 0x0 RwW Chip Family value
Chip Family value
5:0 MAJOR 0x0 RwW Chip Revision Major value

Chip Revision Major value
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6.6.6.5 SYSCFG_CFGSYSTIC - SysTick Clock Source

Offset Bit Position
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Reset g

Access E
pd
|
¥
—
O
&

Name L
S)
|_
)
>
%)

Bit Name Reset Access Description

31:1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
0 SYSTICEXTCLKEN 0x0 RW SysTick External Clock Enable

Set 1 to use an external clock as the M33 System Tick.

6.6.6.6 SYSCFG_CTRL - Memory System Control

(0] §{1-+ Bit Position
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Bit Name Reset Access Description
31:6 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
5 RAMECCERRFAULTEN 0x1 RwW Two bit ECC Error Bus Fault Response Enable
When this bit is set, busfaults are generated if a 2-bit ECC error occurs.
4:1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
0 ADDRFAULTEN 0x1 RW Invalid Address Bus Fault Response Enable

When this bit is set, busfaults are generated on accesses to unmapped parts of system and code address space

silabs.com | Building a more connected world. Rev. 1.1 | 101




Reference Manual
MSC - Memory System Controller

6.6.6.7 SYSCFG_DMEMORETNCTRL - DMEMO Retention Control

Offset Bit Position
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Bit Name Reset Access Description

31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
1:0 RAMRETNCTRL 0x0 RwW DMEMO blockset retention control

DMEMO RAM blockset retention controls in EM23 with full access in EMO1.

Value Mode Description

0 ALLON None of the RAM blocks powered down
1 BLKO Power down RAM block 0

2 BLK1 Power down RAM block 1

6.6.6.8 SYSCFG_DMEMOECCADDR - DMEMO ECC Address

Offset Bit Position
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Bit Name Reset Access Description
31:0 DMEMOECCADDR 0x0 R DMEMO RAM ECC Error Address

Indicates the address in system RAM at which an ECC error has occurred.
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6.6.6.9 SYSCFG_DMEMOECCCTRL - DMEMO ECC Control

Offset Bit Position
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Bit Name Reset Access Description

31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
1 RAMECCEWEN 0x0 RW RAM ECC Error Writeback Enable
When set, 1-bit ECC errors will be corrected and written back to RAM when encountered.
0 RAMECCEN 0x0 RW RAM ECC Enable

When set, this bit enables the generation and checking of ECC for RAM.
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6.6.6.10 SYSCFG_RADIORAMRETNCTRL - RADIO RAM Retention Control Register

Offset Bit Position
0400 158 RRKNLRIQYNTIR2ZR TR IR N T2 0 o/ ~olv <o a o
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Bit Name Reset Access Description
31:9 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
8 FRCRAMRETNCTRL 0x0 RW FRCRAM Retention Control
FRC RAM power-down in EM23 with full access in EMO1
Value Mode Description
0 ALLON FRCRAM not powered down
1 ALLOFF Power down FRCRAM
7:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1:0 SEQRAMRETNCTRL 0x0 RwW SEQRAM Retention Control

SEQUENCER RAM power-down in EM23 with full access in EMO1

Value Mode Description

0 ALLON SEQRAM not powered down

1 BLKO Power down SEQRAM block 0

2 BLK1 Power down SEQRAM block 1

3 ALLOFF Power down all SEQRAM blocks
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6.6.6.11 SYSCFG_RADIOECCCTRL - RADIO RAM ECC Control Register

Offset Bit Position
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Bit Name Reset Access Description

31:10 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
9 FRCRAMECCEWEN 0x0 RwW FRCRAM ECC Error Writeback Enable
FRC ECC Error Writeback Enable. When set, errors will be corrected when encountered.
8 FRCRAMECCEN 0x0 RW FRCRAM ECC Enable
FRCRAM ECC Enable.
7:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1 SEQRAMECCEWEN 0x0 RwW SEQRAM ECC Error Writeback Enable

SEQRAM ECC Error Writeback Enable. When set, errors will be corrected when encountered.
0 SEQRAMECCEN 0x0 RwW SEQRAM ECC Enable
SEQRAM ECC Enabile.
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6.6.6.12 SYSCFG_SEQRAMECCADDR - SEQRAM ECC Address

Offset Bit Position
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Bit Name Reset Access Description
31:0 SEQRAMECCADDR 0x0 R SEQRAM ECC Address

Indicates the address in SEQRAM at which ECC error occurred.

6.6.6.13 SYSCFG_FRCRAMECCADDR - FRCRAM ECC Address

Offset Bit Position
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Bit Name Reset Access Description
31:0 FRCRAMECCADDR 0x0 R FRCRAM ECC Error Address

Indicates the address in FRCRAM at which an ECC error occurred.
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6.6.6.14 SYSCFG_ROOTDATAO - Root Data Register 0

Offset Bit Position
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Reset g
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Bit Name Reset Access Description
31:0 DATA 0x0 RW Data

Generic data space for user to pass to root, e.g., address of struct in mem

6.6.6.15 SYSCFG_ROOTDATA1 - Root Data Register 1

Bit Position
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Reset g
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Bit Name Reset Access Description
31:0 DATA 0x0 RwW Data

Generic data space for user to pass to root, e.g., address of struct in mem
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6.6.6.16 SYSCFG_ROOTLOCKSTATUS - Lock Status

Offset Bit Position
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Bit Name Reset Access Description
31:25 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
24 RADIODBGLOCK 0x1 R Radio Debug Lock
Locked when 1; unlocked when 0.
23:21 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
20 USERDBGAPLOCK 0x1 R User Debug Access Port Lock
Locked when 1; unlocked when 0.
19 USERSPNIDLOCK 0x1 R User Secure Non-invasive Debug Lock
Locked when 1; unlocked when 0.
18 USERSPIDLOCK 0x1 R User Secure Invasive Debug Lock
Locked when 1; unlocked when 0.
17 USERNIDLOCK 0x1 R User Non-invasive Debug Lock
Locked when 1; unlocked when 0.
16 USERDBGLOCK 0x1 R User Invasive Debug Lock
Locked when 1; unlocked when 0.
15:9 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
8 ROOTDBGLOCK 0x1 R Root Debug Lock
Locked when 1; unlocked when 0.
7:5 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
4 ROOTMODELOCK 0x0 R Root Mode Lock
Locked when 1; unlocked when 0.
3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
2 MFRLOCK 0x1 R Manufacture Lock

Locked when 1; unlocked when 0.
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Bit Name Reset Access Description
1 REGLOCK 0x1 R Register Lock
Locked when 1; unlocked when 0.

0 BUSLOCK 0x1 R Bus Lock

Locked when 1; unlocked when 0.
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6.7 MSC Register Map

The offset register address is relative to the registers base address.

Offset Name Type Description

0x000 |MSC_IPVERSION R IP Version ID

0x008 |MSC_READCTRL RwW Read Control Register

0x00C |MSC_WRITECTRL RW Write Control Register

0x010 |MSC_WRITECMD w Write Command Register

0x014 | MSC_ADDRB RW Page Erase/Write Address Buffer
0x018 | MSC_WDATA RW Write Data Register

0x01C | MSC_STATUS RH Status Register

0x020 |MSC_IF RWH Interrupt Flag Register

0x024 |MSC_IEN RwW Interrupt Enable Register

0x034 | MSC_USERDATASIZE R User Data Region Size Register
0x038 |MSC_CMD w Command Register

0x03C |MSC_LOCK w Configuration Lock Register

0x040 |MSC_MISCLOCKWORD RwW Mass Erase and User Data Page Lock Word
0x050 |MSC_PWRCTRL RwW Power Control Register

0x120 |MSC_PAGELOCKO RwW Main Space Page 0-31 Lock Word
0x124 |MSC_PAGELOCK1 RwW Main Space Page 32-63 Lock Word
0x1000 | MSC_IPVERSION_SET R IP Version ID

0x1008 |MSC_READCTRL_SET RW Read Control Register

0x100C |MSC_WRITECTRL_SET RW Write Control Register

0x1010 |MSC_WRITECMD_SET w Write Command Register

0x1014 |MSC_ADDRB_SET RwW Page Erase/Write Address Buffer
0x1018 |MSC_WDATA_SET RwW Write Data Register

0x101C |MSC_STATUS_SET RH Status Register

0x1020 |MSC_IF_SET RWH Interrupt Flag Register

0x1024 |MSC_IEN_SET RW Interrupt Enable Register

0x1034 | MSC_USERDATASIZE_SET R User Data Region Size Register
0x1038 |MSC_CMD_SET w Command Register

0x103C |MSC_LOCK_SET w Configuration Lock Register
0x1040 |MSC_MISCLOCKWORD_SET RwW Mass Erase and User Data Page Lock Word
0x1050 |MSC_PWRCTRL_SET RwW Power Control Register

0x1120 |MSC_PAGELOCKO_SET RW Main Space Page 0-31 Lock Word
0x1124 |MSC_PAGELOCK1_SET RW Main Space Page 32-63 Lock Word
0x2000 | MSC_IPVERSION_CLR R IP Version ID

0x2008 |MSC_READCTRL_CLR RwW Read Control Register

0x200C |MSC_WRITECTRL_CLR RwW Write Control Register
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Offset Name Type Description

0x2010 |MSC_WRITECMD_CLR w Write Command Register

0x2014 |MSC_ADDRB_CLR RwW Page Erase/Write Address Buffer
0x2018 |MSC_WDATA_CLR RW Write Data Register

0x201C | MSC_STATUS_CLR RH Status Register

0x2020 |MSC_IF_CLR RWH Interrupt Flag Register

0x2024 |MSC_IEN_CLR RwW Interrupt Enable Register

0x2034 |MSC_USERDATASIZE_CLR R User Data Region Size Register
0x2038 |MSC_CMD_CLR w Command Register

0x203C |MSC_LOCK_CLR w Configuration Lock Register
0x2040 |MSC_MISCLOCKWORD_CLR |RW Mass Erase and User Data Page Lock Word
0x2050 |MSC_PWRCTRL_CLR RwW Power Control Register

0x2120 | MSC_PAGELOCKO_CLR RW Main Space Page 0-31 Lock Word
0x2124 | MSC_PAGELOCK1_CLR RW Main Space Page 32-63 Lock Word
0x3000 | MSC_IPVERSION_TGL R IP Version ID

0x3008 |MSC_READCTRL_TGL RW Read Control Register

0x300C |MSC_WRITECTRL_TGL RW Write Control Register

0x3010 |MSC_WRITECMD_TGL w Write Command Register

0x3014 |MSC_ADDRB_TGL RwW Page Erase/Write Address Buffer
0x3018 | MSC_WDATA_TGL RW Write Data Register

0x301C |MSC_STATUS TGL RH Status Register

0x3020 |MSC_IF_TGL RWH Interrupt Flag Register

0x3024 |MSC_IEN_TGL RW Interrupt Enable Register

0x3034 | MSC_USERDATASIZE_TGL R User Data Region Size Register
0x3038 |MSC_CMD_TGL w Command Register

0x303C |MSC_LOCK_TGL w Configuration Lock Register
0x3040 |MSC_MISCLOCKWORD_TGL RwW Mass Erase and User Data Page Lock Word
0x3050 |MSC_PWRCTRL_TGL RW Power Control Register

0x3120 | MSC_PAGELOCKO_TGL RwW Main Space Page 0-31 Lock Word
0x3124 | MSC_PAGELOCK1_TGL RwW Main Space Page 32-63 Lock Word
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6.8 MSC Register Description

6.8.1 MSC_IPVERSION - IP Version ID

Offset Bit Position
0000 5|8 /RKKLRIQNTIRR LRI VT2 o0 o/ ~ov <o a~|o
Reset g
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Bit Name Reset Access Description
31:0 IPVERSION 0x1 R IP Version ID

The read only IPVERSION field gives the version for this module. There may be minor software changes required for
modules with different values of IPVERSION.
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6.8.2 MSC_READCTRL - Read Control Register

Offset Bit Position
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Bit Name Reset Access Description
31:22 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
21:20 MODE 0x2 RW Read Mode
When changing to a higher frequency, this register must be set to a large number of wait states before the core clock is
switched to the higher frequency. When changing to a lower frequency, this register should be set to a lower number of
wait states after the frequency transition has been completed. The maximum frequency for each wait state setting is lis-
ted in the datasheet.
Value Mode Description
0 WSO Zero wait-states inserted in fetch or read transfers
1 WSH1 One wait-state inserted for each fetch or read transfer
2 WS2 Two wait-states inserted for eatch fetch or read transfer
3 WS3 Three wait-states inserted for eatch fetch or read transfer
19:13 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
12 DOUTBUFEN 0x0 RwW Flash dout pipeline buffer enable
Flash dout buffer prefetch enable. Once disabled, every read will be a new flash read operation even the new read from
the same flash entry as previous read (prefetch hit).
11:0 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
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6.8.3 MSC_WRITECTRL - Write Control Register

Offset Bit Position
x00C 15|18 RRKNLRIQYNTIR2ZR TR IV T2 o0 o/ ~ov/ <o a o
(e} o | O
Reset 3 3|3
Access E E E
|_
o
o]
m
M,
Name L 7]
AL
x L2
= <Al
4 x =
Bit Name Reset Access Description
31:4 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
3 LPWRITE 0x0 RW Low-Power Erase
When set, user write times might double while reducing current consumption
2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1 IRQERASEABORT 0x0 RwW Abort Page Erase on Interrupt
When this bit is set to 1, any Cortex-M33 interrupt aborts any current page erase operation. Executing that interrupt vec-
tor from flash will halt the CPU.
0 WREN 0x0 RW Enable Write/Erase Controller

When this bit is set, the MSC User write and erase functionality is enabled
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6.8.4 MSC_WRITECMD - Write Command Register

Offset Bit Position
0010 |58/ XN &L RIRQY TR LL T2 2olon~owv von o
Reset < < ) SRS
o o o o | o
Access = = = ==
e e i w
= S 2 Z 5
Name % w L o |
< 2] 2 E|®
4 & X g
&) w w S |w
Bit Name Reset Access Description
31:13 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
12 CLEARWDATA 0x0 w Clear WDATA state
Will set WDATAREADY and DMA request. Should only be used when no write is active.
11:9 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
8 ERASEMAINO 0x0 w Mass erase region 0
Initiate mass erase of flash memory. Before use, MSC_MASSLOCK must be unlocked. To completely prevent access
from software, clear bit 0 in the mass erase lock-word (MLW)
7:6 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
5 ERASEABORT 0x0 W Abort erase sequence
Writing to this bit will abort an ongoing erase sequence.
4:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
2 WRITEEND 0x0 w End Write Mode
Write 1 to abort a write command.
1 ERASEPAGE 0x0 w Erase Page
Erase any user defined page selected by the MSC_ADDRB register. The WREN bit in the MSC_WRITECTRL register
must be set in order to use this command.
0 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions

silabs.com | Building a more connected world. Rev. 1.1 | 115




Reference Manual
MSC - Memory System Controller

6.8.5 MSC_ADDRSB - Page Erase/Write Address Buffer

Offset Bit Position
x014 15 18I RNIQIQII QNIRRT e¥t|Qloo|~|lojv|t|m|a|-]|o
Reset g
Access E
%
Name @)
(]
<
Bit Name Reset Access Description
31:0 ADDRB 0x0 RwW Page Erase or Write Address Buffer

This register holds the system address for the erase or write operation. Address should be word aligned address.The
MSB bit is not ignored for ADDRB

6.8.6 MSC_WDATA - Write Data Register

Offset Bit Position
0x018 53 QIRQL LIV T2 e¥ T8 |low|~lo/w|x ®|la|~]|o
Reset g
Access E
z
Name
'z
o
Bit Name Reset Access Description
31:.0 DATAW 0x0 RW Write Data

The data to be written to the address in MSC_ADDR. This register must be written when the WDATAREADY bit of
MSC_STATUS is set.This register does not support write mask.
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6.8.7 MSC_STATUS - Status Register

Offset Bit Position
x01C |5 /8/RXIN LR IQNTRZ2T L L T2 2olon~owvvon o
Reset = % = = RNRRNXIRIRIR
o o o o OO O0o|lo0o|O0 | O |Oo
Access (4 (4 4 14 ¥ x| v e oo o
|_
zZ
=)
O
S
< m
Name [a) r| 0O
5 . N Flo|Q R x
a a z 8 2z 5|22l
> < O = Qlala |2 x|>
x u x Q) =z << IS0|o
= 14 = | = | |2/2|0|D
a = a 4 Flolw/ =€ |3
Bit Name Reset Access Description
31:28 PWRUPCKBDFAIL- 0x0 R Flash power up checkerboard pattern chec
COUNT
This field tells how many times checkboard pattern check fail occured after a reset sequence.
27 WREADY 0x1 R Flash Write Ready
When this bit is set, flash has completed the power up sequence and is ready for write/erase commands.
26:25 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
24 PWRON 0x0 R Flash Power On Status
When this bit is set, flash is powered on. If zero, flash is powered off and reads from flash return indeterminate data.
23:17 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
16 REGLOCK 0x0 R Register Lock Status
Indicates the current status of register lock
Value Mode Description
0 UNLOCKED Register lock is unlocked
1 LOCKED Register lock is locked.
15:7 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
6 TIMEOUT 0x0 R Write Command Timeout
When this bit is set, it indicates that the last write command has completed due to a write buffer timeout. This bit is
cleared automatically when a new write command is initiated.
5 PENDING 0x0 R Write Command In Queue
When this bit is set, a flash operation has been requested but not yet started. New commands are ignored when PEND-
ING is set.
4 ERASEABORTED 0x0 R Erase Operation Aborted
When MSC_WRITECTRL_IRQERASEABORT = 1, this bit is set because an interrupt has aborted the erase operation in
progress.
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Bit Name Reset Access Description
3 WDATAREADY 0x1 R WDATA Write Ready

When this bit is set, the content of MSC_WDATA is read by MSC Flash Write Controller and the register may be updated
with the next 32-bit word to be written to flash. This bit is cleared when writing to MSC_WDATA.

2 INVADDR 0x0 R Invalid Write Address or Erase Page
When this bit is set, software has attempted to load an invalid (unmapped) address into the MSC_ADDRB register.
1 LOCKED 0x0 R Access Locked

When set, the last erase or write was aborted due to erase/write access constraints.

0 BUSY 0x0 R Erase/Write Busy

When set, an erase or write operation is in progress and new commands are ignored.

6.8.8 MSC_IF - Interrupt Flag Register

Bit Position
0x020 SRR IQQIIQIN IR I 2 ¥t Qlolo~o|w|t|m|n|~]|o
Reset SRR 2RI
o | O [N NN}
Access % E E % E
[T N (>3
Lo D4 w
O[> w
Name x l<T: = 2
== Qx|
o E =TT
Bit Name Reset Access Description
31:10 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
9 PWROFF 0x0 RwW Flash Power Off Sequence Complete Flag
Set after MSC_CMD.PWROFF received, flash powered off complete
8 PWRUPF 0x0 RwW Flash Power Up Sequence Complete Flag
Set after MSC_CMD.PWRUP received, flash powered up complete and ready for read/write
7:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
2 WDATAQV 0x0 RwW Host write buffer overflow
If set, flash controller write buffer overflow detected
1 WRITE 0x0 RW Host Write Done Interrupt Read Flag
Set when a write is done
0 ERASE 0x0 RwW Host Erase Done Interrupt Read Flag

Set when erase is done
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6.8.9 MSC_IEN - Interrupt Enable Register

Offset Bit Position
X024 |5 I2IRIRNLRIRQYTRIZ2I2T LRI Y T2 olo~nob v o~ o
Reset LI IR
o | O [N NN
Access 5 E E E E
[T N C>)
Lo <
Name o2 > w &
= oz
oo 2|2 |w
Bit Name Reset Access Description
31:10 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
9 PWROFF 0x0 RwW Flash Power Off Seq done irq enable
interrupt enable
8 PWRUPF 0x0 RW Flash Power Up Seq done irq enable
interrupt enable
7:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
2 WDATAQV 0x0 RwW write data buffer overflow irq enable
interrupt enable
1 WRITE 0x0 RwW Write Done Interrupt enable
interrupt enable
0 ERASE 0x0 RW Erase Done Interrupt enable

interrupt enable
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6.8.10 MSC_USERDATASIZE - User Data Region Size Register

Offset Bit Position
0034 15I8IRIXNILRIQY TR T2 T2 N2 0 (w/~oo v oo
Reset g
Access x
L
N
D)
s
Name <
[m)
o
L
%)
)
Bit Name Reset Access Description
31:6 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
5:0 USERDATASIZE 0x4 R User Data Size

This field determines user data region size. SIZE = 256B * USERDATASIZE.

6.8.11 MSC_CMD - Command Register

Offset Bit Position
0038 |58 /R/RNQIKLI RN TR 22E|eL T2 20w ~ob< oo~ o
Reset g g
Access = =
[T
[ o
Name 8 2
= =
o o
Bit Name Reset Access Description
31:5 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
4 PWROFF 0x0 W Flash power off/sleep command
Write to this bit to power down the Flash. User code should execute from RAM afterwards. Read from flash after flash
being powered down will cause undetermined behavior. To power up, either set CMD.PWRUP bit or try read from flash.
3:1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
0 PWRUP 0x0 w Flash Power Up Command

Write to this bit to power up the Flash. IRQ PWRUPF will be fired when power up sequence completed.
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6.8.12 MSC_LOCK - Configuration Lock Register

Offset Bit Position
0x03C |5 8/ XN LR IQN TR LR T2 2 olon~owv von o
Reset g
Access =
>
g
Name X
(@)
(@]
-
Bit Name Reset Access Description
31:16 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
15:0 LOCKKEY 0x0 w Configuration Lock

Write any other value than the unlock code to lock access to MSC_CTRL, MSC_READCTRL, MSC_WRITECTRL. Write
the unlock code to enable access. When reading the register, bit 0 is set when the lock is enabled.

Value Mode Description
0 LOCK Key to lock the register lock
7025 UNLOCK Key to unlock the register lock.

6.8.13 MSC_MISCLOCKWORD - Mass Erase and User Data Page Lock Word

Offset Bit Position

0x040 2 QIFQ QI IV S22 I e|¥IT@|lowo~low|t m|la|~]|o
Reset 3 3
Access 5 5
= =
2 2
Name o o
- -
=) w
=) =
Bit Name Reset Access Description
31:5 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
4 UDLOCKBIT 0x1 RwW User Data Lock
Zero means host can write to the user data area. Host is only allowed to write one. Root and debug can clear this bit.
3:1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
0 MELOCKBIT 0x1 RwW Mass Erase Lock

Zero means host can mass erase the main space. Host is only allowed to write one. Root and debug can clear this bit.
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6.8.14 MSC_PWRCTRL - Power Control Register

Offset Bit Position
%050 |5 8/ XN LR IQN TR L L T2 2olon~owv von o
‘9 o - | O
Reset X 3 3|3
Access E E E E
ArS
2 EE
2 lf
A
Name > E zZ|z
o L o |O
L [T | W
L [T L | W
@) o [oRNe)
x x Y |
= = <=2
o o oo
Bit Name Reset Access Description
31:24 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
23:16 PWROFFDLY 0x10 RwW Power down delay
Defines delay cycles before flash enters sleep mode. Works together with PWROFFENTRYAGAIN bit. The power off de-
lay is 64 * PWROFFDLY bus clock cycles.
15:5 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
4 PWROFFENTRYAGAIN 0x0 RW POWER down flash again in EM1/EM1p
If enabled, flash will enter sleep mode again when POWEROFFONEM1ENTRY/POWEROFFONEM1PENTRY is set and
no flash activities occur for the time determined by PWROFFSTDLY.
3:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1 PWROFFONEM1PEN-  0x1 RwW Power down Flash macro when enter EM1P
TRY
If enabled, flash will be in sleep mode when entering EM1P (radio-only sleep).
0 PWROFFONEM1EN- 0x0 RwW Power down Flash macro when enter EM1
TRY

If enabled, flash will be in sleep mode when entering EM1.
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6.8.15 MSC_PAGELOCKO - Main Space Page 0-31 Lock Word

Offset Bit Position
120 |58/ RN LR IQNTR22T L L T2 2 olon~owv von o
Reset g
Access E

=

2
Name )

O

-
Bit Name Reset Access Description
31:0 LOCKBIT 0x0 RwW page lock bit

Zero means the corresponding page is allowed to write/erase. change to one will prevent corresponding page from write/
erase. bit[0] for main space page 0, and bit[1] for page 1... bit[31] for page 31. Reset to zero. Host is only allowed to write
one. Root and Debug are allowed to clear this register

6.8.16 MSC_PAGELOCK1 - Main Space Page 32-63 Lock Word

Bit Position
x124 1518 IR QX RIQIQIIQ QIR Ege I e¥t|Qlowo|~|lojv|¢t|m|a|~]|o
Reset g
Access E

=

<
Name S

O

-
Bit Name Reset Access Description
31:0 LOCKBIT 0x0 RwW page lock bit

Zero means the corresponding page is allowed to write/erase. change to one will prevent corresponding page from write/
erase. bit[0] for main space page 32, and bit[1] for page 33... bit[31] for page 63. Reset to zero. Host is only allowed to
write one. Root and Debug are allowed to clear this register
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7. DBG - Debug Interface

Quick Facts
What?

The Debug Interface is used to program and debug
EFR32xG22 devices.

Why?
OO nnQnm The Debug Interface makes it easy to re-program
and update the system in the field, and allows de-
] ] bugging with minimal I/O pin usage.
[] ] How?
L] ARM Cortex-M L] The Cortex-M33 supports advanced debugging fea-
] ] tures. EFR32xG22 devices can use a minimum of
two port pins for debugging or programming. The in-
] ] ternal and external state of the system can be exam-
] ' ] ined with debug extensions supporting instruction or
' data access break and watch points.
[] ' ]
a < _ » Debug Data
[] ]
[] ]

HEREEEREREEEREREEE

7.1 Introduction

The EFR32xG22 devices include hardware debug support through a 2-pin serial-wire debug (SWD) interface or a 4-pin Joint Test Ac-
tion Group (JTAG) interface, as well as an Embedded Trace Module (ETM) for data/instruction tracing. In addition, there is also a Serial
Wire Viewer pin which can be used to output profiling information, data trace and software-generated messages.

For more technical information about the debug interface the reader is referred to:

* ARM Cortex-M33 Technical Reference Manual

* ARM CoreSight Components Technical Reference Manual

* ARM Debug Interface v5 Architecture Specification

» |[EEE Standard for Test Access Port and Boundary-Scan Architecture, IEEE 1149.1-2013

7.2 Features

» Debug Access Port Serial Wire JTAG (DAPSWJ)
* Implements the ADIv5 debug interface
* ARM Trustzone
* Enables secure debugging
 Breakpoint unit (BPU)
» Implement up to 8 hardware breakpoints
+ Data Watch point and Trace (DWT) unit
» Implement up to 4 watch points, trigger resources and system profiling
* Instrumentation Trace Macrocell (ITM)
» Application-driven trace source that supports printf style debugging
+ Embedded Trace Macrocell v3.5 (ETM)
» Real time instruction and data trace information of the processor
» Cross Trigger Interface (CTI)
» Issues synchronous triggers based on system events
» Can be used to generate IRQs or route to PRS signalling
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7.3 Functional Description

There are debug and trace pins available on the device. Operation of these pins is described in the following sections.

7.3.1 Debug Pins

The following pins are the debug connections for the device:

» Serial Wire Clock Input and Test Clock Input (SWCLKTCK) (SWCLK) : This pin is enabled after power-up and has a built-in pull-
down.

» Serial Wire Data Input/Output and Test Mode Select Input (SWDIOTMS) (SWDIO) : This pin is enabled after power-up and has a
built-in pull-up.

» Test Data Output (TDO): This pin is assigned to JTAG functionality after power-up. However, it remains in high-Z state until the first
valid JTAG command is received.

» Test Data Input (TDI): This pin is assigned to JTAG functionality after power-up. However, it remains in high-Z state until the first
valid JTAG command is received. Once enabled, the pin has a built-in pull-up.

« Serial Wire Viewer (SWV): This pin is disabled after reset.

The debug pins have integrated pull devices that are enabled by default after a reset. Leaving them enabled may increase current con-
sumption if the pins are connected to power or ground. The debug pins have enable bits in the GPIO_DBGROUTEPEN register; refer
to the GPIO chapter for more details. Upon disabling the debug pins, debug contact with the device is lost once the DAPSWJ power
request bits are deasserted. By default after a power cycle, the DAPSWJ is in JTAG mode. If during a debugging session the device is
switched to SWD mode, a power cycle is needed to return to JTAG mode.

7.3.2 Embedded Trace Macrocell V3.5 (ETM)

ETM makes it possible to non-intrusively trace both instruction and data from the processor in real time. Trace can be controlled
through a set of triggering and filtering resources. The resources include 4 address comparators, 2 data value comparators, 2 counters,
a context ID comparator and a sequencer. Before enabling the ETM, the CMU_TRACECLKCTRL register must be configured to select
the desired trace clock source. (See the CMU chapter for details.)

The trace can be exported through a set of trace pins, which include:
» Trace Clock (TRACECLK): Functions as a sample clock for the trace. This pin is disabled after reset.
» Trace Data 0 (TRACEDATAQO): The trace data pin provides the compressed trace stream. This pin is disabled after reset.

For information on how to configure the ETM, see the ARM Embedded Trace Macrocell Architecture Specification. The Trace Clock
and Trace Data pins are enabled through a GPIO register. For more information on how to enable the ETM pins, refer to the GPIO
chapter.

7.3.3 Debug and EM2/EM3

Debug connectivity in EM2 and EM3 is unavailable by default, to reduce current consumption. Debugging through EM2 and EM3 can
be enabled by setting the EM2DBGEN bit in the EMU_CTRL register. Setting EM2DBGEN ensures that power domain associated with
the debug circuitry will remain active, but will result in a small amount of additional current in EM2 and EM3.

Leaving the debugger connected when issuing a WFI or WFE to enter EM2 or EM3 will make the system enter a special EM2 mode.
This mode differs from regular EM2 and EM3 in that the high frequency clocks are still enabled, and certain core functionality is still
powered in order to maintain debug functionality. Because of this, the current consumption in this mode is closer to EM1, and it is,
therefore, important to deassert the power requests in the DAPSWJ and disconnect the debugger before undertaking current consump-
tion measurements.
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8. CMU - Clock Management Unit

Quick Facts

—»-WDOGclock | [ What?
= LETIMER clock The CMU controls clock switching and distribution.

EFR32xG22 supports several different oscillators

- RTC clock with minimized power consumption and short start-

up time. The CMU has HW support for calibration of
cMu RC oscillators.

] Why?
[~ Perphers! B cock w"" Oscillators and clocks contribute significantly to the

Oscillators

\ 4

B Peripheral C clock m""""""mﬂ power consumpt_ion of Fhe MCU. With the low power
oscillators combined with the flexible clock control
| peripheral D clock mmuuuumm scheme, it is possible to minimize the energy con-

sumption in any given application.

- CPU clock

How?

The CMU switches different clock sources for vari-
ous peripherals and sets the prescaler for the bus
clocks. The short oscillator start-up times makes du-
ty-cycling between active mode and the different low
energy modes (EM2 DeepSleep, EM3 Stop, and
EM4) very efficient. The calibration feature ensures
high accuracy RC oscillators. Interrupts are available
to avoid CPU polling of flags.

8.1 Introduction

The Clock Management Unit (CMU) is responsible for switching among various oscillator sources and provides clocks to the peripheral
modules. Oscillators are automatically turned on and off based on demand from the peripherals to minimize power consumption.

8.2 Features

» Multiple clock sources available:
» 38 MHz - 40 MHz High Frequency Crystal Oscillator (HFXO)
* 1 MHz - 80 MHz High Frequency RC Oscillator (HFRCODPLL)
* 20 MHz Fast Startup RC Oscillator (FSRCO)
* 1 MHz - 38 MHz External Clock from Input Pins (CLKINO)
» 32.768 kHz Low Frequency Crystal Oscillator (LFXO)
» 32.768 kHz Low Frequency RC Oscillator (LFRCO) with Precision Mode
* 1000 Hz Ultra Low Frequency RC Oscillator (ULFRCO)
* On-demand oscillator request.
* Low power oscillators.
» Fast start-up times.
» Cascaded prescalers for AHB Clocks (HCLK) and APB Clocks (PCLK).
 Clock gating on an individual basis to all peripherals based on module enable.
* Reset on an individual basis for Timer and IADC based on module enable.
+ Selectable clocks can be output on external pins and/or PRS.
* FSRCO, which is asynchronous to the system clock, can be selected for IADC operation in EM2.
» Hardware support for calibration of RC oscillators.
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8.3 Functional Description

The CMU is comprised of several programmable clock trees, which connect oscillator resources to peripherals and buses. This section
describes clock sources and peripherals available to the largest devices in the EFR32xG22 family. Please refer to the Configuration
Summary in the Device Datasheet to see which core and peripheral modules, and therefore clock connections, are present in a specific
device. Bus clock selection, including peripherals clocked directly from bus clocks, is shown in Figure 8.1 Bus Clocks on page 127.
Clock selection for peripherals with multiple high-frequency clock sources is shown in Figure 8.2 High Frequency Peripheral Clocks on
page 128. Clock selection for peripherals with multiple low-frequency clock sources is shown in Figure 8.3 Low Frequency Peripheral
Clocks on page 129. Clock selection for peripherals that can select from a high or low frequency clock source is shown in Figure
8.4 Mixed Frequency Peripheral Clocks on page 130.

Availability of oscillators and clocks in Energy Modes: SYSCLK RHCLK

clock prescaler clock .
- Available in EMO/EM1
- Available in EMO/EM1/EM2

Available in EMO/EM1/EM2/EM3 ENTADIOCLICTRL - iy, SYSCLKCTRL. CMU_CLKEN

- Available in EMO/EM1/EM2/EM4

- Available in EMO/EM1/EM2/EM3/EM4 ,—l 12C0 LETIMER APB
prescaler LSPCLK clock IADCn APB UART APB
- 9315 RTCC APB WDOGn APB

AMUXCPn APB

CMU_CLKEN*

USARTn GPCRC ICACHE APB
clock | 121 EMU APB IMEM APB
12

gate I—I PRS CMU APB LDMA APB
| GPIO TIMERn APB LDMAXBAR
CMU_SYSCLKCTRL. CMU_CLKEN* SYSCFG APB

PCLKPRESC

DCDC APB

\ HFRCODPLL clock M33 PDM APB
feedback CLKINO switch SYSCLK prescaler HCLK ICACHE RFSENSE APB
° > M1, ‘l clock

el L | HERCO o 14,18, 116 gate IMEM BURAM APB
DPLL | LDMA BURTC APB

reference CMU_SYSCLKCTRL. CMU_CLKEN* SMU DPLLn APB
HCLKPRESC
A & CLKINO | CRYPTO AHB HFRCON APB
CMU_SYSCLKCTRL. AES HFXOn APB
CLKSEL
RAM/ROM FSRCO APB
LFRCO APB
LFXO APB
HFXO clock | CRYPTO AES
LFXO | clock DPLLREFCLK gate
CLKINO | switch
CMU_CRYPTOCLKCTRL.
AESEN
CMU_DPLLREFCLKCTRL.
CLKSEL clock | CRYPTO PK
gate
CMU_CRYPTOCLKCTRL.
PKEN

EXPORTCLK
-

prescaler I L

CMU_EXPORTCLKCTRL.
PRESC

Figure 8.1. Bus Clocks
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I ) . SYSCLK prescaler TRACECLK |
Availability of oscillators and clocks in Energy Modes: M. 12, 14 | ET™M
- Available in EMO/EM1

. . CMU_TRACECLKCTRL.PRESC
- Available in EMO/EM1/EM2
- Available in EMO/EM1/EM2/EM3
- Available in EMO/EM1/EM2/EM4
 Available in EMO/EM1/EM2/EM3/EM4 AFRCODPLL dlock
HFXO X EMO1GRPACLK ,
— switch > TIMERn
CMU_EMO01GRPACLKCTRL.CLKSEL
HFRCODPLL
HFXO
FSRCO EMO1GRPBCLK ] o
CLKINO clock T
switch
HFRCODPLLRT
HFXORT
CMU_EM01GRPBCLKCTRL.CLKSEL
EMO1GRPACLK
clock IADCCLK T JADC
FSRCO switch =1

CMU_IADCCLKCTRL.CLKSEL

Figure 8.2. High Frequency Peripheral Clocks
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LFXO
LFXO
LFRCO _ | glock EM23GRPACLK
LFRCO* p| COC »| LETIMERn
ULFRCO switch ol
»
CMU_EM23GRPACLKCTRL.CLKSEL
ULFRCO
LFXO
LFRCO
ULFRCO clock WDOGNCLK
switch > WDOGn
HCLK
prescaler .
> " 11024 >
CMU_WDOGNCLKCTRL.CLKSEL
LFXO
LFRCO clock RTCCCLK T e
ULFRCO switch gl
CMU_RTCCCLKCTRL.CLKSEL
LFXO
LFRCO clock PRORTCCLK T oo
ULFRCO switch gl
Availability of oscillators and clocks in Energy Modes:
' Ava!lable !n EMO/EM1 CMU_PRORTCCLKCTRL.CLKSEL
- Available in EMO/EM1/EM2
- Available in EMO/EM1/EM2/EM3 .
- Available in EMO/EM1/EM2/EM4 . e
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Figure 8.3. Low Frequency Peripheral Clocks
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Figure 8.4. Mixed Frequency Peripheral Clocks

8.3.1 System Clocks

8.3.1.1 SYSCLK - Bus Clock

SYSCLK is the selected System Clock. HCLK is an optionally prescaled version of SYSCLK. PCLK is an optionally prescaled version of
HCLK. The SYSCLK, and therefore HCLK and PCLK, can be driven by a high-frequency oscillator or be driven from a pin. By default,
the FSRCO is selected as the bootup oscillator. To change the selected clock source, write to the CLKSEL bitfield in
CMU_SYSCLKCTRL. If an invalid option is programmed into CLKSEL, FSRCO will be selected. The SYSCLK is running in EMO Active
and EM1 Sleep and is automatically stopped in EM2 DeepSleep.

The prescaler setting can be changed dynamically and the new setting takes effect immediately. When switching to a higher frequency
oscillator source, prescaler setting should be adjusted before clock selection to prevent over clocking. For the same reason, when
switching to a lower frequency oscillator source, prescaler setting cannot be adjusted until the clock selection is made.

The HFXO clock is fed directly to the Radio Transceiver. The clock received by the Radio Transceiver is therefore not affected by the
selected clock source for SYSCLK nor by any clock prescaler.

8.3.1.2 HCLK - AHB Clock

HCLK is a prescaled version of SYSCLK. This clock drives the AHB bus interface. Example modules include the CPU, Cache, Bus
Matrix, MSC, RAM, LDMA and GPIO. HCLK can be prescaled by setting HCLKPRESC in CMU_SYSCLKCTRL to DIV2 or DIV4. This
prescales HCLK to all AHB bus clocks and is typically used to save energy in applications where the system is not required to run at the
highest frequency. The setting can be changed dynamically and the new setting takes effect immediately. Some of the modules that are
driven by this clock can be clock gated completely when not in use. This is done by clearing the module enable (EN) bit in the module's
EN register.

8.3.1.3 PCLK - APB Clock

PCLK is a prescaled version of HCLK. This clock drives the APB bus interface. Example modules include USART and I12C. PCLK can
be prescaled by setting PCLKPRESC in CMU_SYSCLKCTRL to DIV2. This prescales PCLK to all APB bus clocks and is necessary to
prevent PCLK from exceeding the maximum frequency when HCLK is operated at above 40 MHz. The setting can be changed dynami-
cally and the new setting takes effect immediately. Some of the peripherals that are driven by this clock can be clock gated completely
when not in use. This is done by clearing the module enable (EN) bit in the module's EN register.
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8.3.1.4 LSPCLK - Low Speed APB Clock

LSPCLK is a prescaled version of PCLK. This clock drives the Low Speed APB bus interface. Example modules include 12C. LSPCLK
is always prescaled by two. This prescales LSPCLK to all Low Speed APB bus clocks. Some of the peripherals that are driven by this
clock can be clock gated completely when not in use. This is done by clearing the module enable (EN) bit in the module's EN register.

8.3.1.5 RHCLK - AHB Radio Clock
The radio AHB clock (RHCLK) is a prescaled version of SYSCLK. The maximum frequency for RHCLK is 40 MHz. The RHCLKPRESC
setting in CMU_SYSCLKCTRL allows for SYSCLK to pass through (DIV1) or apply a divide-by-2 (DIV2) to the clock.

8.3.1.6 EM01GRPACLK - Energy Mode 01 Group A Clock

EMO1GRPACLK is the selected clock for the Group A Peripherals operating in Energy Modes 0 or 1. These are typically high clock
frequency peripheral modules. There are several selectable sources for EM01GRPACLK: HFXO, HFRCODPLL, and FSRCO. In addi-
tion, the EMO1GRPACLK can be disabled. The selection is configured using the CLKSEL field in CMU_EM01GRPACLKCTRL.

Each High Frequency Peripheral that is clocked by EMO1GRPACLK may have its own prescaler setting and enable bit. The prescaler
settings, if available, can be found in the peripheral's control registers. The enable bit can be found in the module's EN register.

8.3.1.7 EM01GRPBCLK - Energy Mode 01 Group B Clock

EMO1GRPBCLK is the selected clock for the Group B Peripherals operating in Energy Modes 0 or 1. These are typically high clock
frequency peripheral modules. There are several selectable sources for EMO1GRPBCLK: HFXO, HFRCODPLL, FSRCO, CLKINO,
HFRCODPLLRT, and HFXORT. In addition, the EMO1GRPBCLK can be disabled. The selection is configured using the CLKSEL field
in CMU_EMO01GRPBCLKCTRL.

Each High Frequency Peripheral that is clocked by EMO1GRPBCLK may have its own prescaler setting and enable bit. The prescaler
settings, if available, can be found in the peripheral's control registers. The enable bit can be found in the module's EN register.
8.3.1.8 EM23GRPACLK - Energy Mode 2 and 3 Group A Clock

EM23GRPACLK is the selected clock for the Group A Peripherals operating down to Energy Modes 2 or 3. These are typically low
energy consumption peripheral modules. There are three selectable sources for EM23GRPACLK: LFRCO, LFXO and ULFRCO. In ad-
dition, the EM23GRPACLK can be disabled. The selection is configured using the CLKSEL field in CMU_EM23GRPACLKCTRL.

Each Low Energy Peripheral that is clocked by EM23GRPACLK may have its own prescaler setting and enable bit. The prescaler set-
tings, if available, can be found in the peripheral's control registers. The enable bit can be found in the module's EN register.
8.3.1.9 EM4GRPACLK - Energy Mode 4 Group A Clock

EM4GRPACLK is the selected clock for the Group A Peripherals operating down to Energy Mode 4. These are typically ultra low ener-
gy consumption peripheral modules. There are three selectable sources for EM4GRPACLK: LFRCO, LFXO and ULFRCO. In addition,
the EM4GRPACLK can be disabled. The selection is configured using the CLKSEL field in CMU_EM4GRPACLKCTRL.

Note: EM4AGRPACLK is in a different power domain than EM23GRPACLK, which makes it available all the way down to EM4.

Each Low Energy Peripheral that is clocked by EMAGRPACLK may have its own prescaler setting and enable bit. The prescaler set-
tings, if available, can be found in the peripheral's control registers. The enable bit can be found in the module's EN register.
8.3.1.10 Peripheral Bus Clock Enable

Peripherals each have an individual bus clock enable bit in the CMU_CLKENO or CMU_CLKEN1 registers. Disabling the bus clock to a
peripheral can save energy, even when that peripheral is not active.
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8.3.1.11 IADCCLK - IADC Clock

IADCCLK is the selected clock for the IADC. The IADCCLK source may be selected from EMO1GRPACLK or FSRCO. In addition, the
IADCCLK can be disabled. The selection is configured using the CLKSEL field in CMU_IADCCLKCTRL.

Note: When using a Timer as the synchronous trigger for IADC conversion, EMO1GRPACLK must be selected, because Timers run
from EMO1GRPACLK.

IADC has its own prescaler setting and enable bit. The prescaler settings can be found in the IADC's control registers. The enable bit
can be found in the IADC's EN register.

Whichever clock source is selected as the IADC clock via the CLKSEL bitfield in the CMU_IADCCLKCTRL register, this clock will be-
come active automatically when needed. The IADC can automatically start and stop it.

8.3.1.12 UARTCLK - UART Clock

UARTCLK is the selected clock for the EUART peripheral, and can choose between EM01GRPACLK and EM23GRPACLK. UARTCLK
is selected via the CLKSEL field in CMU_UARTCLKCTRL. If operating in EM2, the EM23GRPACLK option must be chosen, as
EMO01GRPACLK will be shut down in these lower energy modes.

8.3.1.13 TRACECLK - Debug Trace Clock

The CMU scales the clock used for debug trace via the PRESC field in the CMU_TRACECLKCTRL register. The debug trace clock is
limited to 40 MHz maximum. Therefore, if the SYSCLK is 40 MHz or less, the default DIV1 setting may be used. When SYSCLK is
above 40 MHz, use DIV2 to avoid data pump overflow. The selected debug trace clock will be used to run the Cortex-M33 trace logic.
Note that this register should be configured properly before enabling ETM.

8.3.1.14 WDOGNCLK - Watchdog Timer Clock

The Watchdog Timer (WDOGn) can be configured to use one of four different clock sources: LFRCO, LFXO, ULFRCO, or
HCLKDIV1024. Select option HCLKDIV1024 to track Watchdog timeout with CPU clock speed.
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8.3.2 Switching Clock Source

The FSRCO oscillator is a fixed frequency (20 MHz), low energy oscillator with extremely short start-up time. Therefore, this oscillator is
chosen by hardware as the clock source for SYSCLK when the device starts up (e.g. after reset).

Software can switch between the different clock sources at run-time. For example, when the HFRCODPLL is the clock source, software
can switch to HFXO by writing the field CLKSEL in the CMU_SYSCLKCTRL register. See Figure 8.5 CMU Switching From HFRCO to
HFXO Before HFXO is Ready on page 133 for a description of the sequence of events for this specific operation.

When switching the SYSCLK to HFXO via the CLKSEL bitfield in CMU_SYSCLKCTRL, HFXO is automatically started. Switching to an
oscillator that is not ready yet, the SYSCLK will stop for the duration of the oscillator start-up time. This effectively stalls the Core Mod-
ules. It is possible to avoid this by first enabling the target oscillator (e.g. HFXO) and then waiting for that oscillator to become ready
before switching the clock source. This way, the system continues to run on the HFRCO until the target oscillator (e.g. HFXO) is ready
and provides a reliable clock. This sequence of events is shown in Figure 8.6 CMU Switching From HFRCO to HFXO After HFXO is
Ready on page 134.

Generally, all oscillators have a separate flag that is set when the oscillator is ready. This flag can also be configured to generate an
interrupt.

CMU_SYSCLKCTRL.CLKSEL<; 02 >< f] 03 >

HFRCO_CTRL.FORCEEN /]
HFRCO_CTRL.DISONDEMAND /f
HFXO_CTRL.FORCEEN f]
HFXO_CTRL.DISONDEMAND //

HFRCO_STATUS RDY | | f] ; L : L :
HFRCO_STATUS ENS | | //
HEXO_STATUSRDY | /f : |
HFXO_STATUS.ENS : // |

o LT LT LI L]

HFXO time-out period

control

status

clocks

A
V.

Figure 8.5. CMU Switching From HFRCO to HFXO Before HFXO is Ready
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CMU_SYSCLKCTRL.CLKSEL<; 02; ﬂ >< 03 >

HFRCO_CTRL.FORCEEN ! ﬂ
HFRCO_CTRLDISONDEMAND j/

HFXO_CTRL.FORCEEN  : : : ﬂ

HFXO_CTRLDISONDEMAND  : //

HFRCO_STATUS.RDY | // | : : : :
HFRCO_STATUS.ENS | ﬂ |
HFXO_STATUS.RDY j/ |

HFXO_STATUS.ENS : : // : : : : : : : : |

control

status

e L L L L

HFXO time-out period

clocks

A

Figure 8.6. CMU Switching From HFRCO to HFXO After HFXO is Ready

Switching clock source for various clock switches is done by setting the CLKSEL bitfields in CMU_*CLKCTRL. To ensure no stalls in
the peripherals, the clock source should be ready before switching to it.

Note: To save energy, remember to disable all clock switches and/or module enable bits when not in use.
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8.3.3 RC Oscillator Calibration

The CMU has built-in hardware support to efficiently calibrate RC oscillators (HFRCODPLL) at run-time or measure the timing of other
periodic signals routed via PRS, see Figure 8.7 Hardware Support for RC Oscillator Calibration on page 135 for an illustration of this
circuit.

The concept is to select a reference and compare the RC frequency or PRS timing with the reference frequency. When the calibration
circuit is started, one down-counter running on a selectable clock (DOWNSEL in CMU_CALCTRL) and one up-counter running on a
selectable clock (UPSEL in CMU_CALCTRL) are started simultaneously. Reference clocks may also be routed through the PRS chan-
nels via the CALUP and CALDN consumer inputs. The top value for the down-counter must be written (CALTOP in CMU_CALCTRL)
before calibration is started. The down-counter counts for CALTOP + 1 cycles. When the down-counter has reached 0, the up-counter
is sampled and the CALRDY interrupt flag in the IF register is set. If CONT in CMU_CALCTRL is cleared, the counters are stopped
after finishing the ongoing calibration. If continuous mode is selected by setting CONT in CMU_CALCTRL, the down-counter reloads
the top value and continues counting, while the up-counter restarts from 0.

Software can then read out the sampled up-counter value from CMU_CALCNT. The up-counter has counted (the sampled value)+ 1
cycles. The ratio between the reference and the oscillator subject to the calibration can easily be found using (the top value)+1 and (the
sampled value)+1. Overflows of the up-counter will not occur. If the up-counter reaches its top value before the down-counter reaches
0, the up-counter stays at its top value. Calibration can be started and stopped by writing CALSTART and CALSTOP bitfields in
CMU_CALCMD, respectively. With this hardware support, it is simple to write efficient software calibration algorithms.

DOWNCLK Domain

Reload down-counter with
top-value in continuous

CMU_CALCTRL.DOWNSEL
mode.

ULFRCO
DOWNCLK Write top-value using
1 20-bit down-counter CALTOP [«————— CMU_CALCTRL before
starting calibration.
PRS —
HCLK ——

Take snapshot of up-counter
_______________________________ in up-counter bufffer. If in —_—_— e e e _ .
continuous mode, restart up-

i ter from 0.
UPCLK DOmaln SYNC counter from
CMU_CALCTRL.UPSEL

ULFRCO

UPCLK . ! 20-bit up-counter
— 20-bit up-counter

buffer

PCLK Domain SYNC SYNC

CMU_CALCNT Set CMU_IF.CALRDYIF

Figure 8.7. Hardware Support for RC Oscillator Calibration

The counter operation for single and continuous mode are shown in Figure 8.8 Single Calibration (CONT=0) on page 136 and Figure
8.9 Continuous Calibration (CONT=1) on page 137 respectively.
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Up-counter sampled and CALRDY interrupt
flag set.
Sampled value available in CMU_CALCNT.

Up-counter

CALTOP -—---

Down-counter

Calibration Started

Calibration Stopped
(counters stopped)

Figure 8.8. Single Calibration (CONT=0)

silabs.com | Building a more connected world. Rev. 1.1 | 136




Reference Manual
CMU - Clock Management Unit

Up-counter sampled and CALRDY interrupt Up-counter sampled and CALRDY interrupt
flag set. flag set.
Sampled value available in CMU_CALCNT. Sampled value available in CMU_CALCNT.

Up-counter

CALTOP --

Down-counter
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Figure 8.9. Continuous Calibration (CONT=1)
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8.3.4 Energy Modes

The availability of oscillators and system clocks depends on the chosen energy mode. By default, the high frequency oscillators
(HFRCODPLL and HFXO) and high frequency clocks (SYSCLK, HCLK, PCLK, RADIOCLK, and EM01GRPACLK) are available down
to EM1 Sleep. From EM2 DeepSleep onwards these oscillators and clocks are normally off, although special cases exist as summar-
ized in Table 8.1 Oscillator and Clock Availability in Energy Modes on page 138. The CMU overview figure in also indicates which
oscillators and clocks can be used in what energy modes.

The low frequency oscillators (LFRCO and LFXO) are available in all energy modes except in EM3 Stop when they are off by definition.
By default, these oscillators are also off in EM4 Shutoff. The LFXO or LFRCO (in non-precision mode) can be requested in EM4 as
needed. When the LFRCO precision mode is used, this oscillator cannot operate in EM4. The ultra low frequency oscillator (ULFRCO)
is on in all energy modes, except for EM4 Shutoff, but it can be requested on in that state as well if needed. The low frequency clocks
(EM23GRPACLK, EM4GRPACLK, WDOGCLK, RTCCCLK, and PRORTCCLK) are in various power domains and therefore their avail-
ability not only depends on the chosen clock source, but also on the chosen energy mode as indicated in Table 8.1 Oscillator and Clock
Availability in Energy Modes on page 138.

Table 8.1. Oscillator and Clock Availability in Energy Modes

EMO Active / EM2 DeepSleep EMS3 Stop EM4 Shutoff
EM1 Sleep
HFRCODPLL On' Off Off Off
HFXO On' Off Off Off
FSRCO On On?2 On?2 Off
LFRCO, LFXO On' On' Off On3 4
ULFRCO On On On On3
SYSCLK, HCLK, PCLK, LSPCLK, RHCLK, On' Off Off Off
EMO01GRPACLK
IADCCLK On' On?2 On?2 Off
EM23GRPACLK, UARTCLK, WDOGCLK, RTCCCLK, |0on on' Oon?® Off
PRORTCCLK
EM4GRPACLK On'! Oon' On? On3
1 Under software control.
2 Default off, but kept active if used by the IADC.
3  Default off, but kept active if used by BURTC.
4  LFRCO not available in EM4 when precision mode enabled.
5 Ononly if ULFRCO is used as clock source.
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8.3.5 Clock Output

The CMU has up to three CLKOUTN signals that can be routed to the PRS or GPIO. The selections for CLKOUTn are controlled using
the CLKOUTSELRn bitfields in CMU_EXPORTCLKCTRL (CLKOUTSELO controls CLKOUTO, for example).

The following clocks can be selected for CLKOUTn:
* HCLK and EXPORTCLK. The HCLK is the high frequency clock for AHB. The EXPORTCLK is a prescaled version of SYSCLK as

controlled by the PRESC bitfield in the CMU_EXPORTCLKCTRL register.

» The qualified clock from any of the on-chip oscillators. A qualified clock will not have any glitches or skewed duty-cycle during start-
up. For the LFXO and HFXO, correct configuration of the TIMEOUT bitfield(s) in LFXO_CFG and HFXO_XTALCFG, respectively is
required to guarantee a properly qualified clock.

HCLK will only have a 50-50 duty cycle when HCLKPRESC in CMU_SYSCLKCTRL is DIV1. EXPORTCLK will only be 50-50 duty cycle
when the selected division factor is even.

The CLKOUTN signals may be routed to GPIO via the DBUS as CMU.CLKOUTnN using controls in the GPIO registers. The required
output pins must be enabled in the GPIO_CMU_ROUTEEN register and the pin locations can be configured in the
GPIO_CMU_CLKOUTNROUTE registers.

8.3.6 Clock Input from a Pin

It is possible to configure the CMU to input a clock from the CMU_CLKIO. This clock can be selected to drive SYSCLK and DPLL refer-
ence using CMU_SYSCLKCTRL.CLKSEL and CMU_DPLLREFCLKCTRL.CLKSEL respectively. The required input pin locations can
be configured in the GPIO_CMU_CLKINOROUTE register.

8.3.7 Clock Output to PRS

The CMU CLKOUTN signals can be used as PRS producers (see 13.3.3 Producers for more detail on PRS producers).

The CLKOUTSELRN fields in CMU_EXPORTCLKCTRL described in 8.3.5 Clock Output are used to select the source of each CLKOUTn
signal. CLKOUTn signals used as PRS producers may be simultaneously routed to GPIO, but this is not required to use CLKOUTn as a
PRS producer.

8.3.8 Interrupts
The interrupts generated by the CMU module are combined into one interrupt vector. If CMU interrupts are enabled, an interrupt will be
made if one or more of the interrupt flags in CMU_IF and their corresponding bits in CMU_IEN are set.

8.3.9 Protection

It is possible to lock the control and command registers to prevent unintended software writes to critical clock settings. This is controlled
by the CMU_LOCK register.

The WDOGCLKCTRL registers are separately locked by CMU_WDOGLOCK register. This is to prevent EM3 Stop mode from disabling
the watch dog clocks inadvertently.

In addition to software locks, hardware locks are implemented to prevent metastability. CMU_CALCTRL is locked by hardware when
calibration is started by CMU_CALCMD.CALSTART. CMU_DPLLREFCLKCTRL is locked by hardware when DPLL is enabled via
DPLL_EN.EN. Because these switches are not glitch-less, clock selection must be configured before enabling the operation and cannot
be changed during operation.
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8.4 CMU Register Map

The offset register address is relative to the registers base address.

Offset Name Type Description

0x000 |CMU_IPVERSION R IP Version ID

0x008 |CMU_STATUS RH Status Register

0x010 |CMU_LOCK w Configuration Lock Register

0x014 |CMU_WDOGLOCK w WDOG Configuration Lock Register
0x020 |CMU_IF RWH INTFLAG Interrupt Flag Register

0x024 |CMU_IEN RwW Interrupt Enable Register

0x050 |CMU_CALCMD w Calibration Command Register

0x054 |CMU_CALCTRL RwW Calibration Control Register

0x058 |CMU_CALCNT R Calibration Result Counter Register
0x064 |CMU_CLKENO RW Clock Enable Register 0

0x068 |CMU_CLKEN1 RW Clock Enable Register 1

0x070 | CMU_SYSCLKCTRL RW System Clock Control

0x080 |CMU_TRACECLKCTRL RwW Debug Trace Clock Control

0x090 |CMU_EXPORTCLKCTRL RW Export Clock Control

0x100 |CMU_DPLLREFCLKCTRL RW Digital PLL Reference Clock Control
0x120 |CMU_EMO1GRPACLKCTRL RwW EMO1 Peripheral Group A Clock Control
0x124 |CMU_EMO1GRPBCLKCTRL RwW EMO1 Peripheral Group B Clock Control
0x140 |CMU_EM23GRPACLKCTRL RW EM23 Peripheral Group A Clock Control
0x160 |CMU_EM4GRPACLKCTRL RwW EM4 Peripheral Group A Clock Control
0x180 |CMU_IADCCLKCTRL RW IADC Clock Control

0x200 |CMU_WDOGOCLKCTRL RW WatchdogO Clock Control

0x220 |CMU_EUARTOCLKCTRL RW UART Clock Control

0x240 |CMU_RTCCCLKCTRL RW RTCC Clock Control

0x260 |CMU_CRYPTOACCCLKCTRL |RW CRYPTOACC Clock Control

0x280 |CMU_RADIOCLKCTRL RW Radio Clock Control

0x1000 |CMU_IPVERSION_SET R IP Version ID

0x1008 |CMU_STATUS_SET RH Status Register

0x1010 |CMU_LOCK_SET w Configuration Lock Register

0x1014 |CMU_WDOGLOCK_SET w WDOG Configuration Lock Register
0x1020 |CMU_IF_SET RWH INTFLAG Interrupt Flag Register

0x1024 |CMU_IEN_SET RW Interrupt Enable Register

0x1050 |CMU_CALCMD_SET w Calibration Command Register
0x1054 |CMU_CALCTRL_SET RwW Calibration Control Register

0x1058 |CMU_CALCNT_SET R Calibration Result Counter Register
0x1064 |CMU_CLKENO_SET RwW Clock Enable Register 0
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Offset Name Type Description

0x1068 |CMU_CLKEN1_SET RwW Clock Enable Register 1

0x1070 |CMU_SYSCLKCTRL_SET RwW System Clock Control

0x1080 |CMU_TRACECLKCTRL_SET RW Debug Trace Clock Control

0x1090 |CMU_EXPORTCLKCTRL_SET |RW Export Clock Control

0x1100 |CMU_DPLLREFCLKCTRL_SET |RW Digital PLL Reference Clock Control

0x1120 _IC_JMU_EMO‘I GRPACLKCTRL_SE | RW EMO1 Peripheral Group A Clock Control

0x1124 | CMU_EMO1GRPBCLKCTRL_SE | RW EMO1 Peripheral Group B Clock Control
T

0x1140 |CMU_EM23GRPACLKCTRL_SE |RW EM23 Peripheral Group A Clock Control
T

0x1160 |CMU_EM4GRPACLKCTRL_SET |RW EM4 Peripheral Group A Clock Control

0x1180 |CMU_IADCCLKCTRL_SET RW IADC Clock Control

0x1200 |CMU_WDOGOCLKCTRL_SET RwW WatchdogO Clock Control

0x1220 |CMU_EUARTOCLKCTRL_SET |RW UART Clock Control

0x1240 |CMU_RTCCCLKCTRL_SET RW RTCC Clock Control

0x1260 | CMU_CRYP- RW CRYPTOACC Clock Control
TOACCCLKCTRL_SET

0x1280 | CMU_RADIOCLKCTRL_SET RW Radio Clock Control

0x2000 |CMU_IPVERSION_CLR R IP Version ID

0x2008 | CMU_STATUS_CLR RH Status Register

0x2010 |CMU_LOCK_CLR w Configuration Lock Register

0x2014 | CMU_WDOGLOCK_CLR w WDOG Configuration Lock Register

0x2020 |CMU_IF_CLR RWH INTFLAG Interrupt Flag Register

0x2024 |CMU_IEN_CLR RW Interrupt Enable Register

0x2050 |CMU_CALCMD_CLR w Calibration Command Register

0x2054 |CMU_CALCTRL_CLR RW Calibration Control Register

0x2058 |CMU_CALCNT_CLR R Calibration Result Counter Register

0x2064 | CMU_CLKENO_CLR RW Clock Enable Register 0

0x2068 |CMU_CLKEN1_CLR RwW Clock Enable Register 1

0x2070 |CMU_SYSCLKCTRL_CLR RwW System Clock Control

0x2080 | CMU_TRACECLKCTRL_CLR RW Debug Trace Clock Control

0x2090 |CMU_EXPORTCLKCTRL_CLR |RW Export Clock Control

0x2100 |CMU_DPLLREFCLKCTRL_CLR |RW Digital PLL Reference Clock Control

0x2120 gMU_EMm GRPACLKCTRL_CL |RW EMO1 Peripheral Group A Clock Control

0x2124 |CMU_EMO1GRPBCLKCTRL_CL |RW EMO1 Peripheral Group B Clock Control
R

0x2140 |CMU_EM23GRPACLKCTRL_CL |RW EM23 Peripheral Group A Clock Control
R
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Offset Name Type Description

0x2160 |CMU_EM4GRPACLKCTRL_CLR |RW EM4 Peripheral Group A Clock Control

0x2180 | CMU_IADCCLKCTRL_CLR RW IADC Clock Control

0x2200 |CMU_WDOGOCLKCTRL_CLR |RW Watchdog0 Clock Control

0x2220 |CMU_EUARTOCLKCTRL_CLR |RW UART Clock Control

0x2240 |CMU_RTCCCLKCTRL_CLR RW RTCC Clock Control

0x2260 | CMU_CRYP- RW CRYPTOACC Clock Control
TOACCCLKCTRL_CLR

0x2280 | CMU_RADIOCLKCTRL_CLR RW Radio Clock Control

0x3000 | CMU_IPVERSION_TGL R IP Version ID

0x3008 |CMU_STATUS_TGL RH Status Register

0x3010 |CMU_LOCK_TGL w Configuration Lock Register

0x3014 |CMU_WDOGLOCK_TGL w WDOG Configuration Lock Register

0x3020 |[CMU_IF_TGL RWH INTFLAG Interrupt Flag Register

0x3024 |CMU_IEN_TGL RwW Interrupt Enable Register

0x3050 |CMU_CALCMD_TGL w Calibration Command Register

0x3054 |CMU_CALCTRL_TGL RwW Calibration Control Register

0x3058 |CMU_CALCNT_TGL R Calibration Result Counter Register

0x3064 |CMU_CLKENO_TGL RwW Clock Enable Register 0

0x3068 | CMU_CLKEN1_TGL RW Clock Enable Register 1

0x3070 | CMU_SYSCLKCTRL_TGL RW System Clock Control

0x3080 |CMU_TRACECLKCTRL_TGL RwW Debug Trace Clock Control

0x3090 |CMU_EXPORTCLKCTRL_TGL |RW Export Clock Control

0x3100 |CMU_DPLLREFCLKCTRL_TGL |RW Digital PLL Reference Clock Control

0x3120 |CMU_EMO1GRPACLKCTRL_TG |RW EMO1 Peripheral Group A Clock Control
L

0x3124 EMU_EMO1GRPBCLKCTRL_TG RW EMO1 Peripheral Group B Clock Control

0x3140 EMU_EM23GRPACLKCTRL_TG RW EM23 Peripheral Group A Clock Control

0x3160 |CMU_EM4GRPACLKCTRL_TGL |RW EM4 Peripheral Group A Clock Control

0x3180 | CMU_IADCCLKCTRL_TGL RW IADC Clock Control

0x3200 |CMU_WDOGOCLKCTRL_TGL RwW WatchdogO Clock Control

0x3220 |CMU_EUARTOCLKCTRL_TGL |RW UART Clock Control

0x3240 |CMU_RTCCCLKCTRL_TGL RW RTCC Clock Control

0x3260 |CMU_CRYP- RW CRYPTOACC Clock Control
TOACCCLKCTRL_TGL

0x3280 | CMU_RADIOCLKCTRL_TGL RW Radio Clock Control
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8.5 CMU Register Description

8.5.1 CMU_IPVERSION - IP Version ID

Offset Bit Position
0000 5|8 /RKKLRIQNTIRR LRI VT2 o0 o/ ~ov <o a~|o
Reset g
Access x

zZ

)
Name ?

w

>

o
Bit Name Reset Access Description
31:0 IPVERSION 0x1 R IP Version ID

The read only IPVERSION field gives the version for this module. There may be minor software changes required for
modules with different values of IPVERSION.
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8.5.2 CMU_STATUS - Status Register

Offset Bit Position
%008 |58 RRKNLRIQYNTRR TR IRV T2 0 o/ ~ov <o a~|o
o | o (]
Reset S| X =
Access |y | x
X
8
>
Name 6 @)
X o
(@] 8 :(l
Sz S
Bit Name Reset Access Description
31 LOCK 0x0 R Configuration Lock Status
Indicates the current status of configuration lock
Value Mode Description
0 UNLOCKED Configuration lock is unlocked
1 LOCKED Configuration lock is locked
30 WDOGLOCK 0x0 R Configuration Lock Status for WDOG
Indicates the current status of WDOG configuration lock
Value Mode Description
0 UNLOCKED WDOG configuration lock is unlocked
1 LOCKED WDOG configuration lock is locked
29:1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
0 CALRDY 0x0 R Calibration Ready

Calibration is Ready (0 when calibration is ongoing).
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8.5.3 CMU_LOCK - Configuration Lock Register

Offset Bit Position
X010 158 RRKNLR IR TR IV T2 o0 o/~ov <o a o
N~
L
Reset R
x
o
Access =
>
4
Name S
(@]
(@)
-
Bit Name Reset Access Description
31:16 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
15:0 LOCKKEY 0x93F7 W Configuration Lock Key

Write any other value than the unlock code to lock registers from editing. Write the unlock code to unlock.

Value Mode Description

37879 UNLOCK Write this value to unlock

8.5.4 CMU_WDOGLOCK - WDOG Configuration Lock Register

Offset Bit Position
x014 15 18 IR QX RIQIQIIQ QIR g2 ¥ e¥t|Qloo|~|lo|jv|t|m|a|~]|o
N~
Yol
Reset QS
x
o
Access =
>
4
Name S
(G
(e}
-
Bit Name Reset Access Description
31:16 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
15:0 LOCKKEY 0x5257 W Configuration Lock Key

Write any other value than the unlock code to lock registers from editing. Write the unlock code to unlock.

Value Mode Description

37879 UNLOCK Write this value to unlock
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8.5.5 CMU_IF - Interrupt Flag Register

Offset Bit Position
%020 |58/ RN &L RIRQYTR22T LR T2 2 o0lon~owv von o
o | O
Reset 3|3
Access E E
>
w o
Name 9 %
< | <
o0
Bit Name Reset Access Description
31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1 CALOF 0x0 RwW Calibration Overflow Interrupt Flag
Set when calibration overflow has occurred (i.e. if a new calibration completes before CMU_CALSTATUS has been read)
0 CALRDY 0x0 RwW Calibration Ready Interrupt Flag

Set when calibration is completed

8.5.6 CMU_IEN - Interrupt Enable Register

Bit Position
%024 158 RIXNILRIQY TR T2 T2 N2 0/w/~o|ov v oo
o | O
Reset 3|3
Access E E
>
w o
Name 9 %
< | <
o0
Bit Name Reset Access Description
31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1 CALOF 0x0 RwW Calibration Overflow Interrupt Enable
Enable/disable CALOF interrupt
0 CALRDY 0x0 RwW Calibration Ready Interrupt Enable

Enable/disable CALRDY interrupt
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8.5.7 CMU_CALCMD - Calibration Command Register

Offset Bit Position

0x050 |15 18I RIQIRII QNIRRT I e¥t|Qloo|~|lojv|t|m|a|-]|o
o | O

Reset 3|3
oo

Access £E
==
a i
O | <

Name 'c7> lc7>
- | d
< | <<
O |0

Bit Name Reset Access Description

31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
1 CALSTOP 0x0 W(nB) Calibration Stop
Stops the calibration counters.
0 CALSTART 0x0 W(nB) Calibration Start

Starts the calibration, effectively loading the CMU_CALCTRL.CALCNT into the down-counter and start decrementing.
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8.5.8 CMU_CALCTRL - Calibration Control Register

Offset Bit Position
0054 518RENIQRIQNSTRS2TL2 T2 T 20 w~oox oo
Reset g g g g
Access % E E 5
) N
Name P m = o
Bit Name Reset Access Description
31:28 DOWNSEL 0x0 RW Calibration Down-counter Select
Selects clock source for the calibration down-counter. Changing this while calibration is running results in bus fault..
Value Mode Description
0 DISABLED Down-counter is not clocked
1 HCLK HCLK is clocking down-counter
2 PRS PRS CMU_CALDN consumer is clocking down-counter
3 HFXO HFXO is clocking down-counter
4 LFXO LFXO is clocking down-counter
5 HFRCODPLL HFRCODPLL is clocking down-counter
9 FSRCO FSRCO is clocking down-counter
10 LFRCO LFRCO is clocking down-counter
11 ULFRCO ULFRCO is clocking down-counter
27:24 UPSEL 0x0 RwW Calibration Up-counter Select
Selects clock source for the calibration up-counter. Changing this while calibration is running results in bus fault.
Value Mode Description
0 DISABLED Up-counter is not clocked
1 PRS PRS CMU_CALUP consumer is clocking up-counter
2 HFXO HFXO is clocking up-counter
3 LFXO LFXO is clocking up-counter
4 HFRCODPLL HFRCODPLL is clocking up-counter
8 FSRCO FSRCO is clocking up-counter
9 LFRCO LFRCO is clocking up-counter
10 ULFRCO ULFRCO is clocking up-counter
23 CONT 0x0 RW Continuous Calibration
Set this bit to enable continuous calibration. Changing this while calibration is running results in bus fault.
22:20 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
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Bit Name Reset

19:0 CALTOP 0x0

Access

RwW

Description

Calibration Counter Top Value

Write top value before calibration. Changing this while calibration is running results in bus fault.

8.5.9 CMU_CALCNT - Calibration Result Counter Register

Offset Bit Position
0x058 SI3IQILINICILIFIQ NI eIV t|Qlolo|~|lo|v|/t|v|lal~|o
Reset g
Access x
|_
b4
Name 3
<
(@)
Bit Name Reset Access Description
31:20 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
19:0 CALCNT 0x0 R Calibration Result Counter Value

Read calibration result when Calibration Ready flag has been set.
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8.5.10 CMU_CLKENO - Clock Enable Register 0

Offset Bit Position

0064 |58 IRRNIQIRT RN TR 22T LT 2 T2 0w ~ow< oo~ o
S HEAEEEHEEEEEEEEREEHEEEHEEEHEEEHE
oo ] E(:
wme ¢ 012 | 218 0igig 88 | glo EEesEeeSE
SeEse s ZS S XEEREF 23885228 382582828033
Qlx |m|mo|a|lo UJD_l_lu_IIDm§§§_|<£DDI—I—I—I—(Dé_|_|
Bit Name Reset Access Description
31 DCDC 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
30 RTCC 0x0 RwW Enable Bus Clock
Enables module PCLK/HCLK
29 BURTC 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
28 BURAM 0x0 RwW Enable Bus Clock
Enables module PCLK/HCLK
27 PRS 0x0 RwW Enable Bus Clock
Enables module PCLK/HCLK
26 GPIO 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
25 PDM 0x0 RwW Enable Bus Clock
Enables module PCLK/HCLK
24 EUARTO 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
23 ULFRCO 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
22 LFXO 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
21 LFRCO 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
20 FSRCO 0x0 RwW Enable Bus Clock
Enables module PCLK/HCLK
19 HFXO0 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
18 HFRCOO0 0x0 RW Enable Bus Clock

Enables module PCLK/HCLK
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Bit Name Reset Access Description
17 DPLLO 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK

16 SYSCFG 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK

15 12C1 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK

14 12C0 0x0 RwW Enable Bus Clock
Enables module PCLK/HCLK

13 WDOGO0 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK

12 LETIMERO 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK

11 AMUXCPO 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK

10 IADCO 0x0 RwW Enable Bus Clock
Enables module PCLK/HCLK

9 USART1 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK

8 USARTO 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK

7 TIMER3 0x0 RwW Enable Bus Clock
Enables module PCLK/HCLK

6 TIMER2 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK

5 TIMER1 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK

4 TIMERO 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK

3 GPCRC 0x0 RwW Enable Bus Clock
Enables module PCLK/HCLK

2 RADIOAES 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK

1 LDMAXBAR 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK

0 LDMA 0x0 RwW Enable Bus Clock
Enables module PCLK/HCLK
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8.5.11 CMU_CLKEN1 - Clock Enable Register 1

Offset Bit Position
%068 |5 8IRRNELRIQY TR L L T2 2 olo~ow vloa o
Reset IR RIRIFIRRIRRRIRRRIRIRIRIR
OOl o ojooooolojojo|jo|o |o
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S0l d R oz EE s T
Bit Name Reset Access Description
31:19 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
18 TIMER4 0x0 RwW Enable Bus Clock
Enables module PCLK/HCLK
17 MSC 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
16 ICACHEO 0x0 RwW Enable Bus Clock
Enables module PCLK/HCLK
15 SMU 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
14 RFSENSE 0x0 RwW Enable Bus Clock
Enables module PCLK/HCLK
13 CRYPTOACC 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
12 IFADCDEBUG 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
11 BUFC 0x0 RwW Enable Bus Clock
Enables module PCLK/HCLK
10 PRORTC 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
9 RDMAILBOX1 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
8 RDMAILBOXO0 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
7 RDSCRATCHPAD 0x0 RwW Enable Bus Clock
Enables module PCLK/HCLK
6 SYNTH 0x0 RW Enable Bus Clock
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Bit Name Reset Access Description

Enables module PCLK/HCLK

5 RAC 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK

4 PROTIMER 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
3 FRC 0x0 RW Enable Bus Clock

Enables module PCLK/HCLK

2 RFCRC 0x0 RwW Enable Bus Clock
Enables module PCLK/HCLK

1 MODEM 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK

0 AGC 0x0 RW Enable Bus Clock
Enables module PCLK/HCLK
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8.5.12 CMU_SYSCLKCTRL - System Clock Control

Offset Bit Position
o070 5 3R QKN QRIRQIIR 222N 206w ~owv oo
o o o \o
Reset 3 3 3 3
Access E 5 E E
8 O (@]
iy %] n
x L L
Name g & o ol
- X 4 0
O — | X
I O O —_
x I o (@)
Bit Name Reset Access Description
31:17 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
16 RHCLKPRESC 0x0 RwW Radio HCLK Prescaler
Specifies the clock divider for Radio HCLK
Value Mode Description
0 DIV1 Radio HCLK is SYSCLK divided by 1
1 DIV2 Radio HCLK is SYSCLK divided by 2
15:12 HCLKPRESC 0x0 RwW HCLK Prescaler
Specifies the clock divider for HCLK
Value Mode Description
0 DIV1 HCLK is SYSCLK divided by 1
1 DIV2 HCLK is SYSCLK divided by 2
3 DIv4 HCLK is SYSCLK divided by 4
7 DIV8 HCLK is SYSCLK divided by 8
15 DIV16 HCLK is SYSCLK divided by 16
11 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
10 PCLKPRESC 0x0 RW PCLK Prescaler
Specifies the clock divider for PCLK
Value Mode Description
0 DIV1 PCLK is HCLK divided by 1
1 DIV2 PCLK is HCLK divided by 2
9:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
2:0 CLKSEL 0x1 RW Clock Select

Selects the clock source for SYSCLK.
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Bit Name Reset Access Description
Value Mode Description
1 FSRCO FSRCO is clocking SYSCLK
2 HFRCODPLL HFRCODPLL is clocking SYSCLK
3 HFXO HFXO is clocking SYSCLK
4 CLKINO CLKINO is clocking SYSCLK

8.5.13 CMU_TRACECLKCTRL - Debug Trace Clock Control

Offset Bit Position
0x080 3 QKL LIV I eI e|¥It@|low~lo/w|t ®|la|~]|o
Reset g
Access §
?
Name 4
04
o
Bit Name Reset Access Description
31:6 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
54 PRESC 0x0 RW TRACECLK Prescaler
Clock prescaler for debug trace logic.
Value Mode Description
0 DIV1 TRACECLK is SYSCLK divided by 1
1 DIV2 TRACECLK is SYSCLK divided by 2
3 DIv4 TRACECLK is SYSCLK divided by 4
3:0 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
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8.5.14 CMU_EXPORTCLKCTRL - Export Clock Control

Offset Bit Position
X090 158K KNLRIQNTRZR TR IV T2 0 0/ ~ov <o ~|o
Reset g g g g
Access E E E %
N ~ o
— — -
w w w
2 2 2
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o O (@) (@]
Bit Name Reset Access Description
31:29 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
28:24 PRESC 0x0 RW EXPORTCLK Prescaler
Specifies the clock divider for EXPORTCLK (relative to SYSCLK).
23:20 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
19:16 CLKOUTSEL2 0x0 RwW Clock Output Select 2
Controls the clock output 2 multiplexer.
Value Mode Description
0 DISABLED CLKOUT2 is not clocked
1 HCLK HCLK is clocking CLKOUT2
2 HFEXPCLK EXPORTCLK is clocking CLKOUT2
3 ULFRCO ULFRCO is clocking CLKOUT2
4 LFRCO LFRCO is clocking CLKOUT2
5 LFXO LFXO is clocking CLKOUT2
6 HFRCODPLL HFRCODPLL is clocking CLKOUT2
7 HFXO HFXO is clocking CLKOUT2
8 FSRCO FSRCO is clocking CLKOUT2
15:12 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
11:8 CLKOUTSEL1 0x0 RW Clock Output Select 1

Controls the clock output 1 multiplexer.

Value Mode Description

0 DISABLED CLKOUT1 is not clocked

1 HCLK HCLK is clocking CLKOUT1

2 HFEXPCLK EXPORTCLK is clocking CLKOUT1
3 ULFRCO ULFRCO is clocking CLKOUT1
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Bit Name Reset Access Description
4 LFRCO LFRCO is clocking CLKOUT1
5 LFXO LFXO is clocking CLKOUT1
6 HFRCODPLL HFRCODPLL is clocking CLKOUT1
7 HFXO HFXO is clocking CLKOUT1
8 FSRCO FSRCO is clocking CLKOUT1
7:4 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions

3:0 CLKOUTSELO 0x0 RwW Clock Output Select 0

Controls the clock output O multiplexer.

Value Mode Description

0 DISABLED CLKOUTO is not clocked

1 HCLK HCLK is clocking CLKOUTO

2 HFEXPCLK EXPORTCLK is clocking CLKOUTO
3 ULFRCO ULFRCO is clocking CLKOUTO

4 LFRCO LFRCO is clocking CLKOUTO

5 LFXO LFXO is clocking CLKOUTO

6 HFRCODPLL HFRCODPLL is clocking CLKOUTO
7 HFXO HFXO is clocking CLKOUTO

8 FSRCO FSRCO is clocking CLKOUTO
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8.5.15 CMU_DPLLREFCLKCTRL - Digital PLL Reference Clock Control

Offset Bit Position

x100 15|18 RKKNLRIQYNTRR TR IV T2 0 o/~olv/ <o ~|o

Reset g

Access 5
-
w

Name Q
-
O

Bit Name Reset Access Description

31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
1:0 CLKSEL 0x0 RW Clock Select

Selects the clock source for DPLL reference. Changing this while DPLL is enabled results in bus fault.

Value Mode Description

0 DISABLED DPLLREFCLK is not clocked

1 HFXO HFXO is clocking DPLLREFCLK
2 LFXO LFXO is clocking DPLLREFCLK
3 CLKINO CLKINO is clocking DPLLREFCLK

8.5.16 CMU_EMO01GRPACLKCTRL - EMO01 Peripheral Group A Clock Control

Bit Position
%120 5|8 /R/R NIRRT RN TR 22E|eL T 2Y T2 0w ~oob < oo~ o
Reset g
Access 5
—
w
Name a
—
O
Bit Name Reset Access Description
31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1:0 CLKSEL 0x1 RwW Clock Select
Selects the clock source for EMO1 Group A Clock.
Value Mode Description
1 HFRCODPLL HFRCODPLL is clocking EMO1GRPACLK
2 HFXO HFXO is clocking EMO1GRPACLK
3 FSRCO FSRCO is clocking EM01GRPACLK
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8.5.17 CMU_EMO01GRPBCLKCTRL - EM01 Peripheral Group B Clock Control

Offset Bit Position
0x124 S RIQAQIRILIQIQIN IIRIZ 2T 2¥It|Qlow|~|lojlv|d|w|a|~|o
Reset g
Access 5

-

w
Name cg

—

(@)
Bit Name Reset Access Description
31:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions

2:0 CLKSEL 0x1 RW Clock Select

Selects the clock source for EM0O1 Group B Clock.

Value Mode Description

1 HFRCODPLL HFRCODPLL is clocking EM0O1GRPBCLK

2 HFXO HFXO is clocking EM01GRPBCLK

3 FSRCO FSRCO is clocking EM01GRPBCLK

4 CLKINO CLKINO is clocking EMO1GRPBCLK

5 HFRCODPLLRT HFRCODPLL (re-timed) is clocking EMO1GRPBCLK
6 HFXORT HFXO (re-timed) is clocking EMO1GRPBCLK
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8.5.18 CMU_EM23GRPACLKCTRL - EM23 Peripheral Group A Clock Control

Offset Bit Position
o140 5 3R QKN QRIQIIR 22T I2d T 206w~ ow oo
Reset g
Access 5
-
w
Name Q
-
O
Bit Name Reset Access Description
31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1:0 CLKSEL 0x1 RW Clock Select
Selects the clock source for EM23 Group A Clock.
Value Mode Description
1 LFRCO LFRCO is clocking EM23GRPACLK
2 LFXO LFXO is clocking EM23GRPACLK
3 ULFRCO ULFRCO is clocking EM23GRPACLK

8.5.19 CMU_EM4GRPACLKCTRL - EM4 Peripheral Group A Clock Control

Offset Bit Position
x160 |5 |8|RBKN|QQIRQYIR22E LRIV T 20 o/~ owv oo
Reset X
Access 5
—
|
Name g
—
O
Bit Name Reset Access Description
31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1:0 CLKSEL 0x1 RwW Clock Select
Selects the clock source for EM4 Group A Clock.
Value Mode Description
1 LFRCO LFRCO is clocking EM4GRPACLK
2 LFXO LFXO is clocking EMAGRPACLK
3 ULFRCO ULFRCO is clocking EMAGRPACLK
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8.5.20 CMU_IADCCLKCTRL -IADC Clock Control

Offset Bit Position
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Reset g

Access 5
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w

Name Q
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Bit Name Reset Access Description

31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
1:0 CLKSEL 0x1 RW Clock Select

Selects the clock source for for IADC. EM01GRPACLK should never be selected as clock source for IADC when disa-
bling the EMO1GRACLK (e.g. because of EM23 entry).

Value Mode Description
1 EMO01GRPACLK EMO01GRPACLK is clocking IADCCLK
2 FSRCO FSRCO is clocking IADCCLK

8.5.21 CMU_WDOGOCLKCTRL - Watchdog0 Clock Control

Offset Bit Position
0x200 S 3IAIQIRILIQIQIN IR 2¥It|Qloow|(~|lojlv|ld|w|la|~|o
Reset g
Access 5
-
w
Name )
—
(@)
Bit Name Reset Access Description
31:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
2:0 CLKSEL 0x1 RW Clock Select
Selects the clock source for WDOGO.
Value Mode Description
1 LFRCO LFRCO is clocking WDOGOCLK
2 LFXO LFXO is clocking WDOGOCLK
3 ULFRCO ULFRCO is clocking WDOGOCLK
4 HCLKDIV1024 HCLKDIV1024 is clocking WDOGOCLK
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8.5.22 CMU_EUARTOCLKCTRL - UART Clock Control

Offset Bit Position

%220 |5/8RKKNLR IR TR IV T2 0 o/ ~olv/ <o a o

Reset g

Access 5
-
w

Name Q
-
O

Bit Name Reset Access Description

31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
1:0 CLKSEL 0x1 RW Clock Select

This bit controls which clock is used for UART. EMO1GRPACLK should never be selected as clock source for UART
when disabling the EMO1GRACLK (e.g. because of EM23 entry).

Value Mode Description

0 DISABLED UART is not clocked

1 EMO1GRPACLK EMO1GRPACLK is clocking UART
2 EM23GRPACLK EM23GRPACLK is clocking UART

8.5.23 CMU_RTCCCLKCTRL - RTCC Clock Control

Offset Bit Position
0x240 S8R ILIQL I QN IR eI @¥It|Qlow|(m|lojv|ld|v|la|~|o
Reset g
Access 5
-
w
Name g
-
O
Bit Name Reset Access Description
31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1:0 CLKSEL 0x1 RW Clock Select
Selects the clock source for RTCC.
Value Mode Description
1 LFRCO LFRCO is clocking RTCCCLK
2 LFXO LFXO is clocking RTCCCLK
3 ULFRCO ULFRCO is clocking RTCCCLK
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8.5.24 CMU_CRYPTOACCCLKCTRL - CRYPTOACC Clock Control

Offset Bit Position

0260 |5 8RN LR IQNTR22T L T2dC2o0lon~owv von o
o | O

Reset 3|3

Access E E
pd
w |z

Name W
w ¥
< |0

Bit Name Reset Access Description

31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
1 AESEN 0x0 RwW AES Enable
Enables clock to the AES sub-module
0 PKEN 0x0 RwW PK Enable

Enables clock to the PK sub-module

8.5.25 CMU_RADIOCLKCTRL - Radio Clock Control

Offset Bit Position
x280 5|8 RRKNLRIQYNTR2ZR TR IR N T2 0 o/~olv/ <o a o
(e} (]
Reset = X
Access % E
~
—
Name 8
m pd
a w
Bit Name Reset Access Description
31 DBGCLK 0x0 RW Enable Clock for Debugger
When set to 1, this forces radio busmatrix and RAC clocks to run, allowing RAC sequencer debugger to stay attached.
30:1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
0 EN 0x0 RwW Enable

Enables radio bridge clock
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9. Oscillators

Quick Facts
What?

The EFR32xG22 has a wide range of high frequency
and low frequency oscillators.

Why?

The High Frequency oscillators support EM0/1 oper-
ation. The Low-frequency oscillators provide a low
frequency clock for the low energy peripherals in
EM/2/3/4.

How?

The HFXO supports high freqeuency crystal oscilla-
tors. The LFXO supports 32.768 kHz crystal oscilla-
tors. The RC oscillators are internal oscillators that
require no external components.

9.1 Introduction

The EFR32xG22 has several oscillators. This chapter contains a detailed function description and register descriptions for each oscilla-
tor. The CMU chapter includes information on how to select clock sources. Each oscillator may require some initial configuration or
calibration before being enabled. The CMU supports clock on demand and can enable and disable oscillators. Therefore, it is important
to properly configure each oscillator before selecting it as a clock source in the CMU.

9.2 HFXO - High Frequency Crystal Oscillator

9.2.1 Introduction

The High Frequency Crystal Oscillator (HFXO) uses an external high frequency crystal and provides a sequencer for starting up the
crystal safely and reliably, while minimize energy consumption. An external sine wave clock source can also be used in the absence of
a crystal.

9.2.2 Features

» Optimized for 38.4 MHz crystals

» Multiple programming options of start-up parameters to enable optimization of different crystals, supporting a wide range of ESR and
ESL

» Support for external sine wave input

* Programmable two-phase start-up to minimize energy consumption
+ Built-in current optimization (Automatic oscillation amplitude control)
+ Independent on-chip frequency tuning capacitors

» Hardware request for on-demand enable/disable

* Register lock
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9.2.3 Functional Description

9.2.3.1 Enabling and Disabling

While the HFXO supports on-demand clocking, it is generally recommended to manually manage the HFXO, at least initially, because it
requires software configuration and has a long start-up time. Software can set the FORCEEN to start HFXO and keep it enabled even if
it is not selected as a clock source.

However, once started and before EM2 entry, switching the HFXO to on-demand mode may be desirable. This allows the MCU to enter
EM2 and then restart the HFXO automatically upon EM2 exit. (During EM1P the HFXO can be conditionally started, depending on the
wake-up trigger source.)

The HFXO can be enabled and disabled via both hardware and software mechanisms. Enabling via software is done by setting the
FORCEEN bit in the HFXO_CTRL register. Disabling via software is done by setting the DISONDEMAND bit and clearing FORCEEN
bit in the HFXO_CTRL register. The hardware controlled on-demand mode is enabled by clearing the FORCEEN and DISONDEMAND
bits in the HFXO_CTRL register. Once configured the on-demand mode hardware can autonomously start and stop the HFXO based
on various peripheral clock requests in combination with clock switch selections in the CMU. The HFXO is automatically stopped when
entering EM2, EM3, or EM4. Hardware can also stop the HFXO via hardware in response to change in peripheral requests and clock
switch selections in the CMU.

9.2.3.2 Start-up Time

The start-up time differs for different crystals and the HFXO has a configurable time-out to accommodate each crystal type. Software
configures the timeout by setting the various TIMEOUT bit fields of the HFXO_XTALCFG register. The time-out delays the assertion of
the RDY signal for HFXO. The programmed timeout should allow enough time for the oscillator to stabilize. The time-out can be opti-
mized for the chosen crystal used in the application.

The start-up behavior of the HFXO also depends on how and how long the HFXO is disabled.
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9.2.3.3 Configuration

The High Frequency Crystal Oscillator needs to be configured to ensure safe start-up for the given crystal. Refer to the Device Data
sheet and application notes for guidelines in selecting correct components and crystals as well as for configuration trade-offs.

The HFXO crystal is connected to the HFXTAL_I/HFXTAL_O pins as shown in Figure 9.1 HFXO Pin Connection on page 166.

EFx32
HFXTAL_I
I— S

HFXTAL_O

M

Figure 9.1. HFXO Pin Connection

Upon enabling the HFXO, a hardware state machine sequentially applies the configurable start-up state, intermediate start-up state,
and steady state control settings from the HFXO_XTALCFG and HFXO_XTALCTRL registers. After reaching the steady operation state
of the HFXO, it is recommended to further optimize current consumption using the Core Bias Optimization Algorithm to trade off noise
and current consumption.

Refer to AN0016.2 for more information on settings for different crystals. Write the configuration values, which depends on the crystal's
CL, RESR and oscillation frequency, into HFXO_XTALCFG and HFXO_XTALCTRL registers.

* COREBIASSTARTUP (HFXO_XTALCFG) - current setting applied at start-up time

* COREBIASSTARTUPI (HFXO_XTALCFG) - current setting applied at intermediate start-up time
* COREBIASANA (HFXO_XTALCTRL) - current setting applied at steady state

+ CTUNEXISTARTUP (HFXO_XTALCFG) - tuning cap setting for Xl applied at start-up time

* CTUNEXIANA (HFXO_XTALCTRL) - tuning cap setting for XI applied at steady state

* CTUNEXOSTARTUP (HFXO_XTALCFG) - tuning cap setting for XO applied at start-up time

* CTUNEXOANA (HFXO_XTALCTRL) - tuning cap setting for XO applied at steady state

» CTUNEFIXANA (HFXO_XTALCTRL) - fixed tuning cap setting applied throughout

* TIMEOUTSTEADY (HFXO_XTALCFG) - duration for the steady state settling time

* TIMEOUTCBLSB (HFXO_XTALCFG) - duration for the optimization settling after each step

All HFXO configuration needs to be performed prior to enabling the HFXO, whether via software by setting FORCEEN bit field, or allow-
ing hardware request by clearing DISONDEMAND bit field in the HFXO_CTRL register.

By default, the HFXO is started in crystal mode, but it is possible to connect an active external sine or clipped sine wave clock source to
the HFXTAL_I pin of the HFXO. By configuring the MODE field in HFXO_CFG to EXTCLK, the HFXO can be bypassed and the source
clock can be provided through the HFXTAL_I pin.

9.2.3.4 Status Flags

The ENS flag in the HFXO_STATUS indicates if the HFXO has been successfully enabled. Once the HFXO oscillation amplitude has
exceeded the start-up threshold and intermediate start-up threshold, the steady state settling timeout begins. When the steady state
timeout has expired, the HFXO is ready for use as indicated by the RDY flag in the HFXO_STATUS. Once Core Bias Optimization is
enabled, the COREBIASOPTRDY flag in the CMU_STATUS register indicates when the optimization is ready. It is advised to wait for
this flag before using the HFXO, because optimization can cause minor disturbance to the oscillator frequency.
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9.2.3.5 On-Demand Clocking

Hardware can request to enable the HFXO by setting the HFXO_STATUS.HWREQ bit field. The HFXO can also optionally be config-
ured via the HFXO_STATUS.DISONDEMAND to shut down when no hardware request is present. This is known as on-demand clock-
ing and allows the oscillator to be controlled without any software intervention. On-demand HFXO enable can be used, for example,
upon wake-up of the Radio Controller (RAC). The RAC module always requires the HFXO for its operation. Any hardware request for
HFXO, including request from RAC, is indicated in the HWREQ bit field of the HFXO_STATUS register. This request enables the
HFXO, provided that DISONDEMAND bit field is cleared in HFXO_CTRL register. The HFXO is only disabled by hardware upon EM2,
EMS3 or EM4 entry.

A typical use scenario of the on-demand feature is as follows. Set up the RTCC to periodically generate a compare match. Setup a
PRS channel which uses this RTCC compare match as its source to cause a wake-up into EM1. Setup the RAC to use the PRS chan-
nel as its source for TXEN or RXEN. Now, when the EFR32 is in EM2 and the RTCC generates a compare match, a wake-up into EM1
occurs, and the HFXO will automatically start. When HFXO is ready, the RAC performs its work and triggers a transition back into EM2
when finished. The system starts, uses, and stops the HFXO without ever being in EMO.

The HFXO analog circuitry can optionally continue operating with the clock output shut off when the HFXO is disabled. This is config-
ured by setting the KEEPWARM bit in HFXO_STATUS.

9.2.3.6 Interrupts

RDYIF and COREBIASOPTRDYIF are interrupt flags as well as status flags. This allows software flexibility to implement interrupt serv-
ice routine or polling loop for these events. When steady state timeout has exceeded, sticky RDYIF is set until it is cleared by software.
If optimization is enabled, sticky COREBIASOPTRDYIF is set when optimization is completed successfully. However, if optimization
fails to complete, sticky COREBIASOPTERRIF is set, and the HFXO control state machine stays in the error state until the oscillator is
disabled. Similarly, if HFXO fails to start-up, meaning it has not reached the steady state, sticky DNSERRIF is set. The HFXO control
state machine stays in the error state until the oscillator is disabled.

9.2.3.7 Protection

It is possible to lock the control registers, configuration registers, and command register to prevent unintended software writes to critical
clock settings. This is controlled by the HFXO_LOCK register. A LOCK bit is available in HFXO_STATUS register. Furthermore, these
registers are locked automatically by hardware to prevent clock domain crossing malfunction. To gain access to these registers while
oscillator is in steady operation state, set FORCEEN to 1, then set DISONDEMAND to 1 in the HFXO_CTRL register. Next, issue the
MANUALOVERRIDE command in the HFXO_CMD register to update the control registers and configuration registers with FSM values,
allowing software direct control of the oscillator. A FSMLOCK bit in HFXO_STATUS register indicates when it is safe for software to
update control registers and configuration registers. When software is finished with updates, put the oscillator back to on-demand mode
by clearing DISONDEMAND to 0, followed by clearing FORCEEN to 0 in the HFXO_CTRL register. While DISONDEMAND is 0,
FSMLOCK is always set, even if hardware is not requesting. This is to prevent a race condition between software access and hardware
lock.

9.2.3.8 Tuning

While the oscillator is running in steady operation state, it may be desirable to change control settings. One example is frequency tuning
by modifying the tuning capacitance via CTUNEXIANA and CTUNEXOANA fields in the HFXO_XTALCTRL register. When tuning, care
should be taken to make small changes to the CTUNE registers. Ideally, change the CTUNE registers by one LSB at a time and alter-
nate between the XI and XO registers. Sufficient wait time for settling, on the order of TIMEOUTSTEADY, should pass before new fre-
quency measurement is taken.

Note: While the HFXO can support crystals with a tuning range of 38 MHz to 40 MHz, the radio specifically requires a 38.4 MHz crystal.
There may also be specific crystal tolerance requirements for each RF protocol supported by the radio.
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9.2.4 HFXO Register Map

The offset register address is relative to the registers base address.

Offset Name Type Description

0x000 |HFXO_IPVERSION R IP Version ID

0x010 |HFXO_XTALCFG RWH Crystal Configuration Register
0x018 |HFXO_XTALCTRL RWH Crystal Control Register
0x020 |HFXO_CFG RWH Configuration Register

0x028 |HFXO_CTRL RWH Control Register

0x050 |HFXO_CMD w Command Register

0x058 |HFXO_STATUS RH Status Register

0x070 |HFXO_IF RWH INTFLAG Interrupt Flag Register

0x074 |HFXO_IEN RwW Interrupt Enable Register
0x080 |HFXO_LOCK w Configuration Lock Register
0x1000 |HFXO_IPVERSION_SET R IP Version ID

0x1010 |HFXO_XTALCFG_SET RWH Crystal Configuration Register
0x1018 |HFXO_XTALCTRL_SET RWH Crystal Control Register
0x1020 |HFXO_CFG_SET RWH Configuration Register
0x1028 |HFXO_CTRL_SET RWH Control Register

0x1050 |HFXO_CMD_SET w Command Register

0x1058 |HFXO_STATUS_SET RH Status Register

0x1070 |HFXO_IF_SET RWH INTFLAG Interrupt Flag Register
0x1074 |HFXO_IEN_SET RW Interrupt Enable Register
0x1080 |HFXO_LOCK_SET w Configuration Lock Register
0x2000 |HFXO_IPVERSION_CLR R IP Version ID

0x2010 |HFXO_XTALCFG_CLR RWH Crystal Configuration Register
0x2018 |HFXO_XTALCTRL_CLR RWH Crystal Control Register
0x2020 |HFXO_CFG_CLR RWH Configuration Register
0x2028 |HFXO_CTRL_CLR RWH Control Register

0x2050 |HFXO_CMD_CLR w Command Register

0x2058 |HFXO_STATUS_CLR RH Status Register

0x2070 |HFXO_IF_CLR RWH INTFLAG Interrupt Flag Register
0x2074 |HFXO_IEN_CLR RwW Interrupt Enable Register
0x2080 |HFXO_LOCK_CLR w Configuration Lock Register
0x3000 |HFXO_IPVERSION_TGL R IP Version ID

0x3010 |HFXO_XTALCFG_TGL RWH Crystal Configuration Register
0x3018 |HFXO_XTALCTRL_TGL RWH Crystal Control Register
0x3020 |HFXO_CFG_TGL RWH Configuration Register
0x3028 |HFXO_CTRL_TGL RWH Control Register
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0x3050 |HFXO_CMD_TGL w Command Register
0x3058 |HFXO_STATUS_TGL RH Status Register
0x3070 |HFXO_IF_TGL RWH INTFLAG Interrupt Flag Register
0x3074 |HFXO_IEN_TGL RW Interrupt Enable Register
0x3080 |HFXO_LOCK TGL w Configuration Lock Register

9.2.5 HFXO Register Description

9.2.5.1 HFXO_IPVERSION - IP Version ID

Offset Bit Position
0x000 |5 |8IQIRXQQ I ] IR I 2 ¥ tQ|loo|~|lo|lw|¢|m|a|~ o
Reset g
Access o

z

o
Name (£

w

>

o
Bit Name Reset Access Description
31:0 IPVERSION 0x2 R IP Version ID

The read only IPVERSION field gives the version for this module. There may be minor software changes required for
modules with different values of IPVERSION.
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9.2.5.2 HFXO_XTALCFG - Crystal Configuration Register

Offset Bit Position
0010 |58/ XN &L RIRQY TR LL T2 2olon~owv von o
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Bit Name Reset Access Description
31:28 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
27:24 TIMEOUTCBLSB 0x4 RW Core Bias LSB Change Timeout

wait duration for the COREBIAS change to settle out, used at each step of COREBIAS optimization algorithm

Value Mode Description

0 T8US The core bias LSB change timeout is set to 8 us minimum. The
maximum can be +40%.

1 T20US The core bias LSB change timeout is set to 20 us minimum. The
maximum can be +40%.

2 T41US The core bias LSB change timeout is set to 41 us minimum. The
maximum can be +40%.

3 T62US The core bias LSB change timeout is set to 62 us minimum. The
maximum can be +40%.

4 T83US The core bias LSB change timeout is set to 83 us minimum. The
maximum can be +40%.

5 T104US The core bias LSB change timeout is set to 104 us minimum.
The maximum can be +40%.

6 T125US The core bias LSB change timeout is set to 125 us minimum.
The maximum can be +40%.

7 T166US The core bias LSB change timeout is set to 166 us minimum.
The maximum can be +40%.

8 T208US The core bias LSB change timeout is set to 208 us minimum.
The maximum can be +40%.

9 T250US The core bias LSB change timeout is set to 250 us minimum.
The maximum can be +40%.

10 T333US The core bias LSB change timeout is set to 333 us minimum.
The maximum can be +40%.

11 T416US The core bias LSB change timeout is set to 416 us minimum.
The maximum can be +40%.

12 T833US The core bias LSB change timeout is set to 833 us minimum.
The maximum can be +40%.
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13 T1250US The core bias LSB change timeout is set to 1250 us minimum.
The maximum can be +40%.

14 T2083US The core bias LSB change timeout is set to 2083 us minimum.
The maximum can be +40%.

15 T3750US The core bias LSB change timeout is set to 3750 us minimum.
The maximum can be +40%.

23:20 TIMEOUTSTEADY 0x4 RW Steady State Timeout

wait duration for the steady state settings to settle out

Value Mode Description

0 T16US The steady state timeout is set to 16 us minimum. The maxi-
mum can be +40%.

1 T41US The steady state timeout is set to 41 us minimum. The maxi-
mum can be +40%.

2 T83US The steady state timeout is set to 83 us minimum. The maxi-
mum can be +40%.

3 T125US The steady state timeout is set to 125 us minimum. The maxi-
mum can be +40%.

4 T166US The steady state timeout is set to 166 us minimum. The maxi-
mum can be +40%.

5 T208US The steady state timeout is set to 208 us minimum. The maxi-
mum can be +40%.

6 T250US The steady state timeout is set to 250 us minimum. The maxi-
mum can be +40%.

7 T333US The steady state timeout is set to 333 us minimum. The maxi-
mum can be +40%.

8 T416US The steady state timeout is set to 416 us minimum. The maxi-
mum can be +40%.

9 T500US The steady state timeout is set to 500 us minimum. The maxi-
mum can be +40%.

10 T666US The steady state timeout is set to 666 us minimum. The maxi-
mum can be +40%.

11 T833US The steady state timeout is set to 833 us minimum. The maxi-
mum can be +40%.

12 T1666US The steady state timeout is set to 1666 us minimum. The maxi-
mum can be +40%.

13 T2500US The steady state timeout is set to 2500 us minimum. The maxi-
mum can be +40%.

14 T4166US The steady state timeout is set to 4166 us minimum. The maxi-
mum can be +40%.

15 T7500US The steady state timeout is set to 7500 us minimum. The maxi-

mum can be +40%.

19:16 CTUNEXOSTARTUP 0x3 RwW Startup Tuning Capacitance on XO
4 most significant bits of CTUNEXOANA applied during startup phase

15:12 CTUNEXISTARTUP 0x3 RwW Startup Tuning Capacitance on XI
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Bit Name Reset Access Description

4 most significant bits of CTUNEXIANA applied during startup phase

11:6 COREBIASSTARTUP  0x13 RwW Startup Core Bias Current
6 most significant bits of COREBIASANA applied during startup phase

5:0 COREBIASSTARTUPI  0xB RW Intermediate Startup Core Bias Current
6 most significant bits of COREBIASANA applied during intermediate startup phase
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9.2.5.3 HFXO_XTALCTRL - Crystal Control Register

Offset Bit Position
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Bit Name Reset Access Description
31 SKIPCOREBIASOPT 0x0 RwW Skip Core Bias Optimization
Set to skip the core bias current optimization algorithm at next startup. Reuse the value stored in COREBIASANA. At the
successful completion of core bias current optimization algorithm, hardware sets this bit to skip optimization during sub-
sequent startup.
30:28 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
27:26 COREDGENANA 0x3 RwW Core Degeneration
Core degeneration control
Value Mode Description
0 NONE Do not apply core degeneration resistence
1 DGEN33 Apply 33 ohm core degeneration resistence
2 DGEN50 Apply 50 ohm core degeneration resistence
3 DGEN100 Apply 100 ohm core degeneration resistence
25:24 CTUNEFIXANA 0x3 RwW Fixed Tuning Capacitance
Adds or removes fixed capacitance on Xl or XO
Value Mode Description
0 NONE Remove fixed capacitance on Xl and XO nodes
1 XI Adds fixed capacitance on XI node
2 XO Adds fixed capacitance on XO node
3 BOTH Adds fixed capacitance on both Xl and XO nodes
23:16 CTUNEXOANA 0x8C RwW Tuning Capacitance on XO
Approximately 80fF per step. 0 is min. 255 is max.
15:8 CTUNEXIANA 0x8C RW Tuning Capacitance on XI
Approximately 80fF per step. 0 is min. 255 is max.
7:0 COREBIASANA 0x10 RW Core Bias Current
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Bit Name Reset Access Description

Approximately 10uA per step

9.2.5.4 HFXO_CFG - Configuration Register

Offset Bit Position
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Bit Name Reset Access Description
31:4 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
3 SQBUFSCHTRGANA  0x0 RW Squaring Buffer Schmitt Trigger
Used in EXTCLK mode to prevent self oscillation
Value Mode Description
0 DISABLE Squaring buffer schmitt trigger is disabled
1 ENABLE Squaring buffer schmitt trigger is enabled
2 ENXIDCBIASANA 0x0 RwW Enable Xl Internal DC Bias
Set to enable internal DC bias. Bit is ignored in XTAL mode.
1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
0 MODE 0x0 RwW Crystal Oscillator Mode

Set this to configure the external source for the HFXO.

Value Mode Description
0 XTAL crystal oscillator
1 EXTCLK external sinusoidal clock can be supplied on XI pin.

silabs.com | Building a more connected world. Rev. 1.1 | 174




Reference Manual
Oscillators

9.2.5.5 HFXO_CTRL - Control Register

Offset Bit Position
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Bit Name Reset Access Description
31:6 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
5 FORCEXO2GNDANA 0x0 RW Force XO Pin to Ground
Set to enable grounding of XO pin.
Value Mode Description
0 DISABLE Disabled (not pulled)
1 ENABLE Enabled (pulled)
4 FORCEXI2GNDANA 0x0 RW Force Xl Pin to Ground
Set to enable grounding of Xl pin. Do not enable if MODE=EXTCLK and an external source is supplied.
Value Mode Description
0 DISABLE Disabled (not pulled)
1 ENABLE Enabled (pulled)
3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
2 KEEPWARM 0x0 RW Keep Warm
Upon disable, if this bit is set, analog oscillator will keep running, while clock output is shutoff. Clearing this bit has no
effect until the next disable event.
1 DISONDEMAND 0x1 RW Disable On-demand Mode
Set to ignore hardware request enabling the crystal oscillator. This bit must be set in order to modify various CFG and
CTRL registers while FSMLOCK is deasserted.
0 FORCEEN 0x0 RW Force Enable

Force the oscillator to run even without a hardware request.
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9.2.5.6 HFXO_CMD - Command Register

Offset Bit Position
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Bit Name Reset Access Description
31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1 MANUALOVERRIDE 0x0 W(nB) Manual Override
Updates APB registers with FSM values. When update completes, switch analog control signals from FSM to APB, al-
lowing software to control the oscillator directly. Only issue this command when COREBIASOPTRDY is asserted, or the
command is ignored.
0 COREBIASOPT 0x0 W(nB) Core Bias Optimizaton

On devices with a radio, this bit is used to start the core bias current optimization algorithm and run it one time. Optimiza-
tion should be executed if the temperature changes by more than 40degC. Do not run this command while the radio is in
RX or TX modes. Do not issue this command more than once until COREBIASOPTRDY is asserted, or the previous
command may be cancelled.
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9.2.5.7 HFXO_STATUS - Status Register

Offset Bit Position
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Reset |R | = RIR IR
o | O o o | O o | O
Access |y | x | x|
>
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o
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S5 = 22 513
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Bit Name Reset Access Description
31 LOCK 0x0 R Configuration Lock Status
Indicates the current status of configuration lock
Value Mode Description
0 UNLOCKED Configuration lock is unlocked
1 LOCKED Configuration lock is locked
30 FSMLOCK 0x0 R FSM Lock Status
Indicates the current status of configuration locked by FSM running
Value Mode Description
0 UNLOCKED FSM lock is unlocked
1 LOCKED FSM lock is locked
29:20 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
19 ISWARM 0x0 R Oscillator Is Kept Warm
Oscillator is currently kept in warm state. Re-eable from warm state skips startup sequence
18 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
17 HWREQ 0x0 R Oscillator Requested by Hardware
Oscillator is requested by hardware.
16 ENS 0x0 R Enabled Status
Oscillator is enabled.
15:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1 COREBIASOPTRDY 0x0 R Core Bias Optimization Ready
Core bias optimization algorithm is complete. New core bias value updated to XTALCTRL.
0 RDY 0x0 R Ready Status

Oscillator is enabled and start-up time has exceeded.
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9.2.5.8 HFXO_IF - Interrupt Flag Register

Offset Bit Position
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Bit Name Reset Access Description
31 COREBIASOPTERR 0x0 RwW Core Bias Optimization Error Interrupt
Core bias current optimization algorithm fails to complete.
30 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
29 DNSERR 0x0 RwW Did Not Start Error Interrupt
Crystal oscillator fails to startup.
28:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1 COREBIASOPTRDY 0x0 RwW Core Bias Optimization Ready Interrupt
Core bias current optimization algorithm is complete.
0 RDY 0x0 RwW Ready Interrupt

Oscillator is ready (start-up time exceeded).

silabs.com | Building a more connected world. Rev. 1.1 | 178




Reference Manual
Oscillators

9.2.5.9 HFXO_IEN - Interrupt Enable Register

Offset Bit Position
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Bit Name Reset Access Description
31 COREBIASOPTERR 0x0 RwW Core Bias Optimization Error Interrupt
Core bias current optimization algorithm fails to complete.
30 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
29 DNSERR 0x0 RwW Did Not Start Error Interrupt
Crystal oscillator fails to startup.
28:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1 COREBIASOPTRDY 0x0 RwW Core Bias Optimization Ready Interrupt
Core bias current optimization algorithm is complete.
0 RDY 0x0 RwW Ready Interrupt

Oscillator is ready (start-up time exceeded).
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9.2.5.10 HFXO_LOCK - Configuration Lock Register

Offset Bit Position
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Bit Name Reset Access Description
31:16 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
15:0 LOCKKEY 0x580E w Configuration Lock Key

Write any other value than the unlock code to lock registers from editing. Write the unlock code to unlock.

Value Mode Description

22542 UNLOCK Write this value to unlock

9.3 HFRCO - High-Frequency RC Oscillator

9.3.1 Introduction

The HFRCO is a calibrated internal High Frequency RC oscillator.

9.3.2 Features

* 1 MHz - 80 MHz High Frequency RC Oscillator with DPLL working in EM01 (HFRCODPLL)
* Low start-up time
* Run-time band change or tuning

9.3.3 Functional Description

9.3.3.1 Start-up

The HFRCO starts up quickly in a few micro-seconds (refer to device data sheet for start-up time specifications.) After the start-up time,
the RDY status bit will go high and the RDY interrupt will be triggered. It can take another two clock cycles for the clock to propagate
through the CMU before the clock is seen by peripherals.

9.3.3.2 On-Demand Clocking

Hardware can request to enable the HFRCO by setting the HFRCO_STATUS.HWREQ bit field. The HFRCO can also optionally be
configured via the HFRCO_STATUS.DISONDEMAND to shut down when no hardware request is present. This is known as on-demand
clocking and allows the oscillator to be controlled without any software intervention. This means that HFRCO receives a request for
clock from the CMU whenever the oscillator clock is needed. These requests can come at any time from any power domain (depending
on the which peripheral is requesting the clock.)
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9.3.3.3 Calibration

Several different frequencies are calibrated during production test on every device. In order to use a factory-calibrated value, software
must read the value from the appropriate location in the DEVINFO page and write it to the CAL register.

The TUNING and FINETUNING bit fields in the CAL register can be used to trim HFRCO manually.

Software may write the CAL register at any time. If there is already a frequency updating occuring, the current change would apply
when the previous update is done. FREQBSY in STATUS register indicates if the updating is finished.

The minimum and maximum frequencies attainable for each setting of the FREQRANGE field are listed in the device data sheet.

Table 9.1. HFRCODPLL Calibration Frequencies

DEVINFO Location Target Frequency

HFRCODPLLCALO 4 MHz
HFRCODPLLCAL1 5 MHz
HFRCODPLLCAL3 7 MHz
HFRCODPLLCAL4 10 MHz
HFRCODPLLCALG 13 MHz
HFRCODPLLCAL7 16 MHz
HFRCODPLLCALS 19 MHz (default)
HFRCODPLLCALS9 20 MHz
HFRCODPLLCAL10 26 MHz
HFRCODPLLCAL11 32 MHz
HFRCODPLLCAL12 38 MHz
HFRCODPLLCAL13 48 MHz
HFRCODPLLCAL14 56 MHz
HFRCODPLLCAL15 64 MHz
HFRCODPLLCAL16 80 MHz

9.3.3.4 Interrupts
HFRCO has one interrupt: IF.RDY. RDY is triggered when the timeout has finished and the qualified HFRCO clock is ready. The clock
is gated until it is ready.

9.3.3.5 Status Flags

9.3.3.5.1 FREQBSY

The FREQBSY bit indicates the HFRCO is busy updating its frequency after writing to the CAL register. The FREQBSY bit should be
used whenever frequency is changed. E.g. After software writes to the CAL register, FREQBSY would assert immediately. Software
should wait for FREQBSY to be zero before attempting to write to the CAL register again.

For band-change, FREQBSY would not de-assert until after the timeout upon being re-enabled.
For normal start-up, FREQBSY would not assert.

When DPLL is on, FREQBSY would not assert as the frequency change is not caused by writing to the CAL register. When disabling
DPLL the last tuning value is written back to the CAL register, which will assert FREQBSY.
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9.3.3.5.2 ENS

ENS indicates the HFRCO is enabled. This flag is used to check if the HFRCO is enabled by any requester.
Note: When a band change occurs, the HFRCO is disabled and re-enabled. This will cause the ENS bit to briefly de-assert.

9.3.3.5.3 RDY
RDY indicates HFRCO is enabled and start-up timeout has exceeded. Used to check if the HFRCO clock is ready after enable.

Band-change would de-assert RDY as it would go through another

9.3.3.5.4 SYNCBUSY

SYNCBUSY indicates ongoing synchronization of CAL register fields. Same as all other modules.

9.3.3.6 Forced Oscillator Control
The HFRCO can be forced on and off using the FORCEEN and DISONDEMAND bits in the CTRL register.

Setting FORCEEN will force the oscillator core to run, but peripherals will still need to request the clock to un-gate the clock signal.

9.3.3.7 Oscillator Modes

The HFRCO has three modes of operation, an on-demand mode (which is the normal software use case), a force on and a force off
mode.

In on-demand mode the oscillator will start whenever a peripheral requests the it. Which in most cases is whenever the module is ena-
bled.

In force on mode the analog core will run independently of whether it is requested or not. This can be useful for measuring analog
current without any digital load on the clocks.

In force off mode, the analog core will be shut off independently of whether it is requested or not. This can be useful for changing
analog test settings without risking glitches on the clock.

The DISONDEMAND bit can also be used to give software full control over the clock for exceptional cases where software control is
desired.

Table 9.2. Oscillator modes

Bit Field FORCEEN DISONDEMAND
On-Demand (normal operation) 0 0
Forced On 1 X
Forced Off 0 1
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9.3.4 HFRCO Register Map

The offset register address is relative to the registers base address.

Offset Name Type Description

0x000 |HFRCO_IPVERSION R IP Version ID

0x004 |HFRCO_CTRL RW Ctrl Register

0x008 |HFRCO_CAL RWH SYNC Calibration Register
0x00C |HFRCO_STATUS RH Status Register

0x010 |HFRCO_IF RWH INTFLAG Interrupt Flag Register
0x014 |HFRCO_IEN RW Interrupt Enable Register
0x01C |HFRCO_LOCK Lock Register

0x1000 |HFRCO_IPVERSION_SET R IP Version ID

0x1004 |HFRCO_CTRL_SET RW Ctrl Register

0x1008 |HFRCO_CAL_SET RWH SYNC Calibration Register
0x100C |HFRCO_STATUS SET RH Status Register

0x1010 |HFRCO_IF_SET RWH INTFLAG Interrupt Flag Register
0x1014 |HFRCO_IEN_SET RW Interrupt Enable Register
0x101C |HFRCO_LOCK_SET Lock Register

0x2000 |HFRCO_IPVERSION_CLR R IP Version ID

0x2004 |HFRCO_CTRL_CLR RW Ctrl Register

0x2008 |HFRCO_CAL_CLR RWH SYNC Calibration Register
0x200C |HFRCO_STATUS_CLR RH Status Register

0x2010 |HFRCO_IF_CLR RWH INTFLAG Interrupt Flag Register
0x2014 |HFRCO_IEN_CLR RwW Interrupt Enable Register
0x201C |HFRCO_LOCK_CLR Lock Register

0x3000 |HFRCO_IPVERSION_TGL R IP Version ID

0x3004 |HFRCO_CTRL_TGL RW Ctrl Register

0x3008 |HFRCO_CAL_TGL RWH SYNC Calibration Register
0x300C |HFRCO_STATUS_TGL RH Status Register

0x3010 |HFRCO_IF_TGL RWH INTFLAG Interrupt Flag Register
0x3014 |HFRCO_IEN_TGL RwW Interrupt Enable Register
0x301C |HFRCO_LOCK _TGL w Lock Register
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9.3.5 HFRCO Register Description

9.3.5.1 HFRCO_IPVERSION - IP Version ID

Offset Bit Position
0000 5|8 /RKKLRIQNTIRR LRI VT2 o0 o/ ~ov <o a~|o
Reset g
Access x

z

o
Name &

w

>

o
Bit Name Reset Access Description
31:0 IPVERSION 0x1 R IP Version

The read only IPVERSION field gives the version for this module. There may be minor software changes required for
modules with different values of IPVERSION.

9.3.5.2 HFRCO_CTRL - Ctrl Register

Offset Bit Position
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=
o O
o
28K}
ey
Bit Name Reset Access Description
31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1 DISONDEMAND 0x0 RwW Disable On-demand
Setting this bit disable HFRCO on-demand feature
0 FORCEEN 0x0 RwW Force Enable

Setting this bit force HFRCO enabled
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9.3.5.3 HFRCO_CAL - Calibration Register

Offset Bit Position
0008 |5/ /R/RNIQKLI RN TR 22 T2 T2 20w ~ow< oo~ o
Access | 3 - z z 7 z
IS S - g3 2 2
= O @) @) [T 4 L +
Bit Name Reset Access Description
31:28 IREFTC OxA RwW Tempco Trim on Comparator Current
Writing this field adjusts the temperature coefficient trim on comparator current.
27:26 CMPSEL 0x2 RwW Comparator Load Select
Writing this field adjusts the active load for comparators.
25:24 CLKDIV 0x0 RW Locally Divide HFRCO Clock Output
Writing this field configures the HFRCO clock output divider.
Value Mode Description
0 DIV1 Divide by 1.
1 DIV2 Divide by 2.
2 DIV4 Divide by 4.
23:21 CMPBIAS 0x3 RwW Comparator Bias Current
Writing this field adjusts the HFRCO comparator bias current.
20:16 FREQRANGE 0x8 RwW Frequency Range
Writing this field adjusts the HFRCO frequency range.
15 LDOHP 0x1 RW LDO High Power Mode
Settings this bit puts the HFRCO LDO in high power mode.
14 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
13:8 FINETUNING Ox1F RwW Fine Tuning Value
Writing this field adjusts the HFRCO fine tuning value. Higher value means lower frequency.
7 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
6:0 TUNING Ox7F RW Tuning Value

Writing this field adjusts the HFRCO tuning value. Higher value means lower frequency.
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9.3.5.4 HFRCO_STATUS - Status Register

Offset Bit Position
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Bit Name Reset Access Description
31 LOCK 0x0 R Lock Status
If set, all HFRCO lockable registers are locked.
Value Mode Description
0 UNLOCKED HFRCO is unlocked
1 LOCKED HFRCO is locked
30:17 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
16 ENS 0x0 R Enable Status
HFRCO is enabled.
15:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
2 SYNCBUSY 0x0 R Synchronization Busy
This bit is set when there is an ongoing synchronization of CAL register bitfields.
1 FREQBSY 0x0 R Frequency Updating Busy
HFRCO is busy updating frequency.
0 RDY 0x0 R Ready

HFRCO is enabled and start-up time has exceeded.
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9.3.5.5 HFRCO_IF - Interrupt Flag Register

Offset Bit Position

0010 5|88 NQILI QI TR 22 S22 20w r~owx oo~ o

Reset g

Access E
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Bit Name Reset Access Description

31:1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
0 RDY 0x0 RwW Ready Interrupt Flag

Set when HFRCO is ready (start-up time exceeded).

9.3.5.6 HFRCO_IEN - Interrupt Enable Register

Offset Bit Position

x014 1588 KNLR I TRR LRI N2 o o/ ~ov v o a o

Reset g

Access E
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o

Bit Name Reset Access Description

31:1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
0 RDY 0x0 RW RDY Interrupt Enable

Enable/disable the RDY interrupt
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9.3.5.7 HFRCO_LOCK - Lock Register

Offset Bit Position
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Bit Name Reset Access Description
31:16 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
15:0 LOCKKEY 0x8195 w Lock Key

Write any other value than the unlock code to lock registers from editing. Write the unlock code to unlock.

Value Mode Description

33173 UNLOCK Unlock code

9.4 DPLL - Digital Phased Locked Loop

9.4.1 Introduction

The Digital Phase-Locked Loop (DPLL) uses a reference clock to generate a desired clock frequency at a specified ratio to the refer-
ence clock.

9.4.2 Features

* Frequency Lock Mode

* Phase-Lock Mode

» Output frequency = Frgg*(N+1)/(M+1), where N and M are 12-bit values
» Very fast lock time

» Very fast transient tracking

* Low output jitter

» Lock detection with an interrupt

» Lock fail detection with interrupts

9.4.3 Functional Description
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9.4.3.1 Enabling and Disabling

The DPLL can be enabled and disabled by software via the DPLL_EN register. Before enabling DPLL, software should:
1. Select reference clock by setting the CLKSEL field in CMU_DPLLREFCLKCTRL.

2.The CMU should not be running from the HFRCO. If necessary, the CMU should switch to the FSRCO until after the DPLL has
locked to avoid over-clocking due to overshoot. If necessary, select FSRCO or HFXO in the CMU_SYSCLKCTRL register CLKSEL
field.

3. Configure the DPLL.
4. Make certain that the ENS bit in DPLL_STATUS is low.

The DPLL is disabled automatically when entering EM2, EM3, or EM4. Note that disabling the DPLL will not automatically turn off the
reference clock. The CLKSEF field in CMU_DPLLREFCLKCTRL must be set to DISABLED before entering EM2 or the selected
REFCLK may continue to run in EM2.

9.4.3.2 Lock Modes

The DPLL provides two lock modes, referred to as frequency-lock loop mode (FREQLL) and phase-lock loop mode (PHASELL).
FREQLL mode keeps the DCO frequency-locked to the reference clock, which means the DCO frequency will be accurate. However,
the phase error can accumulate over time and cause a non-zero average frequency error. FREQLL mode also provides better jitter and
transient performance. PHASELL mode keeps the DCO phase-locked to the reference clock, which means the phase error does not
accumulate over time, which makes the average frequency error zero. FREQLL mode should be used unless specific phase require-
ment exists.

9.4.3.3 Configurations

The formula for the DPLL output frequgncy is FREF*(N+1)/(M+1). The user should calculate N and M in DPLL_CFG1 to achieve the
target frequency. Note that with a larger value of N, the DCO lock time would increase and DCO jitter would decrease. Both effects are
approximately linear. This relationship can be used to select N for a given application to strike a compromise between lock time and
output jitter. For example if an ratio of 3 is desired, the DPLL could be configured as {N=599, M=199} for fast lock time but high jitter, or
as {N=2999, M=999} for lower jitter but longer lock time.

Note: All configuration settings should be done before enabling the DPLL. They should not be changed when DPLL is running. The
final tuning values can be read back from TUNING and FINETUNING in HFRCO_CAL, after DPLL is disabled and DPLLENS in
DPLL_STATUS is low.

9.4.3.4 Lock Detection

The DPLL has 3 different types of output events: ready, lock fail due to period underflow, and lock fail due to period overflow. Each of
the events has its own interrupt flag. DPLLRDY is set when DPLL successfully locks to the reference clock based on the software con-
figuration. DPLLLOCKFAILLOW is set when the DPLL fails to lock because the period lower boundary is hit. DPLLLOCKFAILHIGH is
set when the DPLL fails to lock because the period upper boundary is hit. If the interrupt flags are set and the corresponding interrupt
enable bits in DPLL_IEN are set, the DPLL will request an interrupt. Based on different interrupt events, software should take different
actions:

+ If the DPLLRDY interrupt is received first, it means target clock is ready and it is safe to switch to use DCO'’s output.

+ If the DPLLLOCKFAILLOW interrupt is received first, it indicates the RANGE in HFRCO_CAL is too small. Software should disable
the DPLL and write a larger value to RANGE, then enable the DPLL again to lock.

+ If the DPLLLOCKFAILHIGH interrupt is received first, it indicates the RANGE in HFRCO_CAL is too large. Software should disable

DPLL and write a smaller value to RANGE, then enable DPLL again to lock.

* If the DPLLRDY interrupt is received first and then DPLLLOCKFAILLOW or DPLLLOCKFAILHIGH is received later, it means refer-
ence clock drifted over 1% and the DPLL has lost its locked status.

* If AUTORECOVER in DPLL_CFG is not set, software should disable the DPLL and enable DPLL again to lock.

« If AUTORECOVER in DPLL_CFG is set, hardware will re-lock automatically. When the target frequency is near the boundary of a
range, the drift may cause underflow or overflow. In this case the fail interrupt will still be received. Software should disable the
DPLL and modify RANGE in HFRCO_CAL in corresponding direction, depending on whether the DPLLLOCKFAILLOW or
DPLLLOCKFAILHIGH bit is set. Then enable DPLL again to lock.
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9.4.4 DPLL Register Map

The offset register address is relative to the registers base address.

Offset Name Type Description
0x000 |DPLL_IPVERSION R IP Version
0x004 |DPLL_EN RW ENABLE Enable

0x008 |DPLL_CFG RW CONFIG Config

0x00C |DPLL_CFG1 RW CONFIG Config1

0x010 |DPLL_IF RWH INTFLAG Interrupt Flag
0x014 |DPLL_IEN RW Interrupt Enable
0x018 |DPLL_STATUS RH Status

0x024 |DPLL_LOCK W Lock

0x1000 |DPLL_IPVERSION_SET R IP Version
0x1004 |DPLL_EN_SET RW ENABLE Enable

0x1008 |DPLL_CFG_SET RW CONFIG Config

0x100C |DPLL_CFG1_SET RW CONFIG Config1

0x1010 |DPLL_IF_SET RWH INTFLAG Interrupt Flag
0x1014 |DPLL_IEN_SET RW Interrupt Enable
0x1018 |DPLL_STATUS_SET RH Status

0x1024 |DPLL_LOCK_SET w Lock

0x2000 |DPLL_IPVERSION_CLR R IP Version
0x2004 |DPLL_EN_CLR RW ENABLE Enable

0x2008 |DPLL_CFG_CLR RW CONFIG Config

0x200C |DPLL_CFG1_CLR RW CONFIG Config1

0x2010 |DPLL_IF_CLR RWH INTFLAG Interrupt Flag
0x2014 |DPLL_IEN_CLR RW Interrupt Enable
0x2018 | DPLL_STATUS_CLR RH Status

0x2024 |DPLL_LOCK_CLR w Lock

0x3000 |DPLL_IPVERSION_TGL R IP Version
0x3004 |DPLL_EN_TGL RW ENABLE Enable

0x3008 |DPLL_CFG_TGL RW CONFIG Config

0x300C | DPLL_CFG1_TGL RW CONFIG Config1

0x3010 |DPLL_IF_TGL RWH INTFLAG Interrupt Flag
0x3014 |DPLL_IEN_TGL RwW Interrupt Enable
0x3018 |DPLL_STATUS_TGL RH Status

0x3024 |DPLL_LOCK_TGL w Lock
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9.4.5 DPLL Register Description

9.4.5.1 DPLL_IPVERSION - IP Version

Offset Bit Position
0000 5|8 /RKKLRIQNTIRR LRI VT2 o0 o/ ~ov <o a~|o
Reset g
Access x
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o
Name &
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>

o
Bit Name Reset Access Description
31:0 IPVERSION 0x0 R IP Version ID

The read only IPVERSION field gives the version for this module. There may be minor software changes required for
modules with different values of IPVERSION.

9.4.5.2 DPLL_EN - Enable

Offset Bit Position

004 |15/8/28INSILIFIQNTIR2RTCLT2 N2 glo~ow <t o -|o
Reset g
Access E
Name E
Bit Name Reset Access Description

31:1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
0 EN 0x0 RwW Module Enable

The ENABLE bit enables the module. Software should write to CONFIG type registers before setting the ENABLE bit.
Software should write to SYNC type registers only after setting the ENABLE bit.
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9.4.5.3 DPLL_CFG - Config

Offset Bit Position
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Bit Name Reset Access Description
31:7 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
6 DITHEN 0x0 RwW Dither Enable Control
Set to enable dither function
5:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
2 AUTORECOVER 0x0 RwW Automatic Recovery Control
Set to enable automatic recovery function
1 EDGESEL 0x0 RwW Reference Edge Select
This bit controls which edge of reference is detected
0 MODE 0x0 RwW Operating Mode Control

This bit controls which mode DPLL is operating when enabled

Value Mode Description
0 FLL Frequency Lock Mode
1 PLL Phase Lock Mode
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9.4.5.4 DPLL_CFG1 - Config1

Offset Bit Position
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Reset g %

Access E E
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Bit Name Reset Access Description

31:28 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions

27:16 N 0x0 RwW Factor N

The locked DCO frequency is given by: Fdco = Fref * (N + 1)/(M+1). N is required to be larger than 300.

15:12 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions

11:0 M 0x0 RW Factor M

The locked DCO frequency is given by: Fdco = Fref * (N + 1)/((M+1). M can be any value.

9.4.5.5 DPLL_IF - Interrupt Flag

Bit Position
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Bit Name Reset Access Description

31:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
2 LOCKFAILHIGH 0x0 RwW Lock Failure High Interrupt Flag
Set when DPLL fail to lock because of period overflow.
1 LOCKFAILLOW 0x0 RwW Lock Failure Low Interrupt Flag
Set when DPLL fail to lock because of period underflow.
0 LOCK 0x0 RW Lock Interrupt Flag

Set when DPLL achieve the lock.
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9.4.5.6 DPLL_IEN - Interrupt Enable

Offset Bit Position

0x014 S RIQAQIRILIQIQIN IIRIZ 2T 2¥It|Qlow|~|lojlv|d|w|a|~|o
o 1o | o

Reset 5183

Access E E E
T
|3
I | a
4

Name < | <
L | Lo
¥ | X | X
[ORNGRES]
OO0 |0
R [ [ (|

Bit Name Reset Access Description

31:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
2 LOCKFAILHIGH 0x0 RW LOCKFAILHIGH Interrupt Enable
Enable/disable the LOCKFAILHIGH interrupt
1 LOCKFAILLOW 0x0 RW LOCKFAILLOW Interrupe Enable

Enable/disable the LOCKFAILLOW interrupt

0 LOCK 0x0 RwW

Enable/disable the LOCK interrupt

LOCK interrupt Enable
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9.4.5.7 DPLL_STATUS - Status

Offset Bit Position
x018 158 RRKNLR IR TR IRV T2 0 o/ ~olv/ <o a~|o
(e} o | O
Reset = 3|3
Access |y x|l
N
Name |8 215
| w |
Bit Name Reset Access Description
31 LOCK 0x0 R Lock Status
Indicates the current status of configuration lock
Value Mode Description
0 UNLOCKED
1 LOCKED
30:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1 ENS 0x0 R Enable Status
DPLL is enabled.
0 RDY 0x0 R Ready Status

DPLL is enabled and locked.

9.4.5.8 DPLL_LOCK - Lock

Bit Position
x024 |5 13/R8INERIQNTR2RT L L T2Y T2 olo~ov v oo
AN
o
Reset ~
x
o
Access =
>
L
Name ¥
(6]
(e}
-
Bit Name Reset Access Description
31:16 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
15:0 LOCKKEY 0x7102 w Lock Key

Write any other value than the unlock code to lock registers from editing. Write the unlock code to unlock.

Value

Mode

Description

28930

UNLOCK
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9.5 LFXO - Low-Frequency Crystal Oscillator

9.5.1 Introduction

The Low Frequency Crystal Oscillator (LFXO) uses an external 32.768 kHz crystal to provide an accurate low-frequency clock. The
module is available in all energy modes, except EM3. The main interaction is with the CMU through the clock requesting mechanism.

9.5.2 Features

High-level features.

» Crystal calibration

» Functional in all energy modes, except EM3
+ Failure detection and EM4WU

+ External CMOS mode

» Edge interrupts and EM2WU

» On-demand oscillator enabling

9.5.3 Functional Description

9.5.3.1 Modes

The LFXO can be used in three different modes. The mode can be programmed by setting MODE bit field in the LFXO_CFG register. If
MODE is set to XTAL, the LFXO is programmed to operate in crystal mode and a 32.768 kHz crystal oscillator should be connected to
LF crystal pads, LFXTAL_I and LFXTAL_O (see the device data sheet for details). If MODE is set to BUFEXTCLK, the LFXO is pro-
grammed to operate in external sine mode and the sine wave should be supplied to LFXTAL_I pin. If MODE is set to DIGEXTCLK,
LFXO is programmed to operate in external CMOS mode and the external 32.768 kHz clock should be provided on LFXTAL_I pin. See
the register descriptions for more details.

9.5.3.2 Enabling

There are two ways to turn on the LFXO clock. One is to turn it on in FORCEON mode by setting FORCEEN bit to 1 in LFXO_CTRL
register. Another is to keep it ready to be turned on in ONDEMAND mode by setting FORCEEN bit to 0 and DISONDEMAND bit to 0 in
LFXO_CTRL register. This means that the oscillator will be off unless its clock requested. When a peripheral requests the clock, hard-
ware will automatically enable the LFXO without any software intervention. The oscillator will remain on as long as the peripheral re-
quests it. DISONDEMAND setting does not have any impact when FORCEEN set to 1. LFXO is in FORCEOFF mode when FORCEEN
set to 0 and DISONDEMAND set to 1. In FORCEOFF mode all requests are blocked and LFXO will not generate the clock. The LFXO
clock is available in all energy modes, except EM3.

9.5.3.3 Clock Qualification

The clock should not be used immediately after enabling LFXO, until the clock has had time to stabilize. Therefore a number of cycles
are required to qualify the clock. Before the clock is qualified, no clock requesters will receive the LFXO clock. The number of cycles
used to qualify the clock can be programmed by setting TIMEOUT bit field in the LFXO_CFG register. The TIMEOUT default value is
set the 32,728 cycles, which is much more than necessary for stabilization. The stabilization time required will depend on the particular
crystal, oscillator settings, and frequency accuracy requirements. A value of 4096 clocks is generally recommended for most applica-
tions. A low timeout of 2 cycles may be used in DIGEXTCLK mode in order to filter out the first glitch from the pad. The 2 clock cycle
timeout should not be used with crystals. There are two status bits and one interrupt associated with enabling the oscillator and qualify-
ing its clock. Once the oscillator gets enabled the ENS bit in LFXO_STATUS register will be set high. Note that due to the nature of on
demand clocking, the oscillator can be enabled anytime, so if software reads ENS low it is not safe to assume that ENS stays low dur-
ing the next instruction. It is only safe to assume that oscillator is OFF at the time ENS is being read. Similarly, if software reads ENS
high it is not safe to assume that ENS stays high during the next instruction. Once the clock is qualified, the RDY status is set high in
the LFXO_STATUS register. The same uncertainties also apply to the RDY bit. However, software can wait for RDY bit to go high to
detect that LFXO clock is qualified. Or it can enable the interrupt with RDYIEN in LFXO_IEN register and receive RDYIF interrupt avail-
able in LFXO_IF register. RDYIF also acts as EM2 wakeup source if RDYIEN set high. If put into FORCEON mode, the LFXO will start
the qualification and once qualified it will gate off the clock but immediately start with no qualification upon receiving a request. If in
ONDEMAND mode, the LFXO starts the qualification every time it is switched from off to on due to clock requests. The qualification can
take up to 32k cycles. Note that only enabling RDY interrupt does not act as a clock request.
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9.5.3.4 Edge Detection Interrupts

There is a possibility for software to detect rising or falling edges of the LFXO clock. The edge detection is enabled if any of POSEDG-
EIEN and NEGEDGEIEN is set to 1. The corresponding flags are available in POSEDGEIF and NEGEDGEIF. If none of the interrupts
are enabled, the edge detection is disabled and POSEDGEIF and NEGEDGEIF hold their last value until cleared or set by software.
Disabling the edge detection is only allowed on NEGEDGEIF. Both flags act as EM2 wakeup sources if the corresponding IEN is set
high.

9.5.3.5 Clock Failure

In case the oscillator or crystal stops or does not output clock when expected, a failure interrupt can be raised. The failure occurs if
fewer than 3 LFXO clock positive edges happen during one 1ms. The failure detection is enabled by setting FAILDETEN to 1 in
LFXO_CTRL register. This bit acts as a clock requester. Once enabled, failure detection status can be checked by reading FAILIF in
LFXO_IF register. If FAILIEN is set high, failure will generate both interrupt and EM2 wakeup. Failure detection is also implemented as
EM4 wakeup source. To wakeup from EM4 on LFXO failure detection, set FAILDETEM4WUEN high in LFXO_CTRL.

9.5.3.6 Automatic Gain Control

AGC and HIGHAMPL in LFXO_CFG are settings applied to the LFXO oscillator. Both settings provide higher crystal oscillation ampli-
tude. This will improve duty cycle in the output clock and give lower sensitivity to noise, but at the cost of higher current consumption.
The AGC bit is used to enable the Automatic Gain Control module that adjusts the amplitude of the oscillations. It is enabled by default.
When disabled, the LFXO will run at the start-up current and the crystal will oscillate rail-to-rail or limited by the start-up current. The
HIGHAMPL bit will have no effect when AGC is disabled. When AGC is enabled setting the HHGHAMPL bit will give about 70% higher
crystal oscillation amplitude.

9.5.3.7 Force Off

It is not allowed to write to LFXO_CFG unless LFXO is in FORCEOFF mode. If this guideline is violated, the write access is blocked
and a bus fault is generated. Writing to CFG registers has no effect in DIGEXTCLK mode. Note: when putting the oscillators to FORCE-
OFF mode, wait for ENS status to go low for the oscillator to completely shut off. Once the oscillator is forced off, it is safe to write to the
LFXO_CFG register.

9.5.3.8 Register Synchronization

While the CFG registers are static LFXO configuration, LFXO_CAL register has GAIN and CAPTUNE bit fields which can be written to
while the oscillator is running. This is used to calibrate the LFXO clock. These registers are allowed to be written only if CALBSY in
LFXO_SYNCBUSY register is low. If this guideline is violated, the write access is blocked and a bus fault is generated. CALBSY is
guaranteed to be low in FORCEOFF mode. When exiting FORCEOFF mode, CALBSY will go high and stay high until the initial internal
synchronization is done. CALBSY is also guaranteed to be low in DIGEXTCLK mode since writing to CAL register has no effect in DI-
GEXTCLK mode. CAPTUNE is allowed to be incremented or decremented by one LSB when not in FORCEOFF mode. Note that CAP-
TUNE tunes the internal capacitors connected to LFXTAL_| and LFXTAL_O pads (see Register map for more details). By programming
GAIN bit field it is possible to optimize start-up time and power consumption for a given crystal. Internal capacitances are not provided
on all chips (see the device data sheet for more details).

9.5.3.9 Register Lock

See the LFXO_LOCK register on how to lock certain registers. Registers LFXO_CTRL, LFXO_CFG, and LFXO_CAL are lockable. The
LOCK bit in LFXO_STATUS register is available to check whether the registers are locked. If locked, all updates to these registers are
blocked and bus faults are issued.

9.5.3.10 Reset Behavior

Upon reset, the LFXO is configured for the safe crystal start-up. The TIMEOUT is set to 32k cycles, The MODE is set to XTAL and the
reset state is FORCEOFF. In order to minimize the start-up time and power consumption for a given crystal, it is possible to adjust the
start-up gain in the oscillator by programming GAIN in LFXO_CAL. All controls are retained in EM4, except LFXO_IEN register which is
reset after EM4 wakeup.
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9.5.4 LFXO Register Map

The offset register address is relative to the registers base address.

Offset Name Type Description

0x000 |LFXO_IPVERSION R LFXO IP Version

0x004 |LFXO_CTRL RwW LFXO Control Register
0x008 |LFXO_CFG RW LFXO Configuration Register
0x010 |LFXO_STATUS RH LFXO Status Register

0x014 |LFXO_CAL RW LFSYNC LFXO Calibration Register
0x018 |LFXO_IF RWH INTFLAG Interrupt Flag Register
0x01C |LFXO_IEN RwW Interrupt Enable Register
0x020 |LFXO_SYNCBUSY RH LFXO Sync Busy Register
0x024 |LFXO_LOCK Configuration Lock Register
0x1000 |LFXO_IPVERSION_SET R LFXO IP Version

0x1004 |LFXO_CTRL_SET RW LFXO Control Register
0x1008 |LFXO_CFG_SET RW LFXO Configuration Register
0x1010 |LFXO_STATUS_SET RH LFXO Status Register
0x1014 |LFXO_CAL_SET RW LFSYNC LFXO Calibration Register
0x1018 |LFXO_IF_SET RWH INTFLAG Interrupt Flag Register
0x101C |LFXO_IEN_SET RwW Interrupt Enable Register
0x1020 |LFXO_SYNCBUSY_SET RH LFXO Sync Busy Register
0x1024 |LFXO_LOCK_SET Configuration Lock Register
0x2000 |LFXO_IPVERSION_CLR R LFXO IP Version

0x2004 |LFXO_CTRL_CLR RW LFXO Control Register
0x2008 |LFXO_CFG_CLR RW LFXO Configuration Register
0x2010 |LFXO_STATUS CLR RH LFXO Status Register
0x2014 |LFXO_CAL _CLR RW LFSYNC LFXO Calibration Register
0x2018 |LFXO_IF_CLR RWH INTFLAG Interrupt Flag Register
0x201C |LFXO_IEN_CLR RW Interrupt Enable Register
0x2020 |LFXO_SYNCBUSY_CLR RH LFXO Sync Busy Register
0x2024 |LFXO_LOCK_CLR Configuration Lock Register
0x3000 |LFXO_IPVERSION_TGL R LFXO IP Version

0x3004 |LFXO _CTRL_TGL RwW LFXO Control Register
0x3008 |LFXO_CFG_TGL RwW LFXO Configuration Register
0x3010 |LFXO_STATUS_TGL RH LFXO Status Register
0x3014 |LFXO_CAL_TGL RW LFSYNC LFXO Calibration Register
0x3018 |LFXO_IF_TGL RWH INTFLAG Interrupt Flag Register
0x301C |LFXO_IEN_TGL RwW Interrupt Enable Register
0x3020 |LFXO_SYNCBUSY_TGL RH LFXO Sync Busy Register
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Offset Name Description

0x3024 |LFXO_LOCK_TGL w Configuration Lock Register

9.5.5 LFXO Register Description

9.5.5.1 LFXO_IPVERSION - LFXO IP Version

Offset Bit Position
X000 |5/8/28NQILTQN T2 |CLT 2N 2 glo~owi <o -|o
Reset g
Access x

z

®}
Name ﬁ@

w

>

o
Bit Name Reset Access Description
31:0 IPVERSION 0x0 R IP Version ID

The read only IPVERSION field gives the version for this module. There may be minor software changes required for
modules with different values of IPVERSION.
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9.5.5.2 LFXO_CTRL - LFXO Control Register

Offset Bit Position
X004 |5 I2IRIRNLRIRQYTRIZI2T R I Y 20w~ v o~ o
o o — O
Reset 3|3 5|3
Access % 5 E E
Z
S
=)
3 <
N = |z s
ame W | W olz
[ o |w
W | W > |
[a g §gl¢e
= x
<< 28]
| O | w
Bit Name Reset Access Description
31:6 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
5 FAILDETEM4WUEN 0x0 RW LFXO Failure Detection EM4WU Enable
Set this bit to enable EM4 exit on the oscillator failure detection.
4 FAILDETEN 0x0 RwW LFXO Failure Detection Enable
Set this bit to enable the oscillator failure detection feature. Note that setting this bit will enable the oscillator core.
3:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1 DISONDEMAND 0x1 RwW LFXO Disable On-demand requests
Set this bit to disable On-demand requests.
0 FORCEEN 0x0 RW LFXO Force Enable

Set this bit to enable the oscillator core. The oscillator core is enabled regardless of On-demand requests.
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9.5.5.3 LFXO_CFG - LFXO Configuration Register

Offset Bit Position
%008 |5 8IRXNELRIRQN TR LL T2 2 olo~owv voa o
N~ o o |
Reset 3 3 ERES
Access E 5 E E
T
3 2
Name Q g o
s o e a
- = T | <
Bit Name Reset Access Description
31:11 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
10:8 TIMEOUT 0x7 RW LFXO Start-up Delay

Configures the start-up delay for LFXO.

Value Mode Description

0 CYCLES2 Timeout period of 2 cycles

1 CYCLES256 Timeout period of 256 cycles

2 CYCLES1K Timeout period of 1024 cycles

3 CYCLES2K Timeout period of 2048 cycles

4 CYCLES4K Timeout period of 4096 cycles

5 CYCLES8K Timeout period of 8192 cycles

6 CYCLES16K Timeout period of 16384 cycles

7 CYCLES32K Timeout period of 32768 cycles

7:6 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
5:4 MODE 0x0 RW LFXO Mode

Selects the LFXO mode.

Value Mode Description

0 XTAL A 32768Hz crystal should be connected to the LF crystal pads.
Voltage must not exceed VDDIO.

1 BUFEXTCLK An external sine source with minimum amplitude 100mv (zero-
to-peak) and maximum amplitude 500mV (zero-to-peak) should
be connected in series with LFEXTAL_I pin. Minimum voltage
should be larger than ground and maximum voltage smaller
than VDDIO. The sine source does not need to be ac coupled
externally as it is ac couples inside LFXO. LFXTAL_O is free to
be used as a general purpose GPIO.

2 DIGEXTCLK An external 32KHz CMOS clock should be provided on

LFXTAL_I. LFXTAL_O is free to be used as a general purpose
GPIO.
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Oscillators
Bit Name Reset Access Description
3:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1 HIGHAMPL 0x0 RW LFXO High Amplitude Enable
Set this bit to enable high XTAL oscillation amplitude.
0 AGC 0x1 RW LFXO AGC Enable

Set this bit to enable automatic gain control which limits XTAL oscillation amplitude.

9.5.5.4 LFXO_STATUS - LFXO Status Register

Offset Bit Position
0x010 SIS IRILQIIQIF QR I ¥t Qlolo~o|lv|t|mw|a|-]|o
o o o
Reset X 3 3
Access |y o o
N
Name |8 2 A
| L o
Bit Name Reset Access Description
31 LOCK 0x0 R LFXO Locked Status
If set, all LFXO lockable registers are locked.
Value Mode Description
0 UNLOCKED LFXO lockable registers are not locked
1 LOCKED LFXO lockable registers are locked
30:17 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
16 ENS 0x0 R LFXO Enable Status
LFXO is enabled.
15:1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
0 RDY 0x0 R LFXO Ready Status

LFXO is enabled and start-up time has exceeded.
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9.5.5.5 LFXO_CAL - LFXO Calibration Register

Offset Bit Position
0014 15 /2IRIRNILRIRQYTRIZI2T LR I Yoo~ obs o~ o
Reset % g
Access 5 5
w
5
Name > e
< <
O @)
Bit Name Reset Access Description
31:10 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
9:8 GAIN 0x2 RwW LFXO Startup Gain
The optimal value depends on the chosen crystal.
7 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
6:0 CAPTUNE 0x0 RwW Internal Capacitance Tuning

Program internal load capacitance connected between X_N pin and ground and X_P pin and ground. The bus affects
tuning capacitances on both pins symmetrically. CAPTUNE value must not exceed Ox4F. When updating CAPTUNE, its
value must only be incremented or decremented by 1 which provides a tuning step of 0.25pF. The maximum value is
estimated to be 20pF. Please refer to the device Datasheet for more information.
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9.5.5.6 LFXO_IF - Interrupt Flag Register

Offset Bit Position
x018 |5 8RNIV IR 22E2F@e ¥ TR0 w|~lojb|v o a0
o Qo Qo | o
Reset 385 8|8
Access E E E E
w | w
[ORNO)
[alia)
Name W | w
2033
Tz R e
Bit Name Reset Access Description
31:4 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
3 FAIL 0x0 RwW LFXO Failure Interrupt Flag
Set when LFXO failure is detected. Write 1 to clear the interrupt flag.
2 NEGEDGE 0x0 RW Falling Edge Interrupt Flag
Triggers on every negative edge of the LFXO clock.
1 POSEDGE 0x0 RwW Rising Edge Interrupt Flag
Triggers on every positive edge of the LFXO clock.
0 RDY 0x0 RwW LFXO Ready Interrupt Flag

Set when LFXO is ready (start-up time exceeded). Write 1 to clear the interrupt flag.

silabs.com | Building a more connected world.

Rev. 1.1 | 204




Reference Manual
Oscillators

9.5.5.7 LFXO_IEN - Interrupt Enable Register

Offset Bit Position
x01C |5 /8/RXIN LR IQNTRZ2T L L T2 2olon~owvvon o
o Qo Qo | o
Reset 385 8|8
Access E E E E
w | w
[ORNO)
[alia)
Name W | w
2283
Tz R e
Bit Name Reset Access Description
31:4 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
3 FAIL 0x0 RwW LFXO Failure Interrupt Enable
Write 1 to enable FAILIF
2 NEGEDGE 0x0 RW Falling Edge Interrupt Enable
Write 1 to enable NEGEDGEIF.
1 POSEDGE 0x0 RwW Rising Edge Interrupt Enable
Write 1 to enable POSEDGEIF.
0 RDY 0x0 RW LFXO Ready Interrupt Enable

Write 1 to enable RDYIF.

9.5.5.8 LFXO_SYNCBUSY - LFXO Sync Busy Register

Bit Position
0x020 |58 IRIXNCQIQ VIR 22Eg2F@e ¥ Qo w|~lojv|v o oo
Reset g
Access x
N <
ame &)
Bit Name Reset Access Description
31:1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
0 CAL 0x0 R LFXO Synchronization status

This bit is set when there is an ongoing synchronization of CAL register bitfields. Do not write to CAL register while this
bit is set.
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9.5.5.9 LFXO_LOCK - Configuration Lock Register

Offset Bit Position
X024 |5 I2IRIRNLRIRQYTRIZ2I2T LRI Y T2 olo~nob v o~ o
o
A
Reset <
x
o
Access =
>
4
Name S
(6]
(@)
-
Bit Name Reset Access Description
31:16 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
15:0 LOCKKEY 0x1A20 w Lock Key

Write any other value than UNLOCK to lock CTRL, CFG and CAL registers. Write UNLOCK value to unlock the registers.

Value Mode Description

6688 UNLOCK Unlock LFXO lockable registers

9.6 LFRCO - Low-Frequency RC Oscillator

9.6.1 Introduction

The LFRCO is an integrated low-frequency (32.768 kHz) RC oscillator. It can be used as a timing reference in EMO, EM1, EM2, and
EM4. On certain part numbers a precision mode is available in EMO, EM1 and EM2. Precision mode enables hardware that periodically
recalibrates the LFRCO against the HFXO crystal frequency when temperature changes to provide a fully interenal 32.768 kHz clock
source with +/-500 ppm accuracy. Consult the device data sheet for details on which part numbers support precision mode.

9.6.2 Features

» 32.768 kHz oscillator

* High Accuracy

* Precision mode available in EMO, EM1, and EM2.

» Low-power non-precision operation in EM0O, EM1, EM2, and EM4.
* On-demand

* Lockable registers

9.6.3 Functional Description

9.6.3.1 Start-up

The LFRCO has a fast start-up time. Please refer to the data sheet electrical specifications for the exact start-up time. When the oscilla-
tor has started up and is ready to use, the RDY status bit will go high and the RDY interrupt will be triggered. After startup, it may take
two cycles for the clock to propagate through the CMU to the peripherals.
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9.6.3.2 On-Demand Clocking

Hardware can request to enable the LFRCO by setting the LFRCO_STATUS.HWREQ bit field. The LFRCO can also optionally be con-
figured via the LFRCO_STATUS.DISONDEMAND to shut down when no hardware request is present. This is known as on-demand
clocking and allows the oscillator to be controlled without any software intervention.

9.6.3.3 Register Lock

The LFRCO configuration registers NOMCAL, NOMCALINV and CFG can be locked or unlocked by software using the LOCKKEY field
in the LFRCO_LOCK register. By writing the UNLOCK value to LFRCO_LOCK_LOCKKEY, these registers will be unlocked and acces-
sible to software. Any other value written to LFRCO_LOCK_LOCKKEY will lock the registers against write operations.

9.6.3.4 Precision Mode

Certain device families support a precision mode to bring the LFRCO accuracy to within +/-500 ppm, suitable for BLE sleep applica-
tions. Precision mode uses hardware to automatically re-calibrate the LFRCO against a crystal driven by the HFXO. Hardware detects
temperature changes and initiates a re-calibration of the LFRCO as needed when operating in EMO, EM1, or EM2. If a re-calibration is
necessary and the HFXO is not active, the precision mode hardware will automatilcally enable HFXO for a short time to perform the
calibration. EM4 operation is not allowed while precision mode is enabled.

To enable precision mode software should set the LFRCO_CFG_HIGHPRECEN bit to 1 while the LFRCO is disabled (LFRCO_STA-
TUS_ENS = 0). If this bit is written while the oscillator is enabled, a bus fault will be generated. In a typical application, software will only
access HIGHPRECEN at startup before any peripherals are configured to request the LFRCO.

Disabling precision mode is the inverse - software should ensure that no peripherals are requesting the LFRCO, and then clear the
LFRCO_CFG_HIGHPRECEN bit to 0.

9.6.3.4.1 Reference Frequency

Precision mode uses a reference clock from the HFXO as a calibration target. By default, a 38.4 MHz crystal clock source is assumed.
38.4 MHz is the only frequency supported by many of Silicon Labs' RF software stacks, and the default value should not normally be
changed. Precision mode does support operation with different frequency crystals, however. Two registers (LFRCO_NOMCALCNT and
LFRCO_NOMCALCNTINV) are used to specify the nominal relationship between the reference clock and the LFRCO frequency as
shown in Figure 9.2 LFRCO_NOMCALCNT Calculation on page 207 and Figure 9.3 LFRCO_NOMCALCNTINV Calculation on page
207. NOMCALCNT and NOMCALCNTINV must be set up while the LFRCO is not enabled.

NOMCALCNT = (320 * fyexo) / 32768

Where fyexo is the reference crystal frequency in Hz

Figure 9.2. LFRCO_NOMCALCNT Calculation

NOMCALCNTINV = (1 / NOMCALCNT) * 233
Figure 9.3. LFRCO_NOMCALCNTINV Calculation

9.6.3.4.2 Temperature Check and Calibration Intervals

When starting up in precision mode, the LFRCO will calibrate itself against the HFXO. After startup, the die temperature is checked
periodically and if necessary, the LFRCO will initiate a re-calibration. Periodic re-calibration is also performed if the temperature has not
changed for an extended period of time.

If a very high die temperature gradient is expected (e.g. due to high-power RF transmission), software can reduce the temperature
check interval temporarily by setting the LFRCO_CMD_REDUCETCINT bit to 1. The LFRCO will then use a shorter temperature check
interval until the chip enters EM2. When EM2 is entered, the temperature-check interval will gradually be increased based on the meas-
ured temperature gradient until it is back to the normal temperature check interval.
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9.6.3.5 Interrupts

The LFRCO implements several interrupt flags in the LFRCO_IF register to report status, error events, or for debugging. Each interrupt
flag has an enable bit in LFRCO_IEN. Setting a bit in IEN to 1 enables the corresponding interrupt source to trigger an LFRCO inter-
rupt.

RDYIF is triggered after start-up, when the LFRCO startup sequence is complete and the oscillator is ready to use.

POSEDGEIF and NEGEDGEIF are triggered by the rising and falling edge of LFRCO respectively. These flags will only get set if either
of the interrupts are enabled (with POSEDGEIEN or NEGEDGEIEN). Note that enabling NEGEDGEIF or POSEDGEIF act as a clock
requester for the LFRCO oscillator, and these two interrupt enables must be disabled in order to disable the LFRCO.

RDYIF, POSEDGEIF, and NEGEDGEIF are available only in EMO and EM1.

Three of the interrupt sources are error flags used by precision mode to alert software that there is a problem with the oscillator and it
may no longer be running with full precision. CALOORIF indicates that a calibration was performed, but the result was outside of the
oscillator's adjustment range. TCOORIF indicates that a temperature measurement was performed, but the measurement was out of
range. Finally, the SCHEDERRIF flag indicates that a temperature check could not be performed due to a prior error. These three error
flags are available when operating in precision mode in EMO, EM1, or EM2.

The remaining flags, TEMPCHANGEIF, CALDONEIF and TCDONEIF are available when operating in precision mode in EMO and EM1
only and are provided for debugging purposes. Refer to the LFRCO_IF register description for the specific conditions of these flags.
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9.6.4 LFRCO Register Map

The offset register address is relative to the registers base address.

Offset Name Type Description

0x000 |LFRCO_IPVERSION R IP Version

0x004 |LFRCO_CTRL RwW Control Register

0x008 |LFRCO_STATUS RH Status Register

0x014 |LFRCO_IF RWH INTFLAG Interrupt Flag Register
0x018 |LFRCO_IEN RW Interrupt Enable Register
0x020 |LFRCO_LOCK w Configuration Lock Register
0x024 |LFRCO_CFG RW CONFIG Configuration Register
0x02C |LFRCO_NOMCAL RW CONFIG Nominal Calibration Register
0x030 |LFRCO_NOMCALINV RW CONFIG Nominal Calibration Inverted Register
0x034 |LFRCO_CMD w Command Register

0x1000 |LFRCO_IPVERSION_SET R IP Version

0x1004 |LFRCO_CTRL_SET RW Control Register

0x1008 |LFRCO_STATUS_SET RH Status Register

0x1014 |LFRCO_IF_SET RWH INTFLAG Interrupt Flag Register
0x1018 |LFRCO_IEN_SET RwW Interrupt Enable Register
0x1020 |LFRCO_LOCK_SET w Configuration Lock Register
0x1024 |LFRCO_CFG_SET RW CONFIG Configuration Register
0x102C |LFRCO_NOMCAL_SET RW CONFIG Nominal Calibration Register
0x1030 |LFRCO_NOMCALINV_SET RW CONFIG Nominal Calibration Inverted Register
0x1034 |LFRCO_CMD_SET w Command Register

0x2000 |LFRCO_IPVERSION_CLR R IP Version

0x2004 |LFRCO_CTRL_CLR RwW Control Register

0x2008 |LFRCO_STATUS CLR RH Status Register

0x2014 |LFRCO_IF_CLR RWH INTFLAG Interrupt Flag Register
0x2018 |LFRCO_IEN_CLR RW Interrupt Enable Register
0x2020 |LFRCO_LOCK_CLR w Configuration Lock Register
0x2024 |LFRCO_CFG_CLR RW CONFIG Configuration Register
0x202C |LFRCO_NOMCAL_CLR RW CONFIG Nominal Calibration Register
0x2030 |LFRCO_NOMCALINV_CLR RW CONFIG Nominal Calibration Inverted Register
0x2034 |LFRCO_CMD_CLR w Command Register

0x3000 |LFRCO_IPVERSION_TGL R IP Version

0x3004 |LFRCO_CTRL_TGL RW Control Register

0x3008 |LFRCO_STATUS_TGL RH Status Register

0x3014 |LFRCO_IF_TGL RWH INTFLAG Interrupt Flag Register
0x3018 |LFRCO_IEN_TGL RwW Interrupt Enable Register
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Offset Name Type Description
0x3020 |LFRCO_LOCK_TGL w Configuration Lock Register
0x3024 |LFRCO_CFG_TGL RW CONFIG Configuration Register
0x302C | LFRCO_NOMCAL_TGL RW CONFIG Nominal Calibration Register
0x3030 |LFRCO_NOMCALINV_TGL RW CONFIG Nominal Calibration Inverted Register
0x3034 |LFRCO_CMD_TGL w Command Register

9.6.5 LFRCO Register Description

9.6.5.1 LFRCO_IPVERSION - IP Version

Offset Bit Position
%000 |58/ RN &R IQNTIR22E L T2dC2olon~owv voa o
Reset g
Access o

z

)
Name (£

w

>

o
Bit Name Reset Access Description
31:0 IPVERSION 0x1 R IP version ID

Reading this register returns the ip version number of LFRCO.
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9.6.5.2 LFRCO_CTRL - Control Register

Offset Bit Position
0004 1583 RQNQERIRQNSIR2RT|R I 2N 206w~ow oo
o | O
Reset 3|3
Access E E
a
zZ
S
pd
Name g Ll
=
o O
o
286}
ey
Bit Name Reset Access Description
31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1 DISONDEMAND 0x0 RW Disable On-Demand
Disable on demand functionality
0 FORCEEN 0x0 RW Force Enable

Force the LFRCO core on
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9.6.5.3 LFRCO_STATUS - Status Register

Offset Bit Position
%008 |5 8IRXNELRIRQN TR LL T2 2 olo~owv voa o
(e} (e} (]
Reset X 3 3
Access |y x x
N
Name |8 2 2
| (] o
Bit Name Reset Access Description
31 LOCK 0x0 R Lock Status
This bit is set when LFRCO is locked.
Value Mode Description
0 UNLOCKED Access to configuration registers not locked
1 LOCKED Access to configuration registers locked
30:17 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
16 ENS 0x0 R Enabled Status
This bit is set when LFRCO is enabling the analog core.
15:1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
0 RDY 0x0 R Ready Status

This bit is set when qualification is done and LFRCO is ready.
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9.6.5.4 LFRCO_IF - Interrupt Flag Register

Offset Bit Position
o014 53RN QRIQIIR 222N T 206w ~0w oo
o Q| Q o | Qo Qo Q| Qo | Q
Reset 58|58 5 5|8 5 5|8
Access AL AL AE:
]
[©)
% <Z( Ll P
Q
Name A3 554 Q|2
0|0 |uW o AQlo w | w
2 3|5 AESES 2|38
OlF|®» | O |F Z o
Bit Name Reset Access Description
31:19 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
18 CALOOR 0x0 RW Calibration Out Of Range Flag
Triggers if Calibration measure is out of range
17 TCOOR 0x0 RW Temperature Check Out Of Range Flag
Triggers if Temperature Check measure is out of range
16 SCHEDERR 0x0 RwW Scheduling Error Flag
Triggers if a scheduled Temperature Check can not be handeled because prior Termperature Check or Calibration did
not complete.
15:11 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
10 TEMPCHANGE 0x0 RW Temperature Change Flag
Triggers when Temperature Check detects a change in temperature
9 CALDONE 0x0 RW Calibration Done Flag
Triggers on completion of Calibration
8 TCDONE 0x0 RwW Temperature Check Done Flag
Triggers on completion of Temperature Check
7:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
2 NEGEDGE 0x0 RW Falling Edge Flag
Triggers on every negative edge of the LFRCO clock. IF will only be set when corresponding IEN is set.
1 POSEDGE 0x0 RW Rising Edge Flag
Triggers on every positive edge of the LFRCO clock. IF will only be set when corresponding IEN is set.
0 RDY 0x0 RwW Ready Flag

Triggers when the oscillator becomes ready
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9.6.5.5 LFRCO_IEN - Interrupt Enable Register

Offset Bit Position
%018 |5 /8/RXINERIQNTR22TLL T2 2 olo~ov von o
Reset RIRIR RNRIR RNRIR
o | o | o o | O | o [N NN
Access AL AL AE:
w
[©)
% <Z( w |
O
Name 2l 554 218
0|0 |uW o AQlo w | w
2|85 AESES 283
OlF|®» | O |F Z|a |
Bit Name Reset Access Description
31:19 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
18 CALOOR 0x0 RW Calibration Out Of Range Enable
Enables the Calibration Out Of Range interrupt
17 TCOOR 0x0 RW Temperature Check Out Of Range Enable
Enables the Temperature Check Out Of Range interrupt
16 SCHEDERR 0x0 RwW Scheduling Error Enable
Enables the Scheduling Error interrupt
15:11 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
10 TEMPCHANGE 0x0 RwW Temperature Change Enable
Enables the Temperature Change interrupt
9 CALDONE 0x0 RW Calibration Done Enable
Enables the Calibration Done interrupt
8 TCDONE 0x0 RwW Temperature Check Done Enable
Enables the Temperature Check Done interrupt
7:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
2 NEGEDGE 0x0 RwW Falling Edge Enable
Enables the negedge interrupt and will cause the oscillator to run
1 POSEDGE 0x0 RW Rising Edge Enable
Enables the posedge interrupt and will cause the oscillator to run
0 RDY 0x0 RwW Ready Enable

Enables the ready interrupt
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9.6.5.6 LFRCO_LOCK - Configuration Lock Register

Offset Bit Position
x020 |58 RRKNLRIQYNTR2R TR IV T2 o0 o/ ~ov/ <o ~|o
Reset g
Access =
>
g
Name X
(@)
(@]
-
Bit Name Reset Access Description
31:16 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
15:0 LOCKKEY 0x0 w Lock Key

Writing the lock key will unlock the LFRCO configuration registers. Writing any other value will lock them.

Value Mode Description
0 LOCK Lock Configuration Registers
3987 UNLOCK Unlock Configuration Registers

9.6.5.7 LFRCO_CFG - Configuration Register

(0] C1-14 Bit Position
0x024 2 QIFQ QI IQIV QI I e|¥IT@|low~low|t m|la|~]|o
Reset g
Access E
zZ
L
O
o
Name -
I
Q
T
Bit Name Reset Access Description
31:1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
0 HIGHPRECEN 0x0 RwW High Precision Enable
LFRCO operates in High Precision Mode when this bit is set. HHGHPRECEN should not be written while LFRCO is ena-
bled.
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9.6.5.8 LFRCO_NOMCAL - Nominal Calibration Register

Offset Bit Position

x02C 158K KNLR IR TR IV T2 0 o/ ~ov/ <o a~|o
[ce}
Q

Reset &
Yo}
x
o

Access E
|_
z
O
-

Name 6
=
o
z

Bit Name Reset Access Description

31:21 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
20:0 NOMCALCNT 0x5B8D8 RW Nominal Calibration Count

Expected Calibration count value. Should be set based on HFXO frequency; NOMCALCNT = 2 * f(HFXO) / (32.768 kHz /
160). Default value corresponds to 38.4 MHz HFXO frequency. NOMCALCNT should not be written while LFRCO is ena-
bled.

9.6.5.9 LFRCO_NOMCALINV - Nominal Calibration Inverted Register

Offset Bit Position

0x030 2 QIFQ QI Q]I I e|¥IfF@loo~lov|t m|la|-]|o
<
N~

Reset 3
X
o

Access E
>
Z
|_
z

Name é
o
=
(@)
z

Bit Name Reset Access Description

31:17 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
16:0 NOMCALCNTINV 0x597A RwW Nominal Calibration Count Inverted

This register should always be set to the inverse of NOMCALCNT value. Due to format of this register, integer value
should be NOMCALCNTINV = (1 / NOMCALCNT) * (2**33). NOMCALCNTINV should not be written while LFRCO is en-
abled.
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9.6.5.10 LFRCO_CMD - Command Register

Offset Bit Position

x034 |5 /2IRIRNLRIRQYTRIZI2T LRI Y T2 oo~ ob v o~ o

Reset g
o

Access =
=
|_
Z
O
I

Name )
=)
a
w
4

Bit Name Reset Access Description

31:1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
0 REDUCETCINT 0x0 W(nB) Reduce Temperature Check Interval

Setting this register field will temporarily lower the Temperature Check interval.

9.7 FSRCO - Fast Start RCO

9.7.1 Introduction

This is an RC oscillator which can start and stop very fast. It is a fixed frequency oscillator, with no frequency configurability and as
such any user of this clock can rely on it being a specific frequency independent of the system state. This is the first oscillator used
during power up and hence it minimizes dependency to other blocks.

9.7.2 Features

* 20 MHz nominal frequency
* Low energy consumption

9.7.3 Functional Description

There are no programmable registers in this module. Software can choose to use this as system clock in the CMU block. the only way
to enable or disable the FSRCO is by requesting it as a clock source in the CMU clock select registers.

9.7.4 FSRCO Register Map

The offset register address is relative to the registers base address.

Offset Name Type Description
0x000 |FSRCO_IPVERSION R IP Version
0x1000 | FSRCO_IPVERSION_SET R IP Version
0x2000 |FSRCO_IPVERSION_CLR R IP Version
0x3000 |FSRCO_IPVERSION_TGL R IP Version
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9.7.5 FSRCO Register Description

9.7.5.1 FSRCO_IPVERSION - IP Version

Offset Bit Position
0000 5|8 /RKKLRIQNTIRR LRI VT2 o0 o/ ~ov <o a~|o
Reset g
Access x

zZ

)
Name &

w

>

o
Bit Name Reset Access Description
31:0 IPVERSION 0x0 R IP Version

The read only IPVERSION field gives the version for this module. There may be minor software changes required for
modules with different values of IPVERSION.

9.8 ULFRCO - Ultra Low Frequency RC Oscillator

9.8.1 Introduction

The ULFRCO is an ultra low power 1 kHz oscillator which is available in all energy modes. The ULFRCO is available to many low-
frequency peripherals as a lower power alternative to one of the 32 kHz oscillators. This oscillator is also used for internal bias and
housekeeping tasks in EMO-EM3.

9.8.2 Features

* 1 kHz nominal frequency
* Low energy consumption

9.8.3 Functional Description

There are no user programmable registers in this module. The oscillator is always on in all energy modes except EM4. In EM4, the
oscillator is available on-demand by peripheral requests.
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10. SMU - Security Management Unit

Quick Facts

— whe

The Security Management Unit (SMU) provides con-
figuration and status reporting for ARM TrustZone
on the EFR32xG22.

Why?
Enables a robust solution at the system level.
How?

Hardware context switching and enhanced security
provided by ARM TrustZone. Extension of the ARM
MPU to control peripheral access.

01

10.1 Introduction

The Security Management Unit is used to configure and extend TrustZone bus level security provided by the Cortex-M33. In addition it
increases the effective MPU regions by providing MPU control over peripheral access.

10.2 Features

* Per peripheral privileged and secure attributes

» Per manager privileged and secure attributes

» Separate interrupt flags for privileged, secure, or instruction access exceptions.
» Separate interrupt flag for secure manager access exceptions

» Secure and Privileged exception IRQs

» Configurable secure, non-secure, and non-secure-callable memory regions.
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10.3 Functional Description

10.3.1 Bus Level Security

Bus level security is the ability to control the flow of information on the device. The components of bus level security are the Cortex-
M33, the Bus Manager Protect Unit (BMPU), and the Peripheral Protection Unit (PPU) as highlighted in Figure 10.1 Bus Level Security
Implementation on page 220. The SMU controls and configures all the components used in bus level security.

Manager 0 Manager n RAM

AHB Bus Matrix

Subordinate Subordinate

0 n FLASH

Bus Matrix
Subordinate Subordinate
0 n

Figure 10.1. Bus Level Security Implementation

The BMPU is responsible for preventing managers (CPU, DMA, Etc..) from accessing secure addresses without authorization. For ex-
ample, if a DMA configured as non-secure tries to access memory that is marked secure the BMPU will prevent access and set the
corresponding interrupt flag. The BMPU prevents access of secure addresses by non-secure managers. The Cortex-M33 has BMPU
functionality built into the TrustZone implementation.

The PPU is primarily responsible for blocking access to privileged peripherals from unprivileged managers. In addition, it also ensures
that secure and non-secure peripherals are only accessible at the appropriate secure or non-secure addresses as described in
10.3.6 Configuring Peripherals.

Since FLASH and RAM have no PPU, bus managers of any privilege state may access those resources. The Cortex-M33 has an MPU
which prevents execution of privileged memory when the CPU is in an unprivileged state. For more information on the MPU refer to the
ARM Cortex-M33 documentation.
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10.3.2 Privileged Access Control

The Cortex-M33 and all other managers can be in either the privileged or unprivileged state. All bus access to peripherals are tested for
privilege level by the PPU and resolved as shown in Table 10.1 Privileged Access Table on page 221.

If an exception is detected on a write, the write will be ignored and the appropriate interrupt flag set. If an exception is detected on a
read Ox0 will be returned and the appropriate interrupt flag set.

Table 10.1. Privileged Access Table

Manager Attribute Peripheral Attribute Result
privileged privileged Success
privileged unprivileged Success
unprivileged privileged Exception
unprivileged unprivileged Success

10.3.3 Secure Access Control

The Cortex-M33 and all other managers can be in either the secure or non-secure state. All bus accesses are tested for security status
by the BMPUs and PPUs and resolve as shown in Table 10.2 Secure Access Table on page 221 Secure access is computed using the
secure attribute of the manager and the address region being accessed. If a peripheral is being accessed, the secure attribute of the
peripheral is also used. For more information on the relationship between the address regions and peripheral security attributes please
see 10.3.6 Configuring Peripherals

If an exception is detected on a write the write will be ignored and the appropriate interrupt flag set. If an exception is detected on a
read 0x0 will be returned and the appropriate interrupt flag set.

Table 10.2. Secure Access Table

Manager Attribute Address Attribute Peripheral Attribute Result
secure secure N/A Success
secure secure secure Success
secure secure non-secure Exception
secure non-secure N/A Exception
secure non-secure secure Exception
secure non-secure non-secure Success
non-secure secure N/A Exception
non-secure secure secure Exception
non-secure secure non-secure Exception
non-secure non-secure N/A Success
non-secure non-secure secure Exception
non-secure non-secure non-secure Success
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10.3.4 ARM TrustZone

ARM TrustZone is used to control what addresses are accessible by the CPU at any given time. There are two security states: secure
and non-secure. In addition the MPU provides two privilege levels: privileged and unprivileged. This results in 4 possible states: secure-
privileged, non-secure-privileged, secure-unprivileged and non-secure-unprivileged.

Non-secure code may not directly call secure code. To call secure code, non-secure code must first call a shim located in specially
marked non-secure-callable memory. Unprivileged code may invoke privileged code and change the processor state to privileged by
either issuing an SVC instruction or taking an interrupt. The processor is returned to unprivileged state when software manually recon-
figures the security state or exits an interrupt.

For more information on secure/non-secure and privileged/unprivileged state transitions see the ARM Cortex-M33 documentation.

There are two primary use cases for TrustZone and the MPU. The first is simply partitioning a monolithic application in to the 4 states to
protect some pieces of the system from bugs or attacks on others. The second is to use a RTOS to isolate several tasks from each
other. In this case the RTOS itself normally consumes the privileged states with all other code running in the unprivileged states. When-
ever a task switch occurs the RTOS can reconfigure the device so the new task has access to only the components it requires, protect-
ing other tasks from interference.

In both use cases the TrustZone and MPU feature of the Cortex-M33 both secures and accelerates mode transitions while the SMU
provides the ability to configure the security and privilege attributes of peripherals and memory.

The core is in secure-privileged state after a reset.

10.3.5 Configuring Managers

The SMU provides the ability to configure the current secure and privileged attribute of all bus managers except for the CPU which is
controlled as described in 10.3.4 ARM TrustZone.

To configure the privileged attribute of a manager set the appropriate bit in SMU_BMPUPATDnN. To configure the secure attribute of a
manager set the appropriate bit in SMU_BMPUPSATDnN.

10.3.6 Configuring Peripherals

The SMU provides the ability to configure the current secure and privileged state of all peripherals. To configure the privileged attribute
of a peripheral set the appropriate bit in SMU_PPUPATDnN.

Each peripheral is accessible at one of two addresses: A secure address and an non-secure address. Which address is valid depends
on the security attribute of the peripheral configured in the SMU. When configured as secure a peripheral may only be accessed at its
secure address and when configured as non-secure the peripheral may only be accessed at its non-secure address. This forces code
to be aware of the security attribute of the peripheral being accessed, preventing secure code from accessing a non-secure peripheral
unintentionally.

The device memory map contains 4 regions of fixed length and fixed security attribute to facilitate the secure access of peripherals and
RF peripherals. There is one secure (0x40000000) and one non-secure (0x50000000) region for peripherals and one secure
(0xA0000000) and non-secure (0xB0O000000) region for the radio subsystem. While each peripheral can be configured independently
the radio subsystem is configured as a unit.

To configure the security attribute of a peripheral set the appropriate bit in SMU_PPUSATDn.
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10.3.7 Configuring Memory

The SMU provides the ability to configure the security attribute of memory. There are 13 configurable regions in total. There are three
regions in FLASH (0 - 2) and three in RAM (4-6) which have pre-determined secure attributes and user selectable sizes. Regions 3 and
11 cover the flash info page and ARM EPPB space respectively and have a fixed size. These regions can be configured as secure or
non-secure by setting ESAUR3NS in SMU_ESAURTYPESO and ESAUR11NS in SMU_ESAURTYPES1 respectively.

The size of the FLASH and RAM regions are controlled by the SMU_ESAUMRBRXxy registers as shown in Table 10.3 Memory Configu-
ration Regions on page 223. Region sizes are adjusted in 4 kB increments with the lower 12 bits of SMU_ESAUMRBRXxy ignored. The
non-secure-callable regions may be set to size 0 but secure and non-secure regions must be at least 4 kB.

Table 10.3. Memory Configuration Regions

Region Memory Attributes Start End

0 FLASH secure 0x00000000 SMU_ESAUMRBRO01-1

1 FLASH non-secure-callable SMU_ESAUMRBRO1 SMU_ESAUMRBR12-1

2 FLASH non-secure SMU_ESAUMRBR12 OxOFDFFFFF

3 FLASH (info secure or non-secure 0xOFE00000 OxOFFFFFFF
page)

4 RAM secure 0x20000000 SMU_ESAUMRBR45-1

5 RAM non-secure-callable SMU_ESAUMRBR45 SMU_ESAUMRBRS56-1

6 RAM non-secure SMU_ESAUMRBR56 O0x2FFFFFFF

7 Peripherals secure 0x40000000 Ox4FFFFFFF

8 Peripherals non-secure 0x50000000 Ox5FFFFFFF

9 SEQRAM/ secure 0xA0000000 OXAFFFFFFF
FRCRAM

10 SEQRAM/ non-secure 0xB0000000 OxBFFFFFFF
FRCRAM

11 EPPB secure or non-secure 0xE0044000 OxEOOFDFFF

12 Cortex-M33 exempt O0xEOOFE000 OXEOOFEFFF
Processor
ROM table

10.3.8 Cortex-M33 Integration

In addition to the SMU based access controls the Cortex-M33 has additional security features for controlling both secure and privileged
access.

The Security Attribution Unit (SAU) provides that ability to setup secure memory regions in addition to those configured by the SMU. To
disable the SAU and rely entirely on the SMU for security management clear ENABLE and set ALLNS in the SAU CTRL register. To
enable a combination of SMU and SAU control set ENABLE in the SAU CTRL register. If both ENABLE and ALLNS are cleared all
Cortex-M33 will treat all transactions as secure.

When both SAU and SMU are in use, a memory address is considered secure if either the SAU or SMU have it configured as secure.
When enabled the SAU applies ONLY to access by the Cortex-M33 and does not effect any other managers. For more information on
the SAU refer to ARM documentation.

Note: It is highly recommended that systems avoid using the SAU unless necessary. Since the SAU does not affect any managers
outside the Cortex-M33, extreme care must be taken to ensure the SAU regions can not be trivially by bypassed through use of another
manager such as the DMA.

In addition to the Cortex-M33 MPU provides the ability to control which regions of FLASH and RAM are marked as privileged and pre-
vent execution of privileged code by a CPU in unprivileged state. For more information on the configuration and use of the MPU refer to
ARM documentation.
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10.3.9 Exception Handling

When a BMPU detects a non-secure manager attempting to access a secure address, the BMPUSECIF in SMU_IF is set and the ID of
the Manager block is written to SMU_BMPUFS. If BMPUSECIEN is set and the SMU's Secure IRQ enabled, the CPU will be interrup-
ted.

When a PPU detects an access to a secure peripheral at its non-secure address or an access to a non-secure peripheral at its secure
address, PPUSECIF in SMU_IF is set and the ID of the peripheral being accessed is written to SMU_PPUFS. If PPUSECIEN is set and
the SMU's Secure IRQ enabled, the CPU will be interrupted.

If a PPU detects an attempt to fetch an instruction from a peripheral, PPUINSTIF in SMU_IF will be set and the ID of the peripheral
being accessed is written to SMU_PPUFS. If PPUINSTIEN is set and the SMU's Privileged IRQ enabled, the CPU will be interrupted.

If a PPU detects an attempt to access a privileged peripheral by an unprivileged manager, PPUPRIVIF in SMU_IF will be set and the ID
of the peripheral being accessed is written to SMU_PPUFS. If PPUPRIVIEN is set and the SMU's Privileged IRQ enabled, the CPU will
be interrupted.

When any IRQ is trigged the Cortex-M33 is automatically placed in the privileged state. The security state is determined by configura-
tion inside the Cortex-M33. Refer to ARM's documentation for more details.

If the SMU is configured in an inconsistent way, the SMUPRGERR flag in SMU_STATUS will be set. One example of an invalid config-
uration is setting SMU_ESAUMRBRO01 to a value larger than SMU_ESAUMRBR23. SMUPRGERR should be checked after the SMU is
configured.

10.3.10 SMU Lock

The SMU registers can be locked to prevent unintended modifications. SMULOCK in SMU_STATUS indicates if the SMU is currently
locked. To unlock the SMU write OXACCES5 to the SMU_LOCK register. To lock write any other value to SMU_LOCK.

In addition to locking the SMU registers the SMU can prevent access to the Cortex-M33 ASU, MPU, SMPU, VTOR and VTAIRCR reg-
isters. To lock access to one or more of these blocks set the corresponding bit in SMU_M33CTRL.
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10.4 SMU Register Map

The offset register address is relative to the registers base address.

Offset Name Type Description

0x000 |SMU_IPVERSION R IP Version

0x004 |SMU_STATUS RH Status

0x008 |SMU_LOCK w Lock

0x00C |SMU_IF RWH INTFLAG Interrupt Flag

0x010 |SMU_IEN RwW Interrupt Enable

0x020 |SMU_M33CTRL RW M33 Control

0x040 |SMU_PPUPATDO RW PPU PATD Register 0

0x044 | SMU_PPUPATD1 RW PPU PATD Register 1

0x060 |SMU_PPUSATDO RW PPU SATD Register 0

0x064 | SMU_PPUSATD1 RW PPU SATD Register 1

0x140 |SMU_PPUFS RH PPU Fault Status

0x150 |SMU_BMPUPATDO RW BMPU PATD Register 0

0x170 | SMU_BMPUSATDO RW BMPU SATD Register 0

0x250 |SMU_BMPUFS RH BMPU Fault Status

0x254 | SMU_BMPUFSADDR RH BMPU Fault Status Address

0x260 |SMU_ESAURTYPESO RW ESAU Region Types Register 0
0x264 |SMU_ESAURTYPES1 RW ESAU Region Types Register 1
0x270 |SMU_ESAUMRBO1 RwW ESAU Movable Region Boundary 0-1
0x274 | SMU_ESAUMRB12 RW ESAU Movable Region Boundary 1-2
0x280 |SMU_ESAUMRB45 RW ESAU Movable Region Boundary 4-5
0x284 | SMU_ESAUMRB56 RW ESAU Movable Region Boundary 5-6
0x1000 | SMU_IPVERSION_SET R IP Version

0x1004 | SMU_STATUS_SET RH Status

0x1008 | SMU_LOCK_SET w Lock

0x100C |SMU_IF_SET RWH INTFLAG Interrupt Flag

0x1010 |SMU_IEN_SET RW Interrupt Enable

0x1020 | SMU_M33CTRL_SET RW M33 Control

0x1040 | SMU_PPUPATDO_SET RW PPU PATD Register 0

0x1044 | SMU_PPUPATD1_SET RW PPU PATD Register 1

0x1060 |SMU_PPUSATDO_SET RW PPU SATD Register 0

0x1064 |SMU_PPUSATD1_SET RW PPU SATD Register 1

0x1140 |SMU_PPUFS_SET RH PPU Fault Status

0x1150 | SMU_BMPUPATDO_SET RW BMPU PATD Register 0

0x1170 | SMU_BMPUSATDO_SET RW BMPU SATD Register 0

0x1250 | SMU_BMPUFS_SET RH BMPU Fault Status
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Offset Name Type Description

0x1254 | SMU_BMPUFSADDR_SET RH BMPU Fault Status Address

0x1260 |SMU_ESAURTYPESO_SET RW ESAU Region Types Register 0
0x1264 |SMU_ESAURTYPES1_SET RW ESAU Region Types Register 1
0x1270 | SMU_ESAUMRBO1_SET RW ESAU Movable Region Boundary 0-1
0x1274 | SMU_ESAUMRB12_SET RW ESAU Movable Region Boundary 1-2
0x1280 | SMU_ESAUMRB45_SET RW ESAU Movable Region Boundary 4-5
0x1284 | SMU_ESAUMRB56_SET RW ESAU Movable Region Boundary 5-6
0x2000 | SMU_IPVERSION_CLR R IP Version

0x2004 | SMU_STATUS_CLR RH Status

0x2008 | SMU_LOCK_CLR w Lock

0x200C | SMU_IF_CLR RWH INTFLAG Interrupt Flag

0x2010 |SMU_IEN_CLR RwW Interrupt Enable

0x2020 | SMU_M33CTRL_CLR RW M33 Control

0x2040 | SMU_PPUPATDO_CLR RW PPU PATD Register 0

0x2044 | SMU_PPUPATD1_CLR RW PPU PATD Register 1

0x2060 | SMU_PPUSATDO_CLR RW PPU SATD Register 0

0x2064 |SMU_PPUSATD1_CLR RW PPU SATD Register 1

0x2140 |SMU_PPUFS_CLR RH PPU Fault Status

0x2150 | SMU_BMPUPATDO_CLR RW BMPU PATD Register 0

0x2170 | SMU_BMPUSATDO_CLR RW BMPU SATD Register 0

0x2250 | SMU_BMPUFS_CLR RH BMPU Fault Status

0x2254 | SMU_BMPUFSADDR_CLR RH BMPU Fault Status Address

0x2260 |SMU_ESAURTYPESO_CLR RwW ESAU Region Types Register 0
0x2264 | SMU_ESAURTYPES1_CLR RW ESAU Region Types Register 1
0x2270 | SMU_ESAUMRBO01_CLR RW ESAU Movable Region Boundary 0-1
0x2274 | SMU_ESAUMRB12_CLR RW ESAU Movable Region Boundary 1-2
0x2280 |SMU_ESAUMRB45 CLR RW ESAU Movable Region Boundary 4-5
0x2284 | SMU_ESAUMRBS56_CLR RwW ESAU Movable Region Boundary 5-6
0x3000 | SMU_IPVERSION_TGL R IP Version

0x3004 | SMU_STATUS_TGL RH Status

0x3008 | SMU_LOCK_TGL W Lock

0x300C |SMU_IF_TGL RWH INTFLAG Interrupt Flag

0x3010 |SMU_IEN_TGL RwW Interrupt Enable

0x3020 | SMU_M33CTRL_TGL RW M33 Control

0x3040 |SMU_PPUPATDO_TGL RW PPU PATD Register 0

0x3044 | SMU_PPUPATD1_TGL RW PPU PATD Register 1

0x3060 | SMU_PPUSATDO_TGL RW PPU SATD Register 0
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Offset Name Type Description

0x3064 | SMU_PPUSATD1_TGL RW PPU SATD Register 1

0x3140 |SMU_PPUFS_TGL RH PPU Fault Status

0x3150 | SMU_BMPUPATDO_TGL RW BMPU PATD Register 0

0x3170 | SMU_BMPUSATDO_TGL RW BMPU SATD Register 0

0x3250 |SMU_BMPUFS_TGL RH BMPU Fault Status

0x3254 | SMU_BMPUFSADDR_TGL RH BMPU Fault Status Address

0x3260 |SMU_ESAURTYPESO_TGL RW ESAU Region Types Register 0
0x3264 |SMU_ESAURTYPES1_TGL RW ESAU Region Types Register 1
0x3270 | SMU_ESAUMRBO1_TGL RW ESAU Movable Region Boundary 0-1
0x3274 | SMU_ESAUMRB12_TGL RW ESAU Movable Region Boundary 1-2
0x3280 |SMU_ESAUMRB45_TGL RwW ESAU Movable Region Boundary 4-5
0x3284 | SMU_ESAUMRB56_TGL RW ESAU Movable Region Boundary 5-6

10.5 SMU Register Description

10.5.1 SMU_IPVERSION - IP Version

Offset Bit Position
X000 |58 RKKNELRIQNTRSR LRI N T2 0 o/ ~ov <o a o
Reset g
Access x

zZ

)
Name &

w

>

o
Bit Name Reset Access Description
31:0 IPVERSION 0x1 R IP Version

The read only IPVERSION field gives the version for this module. There may be minor software changes required for
modules with different values of IPVERSION.

silabs.com | Building a more connected world. Rev. 1.1 | 227




Reference Manual
SMU - Security Management Unit

10.5.2 SMU_STATUS - Status

Offset Bit Position
0004 5 3R QKN QRIRQIIR 222 I2dT 20w~ ow v oo
o | O
Reset 3|3
Access x|l
x
iifll
Name 8 8
a9
- i )
==
n|n
Bit Name Reset Access Description
31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1 SMUPRGERR 0x0 R SMU Programming Error
Indicates if SMU Registers were programmed incorrectly.
0 SMULOCK 0x0 R SMU Lock
Indicates if SMU Registers are locked.
Value Mode Description
0 UNLOCKED SMULOCK is Unlocked
1 LOCKED SMULOCK is Locked

10.5.3 SMU_LOCK - Lock

Bit Position
0x008 |15 8 IR QX RNIQIQIQNIIRI22 g e¥t|Qloo|~|lojv|t|m|a|-]|o
Reset g
Access =
>
i
4
¥
Name 8
-
)
=
%)
Bit Name Reset Access Description
31:24 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
23:0 SMULOCKKEY 0x0 w SMU Lock/Key

Write anything but UNLOCK to lock registers.

Value

Mode

Description

11325013

UNLOCK Unlocks Registers
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10.5.4 SMU_IF - Interrupt Flag

Offset Bit Position
x00C 15|18 RRKNLRIQYNTR2ZR TR IV T2 o0 o/ ~olv/ <o a o
o | o (e} (]
Reset E| 3 3 3
Access E E E E
O
w | O = =
N %)
Name =R P x
o> - )
= o o
m|a o o
Bit Name Reset Access Description
31:18 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
17 BMPUSEC 0x0 RW BMPU Security Interrupt Flag
Triggered when a security fault occurs in the Bus Master Protection Unit.
16 PPUSEC 0x0 RW PPU Security Interrupt Flag
Triggered when a security fault occurs in the Peripheral Protection Unit.
15:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
2 PPUINST 0x0 RwW PPU Instruction Interrupt Flag
Triggered when a instruction fault occurs in the Peripheral Protection Unit.
1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
0 PPUPRIV 0x0 RwW PPU Privilege Interrupt Flag

Triggered when a privilege fault occurs in the Peripheral Protection Unit.
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10.5.5 SMU_IEN - Interrupt Enable

Offset Bit Position
o010 5 3R QKN QRIRQIIR 22T R 2d T 206w~ ow oo
o | o (e} (]
Reset S| & 3 =
Access E E E E
O
w | O = =
%) )]
Name =R Z x
a5 ) )
= o o
m|a o o
Bit Name Reset Access Description
31:18 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
17 BMPUSEC 0x0 RwW BMPU Security Interrupt Enable
Set to enable the BMPUSECIF Interrupt
16 PPUSEC 0x0 RwW PPU Security Interrupt Enable
Set to enable the PPUSECIF Interrupt.
15:3 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
2 PPUINST 0x0 RwW PPU Instruction Interrupt Enable
Set to enable the PPUINSTIF Interrupt.
1 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
0 PPUPRIV 0x0 RwW PPU Privilege Interrupt Enable

Set to enable the PPUPRIVIF Interrupt.
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10.5.6 SMU_M33CTRL - M33 Control

Offset Bit Position
x020 |58 RRKNLRIQYNTRR TR IV T2 0 o/ ~ov <o a~|o
Reset 22282
OO |O0|O | o
Access 5 E E E E
&
S5 |5
22 El2
Name <3( 0= " ';
hZln|Zln
¥ | ¥ | ¥ | X¥|¥
QOO0 |0 |0
OO0 |0O |0
PR [ R T N [ N [ N |
Bit Name Reset Access Description
31:5 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
4 LOCKSAU 0x0 RW LOCKSAU control of M33 CPU
Set to 1 lock security attribution unit.
3 LOCKNSMPU 0x0 RW LOCKNSMPU control of M33 CPU
Set to 1 lock non-secure MPU configuration.
2 LOCKSMPU 0x0 RwW LOCKSMPU control of M33 CPU
Set to 1 lock secure MPU configuration.
1 LOCKNSVTOR 0x0 RW LOCKNSVTOR control of M33 CPU
Set to 1 lock non-secure VTOR.
0 LOCKSVTAIRCR 0x0 RW LOCKSVTAIRCR control of M33 CPU

Set to 1 lock secure VTAIRCR.
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10.5.7 SMU_PPUPATDO - PPU PATD Register 0

Offset Bit Position

x040 |5 |8IQIRIRQQ IR ] IR eI 2 ¥ tQ|lo|o|~lo|lw|¢|m|a|- o
noess 2222323323225 35323353222353233¢
» |
Name o§208§ ‘_Ovmc\l\—og g o) =)
5855 8EEEEEEEEES20,59E8238885
ola|< S22 T|oS|lalw2|2222dde e eSS f el S S
QoL m »n|n» oY alddF|FF|FIFa3d0|a|QZ5|3|3|ojL|I|T|O|L
Bit Name Reset Access Description
31 DCI 0x1 RW DCI Privileged Access
DCI Privileged Access
30 GPCRC 0x1 RwW GPCRC Privileged Access
GPCRC Privileged Access
29 IFADCDEBUG 0x1 RW IFADCDEBUG Privileged Access
IFADCDEBUG Privileged Access
28 BURAM 0x1 RW BURAM Privileged Access
BURAM Privileged Access
27 SYSCFG 0x1 RwW SYSCFG Privileged Access
SYSCFG Privileged Access
26 SYSCFGCFGNS 0x1 RwW SYSCFGCFGNS Privileged Access
SYSCFGCFGNS Privileged Access
25 CHIPTESTCTRL 0x1 RW CHIPTESTCTRL Privileged Access
CHIPTESTCTRL Privileged Access
24 12C1 0x1 RW 12C1 Privileged Access
I12C1 Privileged Access
23 BURTC 0x1 RwW BURTC Privileged Access
BURTC Privileged Access
22 USART1 0x1 RW USART1 Privileged Access
USART1 Privileged Access
21 USARTO 0x1 RwW USARTO Privileged Access
USARTO Privileged Access
20 TIMER4 0x1 RW TIMERA4 Privileged Access
TIMERA4 Privileged Access
19 TIMER3 0x1 RwW TIMERS3 Privileged Access
TIMERS3 Privileged Access
18 TIMER2 0x1 RwW TIMERZ2 Privileged Access
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Bit Name Reset Access Description

TIMER?2 Privileged Access

17 TIMER1 0x1 RwW TIMER1 Privileged Access
TIMER1 Privileged Access

16 TIMERO 0x1 RwW TIMERO Privileged Access
TIMERQO Privileged Access

15 LDMAXBAR 0x1 RW LDMAXBAR Privileged Access
LDMAXBAR Privileged Access
14 LDMA 0x1 RwW LDMA Privileged Access

LDMA Privileged Access

13 GPIO 0x1 RW GPIO Privileged Access
GPIO Privileged Access

12 PRS 0x1 RwW PRS Privileged Access
PRS0 Privileged Access

11 ICACHEO 0x1 RW ICACHEQO Privileged Access
ICACHEQO Privileged Access

10 MSC 0x1 RW MSC Privileged Access
IMEM Privileged Access

9 ULFRCO 0x1 RW ULFRCO Privileged Access
ULFRCO Privileged Access

8 LFRCO 0x1 RW LFRCO Privileged Access
LFRCO Privileged Access
7 LFXO 0x1 RwW LFXO Privileged Access

LFXO Privileged Access

6 DPLLO 0x1 RwW DPLLO Privileged Access
DPLLO Privileged Access

5 FSRCO 0x1 RwW FSRCO Privileged Access
FSRCO Privileged Access

4 HFRCOO0 0x1 RW HFRCOO Privileged Access
HFRCOO Privileged Access

3 HFXOO0 0x1 RW HFXOO0 Privileged Access
SYXOO0 Privileged Access

2 CMU 0x1 RwW CMU Privileged Access
CMU Privileged Access

1 EMU 0x1 RwW EMU Privileged Access

EMU Privileged Access

0 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
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10.5.8 SMU_PPUPATD1 - PPU PATD Register 1

Offset Bit Position
x044 15 1ZIQIRIRIQQ IR ] IR 2T eI 2 ¥ tQ|loo|~lo|lw|¢|m|a|- o
Reset 5555555555555 %85
Access AAHEEEEREEHBEEE
3 o
Name g § 2 g 3 % (E ﬁ §
£55383:8283288338
25228 <4k 3 3288
Bit Name Reset Access Description
31:16 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
15 AHBRADIO 0x1 RW AHBRADIO Privileged Access
AHBRADIO Privileged Access
14 CRYPTOACC 0x1 RwW CRYPTOACC Privileged Access
CRYPTOACC Privileged Access
13 EUARTO 0x1 RwW EUARTO Privileged Access
EUARTO Privileged Access
12 AMUXCPO 0x1 RwW AMUXCPO Privileged Access
AMUXCPO Privileged Access
11 WDOGO 0x1 RwW WDOGO Privileged Access
WDOGO Privileged Access
10 12C0 0x1 RW 12C0 Privileged Access
I12CO0 Privileged Access
9 IADCO 0x1 RW IADCO Privileged Access
IADCO Privileged Access
8 LETIMERO 0x1 RW LETIMERO Privileged Access
LETIMERO Privileged Access
7 RTCC 0x1 RW RTCC Privileged Access

RTCC Privileged Access
6 SMUCFGNS 0x1 RW SMUCFGNS Privileged Access
SMUCFGNS Privileged Access

5 SMU 0x1 RwW SMU Privileged Access
SMU Privileged Access

4 RADIOAES 0x1 RW RADIOAES Privileged Access
RADIOAES Privileged Access

3 RFSENSE 0x1 RW RFSENSE Privileged Access
RFSENSE Privileged Access
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Bit Name Reset Access Description
2 PDM 0x1 RW PDM Privileged Access
PDM Privileged Access

1 DCDC 0x1 RwW DCDC Privileged Access
DCDC Privileged Access

0 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
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10.5.9 SMU_PPUSATDO - PPU SATD Register 0

Offset Bit Position
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Bit Name Reset Access Description
31 DCI 0x1 RwW DCI Secure Access
DCI Secure Access
30 GPCRC 0x1 RW GPCRC Secure Access
GPCRC Secure Access
29 IFADCDEBUG 0x1 RW IFADCDEBUG Secure Access
IFADCDEBUG Secure Access
28 BURAM Ox1 RW BURAM Secure Access
BURAM Secure Access
27 SYSCFG 0x1 RwW SYSCFG Secure Access
SYSCFG Secure Access
26 SYSCFGCFGNS 0x1 RW SYSCFGCFGNS Secure Access
SYSCFGCFGNS Secure Access
25 CHIPTESTCTRL Ox1 RW CHIPTESTCTRL Secure Access
CHIPTESTCTRL Secure Access
24 12C1 0x1 RwW 12C1 Secure Access
I12C1 Secure Access
23 BURTC 0x1 RW BURTC Secure Access
BURTC Secure Access
22 USART1 0x1 RW USART1 Secure Access
USART1 Secure Access
21 USARTO 0x1 RW USARTO Secure Access
USARTO Secure Access
20 TIMER4 0x1 RW TIMER4 Secure Access
TIMER4 Secure Access
19 TIMER3 0x1 RW TIMERS3 Secure Access
TIMERS3 Secure Access
18 TIMER2 0x1 RW TIMER2 Secure Access
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Bit Name Reset Access Description

TIMER2 Secure Access

17 TIMER1 0x1 RW TIMER1 Secure Access
TIMER1 Secure Access

16 TIMERO 0x1 RW TIMERO Secure Access
TIMERO Secure Access

15 LDMAXBAR 0x1 RW LDMAXBAR Secure Access
LDMAXBAR Secure Access

14 LDMA 0x1 RW LDMA Secure Access
LDMA Secure Access

13 GPIO 0x1 RW GPIO Secure Access

GPIO Secure Access

12 PRS 0x1 RW PRS Secure Access

PRS Secure Access

11 ICACHEO 0x1 RW ICACHEO Secure Access
ICACHEO Secure Access

10 MSC 0x1 RW MSC Secure Access

MSC Secure Access

9 ULFRCO 0x1 RW ULFRCO Secure Access
ULFRCO Secure Access

8 LFRCO 0x1 RwW LFRCO Secure Access
LFRCO Secure Access

7 LFXO 0x1 RW LFXO Secure Access
LFXO Secure Access

6 DPLLO 0x1 RwW DPLLO Secure Access

DPLLO Secure Access

5 FSRCO 0x1 RW FSRCO Secure Access
FSRCO Secure Access

4 HFRCOO0 0x1 RW HFRCOO Secure Access
HFRCOO Secure Access

3 HFXOO0 0x1 RW HFXOO0 Secure Access
HFXOO0 Secure Access

2 CMU 0x1 RW CMU Secure Access

CMU Secure Access

1 EMU 0x1 RW EMU Secure Access

EMU Secure Access

0 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
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10.5.10 SMU_PPUSATD1 - PPU SATD Register 1

Offset Bit Position
0064 |58 IRRNIQIRT RN TR 22T LT 2 T2 0w ~ow< oo~ o
Reset 5555555555555 %85
Access AAHEEEEREEHBEEE
3 o
Name g § 2 g 3 % (E ﬁ §
£55383:8283288338
25228 <4k 3 3288
Bit Name Reset Access Description
31:16 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
15 AHBRADIO 0x1 RW AHBRADIO Secure Access
AHBRADIO Secure Access
14 CRYPTOACC 0x1 RW CRYPTOACC Secure Access
CRYPTOACC Secure Access
13 EUARTO 0x1 RW EUARTO Secure Access
EUARTO Secure Access
12 AMUXCPO 0x1 RwW AMUXCPO Secure Access
AMUXCPO Secure Access
11 WDOGO0 0x1 RW WDOGO Secure Access
WDOGO Secure Access
10 12C0 0x1 RW 12C0 Secure Access
I12C0 Secure Access
9 IADCO 0x1 RwW IADCO Secure Access
IADCO Secure Access
8 LETIMERO 0x1 RW LETIMERO Secure Access
LETIMERO Secure Access
7 RTCC 0x1 RW RTCC Secure Access
RTCC Secure Access
6 SMUCFGNS 0x1 RW SMUCFGNS Secure Access
SMUCFGNS Secure Access
5 SMU 0x1 RW SMU Secure Access
SMU Secure Access
4 RADIOAES 0x1 RW RADIOAES Secure Access
RADIOAES Secure Access
3 RFSENSE 0x1 RW RFSENSE Secure Access

RFSENSE Secure Access
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Bit Name Reset Access Description
2 PDM 0x1 RW PDM Secure Access

PDM Secure Access

1 DCDC 0x1 RW DCDC Secure Access
DCDC Secure Access

0 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions

10.5.11 SMU_PPUFS - PPU Fault Status

Offset Bit Position
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Bit Name Reset Access Description
31:8 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
7:0 PPUFSPERIPHID 0x0 R Peripheral ID

ID of the peripheral that caused the fault.
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10.5.12 SMU_BMPUPATDO - BMPU PATD Register 0

Offset Bit Position
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Bit Name Reset Access Description
31:5 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
4 LDMA 0x1 RwW MCU LDMA privileged mode
MCU LDMA privileged mode
3 RADIOIFADCDEBUG 0x1 RW RADIO IFADC debug privileged mode
RADIO IFADC debug write privileged mode
2 RADIOSUBSYSTEM 0x1 RwW RADIO subsystem masters privileged mode
RADIO subsystem masters (FRC and SEQ) privileged mode
1 CRYPTOACC 0x1 RW CRYPTOACC DMA privileged mode
CRYPTOACC DMA privileged mode
0 RADIOAES 0x1 RW RADIO AES DMA privileged mode

RADIOAES DMA privileged mode

silabs.com | Building a more connected world.

Rev. 1.1 | 240




Reference Manual
SMU - Security Management Unit

10.5.13 SMU_BMPUSATDO - BMPU SATD Register 0

Offset Bit Position
170 |5 8/ RN LR IQNTRI22- L T2 2 olon~owv von o
Reset N E-N-P-N P
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<9 Qg |9
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Bit Name Reset Access Description
31:5 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
4 LDMA 0x1 RwW MCU LDMA secure mode
MCU LDMA secure mode
3 RADIOIFADCDEBUG 0x1 RW RADIO IFADC debug secure mode
RADIO IADC debug write secure mode
2 RADIOSUBSYSTEM 0x1 RwW RADIO subsystem masters secure mode
RADIO subsystem masters (FRC and SEQ) secure mode
1 CRYPTOACC 0x1 RwW CRYPTOACC DMA secure mode
CRYPTOACC DMA secure mode
0 RADIOAES 0x1 RwW RADIOAES DMA secure mode

RADIOAES DMA secure mode
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10.5.14 SMU_BMPUFS - BMPU Fault Status

Offset Bit Position
x250 158K KNILRIQYNTR2R TR IRV T2 0 o/~olv <o a o
Reset g
Access x
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L
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2
Name s
»n
L
)
o
p=
m
Bit Name Reset Access Description
31:8 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
7:0 BMPUFSMASTERID 0x0 R Master ID

ID of master that triggered fault.

10.5.15 SMU_BMPUFSADDR - BMPU Fault Status Address

Bit Position

0254 158 RIRKNIQRIQATR2RELRILYT 200~ oo v oo o
Reset g
Access o

o
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&5
Name s

)

o

p=

m
Bit Name Reset Access Description
31:0 BMPUFSADDR 0x0 R Fault Address

Access address that triggered fault.
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10.5.16 SMU_ESAURTYPESO - ESAU Region Types Register 0

Offset Bit Position
0260 |5 8RN LR IQNTR22T L T2dC2o0lon~owv von o
Reset g
Access E
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zZ
&
Name =)
<
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u
Bit Name Reset Access Description
31:13 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
12 ESAUR3NS 0x0 RwW Region 3 Non-Secure Type
Set to 1 to configure Region 3 as Non-secure.
11:0 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions

10.5.17 SMU_ESAURTYPES1 - ESAU Region Types Register 1

Offset Bit Position

0x264 |5 I8IRZVNCQIQVN I K 2eEg2Fe¥dffow|~lojv|v o a0
Reset g
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zZ
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)
<
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u
Bit Name Reset Access Description
31:13 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
12 ESAUR11NS 0x0 RW Region 11 Non-Secure Type
Set to 1 to configure Region 11 as Non-secure.
11:0 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
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10.5.18 SMU_ESAUMRBO01 - ESAU Movable Region Boundary 0-1

Offset Bit Position
0270 |58/ XN ERIRY TR L L T2 2 olo~owv von o
o
o
Reset I
X
o
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o
m
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<
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u
Bit Name Reset Access Description
31:28 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
27:12 ESAUMRBO1 0x2000 RwW Moveable Region Boundary 0-1
Moveable Region Boundary between Region 0 and Region 1. Address Represents the start of Region 1 at a 4kB offset.
11:0 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions

10.5.19 SMU_ESAUMRB12 - ESAU Movable Region Boundary 1-2

Offset Bit Position
x274 15|18 IQIRIRIQQIQ ] IR eI 2 ¥ TQ|lo|o|~lo|lw|v|m|a|~ o
o
o
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o
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)
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Bit Name Reset Access Description
31:28 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
27:12 ESAUMRB12 0x4000 RwW Moveable Region Boundary 1-2
Moveable Region Boundary between Region 1 and Region 2. Address Represents the start of Region 2 at a 4kB offset.
11:0 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
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10.5.20 SMU_ESAUMRB45 - ESAU Movable Region Boundary 4-5

Offset Bit Position
0280 |5 8RN ELRIRQY TR L T2 2olon~owv von o
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Reset I
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o
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Bit Name Reset Access Description
31:28 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
27:12 ESAUMRB45 0x2000 RwW Moveable Region Boundary 4-5
Moveable Region Boundary between Regions 4 and 5. This represents the starting address of Region 5.
11:0 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions

10.5.21 SMU_ESAUMRB56 - ESAU Movable Region Boundary 5-6

Offset Bit Position
0x284 15 18IQIRIRIQQIQ Q] IR T2 ¥ fQ|loo|~|lo|lw|v|m|a|~ o
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Bit Name Reset Access Description
31:28 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
27:12 ESAUMRB56 0x4000 RwW Moveable Region Boundary 5-6
Moveable Region Boundary between Regions 5 and 6. This represents the starting address of Region 6.
11:0 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
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11. CRYPTOACC - Cryptographic Accelerator

01

How are you? AES &G#%5
| am fine AES IT4/#2

11.1 Introduction

Quick Facts
What?

The Cryptographic Accelerator provides fast, ener-
gy-efficient hardware for symmetric-key cryptograph-
ic operations, a Public Key Engine (PKE) for asym-
metric key operations, and non-deterministic random
number generation (RNG).

Why?

Efficient hardware-based cryptography helps to
meet the speed and energy demands of secure ap-
plications while providing additional protection
against common attacks.

How?

Dedicated hardware allows fast processing with little
to no CPU intervention.

The CRYPTOACC (Cryptographic Accelerator) includes hardware for symmetric-key cryptographic operations such as AES, a Public
Key Engine (PKE) for asymmetric key operations, and a non-deterministic random number generator (RNG), suitable for key genera-
tion. CRYPTOACC can also use the DMA for efficient data transfer into and out of the block.

11.2 Features

» Acceleration of cryptographic functions
» AES encryption and decryption with 128, 192, or 256-bit keys
* SHA-1 and SHA-2 up to 256-bit

» Supported block cipher modes of operation for AES include: ECB, CTR, CBC, CBC-MAC, CMAC, CCM, and GCM.

» ECC over GF(P) up to 256-bit

» Supported ECC NIST recommended curves include P-192 and P-256
* True Random Number Generation

» Entropy Source complies to NIST 800-90B requirements

* Online Health tests comply to NIST 800-90B and AIS31 requirements

* Random Data Passes NIST 800-22 and NIST 800-90B test suites

11.3 Cryptographic Functions

The CRYPTOACC allows efficient acceleration of common cryptographic operations with a low CPU load. CRYPTOACC can imple-
ment or accelerate Elliptic Curve Cryptography (ECC), Secure Hash Algorithm (SHA-1, SHA-224, SHA-256), and various block cipher

modes based on the Advanced Encryption Standard (AES).

Extensive software support is provided via mbed TLS plugins. Many security systems fail due to mistakes in the implementation. There-
fore implementations should be left to experts in cryptographic algorithms. The implemented security functions are described in the

mbed TLS documentation located at http://docs.silabs.com.

Control and access registers for the cryptographic acceleration functions are described in the following sections. Although the register
interface is provided here, it is highly recommended to use the APIs provided by mbed TLS.


http://docs.silabs.com
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11.3.1 CRYPTOACC_PKCTRL Register Map

The offset register address is relative to the registers base address.

Offset Name Type Description
0x000 |CRYPTOACC_POINTER RW Pointers
0x004 |CRYPTOACC_COMMAND RW Command
0x008 |CRYPTOACC_PKCTRL w Control
0x00C |CRYPTOACC_PKSTATUS RH Status
0x010 |CRYPTOACC_VERSION R Version
0x014 | CRYPTOACC_TIMER RH Timer

11.3.2 CRYPTOACC_PKCTRL Register Description

11.3.2.1 CRYPTOACC_POINTER - Pointers

Offset Bit Position
0000 5|8 /R/RNIQILI RN TR 22E|eL T2 20w ~ob< oo~ o
o o o o
Reset X X X X
Access 5 E E E
Z O m <
4 x 4 [v4
Name e e e e
o o o o
(¢] O (@] (e]
Bit Name Reset Access Description
31:28 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
27:24 OPPTRN 0x0 RW OpPtrN
When executing primitive arithmetic operations, this pointer defines the location where the modulus is located in memory
(location 0 or OxF).
23:20 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
19:16 OPPTRC 0x0 RW OpPtrC
When executing primitive arithmetic operations, this pointer defines the location (0 to 0xF) where the result will be stored
in memory.
15:12 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
11:8 OPPTRB 0x0 RwW OpPtrB
When executing primitive arithmetic operations, this Pointer defines where operand B is located in memory (location 0 to
OxF).
7:4 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
3:0 OPPTRA 0x0 RW OpPtrA

When executing primitive arithmetic operations, this Pointer defines where operand A is located in memory (location 0 to
OxF).
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11.3.2.2 CRYPTOACC_COMMAND - Command

Offset Bit Position
0004 153 RQ&ENSRIRIIS K2R I 2N T 200~ o00 0 N-0o
Reset X XXX = = = =
oO|lO0O O |0 |Oo|o o o o o
acess 21212025 2 2 : 2 :
()
zZ
= » S o
o > 8 x =
Name X m|< E w EE =) <
912 2|< Pz S w 5 &
Jlg |z L — L
<3132 /2|0 [T N L o
Ok | |»w| oW () () u. @)
Bit Name Reset Access Description
31 CALCR2 0x0 RwW Calculate R2
This bit indicates if the IP has to calculate R mod N for the next operation. This bit must be set to '1' when a new prime
number has been programmed. This bit is used for primitive operations and ignored for the other operations
Value Mode Description
0 FALSE don't recalculate R mod N
1 TRUE re-calculate R mod N
30 FLAGB 0x0 RW Flag B
Flag B
29 FLAGA 0x0 RwW Flag A
Flag A
28 SWAPBYTES 0x0 RW Swap bytes
Swap the bytes on AHB interface. This bit must be programmed before writing/reading any data in data memory. See
doc section 4.2.1
Value Mode Description
0 NATIVE Native format (little endian)
1 SWAPPED Byte swapped (big endian)
27 BUFSEL 0x0 RW Buffer Select
Buffer Select
Value Mode Description
0 MEMO use data in data memory 0
26 EDWARDS 0x0 RwW Edwards Curve Enable
Edwards
25:23 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
22:20 SELCURVE 0x0 RwW Select Curve

Enable accelerator for specific curve modulus. This field has no effect when the optional acceleration hardware is not
included.
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Bit Name Reset Access Description
Value Mode Description
0 NONE No acceleration
1 P256 P256
4 P192 P192
19 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
18:8 SIZE 0x0 RwW Size of Operands in data memory
This field defines the size (= number of bytes minus one) of the operands for the current operation. Possible values are
limited by the maximum supported operand size. See doc for examples.
7 FIELD 0x0 RW Field
Field
Value Mode Description
0 GFP Field is GF(p)
1 GF2M Field is GF(2"m)
6:0 OPERATION 0x0 RwW Type of Operation

This field defines the operation to be performed. See BA414EP documentation for exhaustive enumeration listing

11.3.2.3 CRYPTOACC_PKCTRL - Control

Bit Position
0x008 |15 B IQIQINQQIQNIRNe =TT 2l¥t|Qlolom|o|b|lt|m|a|~|0O
o o
Reset 3|3
oo
Access SRS
= =
|_
z
Name I(T)
O
L |x
Bit Name Reset Access Description
31:2 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
1 IFC 0x0 W(nB) ClearlRQ
Writing a '1' clears the IRQ output
0 PKSTART 0x0 W(nB) PK Start

Writing a '1' starts the processing
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11.3.2.4 CRYPTOACC_PKSTATUS - Status

Offset Bit Position
0x00C |5 8/ XN &LRIQYNTR22TLL T2 2olon~owv von o
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oo Z 0|z E n|z E &) |<T: z =
Bit Name Reset Access Description
31:18 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
17 PKIF 0x0 R Interrupt status
This bit reflects the IRQ output value. It is set to '1' when the operation is finished. It is cleared by writing IFC
16 PKBUSY 0x0 R PK busy
This bit reflects the BUSY output value. It is set to '1' when the operation starts and it is cleared when the operation is
finished
15:14 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
13 NOTQUAD 0x0 R Not quadratic residue
set to 1" when executing a modular square root if the operand is not a quadratic residue.
12 COMPOSITE 0x0 R Composite
updated after the Rabin-Miller Primality test
Value Mode Description
0 FALSE random number under test is probably prime
1 TRUE random number under test is composite
11 NOTINVERTIBLE 0x0 R Not invertible
set to '1" when executing a modular inversion (PK_CommandReg[3:0] = 0x6 or 0x9) if the operand is not invertible
10 PARAMABNOTVALID  0x0 R Param AB not valid
set to 1 when parameters A and B are not valid, i.e 4A3+ 27B2 = 0. This flag is updated after execution of the command
Check_AB
9 SIGNOTVALID 0x0 R Signature not valid
indicates if the signature can be accepted or must be rejected. This flag is set to 1 when the signature is not valid and is
updated after execution of the command ECDSA_Generation, ECDSA_Verification, DSA_Generation, DSA_Verification,
Ed25519_CheckValid
8 NOTIMPLEMENTED 0x0 R Not implemented
set to 1" when the Type of operation programmed in the command register is not supported.
7 PARAMNNOTVALID 0x0 R Param n not valid
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Bit Name Reset Access Description

set to 1 when Parameter n is not valid. This flag is updated after execution of the command Check_n.

6 COUPLENOTVALID 0x0 R Couple not valid

set to 1 when couple x, y is not valid (i.e. not smaller than the prime). This flag is updated after execution of the com-
mand Check_Couple_Less Prime.

5 ATINFINITY 0x0 R Point Px at infinity

set to 1 when Point Px is at the infinity. This flag is updated after execution of an ECC operation

4 NOTONCURVE 0x0 R Point Px not on curve
set to 1 when Point Px is not on the defined EC. This flag is updated after execution of the command Check_Point_On-
Curve

3:.0 FAILADDR 0x0 R Fail Address

These bits indicate which data location generated the error flag. They are not available for all error flags.

11.3.2.5 CRYPTOACC_VERSION - Version

Offset Bit Position

0x010 S8R ILIQ ISV IR eI ¥t low|(~|lojv|ld|w|la|~|o
(=) (e}

Reset 3 3

Access x x

Name % c%

Bit Name Reset Access Description

31:16 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
15:8 HW 0x0 R Hardware version number
Version of the hardware
7:0 SW 0x0 R Software version number

Version of the micro-code

11.3.2.6 CRYPTOACC_TIMER - Timer

Offset Bit Position
0x014 SRR ICQIIQIF QR I 2 ¥t Qlolo~ojw|t|m|n|~]|o
Reset g
Access o
i
Name =
|_
Bit Name Reset Access Description
31:0 TIMER 0x0 R Timer

Number of core clock cycles used during previous operation
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11.4 DMA Interface

The CRYPTOACC includes DMA support which allows the block to autonomously fetch data, perform cipher operations and store data
across multiple blocks with little CPU intervention.

Control and access registers used for fetching and pushing data using the DMA are documented in the following sections. Although the
register interface is provided here, it is highly recommended to use the APIs provided by mbed TLS.

The register map in this section includes several read-only hardware configuration registers. These are used by mbed TLS software to
determine device capabilities.
11.4.1 CRYPTOACC Register Map

The offset register address is relative to the registers base address.

Offset Name Type Description

0x000 |CRYPTOACC_FETCHADDR RW Fetcher Address

0x008 |CRYPTOACC_FETCHLEN RW Fetcher Length

0x00C |CRYPTOACC_FETCHTAG RW Fetcher Tag

0x010 |CRYPTOACC_PUSHADDR RwW Pusher Address

0x018 | CRYPTOACC_PUSHLEN RW Pusher Length

0x01C |CRYPTOACC_IEN RWH Interrupt Enable

0x028 |CRYPTOACC_IF RH INTFLAG Interrupt Flags

0x030 |CRYPTOACC_IF_CLR WH Interrupt Status Clear

0x034 |CRYPTOACC_CTRL RW Control Register

0x038 |CRYPTOACC_CMD w Command Register

0x03C |CRYPTOACC_STATUS RH Status Register

0x400 |CRYP- RH General CRYPTOACC Hardware Configuration
TOACC_INCL_IPS_HW_CFG

0x404 | CRYP- RH BA411E Hardware Configuration 1
TOACC_BA411E_HW_CFG_1

0x408 | CRYP- RH BA411E Hardware Configuration 2
TOACC_BA411E_HW_CFG_2

0x40C |CRYPTOACC_BA413_HW_CFG |RH BA413 Hardware Configuration

0x410 |CRYPTOACC_BA418 HW_CFG |RH BA418 Hardware Configuration

0x414 |CRYPTOACC _BA419 HW_CFG |RH BA419 Hardware Configuration
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11.4.2 CRYPTOACC Register Description

11.4.2.1 CRYPTOACC_FETCHADDR - Fetcher Address

Offset Bit Position
%000 |58/ RN &R IQNTR22= L T2dC2o0lo~owv voa o
Reset g
Access E
5
Name @)
<
Bit Name Reset Access Description
31:0 ADDR 0x0 RW Start address of data block

Fetch address

11.4.2.2 CRYPTOACC_FETCHLEN - Fetcher Length

Offset Bit Position
0008 |58 QK& RIRIYSR2LNL IV T2 00~ 00t oo

[N ] o
Reset R 3
Access E 5 5

o
a
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Name o T

|9 O

58 &

i) Y
Bit Name Reset Access Description
31:30 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-

less otherwise stated. More information in 1.2 Conventions
29 REALIGN 0x0 RW Realign length
Fetch realign length
28 CONSTADDR 0x0 RwW Constant address
Fetch constant address

27:0 LENGTH 0x0 RwW Length of data block

Fetch length
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11.4.2.3 CRYPTOACC_FETCHTAG - Fetcher Tag

Offset Bit Position
0x00C |15 181X RQIQIIQ QIR T2 e¥t|Qloo|~|lo|jv|t|m|a|-]|o
Reset g
Access E
Q
Name
=
Bit Name Reset Access Description
31:0 TAG 0x0 RW User tag
User tag

11.4.2.4 CRYPTOACC_PUSHADDR - Pusher Address

Offset Bit Position
0010 5|88 N|QILI QN TR 22E|eLT2Y 20w ~oo< oo~ o
Reset g
Access 5
5
Name A
<
Bit Name Reset Access Description
31:0 ADDR 0x0 RW Start address of data block

Push starting address
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11.4.2.5 CRYPTOACC_PUSHLEN - Pusher Length

Offset Bit Position
0x018 15 18I RQIQII QNIRRT ge I e¥t|Qloo|~|lojv|t|m|a|-]|o
o Qo | O (e}
Reset BRI 3
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Qg | Z b
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Bit Name Reset Access Description
31 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
30 DISCARD 0x0 RwW Discard data
Discard data
29 REALIGN 0x0 RW Realign length
Realign length
28 CONSTADDR 0x0 RW Constant address
Constant address
27:0 LENGTH 0x0 RwW Start address of data block

Starting address of data block
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11.4.2.6 CRYPTOACC_IEN - Interrupt Enable

Offset Bit Position
x01C |5 /8/RXIN LR IQNTRZ2T L L T2 2olon~owvvon o
Reset 22822 %
o | o o |0 |Oo|o
Access % 5 E E E E
x S
Q o)
a2 18 a
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I 25385
555wl
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Bit Name Reset Access Description
31:6 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
5 PUSHERERROR 0x0 RwW Error interrupt enable
Error interrupt enable
4 PUSHERSTOPPED 0x0 RwW Stopped interrupt enable
Stopped interrupt enable
3 PUSHERENDOF- 0x0 RwW End of block interrupt enable
BLOCK
End of block interrupt enable
2 FETCHERERROR 0x0 RwW Error interrupt enable
Error interrupt enable
1 FETCHERSTOPPED 0x0 RwW Stopped interrupt enable
Stopped interrupt enable
0 FETCHERENDOF- 0x0 RwW End of block interrupt enable

BLOCK

End of block interrupt enable

silabs.com | Building a more connected world. Rev. 1.1 | 256




Reference Manual
CRYPTOACC - Cryptographic Accelerator

11.4.2.7 CRYPTOACC_IF - Interrupt Flags

Offset Bit Position
%028 |58/ XN &LRIQNTRI22T L L T2 2 olo~owv von o
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Bit Name Reset Access Description
31:6 Reserved To ensure compatibility with future devices, always write Reserved bits to their reset value, un-
less otherwise stated. More information in 1.2 Conventions
5 PUSHERERROR 0x0 R Error interrupt flag
Triggered when an error response is received from AXI
4 PUSHERSTOPPED 0x0 R Stopped interrupt flag
Triggered when reaching a block with Stop=1 (or