SILICON LABS

Wi-SUN SDK 1.1.1.0 GA
Gecko SDK Suite 3.2
September 8, 2021

Wireless Smart Ubiquitous Network (Wi-SUN) is the leading IPv6 sub-GHz mesh technol-
ogy for smart city and smatrt utility applications. Wi-SUN brings Smart Ubiquitous Networks
to service providers, utilities, municipalities/local government, and other enterprises, by
enabling interoperable, multi-service, and secure wireless mesh networks. Wi-SUN can
be used for large-scale outdoor loT wireless communication networks in a wide range of
applications covering both line-powered and battery-powered nodes.

Silicon Labs' Wi-SUN hardware is certified by the Wi-SUN Alliance, a global industry as-
sociation devoted to seamless LPWAN connectivity. Wi-SUN builds upon open standard
internet protocols (IP) and APIs, enabling developers to extend existing infrastructure plat-
forms to add new capabilities. Built to scale with long-range capabilities, high-data
throughput and IPv6 support, Wi-SUN simplifies wireless infrastructure for industrial ap-
plications and the evolution of smart cities.

These release notes cover SDK versions:

1.1.1.0 released September 8, 2021
1.1.0.0 released July 21, 2021
1.0.1.0 released June 16, 2021
1.0.0.0 released May 10, 2021

Compatibility and Use Notices

KEY FEATURES

e FAN 1.0 Certified PHYs and Wi-SUN
Stack

e COAP Library

e Wi-SUN Sample Applications
¢ Wi-SUN Border Router Demo
o Wi-SUN Network Analyzer

For information about security updates and notices, see the Security chapter of the Gecko Platform Release notes installed with this
SDK or on the Silicon Labs Release Notes page. Silicon Labs also strongly recommends that you subscribe to Security Advisories for
up-to-date information. For instructions, or if you are new to the Silicon Labs Wi-SUN SDK, see Using This Release.

Compatible Compilers:

IAR Embedded Workbench for ARM (IAR-EWARM) version 8.50.9

e Using wine to build with the larBuild.exe command line utility or IAR Embedded Workbench GUI on macOS or Linux could result in
incorrect files being used due to collisions in wine’s hashing algorithm for generating short file names.

e Customers on macOS or Linux are advised not to build with IAR outside of Simplicity Studio. Customers who do should carefully

verify that the correct files are being used.

GCC (The GNU Compiler Collection) version 10.2.0, provided with Simplicity Studio.
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Wi-SUN Stack

1 Wi-SUN Stack

1.1 New ltems

Added in release 1.1.0.0
e Added a new SL_WISUN_MSG_NETWORK_UPDATE_IND_ID event that is fired when the network is updated: ip address update,
new primary parent or new secondary parent.

e The stack library is now compiled with the preprocessor definition DEBUG_EFM_USER and provides a default implementation of
assertEFM(). It will only be used if the application is also compiled with that same definition. The user can provide a custom imple-
mentation. See assertEFM() documentation for more information.

Added in release 1.0.0.0

Wi-SUN stack and SDK initial release

1.2 Improvements

None

1.3 Fixed Issues

Fixed in release 1.1.1.0

Description

728809 Fixed a drift in the frequency hopping mechanism that could lead to disconnections in quiet networks.

Fixed in release 1.1.0.0

ID # Description

710923 Fixed an issue causing the event SL_WISUN_MSG_CONNECTED_IND_ID to be fired although no new
connection was established. It was fired after each network update.

699627 Fixed an issue causing connections to fail after an operating class update.

721399 Fixed an issue causing US-IE configuration to be invalid when excluding channels.

Fixed in release 1.0.1.0

Description

701190 Fixed an issue causing a parent to lose track of its child frequency hopping sequence. The child router was
sending an incorrect IFSU misleading the parent router and forcing it to be one frequency hop interval late.

Fixed in releasel.0.0.0

Wi-SUN stack and SDK initial release

silabs.com | Building a more connected world. Wi-SUN 1.1.1.0 | 2




Wi-SUN Stack

1.4 Known Issues in the Current Release

Issues in bold were added since the previous release.

Description Workaround

714402 Wi-SUN border routervery infrequently hits a hard fault. The
command line interface is non-responsive and the router will not
advertize anymore. Routers will eventually report a PAN timeout.

1.5 Deprecated Items

None

1.6 Removed Items

Removed in release 1.1.0.0
e Removed internal type definitions from the API public headers
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Wi-SUN Applications

2 Wi-SUN Applications

2.1 New Items
Added in release 1.0.0.0

New Applications:

Wi-SUN - SoC CLI

Wi-SUN - SoC Empty
Wi-SUN - SoC Ping
Wi-SUN - SoC UDP Server
Wi-SUN - SoC UDP Client
Wi-SUN - SoC TCP Server
Wi-SUN - SoC TCP Client
Wi-SUN - SoC Meter
Wi-SUN - SoC Collector
Wi-SUN - SoC CoAP Meter
Wi-SUN - SoC CoAP Collector

New precompiled demos:

e Wi-SUN - SoC Border Router

e Wi-SUN - SoC Border Router with backhaul
Easy to use features (components):

e POSIX like Socket
e Application Core (event handling, connection handling, network configuration, etc.)
e COAP (Constrained Application Protocol)

Radio Configurator Support (19 PHYSs)

Simplicity Studio — Network Analyzer Wi-SUN Support

2.2 Improvements

Changed in release 1.1.1.0
e The default port for CoAP Meter/Collector is changed to 5683.
e The applications display the regulatory domain, the operating mode and operationg class (read only) via CLI.

e Doxygen was cleaned up.

Changed in release 1.1.0.0

Wi-SUN - SoC Border Router

e Added a new command that configures new certificates
e Added a new command to exclude channels from the frequency hopping schedule

2.3 Fixed Issues

Fixed in release 1.1.0.0

ID # Description

720367 Fixed an issue causig collectors from both CoAP and non-CoAP sample applications to remove meters from
their meter list.

720336 Fixed an issue causing sample application for non-radio board targets to miss a radio configuration.
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Wi-SUN Applications

2.4 Known Issues in the Current Release

Simplicity Studio — Network Analyzer: Wi-SUN Encrypted Packets are not supported yet.

2.5 Deprecated Items

None

2.6 Removed Iltems

None
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Using This Release

3 Using This Release

This release contains the following

Wi-SUN stack library

Wi-SUN sample applications

Wi-SUN border router pre-compiled demos
Documentation

If you are a first time user, see QSG181.: Silicon Labs Wi-SUN Quick-Start Guide.

3.1 Installation and Use

A registered account at Silicon Labs is required in order to download the Silicon Labs Wi-SUN SDK. You can register at https://sili-
conlabs.force.com/apex/SL_CommunitiesSelfReg?form=short.

SDK installation instructions are covered in the Simplicity Studio 5 User's Guide and QSG181: Silicon Labs Wi-SUN Quick-Start Guide.

Use the Silicon Labs Wi-SUN SDK with the Silicon Labs Simplicity Studio 5 development platform. Simplicity Studio ensures that most
software and tool compatibilities are managed correctly. Install software and board firmware updates promptly when you are naotified.

Documentation specific to the SDK version is installed with the SDK.

3.2 Security Information

Secure Vault Integration

This version of the stack does not integrate Secure Vault Key Management.
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Using This Release

Security Advisories

To subscribe to Security Advisories, log in to the Silicon Labs customer portal, then select Account Home. Click HOME to go to the
portal home page and then click the Manage Notifications tile. Make sure that ‘Software/Security Advisory Notices & Product Change
Notices (PCNs)’ is checked, and that you are subscribed at minimum for your platform and protocol. Click Save to save any changes.

=2 * Qe
SILICON LABS
HOME CASES  SOFTWARE RELEASES

o Update Preference

WHAT EMAILS WOULD YOU LIKE TO RECEIVE?

Newsletters

[J Community Monthly Newsletter
[[] sales Newsletter
[J Micrium Newsletter

SELECT THE PRODUCTS TO RECEIVE UPDATES FOR

[[] Select/Unselect All

[ Audio and Radio [ Power over Ethernet
[ Interface [ Sensors
[ Isclation [J TVandVideo
[] Modems and DAAs [ Voice
[ Microcontrollers [ wireless
[ &-bitMCUs [ Bluetooth Classic
32-bit MCUs [] Bluetooth Low Energy
[ Timing Proprietary
[ Clocks [ wi-Fi
[ Buffers [ ZigBee and Thread
[ oscillators [ z-Wave

[] CDRand PHY

3.3  Support

Development Kit customers are eligible for training and technical support. Contact Silicon Laboratories support at http://www.si-
labs.com/support.
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loT Portfolio SW/HW Quality Support & Community

www.silabs.com/IoT www.silabs.com/simplicity www.silabs.com/quality www.silabs.com/community

Disclaimer

Silicon Labs intends to provide customers with the latest, accurate, and in-depth documentation of all peripherals and modules available for system and software imple-
menters using or intending to use the Silicon Labs products. Characterization data, available modules and peripherals, memory sizes and memory addresses refer to each
specific device, and “Typical” parameters provided can and do vary in different applications. Application examples described herein are for illustrative purposes only. Silicon
Labs reserves the right to make changes without further notice to the product information, specifications, and descriptions herein, and does not give warranties as to the
accuracy or completeness of the included information. Without prior notification, Silicon Labs may update product firmware during the manufacturing process for security or
reliability reasons. Such changes will not alter the specifications or the performance of the product. Silicon Labs shall have no liability for the consequences of use of the infor-
mation supplied in this document. This document does notimply or expressly grant any license to design or fabricate any integrated circuits. The products are not designed or
authorized to be used within any FDA Class Il devices, applications for which FDA premarket approval is required or Life Support Systems without the specific written consent
of Silicon Labs. A “Life Support System” is any product or system intended to support or sustain life and/or health, which, if it fails, can be reasonably expected to result in
significant personalinjury or death. Silicon Labs products are not designed or authorized for military applications. Silicon Labs products shall under no circumstances be used
in weapons of mass destruction including (but not limited to) nuclear, biological or chemical weapons, or missiles capable of delivering such weapons. Silicon Labs disclaims
allexpress and implied warranties and shall not be responsible or liable for any injuries or damages related to use of a Silicon Labs product in such unauthorized applications.
Note: This content may contain offensive terminology thatis now obsolete. Silicon Labs is replacing these terms with inclusive language wherever possible. For more
information, visit www.silabs.com/about-us/inclusive-lexicon-project

Trademark Information

Silicon Laboratories Inc.?, Silicon Laboratories®, Silicon Labs®, SiLabs® and the Silicon Labs logo®, Bluegiga®, Bluegiga Logo®, EFM®, EFM32®, EFR, Ember®, Energy Micro, Energy
Micro logo and combinations thereof, “the world’s most energy friendly microcontrollers”, Redpine Signals®, WiSeConnect, n-Link, ThreadArch®, EZLink®, EZRadio®, EZRadioPRO®,
Gecko®, Gecko OS, Gecko OS Studio, Precision32®, Simplicity Studio®, Telegesis, the Telegesis Logo®, USBXpress®, Zentri, the Zentri logo and Zentri DMS, Z-Wave®, and others
are trademarks or registered trademarks of Silicon Labs. ARM, CORTEX, Cortex-M3 and THUMB are trademarks or registered trademarks of ARM Holdings. Keil is a registered
trademark of ARM Limited. Wi-Fiis a registered trademark of the Wi-Fi Alliance. All other products or brand names mentioned herein are trademarks of their respective holders.

Silicon Laboratories Inc.
400 West Cesar Chavez
Austin, TX 78701

USA

SILICON LABS  www.silabs.com
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