SILICON LABS

CHIP - Connected Home Over IP

This lab procedure walks through the steps to build CHIP Lock-app
project using EFR32 SLWRB4170A. The first part reviews how to
setup the environment using Virtual Machine running Ubuntu 20.04
LTS on Windows 10 machine. The second part shows how to
create Lock-app example and flash on to SLWRB4170A. The final
part introduces how to establish the connection with OTBR and use
Chip-tool to control the device.

*As of 5/11/2021 Project Connected Home over IP is now Matter. Learn more about Matter.
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KEY POINTS

e Setup CHIP environment on WSL2

o Build Lock-app project for BRD4170A
o Flash firmware on BRD4170A

e Establish communication with OTBR
o Use chip-tool to control the device



https://www.silabs.com/wireless/matter

Prerequisites

CHIP — Connected Home Over IP

1 Prerequisites

For this lab you will need the following:

e Software Requirement:

1.
2.

Studio 5 with Gecko SDK 3.0.0 or later installed on Windows 10
VirtualBox (with Ubuntu 20.04 LTS) installed on Windows 10

= VirtualBox: https://www.virtualbox.org/

= Ubuntu 20.04.x LTS: https://ubuntu.com/download/desktop
Latest Raspberry Pi OS.

=  For more instructions visit: https://www.raspberrypi.org/documentation/installation/noobs.md
Gecko SDK v2.7 downloaded in Linux (Ubuntu) VM

=  Download from https://qgithub.com/SiliconLabs/sdk support

Tera Term: https://ttssh2.0sdn.jp/index.html.en

J-Link RTT Viewer: https://www.segger.com/downloads/jlink/

SSH Client (Putty or Similar) : https://www.putty.org/

Note: WSL2 or Native Linux or Mac machine can also be used to build this CHIP Project but WSL2 has limitations as

described in section 5.4. To install WSL2 visit: https://docs.microsoft.com/en-us/windows/wsl/install-win10

e Hardware Requirements:

1. SLWSTK6000B Wireless Starter Kit main board + BRD4170A for CHIP device
2. SLWSTK6000B Wireless Starter Kit main board + BRD4170A for RCP Device
3. Raspberry Pi 3B+/4 for Open Thread Border Router
4. Two Micro-USB to USB Type-A cables for Kit

11 Prepare Network setting for VirtualBox

Assuming Ubuntu is installed on VM in Windows 10. Before running the VM, we need to configure networking setting and change

network adapter to Bridge mode.
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Open the VirtualBox and click on ‘Settings’ of your Linux VM.
Click on ‘Network’ and Select the ‘Adapter 1’ tab.

Make sure ‘Bridge Adapter’ is selected in the ‘Attached to:’ box.
Click OK.

A w0 e

1.2 Prepare Windows 10 OS to run Simplicity Commander (optional)

For simplicity’s sake add the path of Simplicity Commander (C:\SiliconLabs\SimplicityStudio\v5\developer\adapter_packs\com-
mander) to the path environment variable in your OS, so that the commander.exe can be called from any directory as well as

from Linux terminal.

Use Search bar in Windows 10 to locate “Environment Variables” menu.
2. Select “Edit the system environment variables”.

B L @ Filters “/ System Properties % Enwiranmant Varisbles %
Best match Computer Name Hardware Advanced System Protection Remote User varlables for kydando
Variabe Value
: q q “You must be K n as an Adminisirator to make mast of these chan
Edit the system environment variables ‘ou must bs logged on as an Adminisirator to make most of these changes. OneDrive. C\Users\kydando\OneDrive
Contrel panel Performance Fath MAppDataLocal\Mi pps:
TEMP kydandc\AppDataiLocalTemp
 tings Visual effects, processor scheduling, memery usage, and wirtual memory e ClisardanichApnDiokiiouahTemp
4 Edit environment variables for your Settings
account
User Profiles
. New._ Edit Delet
Deskiop settings related to your sign-in o e
System variables
Settings..
Variable Value ~
Comspec CAWINDOWS\systemd2icmd.exe
Startup and Recovery DriverData CAWindows\System32\Drivers\DriverData
System startup, system failure, and debugging information NUMBER OF PROCESSORS 4
as
Sellings ammm
PROCESSOR_ARCHITECTURE AMD64
PROCFSSOR IDFNTIFIFR _Intelfid Family 6 bodel 78 Stenning 3. Genuinelate o
Environment Vaniables. - -
New. Edit Delete
el enviranmentvanablesi 0K Cancel Apply Concel

3. Select “Environment Variables” in the System Properties window.
4. Select “Path” under System Variables. Click “Edit...”

Edit environment variable

X
C:\Program Files (86)\InteldCLS Client\ New
C\Program Files (x86/\Commen Files\OracleVavajavapath

CASiliconLabs\Optical_Sensors\Si115x\executable

Edit

C\Program Files\InteNiCLS Client\
C\ProgramData\Oracle\Java\javapath

Browse.
%SystemRoot¥\system32
9%SystemRootd
96SystemRoot\System32\Whem Delete
%SYSTEMROOT\System32\WindowsPowerShell1. 00
CA\Program Files (BE\QUIckTIme\QTSystemy,
C:\Program Files (x86)\IntehIntel(R) Management Engine Compone... Move Up
C\Program Files\Intel\Intel(R) Management Engine Components\D..
C\Program Files (x86)\Intel\Intel(R) Management Engine Compone. Move Down

CA\Program Files\IntehIntel(R) Management Engine Components\IPT

CAProgram Files\PuTTY,

3%SYSTEMROOTH\System32\0penSSHL Edit text.
CAProgram Files\IntehWiFi\bin\

\Program Files\Common Files\IntehWirelessCommon
Users\kydando\ Downloads\SimplicityStudio-5-ble-proprietary-zi

!

Click “New”.
Verify this is the valid path for your installation. C:\SiliconLabs\SimplicityStudio\v5\developer\adapter_packs\commander

Most default installations will have this path. It will be different if you modified the installation folder for Simplicity Studio.

© N o O

Paste the verified location of Simplicity Commander
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

13

Click “OK” to accept addition to path and return to Environment Variables window

Under System variables Click “New”

Under Variable name enter “PATH_GCCARM”

Under Variable value enter “C:\SiliconLabs\SimplicityStudio\v5\developer\toolchains\gnu_arm\7.2_2017q4”

Click “OK” to accept new variable.

Under System variable Click “New”

Under Variable name enter “PATH_SCMD”

Under Variable value enter “C:\SiliconLabs\SimplicityStudio\v5\developer\adapter_packs\commander” (VERIFIED IN STEP 5)
Click “OK” to accept new variable.

Click “OK” 3 times to close the open windows

Computer will need to be restarted for new PATH variable to be updated

Prepare Linux packages
Note: Following instructions can also work on WSL2 (Windows 10), Native Linux or Mac machine

In Virtualbox, start Ubuntu 20.04 VM and open terminal window.
Update the latest packages by typing following commands in terminal window:

1 sudo apt update

Ubuntu_64 [Running] - Qracle VM VirtualBox - [} x
File ~ Machine  View Input  Devices Help

Activities (=] Terminal ~ Nov25 12:33 e

e simran@simran-Ubuntu: ~

S sudo apt update
[sudo] password for mran:
Hit:1 http://ca.archive.ubuntu.com/ubuntu focal InRelease
Get:2 http://security.ubuntu.com/ubuntu focal-security InRelease [189 kB]
Get:3 http://ca.archive.ubuntu.com/ubuntu focal-updates InRelease [114 kB]

2
B

Get:4 http://ca.archive.ubuntu.com/ubuntu focal-backports InRelease [101 kB]
5

Get:5 http://security.ubuntu.com/ubuntu focal-security/main amdé4 c-n-f Metadata [5,428 B]
Get:6 http://ca.archive.ubuntu.comfubuntu focal-updates/main amd64 Packages [670 kB]
Fetched 999 kB in 1s (1,996 kB/s)
Reading package lists... Done
Building dependency tree
Reading state information... Done
169 packages can be upgraded. Run 'apt list --upgradable' to see them.
15

2 sudo aptinstall

Ubuntu_64 [Running] - Oracle VM VirtualBox — O X
File  Machine View Input  Devices  Help

Activities (] Terminal » Nov25 12:33 e

=1 simran@simran-Ubuntu: ~

sudo apt install
Reading package lis Done
Building dependency tree
Reading state information... Done
The following packages were automatically installed and are no longer required:
aders-5.4.0-42 linux-headers-5.4. 2-generic linux-1image-5.4.0-42-generic
linux-modules-5.4 42-generic linux-modules-extra-5.4.0-42-generic

Use 'sudo apt autoremove' to remove them.
0 upgraded, © newly installed, © to remove and 169 not upgraded.

H
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2 Build Preparation for CHIP

Note: Instructions provided in this section 2 can be used to build Chip project on WSL2 (Windows 10), Native Linux or Mac machine)

21 Prerequisites for CHIP project on Linux VM

The following section details how to set up environment for CHIP Project. All the current development on CHIP is available at

https://github.com/project-chip/connectedhomeip

Check out the Code and SDK from GitHub.

1. Open the Linux terminal from start menu.
2. Clone the Gecko SDK 2.7 from https://github.com/SiliconLabs/sdk support

git clone https://github.com/SiliconLabs/sdk_support.git

Ubuntu_64 [Running] - Oracle VM VirtualBox — C

File Machine  View  Input Devices Help

Activities (-] Terminal = Nov25 12:47 e

=1 simran@simran-Ubuntu: ~ o =

:~$ git clone https://github.com/SiliconLabs/sdk support.git
Cloning into 'sdk_support'...
remote: Enumerating objects: 21, done.
remote: Counting objects: 100% (21/21), done.
remote: Compressing objects: 100% (15/15), done.
remote: Total 24707 (delta 7), reused ©@ (delta 0), pack-reused 24686
Receilving objects: 100% (24707/24707), 104.89 MiB | 27.92 MiB/s, done.
Resolving deltas: 16 (14859/14859), done.
Updating files: 180% (28981/28981), done.
~5

3. Clone the repository. To check out the CHIP repository:
1s

Ubuntu_64 [Running] - Oracle VM VirtualBox -
File Machine View Input Devices Help

Activities (-] Terminal ~ Nov 25 12:48

+1 simran@simran-Ubuntu: ~ Q = _

:~% git clone https://github.com/project-chip/connectedhomeip.git
Cloning into 'connectedhomeip'...
remote: Enumerating objects: 38370, done.
remote: Total 30370 (delta @), reused @ (delta @), pack-reused 30370
Receiving objects: 100% (30370/30370), 13.09 MiB | 29.39 MiB/s, done.
Resolving deltas: 100% (21458/21458), done.
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4. Switch to ‘connectedhomeip’ directory and checkout the commit 122d292801£d38f49b8fe3db397ccaadeb0e4798

(At the time of this tutorial, following commit hash is tested. Latest commit on GitHub should work as well)

git checkout 122da92801f£d38£f49b8fe3db397ccaadeb0e4798

Ubuntu_64 [Running] - Oracle VM VirtualBox - O
File Machine  View  Input Devices Help

[ Terminal « Nov25 12:50 e

simran@simran-Ubuntu: ~fconnectedhomeip Q

B $ cd connectedhomcip
S git checkout 122da92801fd38f49b8fe3db397ccaadebbed4798
Note: switching to 122d39230lfd3af49bafe3db39?ccaa4eb0e479a

You are in 'detached HEAD' state. You can look around, make experimental
changes and commit them, and you can discard any commits you make in this
state without impacting any branches by switching back to a branch.

If you want to create a new branch to retain commits you create, you may
do so (now or later) by using -c with the switch command. Example:

git switch -c <new-branch-name>
Or undo this operation with:
git switch -
Turn off this advice by setting config variable advice.detachedHead to false
HEAD is now at 122da928 Add the implementation of _ProvisionThreadNetwork for efr platforms (#3

735)
s

5. If you already have a checkout, run the following command to sync submodules:

git submodule update --init

1 simran@simran-Ubuntu: ~fconnectedhomeip oy =

H $ git submodule update --init

Submodule 'grcode’ (https //github. com}nayukl}OR Code-generator.git) registered for path 'examp
les/common/QRCode/repo’
Submodule 'm5stack-tft' (https://github.com/jeremyjh/ESP32_TFT_library.git) registered for path

'examples/common/m5stack-tft/repo’
Submodule 'bluez' (https://kernel.googlesource.com/pub/scm/bluetooth/bluez.git) registered for
path 'third_party/bluez/repo’
Submodule 'cirque' (https://github.com/openweave/cirque.git) registered for path 'third_party/c
irque/repo’
Submodule 'happy' (https://github.com/openweave/happy.git) registered for path 'third_party/hap

Subm e pa "third_party/fot-br-posix; o': e o '6fOCc803670096107c96a 4e500de30
260
Subm e pa "third_party/ot-commissioner

Submodule path 'third_party/pic

4

Submodule path 'third_party/qpg_st ; £ e out '819615564704

o'

Submodule path 'th1rd pdrtyfz ap/r 3 ; out 'ba2945b7af7e6d003446775bf532e76414c211ba
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6. Install prerequisites on Linux required to CHIP project.

sudo apt-get install git gcc g++ python pkg-config libssl-dev libdbus-1-dev libglib2.0-dev libavahi-
client-dev ninja-build python3-venv python3-dev unzip

2.2 Prepare CHIP Environment and build the source and libraries

Build all sources, libraries, and tests for the host platform.
1. Activate the environment builds

source scripts/activate.sh

Before running any other build command, the environment setup script should be sourced at the top level. This script takes care
of downloading GN, ninja, and setting up a Python environment with libraries used to build and test.

Ubuntu_64 [Running] - Oracle VM VirtualBox
File  Machine View Input Devices  Help

Activities ] Terminal v Nov25 12:57 @

m simran@simran-Ubuntu: ~/connectedhomeip

S source scripts/activate.sh

CHIF

Downloading and installing packages into local source directory:
etting up CIPD package manager...done
ing up Python environment.
Setting up Host tools
Activating environment (setting environment variables):
Setting environment variables for CIPD package manager
etting environment variables for Python environment
setting environment variables for Host tools
Sanity checking the environment:
20201125 12:57:44] Environment passes all checks!

Environment looks good, you are ready to go!

To activate this environment in the future, run this in your
terminal:

If this script says the environment is out of date, it can be updated by running:
source scripts/bootstrap.sh

This script re-creates the environment from scratch, which is expensive, so avoid running it unless the environment is out of
date.

2. Make a build directory:

gn gen out/host
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simran@simran-Ubuntu: ~fconnectedhomeip

: en out/host
Made 212 targets from 95 files in

3. To build these files, pass the label with its path (but no leading “//”) to ninja:\

ninja -C out/host

simran@simran-Ubuntu: ~/connectedhomeip

B S gn gen out/host
Made 212 targets from 95 files in 168ms
2 S ninja -C out/host

= -

ninja: Entering directory “out/host’
[467/467] 1d tests/TestSecureSessionMgr I
. S

= -

The directory name ‘out/host’ can be any directory, although it's conventional to build within the out directory. This example
uses host to emphasize that we're building for the host system. Different build directories can be used for different configu-

rations, or a single directory can be used and reconfigured as necessary via gn args.
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3 Creating EFR32 Lock-App

Note: Instructions provided in this section 3 can be used to build Chip project on WSL2 (Windows 10), Native Linux or Mac machine)

The EFR32 lock example provides a baseline demonstration of a door lock device, built using CHIP and the Silicon Labs gecko SDK.
The example currently supports Open Thread.

The lock example is intended to serve both to explore the workings of CHIP as well as a template for creating real products based
on the Silicon Labs platform.

3.1 Building the example

1. Switch to efr32 lock-app folder.

cd ~/connectedhomeip/examples/lock-app/efr32

2. Verify all the submodules are updated and synchronized.

git submodule update --init

3. Make sure to activate the environment. This will load gn and ninja for building further instructions.

source third party/connectedhomeip/scripts/activate.sh
4. Setup the Gecko SDK 2.7 path. Refer to section 1.2 for downloading the Gecko SDK 2.7

export EFR32_SDK _ROOT=<path-to-silabs-sdk-v2.7>

export EFR32_SDK ROOT=~/sdk_support

5. Set the board number used to build this example project.

export EFR32 BOARD=BRD4170A

6. Now, setup the build directory before compiling the project. with GN, you can setup your own build directories with the settings

you want. This lets you maintain as many different builds in parallel as you need.

gn gen out/debug --args="efr32 sdk_root=\"${EFR32_SDK ROOT}\" efr32 board=\"${EFR32_BOARD}\""

7. To build the project, pass the label with its path to ninja

ninja -C out/debug
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@’

Activities (] Terminal ~ Nov25 13110 e

[+l simran@simran-Ubuntu: ~/connectedhomeip/examples/lock-appfefr3iz Q

git submodule update --init

source third_party/connectedhomeip/scr
ipts/activate.sh

CHIF

Activating environment (setting environment variables):

etting environment variables for CIPD package manager...done
etting environment variables for Python environment
etting environment variables for Host tools

sanity checking the environment:
20201125 13:08:21 Environment passes all checks!

Environment looks good, you are ready to go!

export EFR32_SDK_ROOT=~/sdk_support
export EFR32_BOARD=BRD4170A
B gn gen out/debug --args="efr3z_s
t=\"${EFR32_SDK_ROOT}\" efr32_board=\"${EFR32_BOARD}\""
Made 93 targets from 82 files in 22ms
5 $ ninja -C out/debug
ninja: Entering directory “out/debug'’
[516/516] ACTION //:lock_app.image(//build/toolchain/arm_gcc:arm_gcc)
8 S

8. If you want to delete the generated the project files: (not required for this lab)

rm -rf out/
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3.2 Flashing the Firmware

For this lab we will begin by programing the BRD4170A using the wired USB interface.
The generated files for ‘Lock-app’ project on Linux VM is typically be stored at:

\home\ connectedhomeip\examples\lock-app\efr32\out\debug

mran-Ubuntu: ~/connectedhomeip/examples/lock-app/efr32

$ git submodule update --init
S source third_party/connectedhomeip/scr
connectedhomeip examples lock-app efr32 out debug ~ Q B - =
0 Recent -
RJSEArTeC args.gn 69 bytes 13:09
{ii Home
build.ninja 30.2kB 09
[ Desktop
build.ninja.d 4.7kB 13:09
B [ Documents
J Downloads chip-app-server.a 380.1kB (
I Music # | chip-efr32-lock-example.flash.py 234 bytes 13:09
& & Pictures
chip-efr32-lock-example.out 21.9 MB 13:10
2
H videos
E chip-efr32-lock-example.out.map 3.3MB 13:10
W, Trash
. . chip-efr32-lock-example.s37 1.5MB 13:10
= sf_Shared_LinuxvM 4
| efr32_firmware_utils.py 4.9kB 12:50
E £7 efr3z - -
® | firmware_utils.py 17.1kB 12:48
Wl -+ Other Locations
[
toolchain.ninja : e ls 12enn
“chip-efr32-lock-example.s37" selected (1.5 MB)

1. Copy the “chip-efr32-lock-example.s37” from .../out/debug folder from Linux VM to Windows 10 using shared folder.

2. Open Command prompt on Windows 10, make sure you are in directory where firmware file is copied in previous step.

B Command Prampt " t e

(c) 2819 Microsoft Corporation. All rights reserved.
c:\>cd LinuxSharedvM

c:\LinuxSharedVM>dir
Volume in drive C 1s 0SDisk
Volume Serial Number is 6631-E2A8

Directory of c:\LinuxSharedvM

11/2u/26286 6U:21 PM <DIR>

11/2u4/2620 6U:21 PM <DIR> ..

11/2u4/20208 ©3:48 PM 1,501,894 chip-efr32-lock-example.s37
1 File(s) 1,501,894 bytes
2 Dir(s) 188,975,067,136 bytes free
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3. Before flashing the application firmware, verify whether the bootloader is flashed. Otherwise the application will not bootup.
4. Type the following command to flash the firmware to the BRD4170A:

commander.exe flash chip-efr32-lock-example.s37

Ed Command Prompt = } ~

Microsoft Windows [Version 16.6.18362.1082]
(c) 2819 Microsoft Corporation. All rights reserved.

c:\>cd LinuxSharedvM

c:\LinuxSharedvVM>commander flash chip-efr32-lock-example.s37
Parsing file chip-efr32-lock-example.s37...

wWriting 52uU288 bytes starting at address @ feeee
Comparing range 8x00000000 — € B1FFFF (128 HB)
Comparing range 8x000200080 OXB0O3FFFF (128 KB)
Comparing range 8x088U480608 : PE5SFFFF (128 KB)
Comparing range 8xB88868608 : B7FFFF (128 HB)
Programming range 8x DOBE KB)
Programming range HOB080E B : KB)
Programming range D00160¢€ DOE KB)

D1 ~ 1 ~ o nAR1RAH LR

gramming range 8x8807F8086 007FFFF (2

fying range 8xBOBLEOEE - € 1FFFF (128

range 0020000 — € 3FFFF (128

range 00URORE — € 5FFFF (128

Verifying range 0060000 — € BO7FFFF (128
DONE

c:\LinuxSharedvm>|

Note: You can also manually launch GUI interface of commander.exe file from (C:\SiliconLabs\SimplicityStudio\v5\devel-

openaadapter_packs\commander) and flash the file to the board

¥ Simplicity Commander - m} x
File Help
Adspler| Disconnect | Mlink Device | S/N 440173414
Target  Reconnect Debug interfaca SWD “ |8000kHz | Device EFRIZMGIZP432FI024GLLZS
- Flash MCU
Binary Fie
..%. C:/LinusxSharedVM/chip-efr32-lock-example.s37 Browse...
Kit Flash start address: = Reset MCLI after flashing Verify upload Fiash
man
= = Flash Erass/Write Protection
= = \Writs protect Fiash rangs 0000000 £ 00000000 2
mwnn Protect
[ Lock Main Fiash [ vock user page
Device Info
Blank Check Remove Protection Erase chip
i
H = Debug Lock Tooks
annne The unlock function enly works using Silicon Lsbs kits.
Unlocking the chip will erase al data on flssh and SRAM.
Flash

Recover bricked device| | Unlock debug access | |Lock debug access

SWO Terminal
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4 Preparing OTBR and RCP Device

This section is not covered in this tutorial. So, we will only cover brief setup of RCP and Board Router. For in-depth detail on
setting up Open Thread Boarder Router, you can refer to AN1256: Using the Silicon Labs RCP with the Open Thread Border
Router https://www.silabs.com/documents/public/application-notes/an1256-using-sl-rcp-with-openthread-border-router.pdf

4.1 Preparing RCP Device

1. Once you have you WSTK kit with BRD4170A board connected via USB, Simplicity Studio 5 will detect the available adapters.
Select the adapter by clicking over it.

ﬂ vi_workspace - Adapter: J-Link Silicon Labs (440173414) - Simplicity Studie™
File Edit Navigate Search Project Run Window Help
' Welcome © Recent i Tools & Install %% Preferences
# Debug Adapters
J-Link 5ilicon Labs (440173414) (ID:440173414) e

2. Click on the ‘Launcher’ tab on Simplicity Studio 5

9 | # Launcher {} Simplicity IDE A, Network Analyzer ‘£ Configurator #* Energy Profiler
J-Link Silicon Labs (440173414)

OVERVIEW EXAMPLE PROJECTS DOCUMENTATION DEMOS COMPATIBLE TOOLS

Run a pre-compiled demo to test on your device

This is a simple application to test DMP with OpenThread RUN -
and Bluetooth running on FreeRTOS
Filter on keyword:
ot-cli-ftd
This is a very simple CLI application to test the
Openthread stack on a Full Thread Device.
ot-cli-mtd
This is a very simple CLI application to test the RUN
Openthread stack on a Minimal Thread Device
ot-ncp-ftd
This is a simple OpenThread Full Thread Device NCP RUN
application
ot-ncp-mtd
This is a simple OpenThread Minimal Thread Device NCP
application.
ot-rcp 4

This is a simple OpenThread RCP application

sleepy-demo-ftd
This is a sample application to start and form a Thread RUN
network on an FTD for the sleepy-demo.

3. Click on ‘Demo’ tab to list all available pre-complied firmware for selected device.
4. Click ‘RUN’ on ‘ot-rcp’ demo project. This will install the pre-built RCP image for selected board.
5.  Now RCP device is ready to connect with OTBR running on Raspberry Pi.

silabs.com | Building a more connected world. Rev. 9| 12
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4.2 Launching OTBR (Open Thread Boarder Router)

Assuming OTBR is already setup and running on Raspberry pi (refer to section 4 introduction for installing OTBR on Raspberry

Pi). You can wuse SSH terminal like Putty. Open SSH terminal and login to Raspberry pi.

4.2.1 Check the status of OTBR by typing following command

sudo ot-ctl state

@ pi@raspberrypi: ~

4.2.2 OT-BR need to have a Global prefix configured. Type the following commands on RPI

sudo ot-ctl prefix add 2001:db8::/64 paros

sudo ip addr add dev <interface> 2002::2/64 // e.g. name of interface that Raspi
// 1s connected to like ethO/wpanO/etc

,@' pi@raspberrypi: ~

4.2.3 Restart the OTBR, type the following command

sudo ot-ctl state

> thread stop

> ifconfig down

> ifconfig up

> thread start

silabs.com | Building a more connected world. Rev. 9| 13
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p_‘-? pi@raspherrypi: ~

4.2.4  Check the IP address of OTBR on Raspberry Pi to verify the changes.

> ipaddr

@ pi@raspberrypi: ~

425 Getthe connection detail of OTBR. This is required for connecting child device with OTBR.

Type following commands:

> channel
> panid
> masterkey

@' pi@raspberrypi: ~

Take a note of these details and it will be used in section 5.2.3 for connecting CHIP End-device.
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5 Running the CHIP End Device Demo

5.1 Startup the J-Link RTT Viewer

1. On Windows 10, connect CHIP End-device to J-Link RTT viewer, Press OK to connect.

H

All Terminals Terminal 0

E J-Link RTT Viewer V6.88a | Config...
Connection to J-Link

@ use [ serial ho
O TerP

(O Existing Session

Specify Target Device

| EFRI2MGL2P00F1024

Script file (optional)

Target Interface & Speed

SWD v [4000kHz ~
RTT Control Block
(@ Auto Detection () Address (O search Range
T-Link automatically detects the RTT control block.

Retry sending checked. 0.00 MB
2. Press the reset button on WSTK kit and logs will be shown on J-Link RTT viewer when Chip End device restarts.
A J-Link RTT Viewer V6.28a — m] b4

File Terminals Input Logging Help

All Terminals Terminal 0

Init CHIP
Initializing
[DL] OpenThread ifconf
[DL] OpenThread startec
[DL] Setti penThread
Starting form Manager Ewv
Starting OpenThread task
Starting Ap
Starting FreeRTOS s
[DL] Thread t
detail> [DL] CHIP task running
info [DL] Setup PIN discriminator not found; using defaul
info [DL] Setup PIN
info OnPlatform
detai OL] OpenThread Sta
) Device Role: DETACHED
twork Name: SL-OpenThread
PAN Id: xFACE

Enter Clear

RTT Viewer connected. 0.007 MB

silabs.com | Building a more connected world. Rev. 9| 15




CHIP — Connected Home Over IP

Running the CHIP End Device Demo

5.2 Open Tera Term serial terminal for CHIP End-device

5.2.1  On Windows 10, Open Serial Terminal like Tera term and connect the end-device.

il

File Edit Setup Contral Window Help

Tera Term: New connection

OTCPIP 192.168.50.33
History
Telnet &
SSH $SH2
Other UT®
@® Serial Port:  COM10; JLink CDC UART Port (COM10)

Cancel Help

5.2.2  Verify the state of the device, type ‘factoryreset’ followed by ‘state’ on Tera-term console

factoryreset

state

O COMI0 - Tera Terrm VT
File Edit Setup Control Window Help

» factoryreset

> state
dizabhled
Done

> 1

523 Connect the CHIP end device to OTBR, connection detail can be obtained as explained in Section 4.2.5.

Type following commands:
dataset channel 11

dataset panid Oxface

dataset masterkey 00112233445566778899%aabbccddeeff

dataset commit active

Rev. 9| 16
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dataset channel 11

dataset panid @xface

dataset I"kvE"_y" B011223344556677889%aabbccddeaff
dataset commit
ifconfig

thread start

5.2.4 Check the IP address of CHIP end-device, it will have IPV6 address with “2001::db8” prefix

T
File Edit Setup Control Window Help

> ipaddr

£fAAda ~adll-hoaof ~-A-A-£F -Lo@AR-2ARR

2001 :dbh8:0:0:cFf3d:172e:c2fh:eele

TEGV-U-N-U-983I0 - /9 -2 FET - N

f)dde:adﬂﬂ:heef:B:h365:37a6:3ahf:h?cc
one

>0

5.2.5  Onraspberry pi, verify if OTBR have child device

5.2.6  To verify, whether the device communication is successful send ping from raspberry pi to child device.

@ pi@raspberrypi: ~

Now, CHIP end-device is successfully on thread network.
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5.3

54

Building CHIP-TOOL in Linux VM
Note: Instruction provided in this section 5.3 can be used to build Chip-tool on WSL2 (Windows 10), Native Linux or Mac
machine) But WSL2 cannot act as client to send messages using chip-tool

Chip-tool allow to send message over thread network to control CHIP END-DEVICE. Before using chip-tool, we must build
binaries just like lock-app example.

On Virtual Machine, open Linux terminal, and switch to chip-tool directory under ‘connectedhomeip’ directory.

cd examples/chip-tool

git submodule update --init

source third party/connectedhomeip/scripts/activate.sh

gn gen out/debug

ninja -C out/debug

Now, generated binaries for chip-tool are under ‘~/examples/chip-tool/out/debug’ folder. Using chip-tool you can now control
the lock status with on/off command. But before that we need to add ipv6 route in next step.

ADD IPV6 Route on Client Device

Client device is used to send messages to Chip End device. Linux VM or native Linux or Mac machine can be used as client
device.

Note: WSL2 does not currently support IPV6 routing and cannot be act as client for sending messages using chip-tool.

o Type the following command on VM (Ubuntu) (or native Linux Ubuntu machine)

sudo ifconfig <interface> inet6 add 2002::1/64

sudo ip route add 2001:db8:0:0::/64 via 2002::2

sudo ip route add fdde:ad00:beef::/64 via 2002::2
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Ubuntu_64 [Running] - Oracle VM VirtualBox — O
File Machine  View  Input Devices Help

Activities (] Terminal = Nov25 22:47 »

o simran@simran-Ubuntu: ~/connectedhomeip/examples/chip-tool

] $ ifconfig
enpBs3: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1580
inet 192.1 50.22 netmask 255.255.255.0 broadcast 192.168.50.255
inet6 fe 79a:1f70:a993:847b prefixlen 64 scopeid @x20<link>
ether ©8:00:27:36:58:9a txqueuelen 1000 (Ethernet)
RX packets 3280 bytes 3766406 (3.7 MB)
RX errors @ dropped @ overruns @ frame ©
TX packets 2980 bytes 288157 (288.1 KB)
TX errors @ dropped @ overruns @ carrier @ collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.0.0.0
inet6 1 prefixlen 128 scopeid 8x1@<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 236 bytes 21567 (21.5 KB)
RX errors @ dropped @ overruns @ frame @
TX packets 236 bytes 21567 (21.5 KB)
TX errors © dropped @ overruns @ carrier 8 collisions ©

sudo ifconfig enp@s3 inet6 add 2002::1/64
sudo ip route add 2001:db8:0:0::/64 via 2002::2
sudo ip route add fdde:adee:beef::/64 via 2802::2

e On Mac machine, following commands can be used to add ipv6 routes

sudo ifconfig <interface> inet6 add 2002::1/64 //e.g enp0s3
sudo route add -inet6 2001:db8:0:0::/64 2002::2

sudo route add -inet6 fdde:ad00:beef::/64 2002::2

To verify the route, ping the ipv6 address of CHIP-end device from Linux VM
Ubuntu_64 [Running] - Oracle VM VirtualBox
File Machine  View  Input Devices Help

Activities (=) Terminal = MNov 25 22:56

[+1 simran@simran-Ubuntu: ~

:~S ping 2001:db8:0:0:cf3d:172e:c2fb:ee2e
PING 2001:db8:0:0:cf3d:172e:c2fb:ee2e(2001:db8::cf3d:172e:c2fb:ee2e) 56 data byt
es
64 bytes from 2001:db cf3d:172e:c2fb: : lcmp_seq=1 ttl=254 time=103 ms
64 bytes from 2001:db cf3d:172e:c2fb icmp_seq=2 ttl=254 time=56.8 ms
AC
--- 2001:dbB8:0:0:cf3d:172e:c2fb:ee2e ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1816ms
rtt min/avg/max/mdev = 56.835/79.995/103.156/23.160 ms

Note: Chip-tool is currently working on Linux VM/ native Linux machine or Mac machine. WSL2 on Windows 10 does not fully
support bridge network mode to run chip-tool via ivp6 route.

55 Send message using Chip-tool to End-Device

= Currenlty, WSL2 cannot work as client to send messages using chip-tool.

To use the Client to send a CHIP commands, run the built executable and pass it the target cluster name, the target command
name, the IP address and port of the server to talk to as well as an endpoint id. The endpoint id must be between 1 and 240.

silabs.com | Building a more connected world. Rev. 9| 19




| CHIP — Connected Home Over IP
Running the CHIP End Device Demo

1. On VM, open Linux terminal window, make sure we are in the ‘~/connectedhomeip/examples/chip-tool/out/debug’ di-
rectory.
2. Using chip-tool, control the lock status with on/off command.

./chip-tool onoff on <ipv6 address of the node> 11097 1

fi Ubuntu_64 [Running] - Oracle VM VirtualBox - O X
File  Machine View Input  Devices Help

Activities =] Terminal =

status: EMBER
Shutting down

$ ./chip-tool onoff on 2061:db8:

: OnConnect
01', Cluster , Command id: 'exe1’'
Fully e ded 13 bytes
ed data of length 16
ey 01!

efaultResponse

commandId: 8x61
H status: EMBER_ZCL_STATUS_SUCCESS (Ox
: Shutting down the controller

On J-Link RTT Viewer connected on CHIP End-Device, you can verify the command is successfully executed. Also, on WSTK
you can see Led is turned ON.

B J-Link RTT Viewer V6.22a - m] X
File Terminals Input Logging Help

All Terminals Terminal 0

ort 116
u bytes

buffer: [
BhXehXehx

This complete the tutorial on building CHIP Lock-app. End device can establish communication with OTBR and able to send
messages to CHIP end device via client running on Linux VM.
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